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The Management Control Workshops are conducted to facilitate continual improvements to the Management Control Program.  We strongly suggest those of you reading this handbook take the opportunity to provide feedback to your Management Control Program Manager.   

As federal employees charged with protecting the publics' interest, we are responsible for the timeliness and quality of program performance, increasing productivity, controlling costs and mitigating adverse aspects of agency operations.  This handbook should assist you in being able to reasonably ensure:
Programs achieve their intended results.

Resources are used consistent with agency mission.

Programs and resources are protected from waste, fraud, abuse, and mismanagement.

Laws and regulations are followed.

Reliable and timely information is obtained, maintained, reported, and used for decision making.

The DLA Management Control Handbook includes definitions, examples of each segment of the program, a schedule of events timeline, and a point of contact listing of program managers.  The handbook will assist you in establishing and maintaining your program by guiding you through the following areas:

Developing a management control plan

Assessing the adequacy of management controls

Correcting the problem

Formulating a Midyear Report and an Annual Statement of Assurance

Management Control Program a History


The Management Control Program has been with us since 1950.  It is a common sense program that we can apply equally to our personal, as well as our professional life.  Think about it for a moment, our automobiles have indicator lights, seat belts, and warning signals that are all management control systems designed to protect us on our daily journeys.


In the same way, management controls protect us and our resources at work; preventing fraud, waste, abuse, and mismanagement of the taxpayers' money.  As public servants, we are stewards of the resources entrusted to us.  Most recently, management controls have been tied to performance goals in agency's strategic plans.


Management controls began in 1950 with the Budget and Accounting Procedures Act requiring agencies to establish and maintain systems of accounting and internal control.  In 1981, OMB Circular A-123 was issued to further strengthen Federal Government Internal Control Systems.  It required Vulnerability Assessments and Internal Control Reviews on an ongoing basis.  In 1982, Congress passed the Federal Managers Financial Integrity Act (FMFIA) to further refine and define the Program.  The FMFIA required managers to adopt procedures which safeguard assets and provide reasonable assurance that obligations and costs are in compliance with applicable laws.  It also required the submission of an Annual Statement of Assurance by the head of each Federal Government Agency.  DoD Directive 5010.38 issued April 14, 1987, established "Internal Management Controls" to implement the FMFIA.  In June 1995, OMB Circular A-123was revised and the DoD Directive 5010.38 and Instruction 5010.40 were then revised in August 1996, to address management improvement and accountability.  Reporting requirements were less tedious and managers were given more latitude to decide what functions were vital to their organizations.  The test used to identify a vital function is "the cost of the control should not exceed the benefit derived from the control."  


The Defense Logistics Agency (DLA) has taken many steps to simplify reporting requirements.  Each field activity and headquarters organizational elements reports as a single assessable unit to DLA.  Field activity managers decide what management reviews their organization will conduct, the scope of the review, and when they will conduct the review.


Management controls have evolved into a more user friendly program.  When properly implemented, management controls become an integral tool to help managers keep their organizations focused and on track.  More importantly, management controls document a manager's efforts to ensure that all reasonable efforts were made to eliminate the potential for fraud, waste, abuse, and mismanagement of government resources.   

[image: image1.wmf]Management Controls-Your Friendly Watchdog

Management Controls are Proactive

[image: image2.wmf]
A good system of management controls allows a manager to uncover and deal with potential problems before they escalate outside of their authority.  Management controls should cover programs where there is a major risk of monetary loss, waste of resources or embarrassment to the command.  Properly used this will ensure and provide a manager the opportunity to preclude or satisfactorily answer hotline complaints, grievances, or internal reviews. 
Management Controls Assist in Outside Audits





[image: image3.wmf]
The DoD Inspector General's Office has stated that if an inspection finding is already covered by the agencies' management control plans and the assessment shows no material weakness exists or if the agency is already working to make corrections, chances are there will be no adverse finding.  On the other hand, if the findings are not covered under the management control plan it will appear in the "report." 

Management Controls are More Than Dollars



[image: image4.wmf]
Management control is not an auditors program aimed at just saving dollars.  Management control has prevented thefts of ammunition at bases by assuring the establishment of safeguards in its storage areas.  Management controls have saved lives by establishing safety procedures and then testing them.  Management controls have prevented information "break-ins" to DoD automated systems by establishing better password security and other means.  These and several other published accounts in installation newsletters prove management controls touch every aspect of our lives.  

Management Controls Come in Different Forms




In recent years Government Performance Results Act (GPRA) and National Performance Review (NPR), both initiated in 1993, have come to play a greater role in our agency.  As a result, we are now engaged in establishing agency goals, tying performance to manager’s annual performance ratings, establishing metrics for measuring performance, and assembling them into a strategic plan.  Budgeting decisions are a vital part of this process.  Management controls are central to this activity.  The strategic plan is a management control providing direction for improving overall performance in a dynamic environment.  At the same time, individual control objectives within the program are examining processes for both effectiveness and efficiency.  
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Writing the Objectives

Guidelines for formulating and writing effective management control objectives for inclusion in the annual Management Control Plan are as follows:

State positively the selected vulnerability/risk (e.g. payments to contractors will be late.)

Ask yourself: to avoid a certain risk, what needs to happen?  (e.g. to ensure that payments to contractors will be timely) or indicating the criteria to measure accomplishment of the objective.  (e.g. payments will be made between 25 to 30 calendar days after receipt of invoice and receiving report.) 

Precede objective with an action verb, such as: ensure, initiate, develops, etc.

Insure objective is written in a clear and concise manner.

Incorporate selected objective into the annual Management Control Plan and assigns each objective with its unique tracking identifier, e.g., DDC 98-001, etc.  Include an asterisk (*) if a DLA directed core objective.

Include, where appropriate, the DLA Strategic Plan, the DLA Long Range Business Plan, your own business plan, and/or field activity corresponding plan.

Group by DoD functional category.  

GAO Specific Standards With

 Examples of Control Procedures

	Specific Standards
	Common Procedures
	Illustration

	Documentation
	Operating/financial plans

Organization charts/job description

Office instructions/SOP

Quality control procedures
	Written procedures exist for completing time and attendance forms



	Records:


Recording of Transactions

	Periodic progress reports

Use of computerized manual inventory 

   systems           

Use of logs/checklists

Cash receipts/register tapes
	Weekly reconciliation of cash journal


   










	Authorization:

Execution of Transactions


	Clear written chain of command

Periodic inspection of critical forms to ensure proper completion/authorized    

signature required
approval of changes in existing systems, procedures,

and personnel assignments   
	An authorized signature required for    

receipt of all contracted services or

supplies



	Structure:

Separation of Duties


	Separate personnel assigned to key duties such as: authorizing processing,   

recording, and reviewing

Investigations are conducted by impartial individuals

Periodic reviews/audits routinely  conducted by impartial individuals 

Appointment of alternate personnel to fill in for absent personnel          
             
	Personnel performing the receiving     

function are different from personnel performing the purchasing function



	Supervision
	Performance standards /evaluation 
Provision of training

	Supervisors provide on-the-job training until employees meet specified performance criteria

	Security:

Access to Resources

	Controlled custody and pre-numbering of critical forms e.g. blank checks, purchase
orders, signature plates 
    Physical barriers e.g. locked doors, fences, safes 

Access restrictions e.g. magnetic key  devices, "Do Not Enter" signs, employee badges, sign-in logs

Detection and prevention devices e.g. fire alarms, electronic sensing, security     

guards

Off-site backup storage for critical  automated/manual files 


	People entering building must have an

authorized badge or pass 




Management Control Plan

The Management Control Plan (MCP) is a fiscal year organizational plan outlining the core and vital management control objectives (MCOs) to be assessed.  In addition, the plan will include the designated control objective manager, control objective(s), and the month an assessment is to be performed.

The proposed headquarters organizational elements and field activities upcoming FY MCP will be submitted to DSS-B not later than October 1.

Upon approval, DSS-B will publish and disseminate the DLA Management Control Plan to field not later than November 15 of the reporting fiscal year.

 DLA will review MCPs for consistency with strategic/business planning documents, coverage of known material weaknesses, and any other areas of critical concern.

The MCOs identified in the MCP that are linked to the DLA Strategic Plan will have a notation in the objective as to which goal and/or objective it is linked.

The MCOs will be identified and grouped by the 15 DoD Functional Categories.*

Research, Development, Test and Evaluation

Major Systems Acquisition

Procurement

Contract Administration

Force Readiness

Manufacturing, Maintenance and Repair

Supply Operations

Property Management

Communications and/or Intelligence and/or Security

Information Technology

Personnel and/or Organization Management

Comptroller and/or Resource Management

Support Services

Security Assistance

Other (Primarily Transportation)
Assessments performed that relate to the MCOs contained in the plan will serve as the primary documentation for the level of reasonable assurance certified in the respective FY Annual Statement of Assurance.

*Detailed explanations of the 15 DoD Categories can be found in the DoDI 5010.40 in Appendix E of your handbook.

Management Control Objective Assessment Process

An assessment of a management control objective (MCO) is a detailed, systematic, and comprehensive examination of key management controls for a particular area.  The purpose is to determine if management controls (organizational structure, review and analyses, information management efforts, staff visits, audits, other internal controls) are in place, being used as intended, and are effective in achieving their purpose.  Several methods of assessment are available for managers to use.  These methods include checklists, existing management reviews, a compilation of management analysis practices and procedures to include program evaluation, audit findings by Internal Review and external agencies; and where necessary, focused studies and/or management control reviews.  The assessment process should serve as a test of the management controls in place; and the assessment must be formally documented.

Checklists.  A checklist may be developed that addresses the key management controls of a given area.  They are help to ensure consistency and continuity.  This tool should be developed in concert with current statutory and regulatory policies and procedures.  Checklists, if used, should be reviewed and updated routinely by the responsible proponent.

Existing management review processes.  Many existing management review processes meet the basic requirements of a management control assessment.  Some of these processes are unique to one functional area (e.g., Procurement Activities), while others are more general (e.g., the use of local inspector general or audit personnel).  DLA headquarters elements may suggest an existing management review process for evaluating the key controls.  The proponent may require the use of a specific management review process, but only if it is already in place DLA-wide.  Unless the proponent requires the use of a specific management review process, managers are free to choose the most effective method of evaluation. 
Testing controls.  Several approaches can be used to test the effectiveness of key management controls.  Examples include:

1. Document analysis - Review records, completed forms, and other documentation;

2. Observations - Watch the performance of the control

3. Interviews - Elicit information from personnel who perform that control and other related personnel (interviews should be used to supplement document analysis and observations);

4. Transaction testing - Process test data through a system to evaluate edit processes;

5. Questionnaires - Send out questionnaires to elicit information, e.g., primarily opinions.
Documentation.  Finally, the results will be documented in a memorandum 

of the assessment which includes a description of management control objective, an explanation of how the evaluation was conducted, and a summary of the findings and recommendations. The format for this assessment letter is provided below. After coordination through the chain of command to the MC POC. The MC POC will take appropriate action (either return to preparer for additional details, etc., or forward to the assessable unit manager (field activity commander / HQ organizational element..  More specifically, the documentation requirement must include the following:

The date the assessment was conducted.

Control objective number.

Control objective manager/office symbol/phone number.

Methods used to evaluate and test the management control.

The scope of the assessment to include the specific organizations sampled or reviewed.

If any findings/deficiencies are detected, identify what they are.  Corrective actions taken/to be taken (develop and include a plan of action & milestone {POA&M}). The last step must be a review by the local internal review office or HQ internal review office.

Assessment letter will be developed in the following format and signed by the designated Control Objective Manager:

Management Control Objective - Identify the control objective as described in the Management Control Plan.

Scope of assessment - Indicate the organizations/areas included in the assessment and how the assessment was performed.  Include the specific management controls, which are in place and how they were tested and/or reviewed, i.e., sampling, site visits, audit, etc.  You may provide excerpts or supporting statistical information as attachments to the assessment letter.  As a minimum, specific reference to the documentation should be made in this section.

Findings/ adequacy of management controls - Discuss the findings of the assessment (what were the results).  If any findings require corrective action, attach a POA&M.  If it is determined that a material weakness exists, so state, and include a POA&M as well.  If the results show that the controls are adequate, and that the subject MCO is being met, so indicate.  The bottom line is to ensure controls in place or needed can adequately detect or prevent fraud, waste, abuse, mismanagement, or misappropriation of resources (funds, equipment, facilities, etc.).

Recommendations - Include any recommendations to the Commander that would warrant his/her involvement; or whether an issue should be elevated to HQ DLA as a concern or a material weakness in the Annual Statement of Assurance (ASA).

Samples – Sample assessment letters are located at Appendix A.

The assessment process is complete once the document has been forwarded to the Assessable Unit Manger for review and approval.  

Material Weakness

The absence or ineffectiveness of management controls constitutes a control weakness that must be corrected.  Whether the weakness is serious enough to be considered material and reported to the next level of command is a management judgment call, which must be made, based on the criteria and other factors outlined below by the field activity commander or HQ organizational element director.  The reporting of material weaknesses is not a new requirement, since managers have always had an inherent responsibility to keep the next level of management informed of sensitive problems and issues.  This ability of management at all levels to detect, or be aware of, management control weaknesses, and to take corrective actions is the fundamental goal of the Integrity Act.

Criteria for material weaknesses.  It must meet the following criteria:
It must involve a management control weakness, i.e., management controls are either not in place or ineffective.  The following factors may be used in determining if a weakness is material:

Negative impact on mission. 

Actual or potential loss of government resources.

Sensitivity of the resources involved, e.g., weapons, classified, etc.

Magnitude of the funds/resources involved.

Potential for adverse publicity, e.g., media, congressional.

Violation of regulatory requirements.

Potential for unsound management decisions based on misinformation.

The weakness must warrant elevation to higher command either for their corrective action or because they need to be aware of the problem. 

Correction.  Each material weakness reported must include a POA&M.  DoD requires that the last milestone in this plan be a validation that the corrective actions have in fact resolved the weakness.  This validation must be a review by the local internal review office or HQ internal review office.  Material weaknesses may not be closed until this validation milestone has been accomplished. 
Tracking.  As indicate above, weaknesses are reported to DLA as a concern or as a formal material weakness.  In the case of a concern, reporting organizations are responsible for monitoring the concern to ensure that corrective actions are taken, or elevate to material weakness status if warranted.  A brief status of same is to be contained in the body of the next ASA.  In the case of material weaknesses, tracking of the weakness is imperative.  Updates will be required, as a minimum, in a Midyear Report to DLA on April 1, and in the upcoming ASA, as well. All weaknesses and concerns reported as closed at the mid year report must be reported as closed during the FY in the appropriate sections of the ASA.
Reporting process.  The determination of a weakness in management controls being material can be made from any level of command, from a variety of sources, and at any time.  Weaknesses of this nature can and should be contained in trip reports, audits, hotlines, etc.  Copies of these documents should be promptly forwarded to the Assessable Unit Manager or designee to ensure it is appropriately addressed, e.g., material weakness or concern for inclusion in the ASA.  The final determination of whether a weakness merits reporting in the DLA Annual Statement is made by the HQ DLA functional proponent.  
Closure.  When all milestones are complete and Internal Review has conducted its validation, steps to ensure proper closure may be found in Appendix E (OMB Circular A-123, section IV). 
ENTER FLOW CHART WITH WORDS BELOW THIS PARA.
Material Weakness Funding-A Flow Chart

The following flow chart shows how the material weakness is included in the funding process.  When the material weakness can be corrected with in-house funding and resources then the weakness is corrected at the field activity/ headquarters organizational elements.  However, when additional funding or resources are needed, the material weakness is elevated to DSS-B at DLA HQ. 

Annual Statement of Assurance

The Annual Statement of Assurance (ASA) is an annual report that provides a general assessment of management controls with the field activity or HQ organizational element.  It identifies any concerns or material weaknesses within these management controls. It must be prepared in accordance with DLA guidance. No special fonts, highlights, tables, etc. are to be used. If the ASA is received at DSS-B in any other format, it will be returned to the submitting office for reformatting. The ASA usually consists of the following:

A cover memorandum signed by the head of the reporting organization includes a statement of reasonable assurance.  This statement indicates a level of confidence that management controls are adequate and operating in a satisfactory manner.  A statement of assurance can be either unqualified ("I have reasonable assurance”) or qualified ("I have reasonable assurance except for").  Always use a qualified statement when reporting material weaknesses.

A description of how the management control process was conducted by the reporting organization (e.g., the designation of Control Objective Managers, the development of the Management Control Plan, the extent of management control training provided) and the basis for the determination of reasonable assurance should be in TAB A.

When describing how the evaluation was conducted, the following should be included:

Progress made in institutionalizing the program (this would include anything new that was implemented during this reporting period).

Any improvements to program coverage. (This is only within the past year).
Description of the problems encountered in implementing the program.

Other program considerations.

Any deviations from the process as outlined in the OMB Guidelines (there should be none if the DLA guidelines are used).

Any special concerns addressed in reports by the DoDIG, Component audit, investigation, inspection, assessments and/or internal review organizations regarding Management Control (MC) progress, program needs, and/or problems.

You may not have information for all of the above categories.  Be sure to use the title as a heading when addressing these items.

For methods, mechanisms, or techniques employed in the discovery or execution phases of the program, list all topics in bullet style.  Some topics may not apply to your report, put a Not Applicable (N/A) under these topics. 

MC Weakness Tracking System (number of weaknesses and milestones) - This is where you would provide a description of your tracking system and how often it is reviewed, i.e., weekly, monthly, quarterly, etc.

Internal Reviews/Inspections/Findings (reference B/C/N/Q under OSD Guidelines)

Internal Review (DI)

Component Inspections

Quality

Safety

Staff Assistance Visits

Any Others

External Reviews/Inspections/Findings (reference D and G under OSD Guidelines)

DoD

GAO

Services

Higher Headquarters Reviews

Any others

MC Training - any training provided to your activity or headquarters organizational element  (reference E under OSD Guidelines)
MC Performance Standards - note here that managers have management controls incorporated into their performance standards (reference F under OSD Guidelines)

Review of Office of Secretary of Defense functional proponent (systemic weaknesses, etc.) proposals - this area is for weaknesses that you propose to add, usually this will be N/A. This list of systemic weaknesses to report under are provided by OSD along with the annual ASA guidance received each year. You are not to develop new categories.  (reference H under OSD Guidelines)

Corporate Information Management (CIM) Initiatives - example is data warehousing that crosses agencies (reference I under OSD Guidelines)
MC references in Directives, Instructions, and other guidance - note your policy letters/directives for your local programs (reference J in OSD Guidelines)

Congressional Reviews and Hearings - need number of reviews and hearings in which your personnel testified, give detail if negative impact on DLA/field activity/ HQ organizational elements.  (reference K under OSD Guidelines)
Command or other Subordinate "Letters of Assurance" - assessment letters for management controls are to be listed here, note if material weakness is identified.  A summary statement can be used if no concerns or material weaknesses were identified in addition to the listing.  (reference L under OSD Guidelines)

Productivity Statistics - examples include R and A, MMRs, etc. (reference M under OSD Guidelines)

Support Agreements (all types) - evaluation of support agreements, i.e., MOU, ISA, SLA, MOA, etc. (reference O under OSD Guidelines) 

"Hot Line" Reports - give number processed (reference R under OSD Guidelines)

You may not have information for each topic, however you need to list the topics and put N/A where appropriate.

Included in TAB B are copies of all material weaknesses being reported, both current weaknesses and updates on weaknesses previously reported.  There are three subsets to TAB B.  The summary listing of all material weaknesses, uncorrected and corrected should be provided in TAB B-1.  A detailed presentation of uncorrected material weaknesses should be in TAB B-2.  Material weaknesses corrected during the current reporting period should be provided in TAB B-3.  Each tab has its own specific headings and titles.

Appendix A contains the OSD Guidelines showing the headings and titles and sample ASAs to be used as a guide in developing your statement.

Management Controls-The Big Picture


 Enter graphic here
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Governing Regulations

Laws

Budget and Accounting Procedures Act of 1950

Location:   Pub.  L. No. 81-784

Purpose:   To authorize the President to determine the form of the national budget and of departmental estimates; to modernize and simplify governmental accounting and auditing methods and procedures.

Federal Managers Financial Integrity Act of 1982

Location:  http://www.dtic.mil/comptroller/fmfia.html
Purpose:  To establish a framework for ongoing evaluations of agency systems for internal accounting and administrative controls.

Chief Financial Officers Act of 1990

Location:  Pub.  L. No. 101-576

Purpose:  To improve and strengthen financial management and accountability in the federal government.

Government Performance and Results Act of 1993

Location:   http://www.dtic.mil/comptroller/finman09.html
Purpose:  To hold federal agencies accountable for achieving program results and requiring federal agencies to clarify their missions, set program goals, and measure performance toward achieving those goals.

Federal Managers Financial Management Improvement Act of 1996

Location:   Pub.  L. No. 104-208, Div. A, title I, sec. 101(f) [Title VIII, sec. 801-808]; 9B USCAN 1151

Purpose:  To ensure that agency financial management systems comply with the federal financial management system requirements, applicable federal accounting standards, and the U.S. Government Standard General Ledger in order to provide uniform, reliable, and more useful financial information.

Office of Management and Budget (OMB) Guidance

OMB Circular A-127—Revised

Location: http://www.whitehouse.gov/WH/EOP/OMB/html/

circulars/a127/a127.html 

Purpose:  To prescribe policies and standards for executive departments and agencies to follow in developing, operating, evaluating, and reporting on financial management systems.

OMB Circular A-123—Revised

Location:  http://www.dtic.mil/comptroller/fmfia.html
Purpose:  As federal employees develop and implement strategies for reengineering agency programs and operations, they should design management structures that help ensure accountability for results, and include appropriate, cost-effective controls.  This circular provides guidance to federal managers on improving accountability and effectiveness of federal programs and operations by establishing, assessing, correcting, and reporting on management controls.

General Accounting Office (GAO)

GAO High Risk Series

Location:  http://gao.gov
Purpose:  Provides information on the high-risk areas currently in GAO’s high-risk program.  The guide summarizes the problems and progress made in each of the high-risk areas.  

Government Auditing Standards

Location:  http://gao.gov
Purpose:  Auditing has become an integral element of government accountability.  Standards help ensure that audits are fair, objective, and reliable assessments of government performance.  *See Appendix C for detailed explanation.

Office Secretary of Defense

Department of Defense Directive 5010.38

Location:  http://www.dtic.mil/comptroller/fmfia.html 

Purpose:  Establishes the DOD program for management control and addresses the establishment and assessment of management controls.  Also establishes policy and assigns responsibility.

Department of Defense Instruction 5010.40

Location:  http://www.dtic.mil/comptroller/fmfia.htlm 

Purpose:  Implements policy, assigns responsibilities, and prescribes procedures under DOD Directive 5010.38 for implementation and use of management control programs.

Guidelines for Preparation of the Federal Managers’ Financial Integrity Act Annual Statement of Assurance

Location:  http://www.dtic.mil/comptroller/fmfia.html 

Purpose:  To ensure that each agency follows the DOD guidelines in preparing their Annual Statement of Assurance.  

Defense Logistics Agency (DLA)

Defense Logistics Agency Strategic Plan

Location:   http://www.dla.mil 

Purpose:  It defines DLA’s vision, mission, goals, and objectives and establishes metrics to measure the progress.

Defense Logistics Agency Performance Plan

Location:  DLA-DSS  It is e-mailed out after DLA Director signs it. 
Purpose:  This plan provides more comprehensive financial data and display of our allocation resources.  Performance data trends are compared to performance goals to demonstrate progress and indicate impacts of funding decisions and allocations.

Management Control Program, DLAD 5010.4

Location:  DSS-B and DLAPS
Purpose: Establishes the DLA program for management control and addresses the establishment and assessment of management controls.  Also clarifies policy and assigns responsibility.

Management Control Program Instruction, DLAI 5010.4

Location: DSS-B and DLAPS

Purpose: Implements policy, assigns responsibilities, and prescribes procedures under DLA Directive 5010.4 for implementation and use of management control programs.



MANAGEMENT CONTROL

DEFINITIONS

Alternative Management Control Review (AMCR): A review that can be used in support of a management control assessment.  Examples include: GAO audits, DOD IG reports, trip reports from staff assistance visits, management studies, and hot-line complaints.  If an AMCR is to be used as the basis for the entire assessment, it must effectively address all aspects of the affected management control objective. 

Annual Statement of Assurance (ASA)

The formal report that provides a general assessment of the management control process within the headquarters organizational element/ field activity and identifies any material weaknesses or management concerns.

Assessable Unit (AU)

The basic organization that issues an Annual Statement of Assurance (ASA) to DLA, normally a DLA HQ organizational elements or filed activity.

Assessable Unit Manager

The individual that establishes the vital control objectives, ensures that they are assessed, and issues the Annual Statement of Assurance.  This is normally the Director or field activity Commander 
Control Objective Manager

Individual responsible to ensure the objective has adequate controls, tests the controls, makes improvement recommendations, finds weaknesses, and prepares the assessment statement.

Management Control 
Includes the plan of organization, methods, and procedures adopted by management to ensure that its goals are met.  Controls are the techniques used to reasonably ensure that programs achieve their intended results; resources are used consistent with agency mission; programs and resources are protected from waste, fraud, and mismanagement; laws and regulations are followed; and reliable and timely information is obtained, maintained, reported, and used for decision making.

Management Control Assessment

A detailed examination/evaluation of the Management Control Objectives that documents the methods and measures which safeguard against waste, loss, and misuse of resources.  This includes a comprehensive review for deciding whether controls are (1) present (2) adequate and (3) followed and to identify and correct any deficiencies and weaknesses.

Management Control Documentation:
Assessment Statement: A written evaluation containing review type, scope, responsible official, dates, facts, key findings, and recommended corrective actions for a specific management control objective. 

Supporting Documentation: Written materials describing organizational structure, operating procedures, administrative practices, responsibilities, and authorities.  The above are necessary to provide for continuity of operations, orientation of workforce and documentation for external audits.

Management Control Objective: Specific and/or critical function that Management feels must be controlled or evaluated to help achieve reasonable assurance that the agencies resources are safeguarded or protected against fraud, waste, abuse, or mismanagement.

Core Objective:  DLA directed could cross multiple Assessable Units.

Vital Objective:  HQ organizational elements or field activity commanders’ approved/directed, reported to HQs.

Subvital Objective:  HQ Directors or field activity Commanders directed, reported internally (discretion of the Assessable Unit Manager).  

Management Control Plan (MCP) : An annual plan with control objectives and managers identified and estimated completion dates for assessments.  The plan serves as the basis from which the Commander determines reasonable assurance that the objectives of the Integrity Act (Federal Managers’ Financial Integrity Act) of 1982 are being met.  The cost of control should not exceed the benefits.

Management Control Program : A system that establishes criteria for mission objectives that includes an assessment process of how well the controls are working; a plan for the controls; and documentation of the results.  The evaluation of these assessments constitutes the primary basis for the Annual Statement of Assurance.

Management Control Program Manager: Field activity and HQ organizational elements directors management designee responsible for establishing the control program, providing guidance, training, feedback to organization managers on the operation of the control program.  Receives, reviews, consolidates, and provides assessment letters to the Commander/Director.  Formulates Annual Statement of Assurance for the Command.     

Management Concern : An area that has the potential for evolving into a Material Weakness.  The absence or ineffectiveness of management controls (e.g., management controls are not in place, or are in place but are not being used, or are in place and being used but are not effective).  The early identification of the problem provides for the application of corrective actions precluding designation as a Material Weakness. A concern may later be upgraded to a weekness after further investigation.
Material Weakness: A deficiency that is or should be a matter of interest to the next level of management, in that it (1) significantly impairs the mission;  (2) deprives the public of needed services; (3) violates statutory or regulatory requirements; (4) significantly weakens safeguards against fraud, waste, or mismanagement of funds, property, or other assets or (5) results in a conflict of interest.  If any combination of the above are met, the deficiency should be identified to the next organizational level for attention/assistance as needed.  This decision is at the Commander’s/Director’s prerogative. 

Mid Year Report: A formal six month status report on previously reported field activity or HQ organizational elements material weaknesses and concerns to include any changes in the plan for correcting those weaknesses.

Reasonable Assurance : A satisfactory level of confidence based upon all available information that the management control systems are operating properly.
Standards : Baselines for establishing management controls.  Such standards are to be consistent with the guidelines prescribed by the GAO found in OMB Circular A-123. 

Systemic Weakness: A material weakness that crosses two or more organizations. These are assigned by OSD. Do not create your own categories. If you feel you have a systemic weakness, notify DSS-B and they will work with OSD.
Test methods: Procedures (e.g., examination, verification, observation, and sampling) that are used to determine whether or not management control systems are working in accordance with management’s control objectives.

These definitions are DLA interpretation of the DoD Regulation.

	Name
	Org
	DSN Phone
	Commercial Phone

	Kathy Elliott
	DSS-B
	427-7380
	703-767-9475

	Mariann Greer
	DSS-CF
	427-5270
	703-767-5270

	Calvin Yamane
	DSS-DP
	 
	 

	Lori Sprouse
	DSS-E
	427-6245
	703-767-6245

	Tamberly Averett
	DSS-IF
	427-2053
	703-767-2053

	David Van Pernis
	DSS-I
	427-3347
	703-767-3347

	John French
	DSS-M
	761-3032
	703-681-3032

	Ted Kukoski
	DSS-O
	427-7423
	703-767-7423

	Phil Silas
	DSS-OC
	427-1155
	703-767-1155

	Debra Sherer
	DSS-OC
	427-1177
	703-767-1177

	Stuart King
	DSS-P
	427-5284
	703-767-5282

	Bobby Presley
	DSS-Q
	427-5394
	703-767-5394

	Graciala Levesy
	DSS-Q
	427-5578
	703-767-5578

	Snookie Senires-Dubyak
	DSS-S
	427-5024
	703-767-5024

	Juanita Shanks
	J1
	427-6407
	703-767-6407

	Donald Ward
	J3
	427-2519
	703-767-2519

	Mickey Slater
	J6
	427-2171
	703-767-2171

	Cathy Poling
	J8
	427-7236
	703-767-7236

	LTC Iris Bulls
	J9
	427-1860
	703-767-1860

	Peggy Glasheen
	DB
	 
	703-767-1657

	Rix Edwards
	DG
	427-6076
	703-767-6076

	Brian Grimord
	DI (DCIA)
	427-5470
	803-767-5470

	Bobbi Bailey
	DLIS-RC
	932-4794
	616-961-4794

	Margaret Crane
	DNSC-DI
	427-6537
	703-767-6537

	Mike Goy
	DRMS-RP
	932-7769
	269-961-7769

	Stephanie Vance
	DESC
	427-9434
	703-767-9434

	Robert McClellan
	DESC
	427-9401
	703-767-9401

	Pam Smith
	DDC
	771-4017
	717-770-4019

	Ernie Whitehouse
	DDC
	771-5799
	717-770-5799

	Susan Blanke
	DSCC-RAP
	850-2454
	614-692-2454

	Linda Ferraro
	DSCP-OSPP
	444-7247
	215-737-7247

	Corliss R. Baugh
	DSCR-DI
	695-6374
	804-279-6374

	Jill Holmes
	DLA-E
	338-7141
	011-49-611-380-7141

	Robert Crawford (temp cdr)
	DLA-P
	 
	 

	Angie Weston
	DAPS
	430-3006
	717-770-3006

	Joan Lindsey
	DAAS
	986-3781
	937-656-3781


Enter MCP format here.

OFFICE SYMBOL

MEMORANDUM FOR DIRECTOR, DEFENSE LOGISTICS AGENCY

                                         THROUGH:  DSS (ATTN: xxxxx)

SUBJECT:   Annual Statement Required under the Federal Managers' Financial Integrity  Act (FMFIA) of 1982

Recommendation:  Use the following opening paragraph for the standard ASA transmittal letter.  This will alleviate the repetitive use of agency acronyms and legalese. 

     As Commander (or Executive Director) of the (your Command/Directorate), I recognize the importance of management controls.  Measures are in place to ensure we conducted the evaluation of the systems of management controls in a conscientious and thorough manner.  The results indicate the system of internal accounting and administrative controls in effect during FY XX support my conclusion that management controls are in place and operating effectively.  (COMMAND SYMBOL) achieved the objectives of the FMFIA within the limits described in Tab A.  Tab A provides information on how we conducted the evaluation and cites any deficiencies in the process.


The evaluation did/did not identify material weaknesses.  Tab B-1 provides a list of material weaknesses, which still require corrective action.  Tab B-2 provides an individual summary presentation for each material weakness listed at Tab B-1.  Tab B-3 provides an individual summary presentation for each material weakness corrected during the period.







SIGNAUTRE OF COMMANDER 

OR DEPUTY COMMANDER

Office Symbol

MEMORANDUM FOR (YOUR COMMANDER OR EXECUTIVE DIRECTOR)

SUBJECT:  FY 00 Mid-Year Management Control Report


In reference to DSS-B memorandum dated XXXXX, subject as above, the (Your Organization) has (no new OR no new or existing material weaknesses OR has a new material weakness) to report.


As a result of preliminary analysis in preparation for management control assessments this, the following (material weaknesses OR concerns) have been identified.


Use paragraph form to identify and provide recommendations for the concerns.


Use the attached format to identify material weaknesses.

Official Signature Block

FY 00 Midyear Report

Summary Presentation

OSD Number:

DLA Number:

Title of Material Weakness:

FY Target Correction Date per  FY 99 Statement:

FY Target Correction Date per FY 00 Midyear:

Reason for Change in Dates between Nos. 2 and 3:

Major Milestones in Corrective Action:

Completed Milestones (Description)


FY 99


FY 00


ASA


Midyear

Milestone Description


Month/Year

Month/Year

Describe Milestone

Planned (FY 99) (Description)


FY 99


FY 00


ASA


Midyear

Milestone Description


Month/Year

Month/Year

Describe Milestone

Planned (Beyond FY 99) (Description)


FY 99


FY 00


ASA


Midyear

Milestone Description


Month/Year

Month/Year

Describe Milestone

6.   Point of Contact: 

Decide if we want stats at all.  If not, make sure to remove any reference to them and to renumber attachments.
Management Control Assessment Tool

A management control assessment tool is a detailed examination of a system of internal controls to ensure adequate control measures exist and are implemented to prevent or detect the occurrence of potential risks in a cost effective manner.  A management control assessment tool is to be used when other management controls, audits, or alternate reviews are insufficient to adequately evaluate an activity, functional area, or program.

Some recommended steps in performing a management control assessment review include:

Identification of functional event cycles.

Analysis of the general control environment.

Documentation of the event cycle.

Evaluation of the management controls within the event cycle.

Testing of the management controls.

Reporting the results.

The following describes how to perform these steps.

Identification of functional event cycles.

Event cycles are the processes used to initiate and perform related activities, create and maintain the necessary documentation, and gather/report related data.  Simply stated, the event cycle is the series of steps taken to accomplish something.  Each program or administrative function within an organization has one or more event cycles.  For example, a suggestion program could contain the following event cycles: information gathering and verification, eligibility determination, information processing and record keeping, payment, and monitoring.  

Event cycles provide the focal points for the conduct of management control assessment.  Accordingly, the first step in the management control assessment phase is to identify functional event cycles which are subject to the guidelines and which are selected for management control assessment.  The General Accounting Office, other professional associations, and private organizations publish lists of common event cycles.

A determination must then be made as to which event cycles are to be reviewed.  The results of previous reviews, external agency audits, or Internal Review audits should be helpful in making this determination, with areas identified as highly vulnerable being given the highest priority.

Exhibit 1 provides a form on which the cycles can be listed.



Agency Component: 

List of Event Cycles Within Programs

and Administrative Functions

Program/Administrative Function – 



Event Cycles





Comments


Prepared by                                                           Date


Reviewed by                                                          Date  

EXHIBIT 1

Analysis of the general control environment.

The environment in which the cycle operates has a major impact on the effectiveness of management controls.  Therefore, an important part of a management control assessment is an evaluation of the general control environment, i.e., the management attitude, organization structure, personnel, delegation and communication of authority and responsibility, policies and procedures, budgeting and reporting practices, organizational checks and balances, etc.

Documentation of the event cycle.

The next step is to document the event cycle.  This allows you to obtain a thorough understanding of how the cycle operates.  This is accomplished by interviewing the persons involved in the cycle, reviewing existing documentation, observing the activity, and then preparing either a narrative explanation or a flow chart, accompanied by pertinent narrative information in sufficient detail to permit an in-depth analysis of the existence and adequacy of internal controls.  The documentation should identify such things as the procedures, the personnel performing the procedures, and the forms and records developed and maintained.  

Regardless of the method used, the completed documentation should be reviewed with the persons providing the information, and, if necessary, track one or two transactions through the process.  Both procedures will assure that the documentation and the understanding of the cycle are accurate.

Evaluation of the management controls within the event cycle.

The next step is to evaluate the event cycle by reviewing the documentation and deciding whether the system, at least as defined, is sufficient to provide reasonable assurance that intended results are achieved, obligations and costs are in compliance with applicable law; the agency’s funds, property, and other assets are properly safeguarded; and the revenues and expenditures are properly recorded to permit the preparation of reliable financial and statistical information.  The manner in which this is done is to:

Ascertain the control objectives for the event cycle.  Control objectives are desired goals or conditions for a specific event cycle that reflects the application of the overall objectives of management control to that specific cycle.  If control objectives are achieved, the potential for the occurrence of waste, loss, unauthorized use, mismanagement or misappropriation is significantly decreased.  

The control objective for an event cycle should be written.  This documentation should be reviewed to determine if the list of objectives for each event cycle is complete, logical, and relevant to the event cycle.  If the control objectives are not adequately documented, such documentation should be developed and maintained as part of the overall documentation of management controls.

Examine the documentation and determine if adequate management control techniques are in place to enable the control objectives to be met in an efficient and effective manner.  Management control techniques are the processes or documents that enable the control objectives to be achieved.

Control techniques should be defined in writing.  This documentation should be reviewed to determine whether it provides reasonable assurance that the control objectives can be met in a consistent, efficient, and effective manner.  If the control techniques are not adequately documented, such documentation should be developed and maintained as part of the overall documentation of the management controls. 

The relationship between this and the prior task and the inherent risks in an event cycle cannot be overemphasized.  Control objectives are established because a risk exists; management control techniques are implemented to prevent the specific risk from occurring.  For example, a payroll system contains the risk of people getting paid for time not worked.  An appropriate control objective would be that payments are made only in return for services.  A management control technique could be that time sheets include approval by a supervisor that the payment made is only for services actually performed.

It is important to remember that there are inherent limitations that can constrain an agency’s efforts to maintain effective management control.  Examples include budget constraints, statutory or regulatory restrictions, staffing limitations, and other priorities.  These constraints should be considered when evaluating the appropriateness of the control objectives and management control techniques.

Identify whether there are any management control techniques that are excessive, thereby creating inefficiencies and unnecessary costs.  

A form that may be useful in documenting this information is presented in
Exhibit 2.

The results of this process are an identification of (a) necessary management control techniques; (b) control objectives for which the control techniques are not adequate and system corrections must be made; and/or (c) control techniques that are unnecessary and can be eliminated.



Agency Component: 


List of Management Controls

Program/Administrative Function – 

Event Cycle  



                                                                            Strength (S) 

Control Objectives      Control Technique          Weakness (W)              Comments

                                                                             Excessive (E)   



Prepared by                                                                            Date   


Reviewed by                                                                          Date  

EXHIBIT 2

Testing of the management controls.

The next step in a management control review is the testing of the necessary control techniques to determine if such controls are functioning as intended.  This may be done by selecting a sample of transactions and reviewing the documentation for those transactions, as well as making other observations and inquiries, and ascertaining whether the specified techniques are satisfactorily employed.  Various sampling procedures may be useful for enhancing the effectiveness of this process.  The testing of the ADP systems may often require the use of advanced review procedures.

Sometimes a specified control technique will appear to be adequate for a given condition or will not be functioning properly.  In those instances, the reviewer should evaluate if personnel are compensating for the shortcoming with other safeguards, or whether compensating controls exist in interrelated systems not subject to review.

The reviewer should complete this testing step by noting any necessary control techniques not functioning as intended or not compensated for.  He/she should also consider how such shortcomings should be addressed, i.e., by instituting new controls, improving existing controls, or accepting the risk associated with the shortcomings.  

A form for such notations is presented in Exhibit 3.



Agency Component:  


Tests of Management Controls

Program/Administrative Function -                             Event Cycle                               

                                                                                                                                               

                                                                                                                     Comments

Necessary Control         Functioning              Adequate                                     and

   Techniques                  (Yes or No)           (Yes or No)                        Recommendations

 

Prepared by                                                                  Date                                              

Reviewed by                                                                Date                                               

EXHIBIT 3

Reporting the results.

Two types of reports may result from the management control reviews.  The first are the reports for initiating corrective action, prepared for the managers of the programs and administrative functions and other line managers.  The second type of report supports the agency head’s statement to the President and the Congress i.e. material weakness for inclusion in the assessable unit manager’s annual statement of assurance.

Reports intended to obtain corrective action should contain an identification of weaknesses within the system and recommendations as to how the weaknesses can be corrected.  It will include a plan of action and milestones.  Recommendations for possible improvements in the economy and efficiency of the management controls should also be made, if appropriate.

More specifically, attention should be given to the following:

In what ways is the general control environment inadequate to provide the necessary atmosphere for the appropriate functioning of specific controls?

In what areas are necessary control techniques non-existent or inadequate?

In what areas are necessary control techniques not functioning as intended?

In what areas are control techniques excessive, thereby fostering a lack of economy or creating inefficiencies?

In what ways are executive, legislative, or other management requirements excessive, thereby creating inefficiencies?

What are the resource implications (personnel, equipment, facilities, etc.)?

These reports should include recommendations for how such situations could be corrected or improved.  In evaluating possible alternatives, consideration should be given to the costs and expected benefits of changes in order that control objectives can be achieved in a cost-effective manner.  While it is sometimes difficult to determine the exact costs and benefits of suggested improvements, it is desirable at least to estimate these amounts so that controls are not instituted that cost more than they save.  Where funding is a necessary aspect of corrective actions, coordinate requirement through appropriate program and budget channel.

Follow-up actions

Management control reviews and reports should not be an end in themselves.  The recommendations should be considered by management on a timely basis and the appropriate corrective actions taken as promptly as possible.  A formal follow-up system should be established that logs and tracks recommendations and target dates, provides assistance for the development of plans for implementation of the corrections, and monitors whether the changes are made as scheduled.

STANDARDS FOR INTERNAL CONTROL IN THE FEDERAL GOVERNMENT

Issued by: GAO

The new GAO Standards, issued November 1999, are grouped into the following five standards: 

Control Environment 

Risk Assessment 

Control Activities

Information and Communications

Monitoring  

Control Environment:  Management and employees should establish and maintain an environment throughout the organization that sets a positive and supportive attitude toward internal control and conscientious management.  A positive control environment is the foundation for all other standards.  There are several key factors that affect the control environment. 

Risk Assessment: (Vulnerability) Management control should provide for an assessment of the risks the agency faces from both external and internal sources. 
Control Activities:  Internal control activities help ensure that management's directives are carried out.  The control activities should be effective and efficient in accomplishing the agency's control objectives.

Top level reviews of actual performance
Reviews by management at the functional or activity level

Management of human capital
Controls over information processing:  A variety of control activities are used in information processing.  
Physical control over vulnerable assets

Establishment and review of performance measures and indicators

Segregation of duties

Proper execution of transactions and events
Accurate and timely recording of transactions and events

Access restrictions to and accountability for resources and records

Appropriate documentation of transactions and internal control
Information and Communications:  Information should be recorded and communicated to management and others within the entity who need it and in a form/time frame that enables them to carry out their internal control and other responsibilities.

Monitoring:  (Internal) management control monitoring should assess the quality of performance over time and ensure that the findings of audits and other reviews are promptly resolved.
Audit Resolution Standard:
Resolution of Audit Findings and Other Deficiencies.  Managers should promptly evaluate and determine proper actions in response to known deficiencies, reported audits and other findings, and related recommendations.  Managers should complete, within established timeframes, all actions that correct or otherwise resolve the appropriate matters brought to management’s attention.

Managers Checklist

Are all accountable personnel aware of their inherent responsibility in assuring adequacy of internal controls and reporting material weakness through the chain of command?

Does a manual/instruction or other guidance applicable to the organization exist?  If so, is it current?  

Are the transactions and applicable events pertinent to this organization clearly documented and auditable?

Are the transactions and events recorded promptly and classified appropriately?

Are the transactions and events authorized and executed only by persons acting within the scope of their authority?

Are key duties and responsibilities in authorizing, processing, recording and reviewing transactions separated among individuals?  If not, under what circumstance is it on-going, and does the potential for compromise exist?

Are checks in place to eliminate opportunities to conceal errors or irregularities involved with the routine conduct of business?

Has adequate training been provided to perform current and foreseeable mission requirements?

Is qualified and continuous supervision provided to ensure that internal control objectives are achieved?    

Are employees kept informed of hotlines and other areas where concerns may be raised?

Is access to resources and records limited to authorized individuals; and is the accountability for the custody and use of resources properly assigned and maintained?  

Are periodic comparisons made between the resource and recorded accountable record to ensure agreement? 

Are adequate performance measures in place to accurately reflect organizational performance for both mission and support areas?

Is your organization’s business plan consistent with higher organizational business plans/strategic plans?

Have audits, reviews, or studies of your organization disclosed any problem areas?  If so, have they been corrected?  Has corrective action been taken to eliminate future occurrences?

Are information systems providing desired results in terms of effective outcome performance measures, accuracy and timeliness?

Do the outcome measures provide meaningful management information in terms of quality, timeliness, and customer satisfaction?

Is required management information being provided to users on a routine and timely manner?

Are performance measures established to insure effective measurement of mission achievement as reflected in business/strategic plans?

Are performance measures linked to budget development and execution?

FYxx MANAGEMENT CONTROL PLAN

PREPARATION CHECKLIST

To assist in developing vital management control objectives for inclusion in the Management Control Plan, review and/or consider the following:

· Reference Appendix D, OMB Circular A-123—Revised, review the section regarding “Establishing Management Controls” and “Assessing and Improving Management Controls.”

· Previous year Management Control Plan – retain, modify or eliminate objectives.

· Do findings dictate the re-wording of an existing objective?

· Should objective be eliminated?

· Should an objective be expanded into more than one objective?

· Interaction with SLFA commanders and counterparts

· What is considered vital from the field’s standpoint?

· Are the concerns local or systemic?

· Internal Review and DOD IG audit findings performed in recent past.

· What internal controls were addressed and which one required attention?

· Were the corrective actions fully implemented?

· Are we still vulnerable?

· Inspection/review reports on operations from other external organizations.

· Trip Reports from on-site staff visits.

· GAO Reports especially, GAO DOD High Risk Series Reports (reference web site in Governing Regulations Section).

· Defense Financial Management

· Defense Contract Management

· Defense Inventory Management

· Defense Weapons Systems Acquisition

· Defense’s Corporate Information management Initiative

· DLA Strategic Plan

· Congressional interest items

· Command complaint outcome

· DOD Hotlines

· Command/HQ DLA expressed areas of interest

FYxx ANNUAL STATEMENT OF ASSURANCE

PREPARATION CHECKLIST

To assist in developing the Annual Statement of Assurance, review and/or consider the following:

· DLA guidance for preparation of your annual statement of assurance

· All management control assessments for findings and recommendations

· Last year’s annual statement of assurance and your mid-year update for changes or updates to existing weaknesses

· DOD Management Control Reporting Categories

· OSD Systemic Weaknesses

· Alternative Management Control Reviews

· Hotlines

· GAO Reports

· DOD IG Reports

· Any other audit performed during the past year

DLA Strategic Plan

· Circular No.  A-123

Revised
June 21, 1995



TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS 

FROM: Alice M. Rivlin, Director 

SUBJECT: Management Accountability and Control 

1. Purpose and Authority.  As Federal employees develop and implement strategies for reengineering agency programs and operations, they should design management structures that help ensure accountability for results, and include appropriate, cost-effective controls.  This Circular provides guidance to Federal managers on improving the accountability and effectiveness of Federal programs and operations by establishing, assessing, correcting, and reporting on management controls. 

The Circular is issued under the authority of the Federal Managers' Financial Integrity Act of 1982 as codified in 31 U.S.C. 3512. 

The Circular replaces Circular No.  A-123, "Internal Control Systems," revised, dated August 4, 1986, and OMB's 1982 "Internal Controls Guidelines" and associated "Questions and Answers" document, which are hereby rescinded. 

2. Policy.  Management accountability is the expectation that managers are responsible for the quality and timeliness of program performance, increasing productivity, controlling costs and mitigating adverse aspects of agency operations, and assuring that programs are managed with integrity and in compliance with applicable law. 

Management controls are the organization, policies, and procedures used to reasonably ensure that (i) programs achieve their intended results; (ii) resources are used consistent with agency mission; (iii) programs and resources are protected from waste, fraud, and mismanagement; (iv) laws and regulations are followed; and (v) reliable and timely information is obtained, maintained, reported and used for decision making. 

3. Actions Required.  Agencies and individual Federal managers must take systematic and proactive measures to (i) develop and implement appropriate, cost-effective management controls for results-oriented management; (ii) assess the adequacy of management controls in Federal programs and operations; (iii) identify needed improvements; (iv) take corresponding corrective action; and (v) report annually on management controls. 

4. Effective Date.  This Circular is effective upon issuance. 

5. Inquiries.  Further information concerning this Circular may be obtained from the Management Integrity Branch, Office of Federal Financial Management, Office of Management and Budget, Washington, DC 20503, 202/395-6911. 

6. Copies.  Copies of this Circular may be obtained by telephoning the Executive Office of the President, Publication Services, at 202/395-7332. 

7. Electronic Access.  This document is also accessible on the U.S. Department of Commerce's FedWorld Network under the OMB Library of Files. 

The Telnet address for FedWorld via Internet is "fedworld.gov". 

The World Wide Web address is "http://www.fedworld.gov/ftp.htm#omb". 

For file transfer protocol (FTP) access, the address is "ftp://fwux.fedworld.gov/pub/omb/omb.htm". 

The telephone number for the FedWorld help desk is 703/487-4608. 

Attachment 



Note to Internet Users: This document, with associated explanatory material, was published in the Federal Register on June 29, 1995, Volume 60, Number 125, pages 33876-33872.  This can be accessed from the Federal Register Online via GPO Access [wais.access.gpo.gov]. 
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I. Introduction
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II. Establishing Management Controls
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III. Assessing and Improving Management Controls
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IV. Correcting Management Control Deficiencies
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V. Reporting on Management Controls




I. INTRODUCTION

The proper stewardship of Federal resources is a fundamental responsibility of agency managers and staff.  Federal employees must ensure that government resources are used efficiently and effectively to achieve intended program results.  Resources must be used consistent with agency mission, in compliance with law and regulation, and with minimal potential for waste, fraud, and mismanagement. 

To support results-oriented management, the Government Performance and Results Act (GPRA, P.L. 103-62) requires agencies to develop strategic plans, set performance goals, and report annually on actual performance compared to goals.  As the Federal government implements this legislation, these plans and goals should be integrated into (i) the budget process, (ii) the operational management of agencies and programs, and (iii) accountability reporting to the public on performance results, and on the integrity, efficiency, and effectiveness with which they are achieved. 

Management accountability is the expectation that managers are responsible for the quality and timeliness of program performance, increasing productivity, controlling costs and mitigating adverse aspects of agency operations, and assuring that programs are managed with integrity and in compliance with applicable law. 

Management controls -- organization, policies, and procedures -- are tools to help program and financial managers achieve results and safeguard the integrity of their programs.  This Circular provides guidance on using the range of tools at the disposal of agency managers to achieve desired program results and meet the requirements of the Federal Managers' Financial Integrity Act (FMFIA, referred to as the Integrity Act throughout this document). 

Framework.  The importance of management controls is addressed, both explicitly and implicitly, in many statutes and executive documents.  The Federal Managers' Financial Integrity Act (P.L. 97-255) establishes specific requirements with regard to management controls.  The agency head must establish controls that reasonably ensure that: (i) obligations and costs comply with applicable law; (ii) assets are safeguarded against waste, loss, unauthorized use or misappropriation; and (iii) revenues and expenditures are properly recorded and accounted for.  31 U.S.C. 3512(c) (1).  In addition, the agency head annually must evaluate and report on the control and financial systems that protect the integrity of Federal programs.  31 U.S.C. 3512(d) (2).  The Act encompasses program, operational, and administrative areas as well as accounting and financial management. 

Instead of considering controls as an isolated management tool, agencies should integrate their efforts to meet the requirements of the Integrity Act with other efforts to improve effectiveness and accountability.  Thus, management controls should be an integral part of the entire cycle of planning, budgeting, management, accounting, and auditing.  They should support the effectiveness and the integrity of every step of the process and provide continual feedback to management. 

For instance, good management controls can assure that performance measures are complete and accurate.  As another example, the management control standard of organization would align staff and authority with the program responsibilities to be carried out, improving both effectiveness and accountability.  Similarly, accountability for resources could be improved by more closely aligning budget accounts with programs and charging them with all significant resources used to produce the program's outputs and outcomes. 

Meeting the requirements of the Chief Financial Officers Act (P.L. 101-576, as amended) should help agencies both establish and evaluate management controls.  The Act requires the preparation and audit of financial statements for 24 Federal agencies.  31 U.S.C. 901(b), 3515.  In this process, auditors report on internal controls and compliance with laws and regulations.  Therefore, the agencies covered by the Act have a clear opportunity both to improve controls over their financial activities, and to evaluate the controls that are in place. 

The Inspector General Act (P.L. 95-452, as amended) provides for independent reviews of agency programs and operations.  Offices of Inspectors General (OIGs) and other external audit organizations frequently cite specific deficiencies in management controls and recommend opportunities for improvements.  Agency managers, who are required by the Act to follow up on audit recommendations, should use these reviews to identify and correct problems resulting from inadequate, excessive, or poorly designed controls, and to build appropriate controls into new programs. 

Federal managers must carefully consider the appropriate balance of controls in their programs and operations.  Fulfilling requirements to eliminate regulations ("Elimination of One-Half of Executive Branch Internal Regulations," Executive Order 12861) should reinforce to agency managers that too many controls can result in inefficient and ineffective government, and therefore that they must ensure an appropriate balance between too many controls and too few controls.  Managers should benefit from controls, not be encumbered by them. 

Agency Implementation.  Appropriate management controls should be integrated into each system established by agency management to direct and guide its operations.  A separate management control process need not be instituted, particularly if its sole purpose is to satisfy the Integrity Act's reporting requirements. 

Agencies need to plan for how the requirements of this Circular will be implemented.  Developing a written strategy for internal agency use may help ensure that appropriate action is taken throughout the year to meet the objectives of the Integrity Act.  The absence of such a strategy may itself be a serious management control deficiency. 

Identifying and implementing the specific procedures necessary to ensure good management controls, and determining how to evaluate the effectiveness of those controls, is left to the discretion of the agency head.  However, agencies should implement and evaluate controls without creating unnecessary processes, consistent with recommendations made by the National Performance Review. 

The President's Management Council, composed of the major agencies' chief operating officers, has been established to foster government wide management changes ("Implementing Management Reform in the Executive Branch," October 1, 1993).  Many agencies are establishing their own senior management council, often chaired by the agency's chief operating officer, to address management accountability and related issues within the broader context of agency operations.  Relevant issues for such a council include ensuring the agency's commitment to an appropriate system of management controls; recommending to the agency head which control deficiencies are sufficiently serious to report in the annual Integrity Act report; and providing input for the level and priority of resource needs to correct these deficiencies.  (See also Section III of this Circular.) 



II. ESTABLISHING MANAGEMENT CONTROLS

Definition of Management Controls.  Management controls are the organization, policies, and procedures used by agencies to reasonably ensure that (i) programs achieve their intended results; (ii) resources are used consistent with agency mission; (iii) programs and resources are protected from waste, fraud, and mismanagement; (iv) laws and regulations are followed; and (v) reliable and timely information is obtained, maintained, reported and used for decision making. 

Management controls, in the broadest sense, include the plan of organization, methods and procedures adopted by management to ensure that its goals are met.  Management controls include processes for planning, organizing, directing, and controlling program operations.  A subset of management controls are the internal controls used to assure that there is prevention or timely detection of unauthorized acquisition, use, or disposition of the entity's assets. 

Developing Management Controls.  As Federal employees develop and execute strategies for implementing or reengineering agency programs and operations, they should design management structures that help ensure accountability for results.  As part of this process, agencies and individual Federal managers must take systematic and proactive measures to develop and implement appropriate, cost-effective management controls.  The expertise of the agency CFO and IG can be valuable in developing appropriate controls. 

Management controls guarantee neither the success of agency programs, nor the absence of waste, fraud, and mismanagement, but they are a means of managing the risk associated with Federal programs and operations.  To help ensure that controls are appropriate and cost-effective, agencies should consider the extent and cost of controls relative to the importance and risk associated with a given program. 

Standards.  Agency managers shall incorporate basic management controls in the strategies, plans, guidance and procedures that govern their programs and operations.  Controls shall be consistent with the following standards, which are drawn in large part from the "Standards for Internal Control in the Federal Government," issued by the General Accounting Office (GAO). 

General management control standards are: 

Compliance With Law.  All program operations, obligations and costs must comply with applicable law and regulation.  Resources should be efficiently and effectively allocated for duly authorized purposes. 

Reasonable Assurance and Safeguards.  Management controls must provide reasonable assurance that assets are safeguarded against waste, loss, unauthorized use, and misappropriation.  Management controls developed for agency programs should be logical, applicable, reasonably complete, and effective and efficient in accomplishing management objectives. 

Integrity, Competence, and Attitude.  Managers and employees must have personal integrity and are obligated to support the ethics programs in their agencies.  The spirit of the Standards of Ethical Conduct requires that they develop and implement effective management controls and maintain a level of competence that allows them to accomplish their assigned duties.  Effective communication within and between offices should be encouraged. 

Specific management control standards are: 

Delegation of Authority and Organization.  Managers should ensure that appropriate authority, responsibility and accountability are defined and delegated to accomplish the mission of the organization, and that an appropriate organizational structure is established to effectively carry out program responsibilities.  To the extent possible, controls and related decision-making authority should be in the hands of line managers and staff. 

Separation of Duties and Supervision.  Key duties and responsibilities in authorizing, processing, recording, and reviewing official agency transactions should be separated among individuals.  Managers should exercise appropriate oversight to ensure individuals do not exceed or abuse their assigned authorities. 

Access to and Accountability for Resources.  Access to resources and records should be limited to authorized individuals, and accountability for the custody and use of resources should be assigned and maintained. 

Recording and Documentation.  Transactions should be promptly recorded, properly classified and accounted for in order to prepare timely accounts and reliable financial and other reports.  The documentation for transactions, management controls, and other significant events must be clear and readily available for examination. 

Resolution of Audit Findings and Other Deficiencies.  Managers should promptly evaluate and determine proper actions in response to known deficiencies, reported audit and other findings, and related recommendations.  Managers should complete, within established timeframes, all actions that correct or otherwise resolve the appropriate matters brought to management's attention. 

Other policy documents may describe additional specific standards for particular functional or program activities. For example, OMB Circular No.  A-127, "Financial Management Systems," describes government-wide requirements for financial systems.  The Federal Acquisition Regulations define requirements for agency procurement activities. 



III. ASSESSING AND IMPROVING MANAGEMENT CONTROLS

Agency managers should continuously monitor and improve the effectiveness of management controls associated with their programs.  This continuous monitoring, and other periodic evaluations, should provide the basis for the agency head's annual assessment of and report on management controls, as required by the Integrity Act.  Agency management should determine the appropriate level of documentation needed to support this assessment. 

Sources of Information.  The agency head's assessment of management controls can be performed using a variety of information sources.  Management has primary responsibility for monitoring and assessing controls, and should use other sources as a supplement to -- not a replacement for -- its own judgment.  Sources of information include: 

Management knowledge gained from the daily operation of agency programs and systems. 

Management reviews conducted (i) expressly for the purpose of assessing management controls, or (ii) for other purposes with an assessment of management controls as a by-product of the review. 

IG and GAO reports, including audits, inspections, reviews, investigations, outcome of hotline complaints, or other products. 

Program evaluations. 

Audits of financial statements conducted pursuant to the Chief Financial Officers Act, as amended, including: information revealed in preparing the financial statements; the auditor's reports on the financial statements, internal controls, and compliance with laws and regulations; and any other materials prepared relating to the statements. 

Reviews of financial systems which consider whether the requirements of OMB Circular No.  A-127 are being met. 

Reviews of systems and applications conducted pursuant to the Computer Security Act of 1987 (40 U.S.C. 759 note) and OMB Circular No.  A-130, "Management of Federal Information Resources." 

Annual performance plans and reports pursuant to the Government Performance and Results Act. 

Reports and other information provided by the Congressional committees of jurisdiction. 

Other reviews or reports relating to agency operations, e.g. for the Department of Health and Human Services, quality control reviews of the Medicaid and Aid to Families with Dependent Children programs. 

Use of a source of information should take into consideration whether the process included an evaluation of management controls.  Agency management should avoid duplicating reviews which assess management controls, and should coordinate their efforts with other evaluations to the extent practicable. 

If a Federal manager determines that there is insufficient information available upon which to base an assessment of management controls, then appropriate reviews should be conducted which will provide such a basis. 

Identification of Deficiencies.  Agency managers and employees should identify deficiencies in management controls from the sources of information described above.  A deficiency should be reported if it is or should be of interest to the next level of management.  Agency employees and managers generally report deficiencies to the next supervisory level, which allows the chain of command structure to determine the relative importance of each deficiency. 

A deficiency that the agency head determines to be significant enough to be reported outside the agency (i.e. included in the annual Integrity Act report to the President and the Congress) shall be considered a "material weakness." [1] This designation requires a judgment by agency managers as to the relative risk and significance of deficiencies. Agencies may wish to use a different term to describe less significant deficiencies, which are reported only internally in an agency. In identifying and assessing the relative importance of deficiencies, particular attention should be paid to the views of the agency's IG. 

Agencies should carefully consider whether systemic problems exist that adversely affect management controls across organizational or program lines. The Chief Financial Officer, the Senior Procurement Executive, the Senior IRM Official, and the managers of other functional offices should be involved in identifying and ensuring correction of systemic deficiencies relating to their respective functions. 

Agency managers and staff should be encouraged to identify and report deficiencies, as this reflects positively on the agency's commitment to recognizing and addressing management problems. Failing to report a known deficiency would reflect adversely on the agency. 

Role of a Senior Management Council. Many agencies have found that a senior management council is a useful forum for assessing and monitoring deficiencies in management controls. The membership of such councils generally includes both line and staff management; consideration should be given to involving the IG. Such councils generally recommend to the agency head which deficiencies are deemed to be material to the agency as a whole, and should therefore be included in the annual Integrity Act report to the President and the Congress. (Such a council need not be exclusively devoted to management control issues.) This process will help identify deficiencies that although minor individually, may constitute a material weakness in the aggregate. Such a council may also be useful in determining when sufficient action has been taken to declare that a deficiency has been corrected. 



IV. CORRECTING MANAGEMENT CONTROL DEFICIENCIES

Agency managers are responsible for taking timely and effective action to correct deficiencies identified by the variety of sources discussed in Section III. Correcting deficiencies is an integral part of management accountability and must be considered a priority by the agency. 

The extent to which corrective actions are tracked by the agency should be commensurate with the severity of the deficiency. Corrective action plans should be developed for all material weaknesses, and progress against plans should be periodically assessed and reported to agency management. Management should track progress to ensure timely and effective results. For deficiencies that are not included in the Integrity Act report, corrective action plans should be developed and tracked internally at the appropriate level. 

A determination that a deficiency has been corrected should be made only when sufficient corrective actions have been taken and the desired results achieved. This determination should be in writing, and along with other appropriate documentation, should be available for review by appropriate officials. (See also role of senior management council in Section III.) 

As managers consider IG and GAO audit reports in identifying and correcting management control deficiencies, they must be mindful of the statutory requirements for audit follow-up included in the IG Act, as amended. Under this law, management has a responsibility to complete action, in a timely manner, on audit recommendations on which agreement with the IG has been reached. 5 U.S.C. Appendix 3. (Management must make a decision regarding IG audit recommendations within a six month period and implementation of management's decision should be completed within one year to the extent practicable.) Agency managers and the IG share responsibility f or ensuring that IG Act requirements are met. 



V. REPORTING ON MANAGEMENT CONTROLS

Reporting Pursuant to Section 2. 31 U.S.C. 3512(d) (2) (commonly referred to as Section 2 of the Integrity Act) requires that annually by December 31, the head of each executive agency submit to the President and the Congress (i) a statement on whether there is reasonable assurance that the agency's controls are achieving their intended objectives; and (ii) a report on material weaknesses in the agency's controls. OMB may provide guidance on the composition of the annual report. 

Statement of Assurance. The statement on reasonable assurance represents the agency head's informed judgment as to the overall adequacy and effectiveness of management controls within the agency. The statement must take one of the following forms: statement of assurance; qualified statement of assurance, considering the exceptions explicitly noted; or statement of no assurance. 

In deciding on the type of assurance to provide, the agency head should consider information from the sources described in Section III of this Circular, with input from senior program and administrative officials and the IG. The agency head must describe the analytical basis for the type of assurance being provided, and the extent to which agency activities were assessed. The statement of assurance must be signed by the agency head. 

Report on Material Weaknesses. The Integrity Act report must include agency plans to correct the material weaknesses and progress against those plans. 

Reporting Pursuant to Section 4. 31 U.S.C. 3512(d) (2) (B) (commonly referred to as Section 4 of the Integrity Act) requires an annual statement on whether the agency's financial management systems conform to government-wide requirements. These financial systems requirements are presented in OMB Circular No. A-127, "Financial Management Systems," section 7. If the agency does not conform with financial systems requirements, the statement must discuss the agency's plans for bringing its systems into compliance. 

If the agency head judges a deficiency in financial management systems and/or operations to be material when weighed against other agency deficiencies, the issue must be included in the annual Integrity Act report in the same manner as other material weaknesses. 

Distribution of Integrity Act Report. The assurance statements and information related to both Sections 2 and 4 should be provided in a single Integrity Act report. Copies of the report are to be transmitted to the President; the President of the Senate; the Speaker of the House of Representatives; the Director of OMB; and the Chairpersons and Ranking Members of the Senate Committee on Governmental Affairs, the House Committee on Government Reform and Oversight, and the relevant authorizing and appropriations committees and subcommittees. In addition, 10 copies of the report are to be provided to OMB's Office of Federal Financial Management, Management Integrity Branch. Agencies are also encouraged to make their reports available electronically. 

Streamlined Reporting. The Government Management Reform Act (GMRA) of 1994 (P.L. 103-356) permits OMB for fiscal years 1995 through 1997 to consolidate or adjust the frequency and due dates of certain statutory financial management reports after consultation with the Congress. GMRA prompted the CFO Council to recommend to OMB a new approach towards financial management reporting which could help integrate management initiatives.  This proposal is being pilot-tested by several agencies for FY 1995.  Further information on the implications of this initiative for other agencies will be issued by OMB after the pilot reports have been evaluated.  In the meantime, the reporting requirements outlined in this Circular remain valid except for those agencies identified as pilots by OMB. 

Under the CFO Council approach, agencies would consolidate Integrity Act information with other performance-related reporting into a broader "Accountability Report" to be issued annually by the agency head.  This report would be issued as soon as possible after the end of the fiscal year, but no later than March 31 for agencies producing audited financial statements and December 31 for all other agencies.  The proposed "Accountability Report" would integrate the following information: the Integrity Act report, management's Report on Final Action as required by the IG Act, the CFOs Act Annual Report (including audited financial statements), Civil Monetary Penalty and Prompt Payment Act reports, and available information on agency performance compared to its stated goals and objectives, in preparation for implementation of the GPRA. 

Government Corporations.  Section 306 of the Chief Financial Officers Act established a reporting requirement related to management controls for corporations covered by the Government Corporation and Control Act.  31 U.S.C. 9106.  These corporations must submit an annual management report to the Congress not later than 180 days after the end of the corporation's fiscal year.  This report must include, among other items, a statement on control systems by the head of the management of the corporation consistent with the requirements of the Integrity Act. 

The corporation is required to provide the President, the Director of OMB, and the Comptroller General a copy of the management report when it is submitted to Congress. 



[1] This Circular's use of the term "material weakness" should not be confused with use of the same term by government auditors to identify management control weaknesses which, in their opinion, pose a risk or a threat to the internal control systems of an audited entity, such as a program or operation.  Auditors are required to identify and report those types of weaknesses at any level of operation or organization, even if the management of the audited entity would not report the weaknesses outside the agency. 
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