Defense Logistics Agency

Management Accountability and Control

A Workshop & Guide

For Effective Implementation of the Federal Managers’ 

Financial Integrity Act (FMFIA)

Instructor’s Guide

Note:  DLA instructors are encouraged to customize this guide to 

include examples and activities relating to their organizations/sites.  
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INSTRUCTOR:  REGARDING THIS GUIDE:

· Directions for you in are in RED FONT .

· Some “suggested” words for you to say in BLUE FONT.  Customize as you want – this instructor’s guide is just an example!

· Note:  Words from the student manual are in BLACK FONT for your reference and so you know what students have in front of them.  We have emphasized words you, as an instructor, may want to cover in blue font.  You may also want to address words in black font as class interest and your preference dictates.  

Note:  We are sharing our instructor notes with you so that you will have some of the basic information and examples to help you teach the MC course. You may even want to further customize the student’s workbook inserting some of your own checklists and examples.  Please feel free to call Kathy or me if you have questions or suggestions.  

Thanks.  Susan Blanke  

-------------------------------------------------------------------------------------------

OPEN CLASS:

· Thank the Commander/Exec/Manager who opens the class for you. (Having a manager open the class is highly recommended – shows support from the top down.)

· Welcome the class, introduce yourself, anyone else teaching/assisting. 

· Provide opening remarks regarding the course.  Suggest including info such as:

This is a 1/2 day class for DLA managers, supervisors and others involved with such things as assessing controls and writing reports for the MC Program.

DLA and other DoD organizations are dealing with many control issues related to Pricing, Financial controls, Travel cards, Cell phones, Purchase Cards, Computer and Physical Security, Safety, Property Accountability, and many other areas.  
On the news we continue to hear about poor controls, fraud, mismanagement in a number of public and private organizations. 

Our goal?  To cover specifically what is expected of YOU, as employees of DLA - so that when you walk out of this class, you will have a level of confidence and some tools and examples that will help you understand what is required in the way of assessing and reporting.  

Administrative matters: Use your own guidance – may address:

· Attendance Sheet: Please sign and print your name the way you want it on your Certificate of Completion.

· Name tent: Write your name LARGE letters on your name tent.  

· Breaks:  

· In case of emergency, a number at which you may be reached is: ______

· Restrooms and break areas are located at _________

· On the back table, we have some samples or information we encourage you to look at and take copies of during breaks.  

· Since this is just a half-day class, it will help if you:

· Turn off cell phones/pagers/walkie talkies.
· We encourage you NOT to check back with your offices You have been given this time for training.  DLA considers it a good investment of your time - so relax, enjoy it – you will probably learn some helpful internal control tips and information.

· Ask questions – someone else may have the same question.  Please stay on topic and feel free to see us at break or even after class or email us to answer questions specific to your area. 
Activity # 1: Before we open our workbooks, please introduce yourself to others at your table/class providing this information:

*FLIPCHART – Write/point to the following on flipchart:

· Name

· Org Unit 

· Mission - of their organizational unit (it’s primary reason(s) for existing)

Instructor(s):  Provide your own example(s) to get them started.  

Before you introduce yourself to others at your table, take a moment to jot down your org unit’s mission in your workbook.  bullet form is fine -  you will need this for an exercise later –this step is essential to the MC process!)
Give minute or two for them to jot down their mission…then say:  

If you are ready, go ahead and introduce yourself to your group/class.

After they are done introducing themselves, say:

Thank you! You have just completed the first crucial step to developing a good MC plan – stating the mission of your organization.  

Let’s turn to the Table of Contents in your student workbooks.

Management Accountability and Control

Welcome to DLA’s Management Control “How To” Workshop.  We will cover the following areas and provide samples, as well as guidance, to help you accomplish your management control functions.
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· Develop Effective Evaluation Plans & Test Management Controls
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· Document Your Evaluation  (e.g. Mid-Year/Assessment Letters/ASA)
 

· Assessment Results (Are Controls OK?  Problems?)


  

VI. Post Evaluation Considerations (Assessments are Completed…Now What?)
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Did Management Control Problems Surface as a Result of the MC Review?

· Material Weakness: What is it and what do you do?


 

· Management Control Concern: Actions to take



 

· Follow-up…One of the Most Important Steps (Were Problems Fixed?)
 

VII. Reporting Requirements:  Don’t Worry…They have been Greatly Simplified!  
 58, 59

VIII. Summary


     


   



  60, 61

APPENDIX: Management Control Websites and Definitions



  67, 63


Module I

Overview and Objectives

	PURPOSE OF TRAINING

Provide attendees with an understanding of the management 

control process and tools for effective implementation.




OVERVIEW: 
During this workshop we will discuss what the Management Control Program is and how the FMFIA (Integrity Act) is being implemented in DLA. 

Throughout this workshop, "MC" refers to Management Controls; "MCP" to the Management Control Plan; and "MCO" to Management Control Objectives.  Also, to clear up confusion on terminology, "Management Controls" is used synonymously with "Internal Controls" or “Internal Management Controls”. 

OBJECTIVES:  Upon completion of this course, you will be able to: (briefly cover)
· Explain what management controls are, how they work, and your part in the MC process.

· Discuss the intent and requirements of laws, regulations, standards, and other guidance relative to the MC Program.

· Use strategic plans, business plans, audit reports, management concerns and other sources to determine the highest risk and most vital objectives to be assessed and included in your Management Control Plan (MCP).

· Write management control objectives (MCOs) for inclusion in the MCP and list techniques (controls) to monitor/measure these objectives.

· Review and test management controls to determine if controls are adequate.

· Determine if there are management control deficiencies and plan corrective action(s).

· Explain the difference between control deficiencies that are determined to be material weaknesses from those that are called concerns. 

· Prepare/approve reports (midyear, assessment letters, Annual Statement of Assurance) and implement a system for tracking and follow up of corrective actions.

· Share information from this workshop with other DLA POC’s and managers to help simplify the MC assessing and reporting process for them.
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    MANAGEMENT CONTROLS…
Instructor:  Address what you see as key points on this page.  A few ideas are in blue font.

Management Controls are Proactive (Don’t wait until something bad happens.)

A good system of management controls allows a manager to uncover and deal with potential problems before they escalate outside of their authority.  Management controls should cover programs where there is a major risk of monetary loss, waste of resources or embarrassment to the command.  Properly used this will ensure and provide a manager the opportunity to preclude or satisfactorily answer hotline complaints, grievances,  reviews and audits. 
Management Controls Assist in Outside Audits





Another good reason to include areas of concern or weakness in the MCP:  The DOD Inspector General's Office has stated that if an inspection finding is already covered by the agencies' management control plans and the assessment shows no material weakness exists or if the agency is already working to make corrections, chances are there will be no adverse finding.  On the other hand, if the findings are not covered under the management control plan it will appear in the "report."  Point out Wall Chart: “MC Program Purpose:  Detect and avoid potential problems, as well as to resolve existing problems internally BEFORE they become audit findings or end up on “60 Minutes””.  Hint:  Areas that you know auditors will be closely examining in your org. are tip offs to areas that may be “heavy hitters” for possible inclusion in your MC Plans. Another Hint:  Keep your MC Plan handy, know status of your objectives (milestones…are you on target?) and keep MCP How To Guide on hand if auditors interviewing you!
Management Controls are More Than Dollars




Management control is not an auditors program aimed at just saving dollars.  Management control has prevented thefts of ammunition at bases by assuring the establishment of safeguards in its storage areas.  Management controls have saved lives by establishing safety procedures and then testing them.  Management controls have prevented information "break-ins" to DOD automated systems by establishing better password security and other means.  These and several other published accounts in installation newsletters prove management controls touch every aspect of our lives.  

Management Controls Come in Different Forms




In recent years Government Performance Results Act (GPRA) and National Performance Review (NPR), both initiated in 1993, have come to play a greater role in our agency.  As a result, we are now engaged in establishing agency goals, tying performance, establishing metrics for measuring performance, and assembling them into a strategic plan and balanced scorecard (BSC).  Budgeting decisions are a vital part of this process.  Management controls are central to this activity.  The strategic plan and BSC are management controls providing direction for improving overall performance.  At the same time, individual control objectives within the program are examining processes for both effectiveness and efficiency. 

Module II

Real-Life Stories

(Management Controls Gone Awry!) 

	“Textbook” Definition of Management Control
An integral component of an organization’s management that provides reasonable assurance that the following objectives are being achieved:

· Effectiveness and efficiency of operations,...controls must be consistent with the DLA Strategic Plan, Business Plans…etc.

· Reliability of financial reporting, and

· Compliance with applicable laws and regulations

WALLCHART: Note also the MC Process Chart ‘Simple Definition’ on the wall:  “The rules, procedures, techniques & devices employed by managers to ensure that what SHOULD occur in their daily operations DOES occur on a continuing basis.

Ref: GAO Standards for Internal Control in the Federal Government (Nov 1999)


When you think of what controls you need, ask yourself:  What are some things that could happen to keep my organization from meeting its goals – what could go wrong?  

Group or Class Exercise: Take a couple of minutes to discuss the questions below with others at your table, (list some ideas, and we’ll share these with the class)  For example, if you were a manager of an officer’s club lounge…

*Flipchart: (Mgr of Officer’s club: Risks – Possible impact – Controls) 

· What would some of your risks be?  (Discuss)                                           E.g. of class input:  inventory mgmt, theft, costs of goods and services; people not showing up to work; loss of revenue; underage drinking; control of people who drink too much;
· What could result from these control problems?                              E.g. OSHA – Safety issues – slips and spills; can’t make money, club has to close, etc…others? 

· What are some reasonable controls you might put in place to address these risks or concerns?                                                           E.g., to ensure revenue …might look at marketing, special events such as weddings to bring in money, IDs checked to control underage drinking, others?

What Management Controls Failed in the Case Below?

Let’s take a few minutes to read the case below about fraud at a U.S. embassy in Guyana.  Then discuss with your group to see if you can spot some of the control problems and resultant risks - have someone from your group share what they are with the class.  (Relax…there are no exact right or wrong answers.)

Washington Post, March 21, 2000,  “Two Held in Visa Fraud Case, $1.3 Million Seized from Former U.S. Vice Consul in Guyana”

CHICAGO, March 20 – A State Department officer on home leave from his post at the U.S. Embassy in Guyana has been arrested on charges of amassing more than $1.3 million in cash and gold bars in a conspiracy to sell U.S. visas to foreigners, federal authorities said today…The complaint alleges that as vice consul and chief of the non-immigrant section of the embassy from March 1998 to March 1999, Carroll had sole responsibility (no second level review) for reviewing and adjudicating (no separation of duties) visa applications.  After he became the embassy’s economic and commercial officer in a routine reassignment and no longer dealt with visas, he solicited another embassy employee, who is cooperating in the investigation to approve visas in exchange for bribes, the complaint says…Investigators said that Carroll, who had previously served as a diplomat in China, kept some of his records in Chinese (record keeping – red flag) as an apparent code.  They said they had traced some of his deposits to negotiable instruments purchased in amounts of less than $3,000 (collusion) each to avoid triggering bank record-keeping regulations.  Some of the accounts seized or frozen today were opened using the Internet, officials said…”

What are some of the control problems above?

E.g., No checks and balances, lack of separation of duties in a critical area, no management oversight of this individual, no second level review, record keeping in Chinese…(red flag).
What are the risks in the U.S. Embassy case above?  E.g. Unauthorized people (such as terrorists) getting VISA, fraud, other risks??  

Instructor:  As time permits, discuss some other current examples of MCs gone awry – especially DLA or DOD examples on next page. 

Instructor - On this page you can use stories below or include your own examples of control problems in that have been in the news lately for class discussion. 

Article:  Wednesday, April 17, 2002, The Commercial Appeal (Memphis, Tenn.) / Metro Copter deputy draws jail time in fraud case                                          - by Bill Dries

A Millington man was sentenced Tuesday to six months in prison and another six months of home detention on federal wire fraud and money-laundering charges. John S. McHann pleaded guilty in October. McHann worked as a special deputy with the Mississippi County (Ark.) Sheriff's Departmen (DRMS)t. His job was to keep the department's helicopter flying. Through a Defense Department program he ordered surplus parts, saying they were for the sheriff's department. But McHann sold the parts, and in one instance a surplus helicopter, through his private company, Southern Flying Services. The sentence by U.S. Dist. Court Judge Julia Gibbons also included the forfeiture of more than $165,000 in cashier's checks and assets in an escrow account. The forfeiture was agreed to as part of McHann's guilty plea. In one instance, McHann obtained a helicopter from Defense Department officials in St. Louis, saying the Mississippi County department needed it. He then sold it through his company and kept the money from the sale. The Defense Department's Criminal Investigative Service, the Internal Revenue Service and the DLA investigated the case.  

(Control Problems?  Possible “fixes’?) Ask:  What controls needed? Second level review…separation of duties…(ordering parts, approving purchases, inventory checks - it appears no one was checking)

· Instructor:  I recommend you use your own local example.  This is one I used when teaching classes at DSCC.  DSCC’s Internal Review Officer provided our next control example.  He was responding to a manager regarding credit card reviews and sent me this excerpt from a message he sent: “I understand your frustration, credit card reviews are not our favorite thing either.  Even with all the oversight, I think the credit cards still are better than the alternative.  They are so visible, that when you have DLA transaction listings with examples like the following, someone has to ask the questions to verify if they are legit. (Select several to read to class)                                                                                                                                                      

· Purchase from a merchant coded as a jewelry store one week before Christmas.

· Harley Davidson Motorcycles on a weekend.

· Books from a bookstore on the beach in North Caroline on the weekend.

· Fantasy Costumes.

· Purchases one penny under the limit.

· Multiple purchases from the same vendor the same day, same approving official exceeding the limits.

· And many more.  There may be good and valid explanations for all of these.  But we need to have these explanations before the questions are asked in the newspapers.  Thanks for your cooperation.”
This example also helps show that there are some areas, because of their inherent risk, will probably remain “heavy hitters” – or those consistently included in the core objectives. 
	What is a System of Management Control?

        “Internal Control is a continuous built-in component of operations.”

 Reference:  GAO Standards for Internal Control in the Federal Government (GAO/AIMD-00.21.3.1 (11/99) to achieve org mission, goals, objectives – a continuous built in system in the organization – you/your managers must be concerned with all of your controls – they all work together. (Our Commanders/Directors give reasonable assurance in the ASA that his or her system of management controls is acceptable…(this means the entire system – not just those objectives included in the MC Plan for that year.)




· Our focus must be on how management controls play a role on a day-to-day basis.  The evaluation of controls at the end of the year is not the reason we implement controls.

· “…a network of interdependent components that work together to try to accomplish the aim of the system.  A system must have an aim.  Without an aim, there is no system.  The aim of the system must be clear to everyone in the system.  The aim must include plans for the future.  A system must be managed.  It will not manage itself.” (W. Edward Deming)
· The management control system is implemented to help manage risks.  Such risks could jeopardize an organization’s ability to achieve their objectives or keep them from taking advantage of opportunities that will help them achieve their organization’s mission.

· The management control system includes other management programs and should have objectives consistent objectives with other programs, e.g. Strategic Plan, Business Plan, Balanced Scorecard.  Let’s take a quick look at a few programs and how they tie together.  

	System of Management Programs in DLA 
DLA MISSION
Support warfighters[image: image10.wmf]
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Strategic Plan/ Business Plan
Specific long and short range objectives to meet mission goals.                                                
Management Control Program 

Assessment of controls & reporting as required by law re: concerns/weaknesses relating to proper stewardship of resources and meeting mission goals.                                              

Performance Metrics/ Scorecards 

Measure progress in meeting objectives laid out in our strategic and business plans.

These programs/plans should all tie together.  They are ALL controls to reasonably ensure that DLA accomplishes its mission.




The management control program should support the other programs and share common objectives.  For example, the VISION for DLA is “Right item, place, price  every time…”  The RISKS associated with this vision are that the items, time, place and/or price will NOT be right.  The management controls implemented should ensure that these risks are mitigated to the extent practicable.  

	Why Implement (Internal) Management Controls?

· RESULTS!  Did we achieve our objectives?…lawfully, etc…

· LAW - We’ll cover the law and guidance requiring controls in Module III – but basically they have been required since 1950 with the Accounting and Auditing Act.

Management controls are a major part of managing an organization.  They comprise the plans, methods, and procedures used to meet mission goals and objectives and, in doing so, support performance-based management.




· Beyond the statutory requirements to implement a management control system, managers that do so are more likely to meet their organizational goals and objectives.  The Govt. Performance & Results Act (GPRA) required that agencies measure performance.  
· It is evident that agencies are now expected to show results.  

· Think about it…for the first 200+ years of our nations history, no financial statements were required.  Then, in 1990, the Chief Financial Officer’s Act (CFO) required that the CFO annual reports include a summary of reports on internal accounting and admin control systems and audited financial statements were required by 1995.  

The GPRA, CFO and other acts/guidance are part of the govt.’s MC system – to ensure proper stewardship of federal resources.

	WHY YOU ARE INVOLVED…

AS A TAXPAYER, EMPLOYEE, MANAGER.



(Instructor:  Discuss several with class)

· The government is under close scrutiny!  GAO and other audits and reports have revealed…

· The government does not, in all cases, have the management control and accounting systems necessary to operate many of its programs effectively and safeguard its assets.

· Many weaknesses are long-standing and have resulted in billions of dollars of losses and wasteful spending.

· Major Government scandals and system breakdowns serve to reinforce the public's perception that the Federal Government is poorly managed, with little or no control over its activities.

· Top-level officials and all managers must provide leadership in the area of management controls and proper use of resources if this situation is to change.

· Proper accountability

· Efficiency and economy

· Achievement of agency objectives

· Maintaining the public trust

· Required by law

· Others…

Module III

Brief History and Statutory Basis

Brief History and Statutory Basis

First, consider…why does DLA have a Management Control Program?  THE BOTTOM LINE:  LAWS AND REGULATIONS REQUIRE IT, TAXPAYERS EXPECT IT – AND IT MAKES SENSE!  Let’s take a quick look at the history of the program.
The Management Control Program is about common sense processes that we can apply equally to our personal, as well as our professional life.  Think about it for a moment, our automobiles have indicator lights, seat belts, and warning signals that are all controls designed to protect us on our daily journeys.

In the same way, management controls protect us and our resources at work; preventing fraud, waste, abuse, and mismanagement of the taxpayers' money.  As public servants, we are stewards of the resources entrusted to us.  Most recently, management controls have been tied to performance goals in agency's strategic plans.

Management controls began in 1950 with the Budget and Accounting Procedures Act requiring agencies to establish and maintain systems of accounting and internal control.

In 1981- OMB Circular A-123 strengthened Federal Government Internal Control Systems. 

1. It required Vulnerability Assessments and

2. Internal Control Reviews on an ongoing basis.  

In 1982- Federal Managers Financial Integrity Act (FMFIA) (Public Law 97-255)

1. It required the submission of an Annual Statement of Assurance by the head of each Federal Government Agency. 

2. Required managers to adopt procedures to safeguard assets and provide reasonable assurance that obligations and costs are in compliance with applicable laws.

Besides requiring the submission of ASA’s, 

FMFIA requires the General Accounting Office (GAO) to issue standards for internal control in government.  These standards provide the overall framework for establishing and maintaining internal control and for identifying and addressing major performance and management challenges and areas at greatest risk of fraud, waste, abuse, and mismanagement.  
April 1987- DOD Directive 5010.38, 

1. Established "Internal Management Controls" to implement the FMFIA. 

June 1994: OMB Circular A-123 was revised 

August 26, 1996: DOD Directive 5010.38 and Instruction 5010.40 were revised 

Both revisions addressed management improvement and accountability.  Reporting requirements became less tedious, and managers were given more latitude to decide what functions were vital to their organizations.  The litmus test used to identify a vital function is "the cost of the control should not exceed the benefit derived from the control."  

DLA has simplified reporting requirements.  One important change is that each field activity and headquarters organizational element reports as a single assessable unit to DLA. Field activity managers decide: 

What management reviews their organization will conduct

The scope of the review

When they will conduct the review.  

The June 2002 updated DLA MC “How To” Guide and the May 23, 2003- The One Book – DLA provide guidance and helpful examples to assist managers and others to understand the MC Program requirements.
1. Management controls have evolved into a more user friendly program that, when properly implemented, become an integral tool to help managers keep their organizations focused and on track. 

2. More importantly, the DLA’s MC Program documents management’s efforts to ensure that all reasonable efforts are being made to eliminate the potential for fraud, waste, abuse, and mismanagement of government resources and to ensure accomplishment of mission goals.   

The key regulations /guidance are available via the websites referenced in your appendix.  

Next I’ll tell you about the private sector’s version of our MC program.

The Committee of Sponsoring Organizations (COSO) (of the Tread way Commission)

Updated the private sector’s MC guidance.

Which issued 5 basic standards.

In 1999 GAO published revised federal standards. (which were the same as COSO) 

I’ll discuss them in a minute.

In 2002: The Sarbanes- Oxley Act was passed:

Enforces corporate governance and ethical business practices. This was a result of earlier cases where CEO’s and CFO’s were testifying they were unaware of misdeeds of their companies. 

SarBox:  

1.  Requires CEO’s and CFO’s to personally certify they are responsible for disclosure controls and procedures.

2. Annual evaluation of controls.

(We’ve been doing this since FMFIA in 1982)

Most notably, Former ENRON CEO Jeffrey Skilling just surrendered to the FBI February 19th. - after many other ENRON managers have already been sentenced or made deals.

===

	Standards for Internal Control in the Federal Government – November, 1999

· Control Environment

· Risk Assessment

· Control Activities

· Information and Communications

· Monitoring




Discussion:  The FMFIA requires the General Accounting Office (GAO) to issue standards for internal control in government.  These standards provide the overall framework for establishing and maintaining internal control and for identifying and addressing major performance and management challenges and areas at greatest risk of fraud, waste, abuse, and mismanagement.  

Now, let’s take a look at each of the five standards. 

The information below is for your reading pleasure later.

Recently, other laws have prompted renewed focus on internal control.  The Government Performance and Results Act of 1993 requires agencies to clarify their missions, set strategic and annual performance goals, and measure and report on performance toward those goals.  Management control plays a significant role in helping managers achieve those goals.  Also, the Chief Financial Officers Act of 1990 calls for financial management systems to comply with internal control standards, and the Federal Financial Management Improvement Act of 1996 identifies internal control as an integral part of improving financial management systems.

Rapid advances in information technology have highlighted the need for updated internal control guidance related to modern computer systems.  The management of human capital has gained recognition as a significant part of internal control.  Furthermore, the private sector has updated its internal control guidance with the issuance of Internal Control – Integrated Framework, published the Committee of Sponsoring Organizations of the Tread Commission (COSO).  Consequently, the GAO developed this standards update, November 1999.

This update gives greater recognition to the increasing use of information technology to carry out critical government operations, recognizes the importance of human capital, and incorporates, as appropriate, the relevant updated internal control guidance developed in the private sector. 
	Internal Control Standard 

             Control Environment

Management and employees should establish and maintain an environment throughout the organization that sets a positive and supportive attitude toward internal control and conscientious management.


A positive control environment is the foundation for all other standards.

Several key factors affect the control environment:

· Discussion:  Write on the board or say, “Policy IS what your boss DOES”. (If boss takes 2 hours for lunch, employees will take 1 hr 50 min.  They figure, if the boss doesn’t adhere to policy and controls, why should they…result?…breakdown of controls)  We have seen the results of what can happen (e.g. Enron, Arthur Anderson, Tyco, FBI) when MC environment is not what it should be at every level of the organization from the top down.  

· What top management demonstrates through their actions is what shows a positive control environment. Most employees and the public as well look at what managers do – not so much what they say.

· Integrity and ethical values maintained and demonstrated by mgmt and staff.  Need leaders who will set and maintain the orgs ethical tone, providing guidance for proper behavior, removing temptations for unethical behavior and providing discipline when appropriate.  Management’s commitment to competence. (e.g. training, counseling, performance appraisals)

· Management’s philosophy and operating style.  Determines the degree of risk the agency is willing to take and mgmt’s philosophy towards performance-based mgmt….also attitudes toward monitoring, audits and evaluations can have a profound effect on internal control.

· Organizational Structure.  Need clearly defined key areas of authority, responsibility and reporting.

· Manner in which the agency delegates authority and responsibility throughout the org. – must have good written procedures – otherwise no consistency and chaos.

· Good human capital policies and practices. (hiring, training, compensating, supervision, etc.)

· The agency’s relationship with the Congress and central oversight agencies such as OMB.  

	Internal Control Standard

                                                       Risk Assessment

Internal control should provide for an assessment of the risks the agency faces from both external and internal sources.


Risk assessment is the identification and analysis of relevant risks associated with achieving the objectives, such as those defined in the DLA Strategic Plan, your Business Plans, and annual performance plans developed under the Govt Perf and Results Act and forming a basis for determining how risks should be managed.  

Once risks have been identified, they should be analyzed for their possible effect…includes estimating the risks’s significance (magnitude), assessing the likelihood of its occurrence, deciding how to manage the risk and what actions should be taken.  

Here are a few tips to help you find or identify the high risks in your organization.  In addition to looking at your own Strategic Plans, and other internal planning documents, if you are an inventory management  person, you can go to DOD and GAO websites and read what is there regarding inventory mgmt and concerns throughout the government.  This can give you ideas and make sure you are addressing these same concerns in your own organization.

	Internal Control Standard

                                                    Control Activities

Internal control activities help ensure that management’s directives are carried out.  The control activities should be effective and efficient in accomplishing the agency’s control objectives. e.g. policies, procedures, techniques, (e.g. mgmt oversight, audits, system checks, separation of duties)  that enforce mgmt’s directives)


Following are a few excerpts from the GAO Standards. This is one document you are encouraged to read in its entirety.  It’s a quick read and will provide excellent examples and guidance for you as you develop your management control objectives and techniques.  In other words, it will make your job easier:

Examples of Control Activities:

· Top level reviews of actual performance

· Reviews by management at the functional or activity level

· Management of human capital

· Controls over information processing

· Physical control over vulnerable assets

· Establishment and review of performance measures and indicators

· Segregation of duties
· Proper execution of transactions and events

· Accurate and timely recording of transactions and events

· Access restrictions to and accountability for resources and records

· Appropriate documentation of transactions and internal control – system of processes should be documented via desk guides, etc.  e.g. IBM Managers have notebooks they keep with them with procedures – and they are held accountable for what they do. 
TIP!  When developing your MCOs, it’s a good idea to start the process by looking at the above list of activities, from page 12 of the GAO standards.  Most are common sense and most of us are not perfect in all the above…look critically…how can you improve controls?

Consider the above as Control Activity types – there are certain categories of control activities that are common to all agencies.  Let’s take a look at some controls common to information processing:  

· Edit checks of data entered
· Accounting for transactions in numerical sequences

· Comparing file totals with control accounts

· Controlling access to data, files, and programs

· Access security control

- Frequent changes of dial-up numbers

- Restrictions on users to allow access only to system functions that they need
                  - Software and hardware “firewalls’ to restrict access to assets

                  - Others…

(Optional question): What are some other controls common to information processing? 
	Internal Control Standard

Information and Communications

Information should be recorded and communicated to management and others within the entity who need it and in a form and within a time frame that enables them to carry out their internal control and other responsibilities.



Managers need both operational and financial data to determine whether they are meeting their agencies’ strategic and annual performance plans and meeting their goals for accountability for effective and efficient use of resources.) Effective communications should occur in a broad sense with information flowing down, across, and up the organization.  

	Internal Control Standard

Monitoring

Internal control monitoring should assess the quality of performance over time and ensure that the findings of audits and other reviews are promptly resolved.


Ongoing monitoring should occur in the course of normal operations.  Monitoring of internal control should include policies and procedures for ensuring that the findings of audits and other reviews are promptly resolved – AND followed up on.  Make the point:  Change is constant, must constantly monitor.
Module IV

DLA Implementation

 A Practical Approach

In this module, we’ll look at who is responsible for what in the DLA Management Control Program and some basic management control terms (in everyday language).  
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	WHO IS RESPONSIBLE FOR WHAT? 

We’ll discuss several levels of responsibility for management controls in DLA, including your duties.  Field activity and HQ organizational element heads, as well as all managers and supervisors are responsible for accurately evaluating and reporting on MCs relating to:
- effectiveness and efficiency of operations.

- reliability of financial reporting, and

- compliance with applicable laws and regulations




  What are some other specific responsibilities?

· HQ MC Program Manager (DSS-B) is responsible for: establishing/managing the control program, providing guidance, training, feedback to organization managers on the operation of the control program.  Receives, reviews, consolidates, and provides assessment letters to the Commander/Director.  Formulates Mid-Year Report and Annual Statement of Assurance for the Command.  Provides DLA HQ guidance and information to all FA/HQ Org Element MC Program Mgrs regarding reporting dates, format for reports, coordinating with OSD and field, training, briefings, etc.

· Field Activity /HQ Organizational Element MC Program Managers are responsible for: same type of duties but at the field level.  Coordinates with DSS-B PM & POC’s at the field level; briefs Commander/Director/mgmt/supv/leaders/POC’s, provides training as needed; provides formats/samples for reporting to POC’s and all management, in addition to the mid-year and ASA required by HQ,  prepares more frequent reports as required by local Command. Some field PMs serve on HQ sponsored MC Teams as needed to accomplish specific tasks such as developing this training course, core objectives for the agency, etc. 

· MC Program Coordinators/Monitors/POC’s (as applicable) in each office/directorate are responsible for: (DSCC example – Coordinators) 
· Serving as POC’s for objectives being assessed by their organization
· Ensure timely submission of reports/assessment letters to MC PM; 
· Attending MC meetings scheduled by the PM and communicate with the PM to stay current on program information; 

· Disseminating MC information and keeping managers/supv/CO Managers in their orgs informed of MC requirements; 

· Maintaining organized and up-to-date MC files with info from PM and related to objectives being assessed by their units; 

· Maintaining MC Guidance for ready reference by themselves and mgrs/supv in their area.

· Control Objective Managers are responsible for:  (as designees for their organizational unit head):

· Identifying vital objectives
· Determining control techniques/methods, 
· Assessing the objective, 
· Documenting and reporting (Mid-Year, ASA, etc.) 
· Implementing improvements/corrective actions, and 
· Following up by monitoring controls for the objective and subsequent reporting as necessary.  
· Note:  It is important when talking with your CO Managers to remind them that controls don’t usually have to be developed from scratch…current procedures, techniques may be adequate – or not – or may just need tested.  New ones may be needed however.  They are responsible for submitting TIMELY reports through the mgmt chain, and MC POC assigned to their area, as appropriate, to the MC PM.

· Do employees have any MC responsibilities?   Yes, go back to the basic guidance for implementing the FMFIA…OMB Circular No. A-123, which states, “Federal employees must ensure that government resources are used efficiently and effectively to achieve intended program results”. …so we all bear some responsibility.
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The MC Program is a system that establishes criteria for mission objectives.  It includes an assessment process of how well the controls are working; a plan for the controls; and documentation of the results.  The evaluation of these assessments constitutes the primary basis for the Annual Statement of Assurance (ASA). 
Remember:  A primary goal of our MC Program is to detect and avoid potential problems, as well as to resolve existing problems internally…before they become audit findings.  

The emphasis for DLA’s MC Plans is to meet federal resource protection requirements of the FMFIA and identify areas that need improvement or corrective action. 

Management Controls (aka Control Techniques), are the organization, policies, and procedures used by agencies to reasonably ensure that their goals are met. 
To help you better understand DLA’s MC Program and find the information you need to assess management controls, you are encouraged to review the DLA Management Control Website.  The DLA Management Control Program “How To” Guide is also a helpful guide or quick reference for you and your managers. Your MC Program Manager also has copies of these documents.  We suggest you familiarize yourself particularly with OMB Circular A-123, “Management Accountability and Control” and your organizational element’s reporting requirements. 
Tip!  Be ready…Auditors and Management will frequently ask you these questions: Do you have an Assessable Unit for ______________ (functional area)?  - or – How many Assessable Units do you have in DLA?   (Usually, what they are wanting to know is what objectives you have – which will show what DOD functional area they are assigned to – show them your MC Plan)

An Assessable Unit (AU) is the basic organization that issues an Annual Statement of Assurance (ASA) to DLA, normally a headquarters organizational element or field activity. The Commanders or Directors of each of these units are the AU managers.  ( E.g. within DOD, VADM Lippert is the AU Manager for DLA and RADM Bird is the AU manager for DSCC.)  (Hint: When you ask them for clarification, many times what they are wanting to know is whether or not your MC Plan has an objective addressing a particular functional area.  Take a look at your organization’s MC Plan to see if that particular area is covered by an objective.  It may also help to keep this workbook and the DLA “How To” Guide available so you can provide them with a narrative or chart showing the MC Process Flow and Assessable Units in DLA.)

Basic Elements of Every Management Control System:

· Mission: Quality output/outcomes

· Vulnerability/Risks: The risk in carrying out the organization’s mission.

· Control Objectives: The actions taken to minimize the organization’s risks.

· Control Techniques – (aka Management Controls (MCs), Internal Controls, Controls): The procedures managers use to provide reasonable assurance that control objectives are achieved. 
	Key DLA Definitions

· Management Control Objective (MCO) – specific/critical function that mgmt feels must be controlled or evaluated to help achieve reasonable assurance that the agency’s resources are protected against fraud, waste, abuse or mismanagement.

· Core Objective:  DLA Directed – DLA focus areas  (e.g. credit/purchase cards) – cross multiple Assessable Units)
· Vital Objective:  Field/HQ Organizational Element Level (e.g. accreditation of Test Labs at DSCC; quality/timeliness of Supply Support Request responses..)
· Sub-Vital Objective:  Reported internally to the AU




What areas or MCOs should be included in the Management Control Plan besides the core objectives assigned by DLA?  Some suggestions: 

· Sit down and talk with your colleagues/managers/customers/ others…Look at your orgs biggest problems…these are GOOD candidates for the MCP.  When you sit down to discuss which MCOs should be included in the plan, we recommend you have a copy of your 5810.1 or mission, goals, obj; the DLA Strategic Plan, Business Plan, Balanced Scorecard metrics, etc. in front of you…  
· Tip!! Don’t spend a lot of time on the “small match fires”…consider where the orgs time and money would be best spent – on which controls – which ones could come back and bite us the worst if they fail…these are good candidates for the MCP.  
· Others?  Ask yourself, what are some areas or programs that could fail that would prevent us from meeting our mission goals, cause negative publicity, etc.  Try to brainstorm the heavy hitters.  

Let’s do a quick brainstorming session –  let’s list some other areas think are candidates worth considering for control objectives, (ask them to think of everything that goes on at your HQ or Center - from the time they enter the gate, perform work duties,  to the time they leave - think of the warfighters and other customers’ needs, taxpayers’ concerns, etc.) 

     (Ideas below…to get ideas started)…

· Known weaknesses (from audits/reviews)

· “Newsworthy””60 Minutes”  (in a negative sense) concerns

· The unknown…maybe a new systems, function, or item transferred to DLA from one of the services (controls tested?)

· Safety/security (e.g. anthrax, access to Base controls, computer security, etc.)

· Rapid change…(can allow opportunities for scoundrels to commit fraud)

· Compliance with laws and regulations

· Change in key personnel

· Critical/complex items

· High dollar threshold

· Areas with high potential for misuse/misappropriation of funds

· Recurring problem areas

· Politically sensitive

· Business Plan goals and objectives – concern areas – focus areas

· Resource constraints

· Include critical and high focus areas that need to be properly functioning …tie to strat and business plans…it’s mgmt’s decision which areas are the most critical/highest focus for the current year’s MC Plan.

· Ask:  “What about areas not listed on the MCP?…what are management’s responsibilities?”  (Answer - The same – Mgmt still responsible for “reasonable assurance” of controls and reporting as required on any area they manage. Regardless of whether or not you have an objective in the MC Plan, your organization is responsible to ensure that management controls are in place and that mission goals and objectives are achieved.  Also, even though certain areas or objectives may have not been included in the MCP at the beginning of the FY, situations change, so  - IF concerns arise during the year, MCOs can and should be added to the plan - to document for mgmt, auditors, the public - that we are aware of certain control concerns/weaknesses and are taking steps to fix them.  
	What is Inherent Risk?

Or…said another way…what could keep us from accomplishing our mission goals and objectives?  Think of assets and inventory…Example – don’t laugh…(put $5 bill on table next to this MC course workbook)  Which has the highest risk of being stolen if we all leave the room during break and people wandering through? The $5 bill seems to have the highest inherent risk!  :(

· Risk is the exposure to loss, damage, injury and failure.

· Exposure to forces that threaten accomplishment of mission objectives.

· Potential compliance violations.

· Inherent risks are that cannot be avoided due to the nature of the work/program









             -

	Limitations of Management Control

· Reasonable Assurance – Not absolute

· Fraud/Collusion

· Cost Benefit




Discussion:  We examine each of these limitations on the following pages.

What would be an objective of having controls?

…level of confidence

…knowledgeable management to make sure controls are adequate

…others…class discussion

	What is Reasonable Assurance?

A satisfactory level of management confidence that management

controls are adequate and are working as intended.


Discussion:

· What do we mean by reasonable assurance?

· e.g. The concept of the objective person

· Tools a reasonable manager in DLA would use

· Management’s judgment which recognizes acceptable levels of risk that cannot be avoided because the cost of controls could exceed the benefits derived.

If time permits for 4 hour, ask class or do exercise together.

Earlier, we discussed some controls that would be needed at the lounge of an officer’s club.  What controls are necessary to provide reasonable assurance that an under-age soldier will not get served alcohol in the Community Club?

Ideas for discussion -  Check ID at the door. But how about they STILL get in the door…could be fake I.D.  (however, checking ID may be reasonable assurance…depends on amount of risk you are willing to assume …can never have 100% assurance that controls are adequate.     Other ideas…can benchmark against what other reasonable managers would do – what has worked in the past…IAW applicable guidance, train bartenders and servers…Hand stamps such as Mickey Mouse on hand and change characters nightly – randomly….others?  

The point is: – there is no one right or textbook answer – but must be able to document – to show – you had reasonable controls in place and tested them.

	What are Managers’ Responsibilities Related to Management Controls and Fraud?


Read the following weakness.  Could management design controls to prevent it from happening?

“Misuse of IMPAC credit card.  An employee established a fictitious corporation for the purpose of defrauding the Government by billing it for services that were not provided.  The bills were paid using the IMPAC Card.  The bill for the IMPAC card was receipted and certified.  (Mgmt oversight?)The certification process was done electronically online through the Defense Working Capital Accounting System (DWAS).  The electronic certification was received at DFAS on-line real time and disbursed according to the receiving date.”

Discussion:

· Detection vs. Prevention
Mgmt control of fraud is a deterrent or detection – hard to prevent fraud.  There will be scoundrels that CAN outsmart any system –but we can try to prevent and detect it if it occurs.

· Awareness of opportunities and indications

Be cognizant of opportunities and red flags.  For example, some opportunities can occur during organizational changes (e.g. DFAS, base closures (DESC to DSCC, etc. – disgruntled employees, theft, some chaos, function changed and actually lost track of during reorgs…)  Also automating processes can affect management controls..positively and negatively.  

	Management Controls and Cost Benefit


· Cost of implementing a control should not exceed its benefit!
· Analysis – Likelihood and magnitude of risk can be used to focus manager’s attention on where management controls are needed. (When determining likelihood and magnitude, do so assuming controls are not in place). 

Instructor:  Use your own organizational or personal example here to illustrate how you use the factors of likelihood and magnitude to determine where management controls are most needed.

Remember to consider first and foremost the mission, risks and impact of those risks when determining controls most needed.
Considering where your control dollars are best spent is a management call – but pointing out such things as likelihood and magnitude may help with that decision or at least help justify it when documenting actions taken regarding controls!

Other Considerations – In Government Sector, it isn’t just cost benefit, e.g. public scrutiny.  Is this enough reason to justify spending money on controls?  Many times…yes.
Module V

The Management Control Process 

 Let’s Get Started!

The Management Control Process in DLA begins with developing Management Control Plans.  So, here are some tips to help you get started!

So, YOU have been tasked to provide input to or develop your organization’s MC Plan.  Where do you start?  How do you get the information you need?  Your MC Program Manager will provide more specific information and due dates, but here is some information that will help you and others in your organizations prepare your submissions.  

First, a snapshot view of the basic steps –  

Next we’ll look at each step more closely –  
Then you get to practice writing some objectives and techniques. 
	Developing Management Control Plans – Basic Steps

Determine…

· MISSION, Goals, Objectives 

· RISK that could keep us from meeting mission (What could go wrong?)

· IMPACT of each risk on the mission (consider magnitude and likelihood).  We select and focus on high risks in the MC Plan.

· MANAGEMENT CONTROL OBJECTIVE, Policy statement asserting   management’s commitment to implement techniques to keep the risk from occurring. 
MANAGEMENT CONTROL TECHNIQUES, Procedures implemented or needed to provide “reasonable assurance” the objective will be met. (Ask yourself, “What can be done – what controls used -  to mitigate the risk?”) 

	Simple Example of Risk and Control

Instructor:  Use your own example…here is one I used: (Susan)

· Mission:  Take care of my daughter’s cats while she is in Brazil.

BASED ON MY MISSION… CONSIDER

· Risks (– to me – to the cats)
· Impact if Risks Occur (– so, let’s consider high risks to the cats…)
We’ll develop:

· Management Control Objective (Area that needs controlled/evaluated)

· Management Control Techniques that Should be Implemented


Control Objective:  

Implement controls to keep my daughter’s cats healthy and hopefully happy while my daughter is on gone for a few weeks.

Risk?



Impact



Techniques

(What could go wrong?)
(of each risk on the mission)

(To minimize/mitigate risks)

Cats don’t eat well

Cats ill/die-daughter mad & sad
Schedule feedings twice a day

   







            Provide proper food & water










Take cats to vet if they get ill

Cats will get lonely

They don’t eat well, will become
Play with the cats every day

  and bored


lethargic. Cats tear up the house!
Buy cats new toys
Cats will escape

Panic!  Cats not found; neighbors
Watch for cats while entering 

  (this one happened!)             searching for cats; cats could
   – hands free to catch them.





  be injured, stolen, worse..

This is a simple exercise but follows the same basic procedures businesses should to determine if they are meeting their objectives to avoid/minimize risks.  Many of our everyday controls are simple such as the ones I developed for my daughter’s cats– they just have to be effective!
Example:  (Let’s walk through this example of how to determine most critical objectives and controls together as a class)
· MISSION:  Provide quality repair parts for C-130 aircraft in a timely manner to ensure aircraft readiness.

                 will not vs. will

· RISKS:  To begin with, it helps to first word the mission statement inversely:  “Quality repair parts for C-130 will not be provided in a timely manner and aircraft readiness will not be ensured.”  This will help you determine what some specific risks might be, e.g.:

· Repair parts will be defective - (remember, consider how likely and the magnitude)
· Repair parts will not be available when needed (Ask Students: What would be the direct impact on mission? (get input – e.g. can’t fly!)
· Too many repair parts will be on hand (warehousing costs, spending $ on wrong items)

· IMPACT:  What is the impact on the mission of each risk?  
· MANAGEMENT CONTROL OBJECTIVE: For this example, we’ll select          the second risk and write a Management Control Objective asserting management’s commitment to keeping this risk from occurring:  

Management will implement those control procedures necessary to* ensure that repair parts for the C-130 are available when requisitioned.                                (use verb, i.e. provide, develop)
· MANAGEMENT CONTROL TECHNIQUES:  (Examples).

Monitor backorders

Forecast repair part demand

Project and monitor lead times

*Note:  DLA has approved abbreviating writing the control objective.  The words, “Management will implement those control procedures necessary to…” are understood at the beginning of each MCO. 
	DLA’s Management Control Plan(s)

Each DLA Field Activity/HQ Organizational Element submits a Management Control Plan to DSS-BG

 


Let’s discuss some general information you need to know about developing management control plans and some of DLA’s requirements.  Then we’ll look at each step in more detail and get some hands-on experience developing objectives and techniques.

· The MCP is a fiscal year organizational plan outlining the core and vital management control objectives (MCOs) to be assessed.  Instructor: Tell class about your own plan.  E.g. “Our____ MCP is on the back table for you to look at during break.  The first _#_are core or vital objectives.  The last _#_ objectives are local objectives (sub-vitals) reported internally to __(insert your Org)_ at this time.  

· MCPs from all AUs throughout DLA are submitted to DLA HQ. Upon approval, DSS-B (HQ) publishes and disseminates the DLA MCP to the field.  Note:  DLA reviews MCPs from FAs for consistency with strategic/business planning documents, coverage of known material weaknesses, and any other areas of concern.  

· The MCOs identified in the MCP that are linked to the DLA Strategic Plan will have a notation in the objective as to which goal and/or objective it is linked.  The MCOs will be linked to other documents/programs including the following 15 DOD Functional Categories.*

· Research, Dev, Test and Evaluation

· Major Systems Acquisition

· Procurement

· Contract Administration

· Force Readiness

· Manufacturing, Maint and Repair

· Supply Operations

· Property Management

· Communications/Intell/Security 

· Information Technology

· Personnel and/or Org Management

· Comptroller and/or Resource Mgmt

· Support Services

· Security Assistance

· Other (Primarily Transportation) 

*Your MC Program Manager will provide a matrix showing how each DLA Strategic Plan Goal and Balanced Scorecard Category links to the 15 DoD Functional Categories.

TAKE SYSTEMATIC AND PROACTIVE actions to develop and implement appropriate, cost-effective management controls. It is important to remember that MCs guarantee neither the success of agency programs, nor the absence of waste, fraud, and mismanagement.  They are, however, a means of managing and tracking the vulnerability/risk associated with Federal programs and operations. 

· EXAMINE EXISTING AND PLANNED MANAGEMENT CONTROLS for consistency with
the GAO Control Standards. (One good way is to provide a copy of the GAO standards to your staff/team along with your business plan and then meet with them to discuss adequacy of management controls in relation to your goals and objectives as well as other audit and management concerns.) These five standards define the minimum level of quality acceptable for management control systems in operation and constitute the criteria against which systems are to be evaluated (control environment, risk assessment, control activities, information and communication). 

Note:  Other policy documents may describe additional specific standards for particular functional or program activities.  For example, OMB Circular No. A-127, "Financial Management Systems," describes government-wide requirements for financial systems.  The Federal Acquisition Regulations define requirements for agency procurement activities.

· DEVELOP GOOD CONTROL OBJECTIVES - A CHECKLIST
The following are among the recommended sources you should use and steps you need to take to develop control objectives for your organization.  

· Review goals and objectives in current DLA and field level/ HQ Organizational Element Strategic/Business Plans, Balanced Scorecards, and Focus Areas as the key drivers.

· Examine your programs/procedures in relation to the GAO Internal (Management) Control Standards.

· Review current Internal Review Plan for areas of concern not being addressed.

· Identify high-risk areas found in external audits, internal reviews and GAO reports.

· Review significant observation and outcomes from recent staff visits, commander's conferences and other related events.

· Solicit key concerns from counterparts at both higher headquarters and subordinate activities.

· Review functions being performed throughout assessable units to insure legitimacy and consistency with assigned organizational mission and function.

· Review performance plans, reports, systems, applications, financial statements and systems, and daily operational information to identify possible concerns and deficiencies. 

· Solicit Commander's areas of concern.

· Assign Control Objective Managers

Vulnerability/Risk Checklist

To Help Determine the Most Critical (Highest Risk) Control Objectives for your MCP

Vulnerability affects agencies’ ability to achieve their stated mission, maintain a positive public image, and maintain overall quality of services and people.  (Webster’s Dictionary defines vulnerability as openness to attack or damage.  Risk is defined as the possibility of loss or injury or a dangerous element or factor.)  The process of identifying, analyzing, and selecting control objectives to address an organization’s risks is an ongoing process and a critical component of an effective management control system.  Following are some things that should be considered when determining the risks and level of vulnerability for your organization: (A handy list particularly for new supervisors or to review controls in your areas – things to look for..)

· Are clear-cut policies and guidance regarding controls, objectives and techniques provided to all levels of the organization?

· Are there repeat audit findings and/or minimal audit coverage?

· Are managers open and responsive to recommendations from outside entities?

· Does management monitor controls and provide oversight to identify exceptions from normal program operations?

· Is there an active quality/internal review staff to periodically ensure that controls are functioning as intended?

· Are employee/supervisor/management control duties properly segregated? (e.g. timekeeping/certification/payment)

· Were audit/review findings corrected in a timely manner?
· Does management identify control weaknesses prior to identification by the Congress, auditors, media, or the public?

· Do managers/evaluators also consider any factors that would:

___ prevent management from meeting program objectives?

___ subject the organization to unwarranted potential loss of assets and revenues? 

___ cause management to provide unreliable information and reports about a component?

___ encourage departures from established procedures? 
___ create adverse public opinion?
Instructor:  Cover entire page – makes key points.

	Examining Risk

Instructor:  For this page, refer to the example you used at the end of Module IV to determine cost benefit

For the risks identified, which have the highest:

· Likelihood – Remember the _______ example?  Discuss.

-    Magnitude – Discuss.



Discussion:  Risks can be evaluated by considering such factors as likelihood and magnitude.  For the areas with the highest potential outcome, we want to consider developing a Management Control Objective.   

Please read the following scenario:  Look for red flags and problem areas. As a group, list several risks for which management should be the most concerned. Support your conclusion with an analysis using likelihood and magnitude as primary factors.)

“The Internal Revenue Service has relied on unarmed couriers to transport taxpayer checks and cash to banks, including a bicycle messenger who delivered daily deposits ranging from $1 million to more than $100 million, the General Accounting Office said in a report released yesterday…The report was the second in two months criticizing security practices at IRS field offices, and it offered new details on how IRS employees allegedly embezzled $5.3 million in taxpayer checks and cash from 1995 to 1997…’At one service center, we observed that the courier left deposits unattended in the car while he returned inside the service center to pick up another batch of deposits.  At another we observed that the courier left deposits worth over $200 million unattended in the vehicle with the window open while he returned a borrowed cart to the interior of the service center,’ the GAO reported….The GAO also faulted IRS practices inside the processing centers.  At two centers, the GAO said, ‘we observed numerous checks left on desks, shelves, or file folders in unsecured areas.’ At all four centers visited, the FAO found mail containing tax returns and checks ‘left in carts in open, unrestricted corridors or rooms.’…The GAO calculated that as many as 5 percent of the approximately 3,000 seasonal employees hired to work in restricted areas during fiscal 1996 and 1997 had backgrounds that contained arrests or convictions.”  (“For IRS, Millions Ride on 2 Wheels”, Washington Post, 12/1/98)  
      Instructor:  Go to next page…and ask questions about the IRS story.
· After groups are done reading article and discussing in group, ask:  
· What is the MISSION of the IRS?  Get oral input…e.g. (ideas might be..to properly account for revenue from the taxpayers – or – Ensure that cash and deposits, checks are properly secured and protected) 

· WHAT ARE SOME HIGH RISKS?  Get oral input…e.g.
(Money will be stolen from the car.  Loss of respect and trust from the public; Someone from IRS cashing the checks (fraud), etc.);

Instructor: Refer to FLIPCHART:  

Have class help you fill it in orally as you go through the next 2 pages:

IRS EXAMPLE

Mission:  E.g. Properly account for revenue from the taxpayers

Risk: 

Management Control Objective:  Management will implement those control procedures necessary to…

Management Control Techniques:   

Please turn to page 38 in your student workbook (DEVELOPING MCOS)

	Developing Management Control Objectives 


We’ll do this exercise together…

Based upon the IRS Scenario we just discussed:
· When determining a MCO, you would select a risk you consider to be one of the most critical (or high risk).  
For the purposes of this exercise, let’s select this risk: “Money will be stolen from the unattended car while courier returns cart to the building.”  Write this risk in your student book on page 38.

· Take a moment and write an Objective based upon the high risk we selected above.  (Hint…begin sentence with: Management will implement those control procedures necessary to…

Instructor:  Get class input orally – then suggest “…ensure that the deposits being transported by car are protected while the courier returns cart to building or must leave car for any reason” –or- something the class suggests.   This exercise is just to learn the process of developing MCO’s.

	How to Develop Effective 

Management Control Techniques 




We need to develop MC Techniques, that if properly implemented, will “reasonably assure” that the MC Objectives are met.  FYI - Many managers/sources also refer to management control techniques as  “controls”  “methods” or “procedures”.   That is fine – it is best not to get wrapped around the axle on wording – as long as the meaning is understood. 

What are some control techniques management could implement to achieve the management control objective you selected for the IRS Scenario, “Management will implement those control procedures necessary to…ensure that the deposits being transported by car are protected while the courier returns cart to building or must leave car for any reason.”  

Instructor:  Get oral input from class for IRS techniques.

E.g.  Class input has included:  2 employees make deliveries and 1 stays with car; 2 bonded employees come out to the car to pick up deliveries and driver stays with vehicle; other control measures?…proper training; mgmt oversight; frequent inspections; background check enforcement, others.

Refer to flipchart   

Say:  For the purpose of this exercise, let’s fill in the answers based on this risk: (read risk info from chart below).  (Get class ideas for each – then provide “answer”).  You may have selected what you consider to be a higher risk than this one and different controls…this is just an example to show you the process of determining critical controls.

IRS EXAMPLE

Mission:  Properly account for revenue from the taxpayers

Risk: (High/critical risk) Money may stolen from car while courier returns cart to the building; loss of respect and trust from the public; Someone from IRS cashing the checks (fraud)

Management Control Objective:  Management will implement those control procedures necessary to…ensure that the deposits being transported by car are protected while the courier returns cart to building or must leave the car for any reason.

Management Control Techniques (aka Controls):   Ask Class for some techniques…perhaps 2 employees make deliveries and 1 stays with car; 2 bonded employees come out to the car to pick up deliveries and driver stays with vehicle; other control measures?…proper training; mgmt oversight; frequent inspections; background check enforcement

FYI – A follow up to the IRS story we just discussed:  IRS - A GAO report dated May 20, 2003, reported:  

· The IRS did not always ensure that fingerprint check results for individuals entering on duty were under the required 180- day expiration period.

· At half of IRS’s service center campuses, couriers did not undergo the specified background investigations or fingerprint checks

· At one of two taxpayer assistance centers they visited, employees were allowed to store personal belongings with cash payments and official receipt certificate vouchers.

· IRS did not always ensure that emptied envelopes were candled twice or that final candling was not performed by a single employee in a remote area.

Instructor:  Regarding development of MC techniques, following are some points you may want to emphasize:

· For each control objective covering selected areas of risk, control techniques need to be developed or identified that, if properly implemented, will accomplish the control objective.

· Control techniques are normally contained in regulations, policy and procedure memorandums, program operation manuals, standard operating procedures or similar documents.  Turn to page 12 of the GAO Internal Control Standards (Appendix ___) – these standards can also be useful in identifying existing controls Points to remember about management control techniques.  

· No system of management control is perfect

· The need for controls is dynamic.

· The goal is not to establish the greatest possible number of management controls, but those that will be the most effective in meeting objectives.  
(EXAMPLES) TYPES OF CONTROL TECHNIQUES 

Take a quick look at some of the examples of controls listed below:
Documentation: 

· Operating/financial plans

· Organization charts/job description

· Office instructions/SOP

· Quality Control Procedures

  Records:  Recording of Transactions

· Periodic progress reports

· Use of Computerized manual inventory systems

· Use of logs/checklists

· Cash Receipt/Register Tapes

Authorization: Execution of Transactions

· Clear written chain of command

· Periodic inspection of critical forms to ensure proper completion/authorized 

· Requires approval of changes in existing systems, procedures and personnel assignments

 Structure:  Separation of Duties:

· Separate personnel assigned to key duties such as:  authorizing, processing, recording and reviewing

· Investigations are conducted by impartial individuals

· Appointment of alternate personnel to fill in for absent personnel

Supervision:

· Performance standards/evaluation

· Provision of training

· Scheduled and unscheduled review of work

· Automated reconciliation and checking of work

· Periodic verification that SOP is followed

Security: Access to Resources

· Controlled custody and prenumbering of critical forms (e.g. blank checks, purchase orders, signature plates)

· Physical barriers (e.g., locked doors, fences, safes)

· Access restrictions (e.g. magnetic key devices, DO NOT ENTER signs, employee badges, sign-logs)

· Detection and prevention devices (e.g. fire alarms, electronic sensing, security guards)

· Off-site backup storage for critical automated files

	Write MC Objectives and Techniques for YOUR Organization … Follow these 5 Steps to get started



We have discussed and practiced writing objectives and techniques for various scenarios – it’s time to try your hand at writing a few for YOUR own organizations.  You may refer back to the previous exercises for examples – or the basic steps are summarized below. 

(Relax…this is just for practice! We’ll go through this together so you know the process.  This is the process you/your organization may follow to develop a MC Plan.  We’ll first go through the next three pages together and use a “timely payment to vendors” example so you can see how it works.)  
· STEP 1 – STATE MISSION:  

State specific goal(s) or objectives your organizational unit must achieve during this FY – consider high focus areas and areas you know are concerns. 

Examples:

· Vendor example:  “Pay vendors on time.”

Your turn:  Please write the mission of your organization – refer to what you wrote when you introduced yourself to others in your group. 

· STEP 2 – STATE RISK(S)

State the selected risks. This is where getting ideas from others in your organization is vital.  Encourage your managers to get input from various grade levels and areas of responsibility when determining most critical risk areas for this FY.  You never know who will spot the areas of weaknesses in your organization…and maybe even come up with the best ways to “fix” the problems.  (Hint:  It may help you to first word the mission statement inversely)), 

Examples:

· Vendor - Vendors will not be paid on time.

    Your turn – Write risk(s) you consider to be most critical for your area.
STEP 3 – DETERMINE IMPACT
Ask yourself:  What is the impact on the mission of each risk?  Select 1 or 2 you consider to be the most critical (highest risk) to your organization for which to write objectives. 

Examples:
· Possible risks regarding late payment to vendors:  Inability to support customers due to lost supplies; others?  Poor public image; bad business; lose vendors…

Say:  Write what the impact could be if risk(s) YOU listed for your organizational unit occur:  

· STEP 4 – WRITE MANAGEMENT CONTROL OBJECTIVE  
Ask yourself: To avoid a particular risk, what needs to happen?  Write 1 or 2 management control objectives for your organization to accomplish this FY in order to avoid the highest risks you listed in Step 3 above. 

Hint:  Try to write objectives as specifically and clearly as possible – and - write objectives that could be actually be measured/accomplished in this FY.  When objectives are written too broadly, they are impossible to evaluate and lose their effectiveness. You can write MCOs several ways.  Examples:

· Vendor:  Ensure that vendors are paid within 10 calendar day of receipt of invoice.

Your turn – Remember:  The first part of the MCO is understood “Management will implement those control procedures/techniques necessary to…” Write your objective.

STEP 5– WRITE MANAGEMENT CONTROL TECHNIQUES 

Write control techniques for each of your objectives listed in Step 4 above.  Select those control techniques that, if properly implemented, will provide reasonable assurance the objective will be met.

Examples:
· Vendor:  Ask vendors if paid timely; system checks; regular required reports to Command; Mgmt oversight; surveys, etc.

Your turn - List Your Control Techniques (aka “Controls” and “Procedures”)

FYI - When your organization submits actual objectives and techniques for the MCP, Your MC Program Manager will assist you with these steps:

· Incorporate selected objective into the annual Management Control Plan and assign each objective with its unique tracking identifier, e.g., DDC  04-12.

· Reference, where appropriate, the DLA Strategic Plan, the DLA Business Plan, your own business plan and/or field activity corresponding plan, the DOD Functional Category, and other categories as instructed by your MC Program Manager.

You’re almost there…Using the MC Plan format on the following page…,
Please copy the objectives and techniques you developed above onto this form.  You/your organization will receive a similar form from your MC Program Manager for your MCP submissions. Note:  There are several categories we didn’t discuss that your MC Program Manager will cover with you.

FY 04 MANAGEMENT CONTROL PLAN

         ASSESSABLE UNIT:_________________________________________________________________________

           ASSESSABLE UNIT MANAGER: _______________________________________ APPROVED:__________
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	Vendor Example:

Ensure that vendors are paid within 10 calendar days of receipt of invoice.


	Vendor Example

· Ask vendors if paid timely

· Monthly system checks

· Quarterly required status reports to Command.

· Surveys,etc.
	You/your mgrs will assgn a CO Mgr (SME)
	Assn in coord w/your MCP Mgr and others involved in fixing problem.

	
	
	
	
	
	
	
	


Say: Please fill in columns 6 & 7 with your highest risk objectives and control techniques (aka “controls’) from the prior exercise

Instructor:  I suggest you get class started on this exercise and offer your assistance, as needed, to complete it.  You might announce that following completion of this exercise, you will have a 10 minute break and that you will remain in the room to provide further assistance or answer questions.  After break and exercise completed, announce. “That’s it – you created a MC Plan or at least part of it!  Your MC Program Mgr pulls this information together for your organization.”   
	OK…

You have worked hard…the MC Plan for your activity has been developed, coordinated, approved by your Commander/Director, and disseminated to all of your managers…now everyone can relax until the end of the year – right?   Wrong!


 This is where many organizations (remember IRS case?) drop the ball!
Objectives and controls can look great on paper, but how do you know if they are effective?  If the controls were “tested’ last year and found to be adequate, have factors such as control environment, new technology, mission changes affected adequacy of those controls?  Now is where the real work begins – to make sure DLA stays on firm ground, continuously testing and monitoring controls in all areas – why? - To accomplish our mission AND to avoid showing up on “60 Minutes”, etc., unless, of course, it’s due to a success story.  

Each Control Objective Manager listed on the MCP is responsible for determining if the controls listed will reasonably assure accomplishment of his/her unit’s assigned objective.  In addition, ALL DLA managers should be continuously assessing their areas of responsibility to determine if controls are working – whether or not they are listed on the MCP – and be able to provide that information – that documentation/proof -  to MC Program Managers, internal/external auditors and HQ Staff Reviewers, as needed.  Let’s discuss some basic guidelines and tips you can provide your managers to help them…  develop effective evaluation plans to assess the effectiveness of their controls – in achieving their objectives. They need to TEST their controls!  Are they working?
	THE MC OBJECTIVE ASSESSMENT PROCESS

· Developing Effective Evaluation Plans for Areas to be Reviewed

Objective of Internal Control Evaluations: Determine whether the management controls are properly implemented, working, and whether the management control objective is being achieved. Note:  The evaluation must include steps necessary to gather evidence that supports the conclusion management reaches.

· Testing Controls – Are they working?

· Documenting the Evaluation

· Evaluation Tools and Checklist


Management Control Objective Assessment Process

An assessment of a management control objective (MCO) is a detailed, systematic, and comprehensive examination of key management controls for a particular area.  The purpose is to determine if management controls (organizational structure, review and analyses, information management efforts, staff visits, audits, other internal controls) are in place, being used as intended, and are effective in achieving their purpose.  Several methods of assessment are available for managers to use.  These methods include checklists, existing management reviews, a compilation of management analysis practices and procedures to include program evaluation, audit findings by Internal Review and external agencies; and where necessary, focused studies and/or management control reviews.  The assessment process should serve as a test of the management controls in place; and the assessment must be formally documented (letters of assessment, as a minimum).
	Testing Management Controls

· Why test?

· How much testing is required?

· Types of testing

· Types of sampling




· Why test?  

· OMB Circular A-123 requires that control evaluation be based on testing.

· Testing allows management to evaluate the effectiveness of controls.

· How much testing is required and which controls should we test?
Instructor:  Since all organizational procedures are management controls, the threshold question that an evaluator should ask is - what management controls should they be concerned with when conducting their evaluation?  If this isn’t addressed, the evaluation can become cumbersome and involve unnecessary steps.  

Managers KNOW what the critical indicators of their success are.  They don’t need to test all techniques – just test those critical items that are key (material) indicators.  

Emphasize - it is not necessary to test all controls – just those that best provide reasonable assurance that the objective is being achieved and those that a reasonable manager could look at to reach the same conclusions.  A prior GAO auditor and instructor for MCs stated……3 Biggest problems with controls…

1.  Lack of training   

2.  Actual evaluation/assessment letter NOT based on testing   

3.  No documentation

Existing Management Review Processes.  

Many existing management review processes meet the basic requirements of a management control assessment.  Some of these processes are unique to one functional area (e.g., Procurement Activities), while others are more general (e.g., the use of local inspector general or audit personnel).  DLA headquarters elements may suggest an existing management review process for evaluating the key controls.  The proponent may require the use of a specific management review process, but only if it is already in place DLA-wide.  Unless the proponent requires the use of a specific management review process, managers are free to choose the most effective method of evaluation.                                          

Instructor Notes:  During the planning for a control evaluation, the evaluator is preparing a methodology that will answer their objective.  Tests ultimately performed may include interviewing personnel, reviewing documents, analyzing results of operations, confirming transactions, etc.  During the planning, the evaluator also needs to decide what type of sampling will be used to conduct the testing.  The type of testing and method of sampling will depend on the specific management control objective being evaluated.  

	Alternative Evaluations

· DLA Guidance – Several methods of assessment are available for managers to use.  These methods include checklists, existing management reviews (e.g. PMRs, QMRs), a compilation of management analysis practices and procedures to include program evaluation, audit findings by Internal Review and external agencies; and where necessary, focused studies and/or management control reviews.

(When AMCRs are used as the means used to help evaluate the accomplishment of the objective (or controls), they are to be referenced or attached to the letter of assessment).




Alternative Management Control Reviews (AMCRs)

And Other Sources of MC Information

· AMCRs can be used in support of a management control assessment.  Examples include: GAO audits, DOD IG reports, trip reports from staff assistance visits, management studies, and hot-line complaints.  If an AMCR is to be used as the basis for the entire assessment, it must effectively address all aspects of the affected management control objective. 

· Use AMCRs whenever applicable…they may Provide Reasonable Assurance, Save Time/$ and Avoid Duplication of effort.

As a group, answer the following question:

When management uses a checklist to evaluate a program or relies on another means, such as an Internal Review, is this enough to gain reasonable assurance?

Answer:  Possibly - It is a management decision.  Using alternative evaluations MAY help the manager determine if controls are working as intended for a particular objective.  Doing so can help avoid duplication of effort.   However, many times alternative reviews only partially support or assess accomplishment of the MC Objective and additional testing and analysis may be required in order to be “reasonably sure” the objective is being met.  If several methods are used, they should be described in the assessment letter.
	What Types of Testing Should be Used?

· The evaluator has a number of evaluation tools available, depending on the area under review.

· The evaluator should consider both manual and automated testing tools, as appropriate.  Examples:

· Manual testing:  observation, reviewing documents, confirming transactions

· Automated testing:  computer queries, analytical techniques.

(e.g. use database if it’s reliable)

· Sampling Considerations – (Since this is a ½ day class, we aren’t going to spend a lot of time with this.  Your Internal Review or Business Office will have information and may assist you.  When in doubt, do random sampling.  There are statistical tools free from the Army Audit Agency (SSS – Stat Sampling System) go to USAAA.army.mil; and there are others) SPC – Statistical Process Control – upper and lower limits of controls (e.g. re: travel expenses…what was allocated for your travel vs. what you actually spent…or claim?  Red flags?




A testing of controls is required to determine if the controls are accomplishing the desired objectives.  Note:  It is both impractical and unnecessary to test all control techniques.  The controls to be tested are those that contribute most to achieving the control objective.  Some methods?   
· Document Analysis: Review records/completed forms/other documentation for various attributes.

· Observations:  Watching the performance of the control activity.

· Evaluation Checklists:  To assist the evaluator – see sample ((Instructor, insert a checklist your managers can relate to as a sample)
· Physical examination: Examining tangible assets to determine the existence, type, and condition of the assets and serial numbers.

· Interviews:  Eliciting information from personnel who perform that control and other related personnel.  Interviews should be used to supplement document analyses and observations.

· Transaction Testing: Processing test data, either actual documentation or “dummy data” through a system to evaluate edit processes.

· Questionnaires:  Sending out questionnaires to elicit information – primarily opinions.

· Confirmations:  Obtaining external evidence as to the accuracy of information. (e.g. status reports; checklists; customer feedback; problem reports; merchandise returns, record reviews and samples)
	Unusual Encounters During Testing

· If you see opportunities for fraud, waste or abuse, increase testing.

· If you see red flags for fraud or abuse, do additional cognitive research and/or turn the matter over to investigative personnel.




· During testing, evaluators often come across unusual circumstances.  Sometimes there are legitimate explanations for the anomalies.  Other times there may be foul play at work.  The important point is to do additional testing if you see the opportunity for fraud, waste or abuse and the evaluator follows up on red flags.

· Opportunities are circumstances in an organization that would make it easier for someone to commit fraud, waste or abuse.  Examples of opportunities include: new programs; programs being terminated; high turn-over of management; new accounting systems; disorganized files; management that only focuses on pressing matters; lack of separation of sensitive duties, etc.

(e.g. Managers in and out of an org, BRACS, new orgs – all are “opportunities’) Note:  when this is the case…DO ADDITIONAL TESTING!
· Red Flags by contrast, are indications that a scoundrel may be present.  Examples include:  missing supporting documents; evasive answers; living beyond means; missing controlled negotiable documents (e.g. government bills of lading), etc.  Red Flags are things that just don’t seem right – follow up on these!  Tip:  Make copies of questionable documents when conducting evaluations…you may need them later.

Question:  Why is the following observation during testing a red flag?  

During a recent audit of accounts payable, the evaluator identified that the invoices from a particular vendor were all sequentially numbered.

(Answer:  It would be unusual to say the least that ALL purchases made from a particular vendor were made at exactly the same time – there is usually a gap in the invoice numbers.)  Instructor:  You may also reference the following DAPS article (or another of your choosing);

Thursday, April 11, 2002   The Advocate (Baton Rouge, La.)

Man gets 30-month prison term for embezzling Defense funds     By Joe Gyan Jr.

New Orleans – A federal judge sentenced a Baton Rouge man to 30 months in prison Wednesday for embezzling more than $590,000 from a division of the U.S. Defense Department.  U.S. District Judge Ivan L.R. Lemelle also ordered David Wayne Eccard to pay $591,997 in restitution to the Defense Finance and Accounting Service.  Lemelle said Eccard, 44, must begin serving his prison term June 12.  Eccard was the civilian director of the Defense Automated Printing Service, or DAPS, which handles the printing and document management for all branches of the military.DAPS, which is in New Orleans, is a branch of the Defense Logistics Agency, a division of the Defense Department.  Federal prosecutors said Eccard, from October 1997 until July 1999, embezzled $591,000 – plus in government funds.  Eccard used several schemes, including using government –issued credit cards on which charges were made for nonexistent goods and services, prosecutors said.  
	Documenting the Evaluation

· Why document?

· What are the documentation requirements?




· Why document the evaluation?

· Required by OMB Circular A-123

· Helps evaluators follow-up on problems identified

· Helps the evaluator perform future evaluations. (A new evaluator could look at documentation and have reasonable assurance that controls are working as intended.)

· Documentation for reference by auditors, mgmt, etc.
· Documentation Requirements

· DLA One Book, DLAD 5025.30, Management Control Program defines rqmts.

· Threshold Standard:  Could another manager look at the documentation, replicate the evaluation and reach the same conclusion?
Documenting the Evaluation:  Finally, the results will be documented in a memorandum of the assessment, which includes a description of management control objective, an explanation of how the evaluation was conducted, and a summary of the findings and recommendations. The format for this assessment letter is on the following page. The CO Manager should prepare and sign the assessment letter, coordinate through the chain of command and his/her organizational unit’s MC POC, before submitting it to the MC Program Manager.  The Program Manager will take appropriate action and either return to preparer for additional details, etc., or forward to the assessable unit manager (field activity commander / HQ organizational element) for approval.  

If any findings/deficiencies are detected, identify what they are.  Corrective actions taken/to be taken (develop and include a plan of action & milestone {POA&M}). The last step must be validated by the local internal review office or HQ internal review office.  

Go over the assessment letter with class.  I recommend that if you have a local letter that has been signed and approved at your activity, share that one as well, as an example.
Minimal Requirement:  1 annual assessment letter – however, each commander/dir may require more frequent reporting.  If you have concerns/weaknesses, mid-year reports also required.
REVISED FORMAT/CONTENT FOR ASSESSMENT LETTERS (FY 04)

(This format is provided as basic guidance.  Please keep letters concise – however, you may provide additional information, to document your assessment for Command/Director approval.  DSCC used below as example org for format.)

Office Symbol  

MEMORANDUM FOR DSCC-D

THROUGH:  DSCC-RAP (Susan Blanke, MC Program Mgr) initial/date
 
        DSCC- X (Your Director/Chief) initial/date
                      DSCC- XX (Your MC Program Coordinator) initial/date
SUBJECT:  Management Control Objective Assessment

 
        Control Objective No. DSCC-04-##
Management Control Objective (MCO)

Provide the title of the your MCO as stated in column 4 of the DSCC FY 04 MC Plan.  

Criteria and Scope of Assessment

Provide specific criteria used to determine if the MCO is being met.  For example, if the MCO (also a mission objective) is to pay vendors on time, what criteria did you use (calendar days, business days, etc.) to determine if vendors were paid on time during FY 02?  Indicate the organizations/areas included in the assessment and how the assessment was performed.  If you used an Alternative MC Review (e.g. internal/external audit reports, staff reviews, etc.) to support or partially support your assessment, please so indicate.  Describe the specific management controls that were tested/evaluated, and how they were tested (e.g. reviews, observation, sampling, site visits, audits, etc) to evaluate adequacy of the controls and accomplishment of the objective. 

Results of Assessment/Adequacy of Management Controls

Discuss the results of your assessment/testing. Do the controls in place “reasonably” assure that the objective will be met in compliance with law and regulation and with minimal potential for waste, fraud and mismanagement?    Be sure to maintain sufficient documentation on file to support your assessment, (e.g. trip reports, copies of audits, studies, meeting notes, reviews, checklists). You may provide excerpts or supporting statistical information as attachments to the assessment letter.  At a minimum, please reference and provide location of the documentation. Please check with your MC Program manager or refer to the DLA Management Control Handbook,  “How To” Guide  or Website for further guidance.

Corrective Actions/Recommendations

If you determine that there are areas of weakness or concern requiring corrective action, please describe and attach a plan of action and milestone (POA&M).  Include any recommendations that would warrant Command involvement or whether an issue should be elevated to DLA HQ as a concern or weakness in the DLA Annual Statement of Assurance. However, if the results of your assessment show that the controls in place provide reasonable assurance that the objective is being met in accordance with the FMFIA and other applicable guidance, your recommendation would be that the assessment be considered complete for FY 04. 

Certification:  I certify that the key management controls for this objective have been evaluated in accordance with DLAI 5010.4, Management Control Program Procedures.  I also certify that corrective action has been initiated to resolve any deficiencies and corrective actions (if any) are described above or in the attached documentation.  This certification statement will be retained on file subject to audit/inspection until superseded by a subsequent management control evaluation.

                                    (Ref.  DLA One Book or DLA MCP How-To Guide for more detailed information)

Signature






Name/Title/Org. of Control Objective Manager






                      (Person who conducted the assessment)

	Assessment Results

· Everything OK

· Controls not adequate – but problem(s) can be fixed

· Concerns

· Material Weakness


At this point, you/your managers will have completed assessment of your MCO.  You will have determined whether the controls are working or if there are problems.  Now what?  Actions to be taken due to results of assessment/evaluation will be covered in Module VI.

Module VI

Post Evaluation Considerations

Evaluations have been completed and documented…now what?

	Did management control problems surface

as a result of the MC Review?  

Should they be reported? To whom?




· Management control problems or deficiencies should be reported if they are or should be of interest to the next level of management.  

A deficiency that DLA determines to be significant enough to be reported outside of DLA is considered a “Material Weakness”. DLA uses the term “Concern” and sometimes “deficiencies” to describe MC problems, which are reported and fixed at the DLA level (Note:  DSS-B reports that some DLA concerns are now also reported to OSD).  Concerns are also reported in the Annual Statement of Assurance.  Agencies should carefully consider whether systemic problems exist that adversely affect management controls across organizational or program lines.

· Material Weakness (aka “mission control weakness”)

The absence or ineffectiveness of management controls constitutes a control weakness that must be corrected.  Whether the weakness is serious enough to be considered material and reported to the next level of command is a management judgment call, which must be made, based on the criteria and other factors outlined below by the field activity commander or HQ organizational element director.  The reporting of material weaknesses is not a new requirement, since managers have always had an inherent responsibility to keep the next level of management informed of sensitive problems and issues.  This ability of management at all levels to detect, or be aware of, management control weaknesses, and to take corrective actions is the fundamental goal of the Integrity Act.

Ask Yourself:  Who else cares about this control weakness?




Who needs to know?




Who would be surprised if they heard it first a staff meeting?




Consider the magnitude and possible impact of the risk

Concerns are not material weaknesses BUT could develop into a material weakness – Need time to test it out – or maybe not enough info at this time to know if it’s a material weakness.
	Two Elements of a Material Weakness

(Both are required to determine if there is a material weakness)

· Management control deficiency - not implemented, not properly implemented or not effective. 

· Needs to be raised to the next level of command, either because their help is required to correct it or because they must be made aware of the weakness.  Why?  Some reasons include:

· Congress holding the purse strings

· Public scrutiny, etc. 

· Example:  DSCC Manager and then the Commander may determine that we have a material weakness to report.  This goes to DLA Director who could decide it is not a material weakness and that DLA has the resources, etc. to fix it internally.  

· Also note that sensitive areas not being properly managed can be high risk (a concern) but not determined to be a material weakness.




Discussion: briefly cover
· The weaknesses we are concerned with are the material controls, those necessary to provide reasonable assurance that the most significant risks will not occur.

· When considering whether involving the next higher level is required, is a funding deficiency enough?  Both elements noted in box above are required for control issue to be deemed a material weakness.

· Reasons why next higher levels should be made aware:  potential public scrutiny, potential congressional scrutiny, security issues, safeguarding of asset issues, etc.

· It is not a material weakness, but we want to keep an eye on it (i.e. monitor)

	I Believe it is a Material Weakness.  What Next?

· Manager make recommendation to MC Program Mgr, and Command/Director, regarding material weaknesses

· Command/Director decides if it is a material weakness

· At each level of Command, e.g. DLA, DOD, the issue is re-examined

· Annual Statement of Assurance – required reporting in ASA

Note to Instructor:  Beginning in FY 03 OSD required that if additional funding over and above usual salary, operating expenses, etc. is needed to fix a concern or weakness, AUs must report this in the ASA (Estimated and Actual) and follow up with account of expenses each year until problem is fixed.




Discussion:  
· If Command reports a management control material weakness, management is required to develop an action plan to correct the problem and periodic updates are required to be submitted.

· Once reported, a material weakness will remain open until corrective actions are taken and validated.    Sometimes material weaknesses remain open for a number of years.

· As a group, consider the following:  An audit team has reported a finding related to inventory management.  Is this finding a material weakness?  Should management consider it?  Why or why not?  Conversely, if management identifies control weaknesses during an evaluation, can auditors consider those results in an audit?  If so, how?
	Follow-up…

One of the Most Important Steps!

· Were problems (concerns/weaknesses) fixed?

· Are they still fixed?

· How do you know?




Bottom line – no smoke and mirrors – get the proof!  

If you sign off saying a control concern/weakness has been fixed, how do you know?   

As the manager or subject matter expert, you should have first hand knowledge – but if the fix is dependent on actions taken by another office, you need to ensure those actions actually took place.  Etc.
Module VII

Reporting Requirements:

Don’t worry…they have been greatly simplified!

  RECOMMENDATION:  POST FOR EASY REFERENCE

MC REPORTING REQUIREMENTS – MEETING DUE DATES IS ESSENTIAL!

	MANAGEMENT CONTROL REPORTS

Fill in dates the following reports are due to the MC Program 

Manager for your field activity/HQ element organizational level.  

TYPE OF REPORT






              DUE DATE 

MANAGEMENT CONTROL PLAN                                                            __________

Note: At a minimum, you will need to provide MC Techniques, 

  CO Managers, & Assessment Review Dates for each MC Objective 

                   
                                         

   

------------------------------------------------------------------------------------------------------------  

ASSESSMENT LETTERS                                                                              __________       

Note:  Follow guidance from your MC Program Manager regarding        

  due dates for assessment letters and other reports.  Follow DLA format 

  for assessment letters (ref. sample in this workbook and How-To Guide)

-----------------------------------------------------------------------------------------------------------
MID-YEAR MC REPORTS                                                                           __________

Note: These reports address material weaknesses and concerns.

  Your MC Program Manager will inform you of any additional

   information required for the mid-year report.
------------------------------------------------------------------------------------------------------------

ANNUAL STATEMENT OF ASSURANCE                                                __________   

Note: In addition to assessment letters, your MC Program Manager

  will inform you of any other documentation required for this report. 




Reminder:  An assessment of a MCO is a detailed examination of KEY management controls for a particular area. The purpose is to determine if management controls are in place, being used as intended and are effective in achieving their purpose.  The assessment process should serve as a test of the management controls in place, and the assessment must be formally documented.  Each field activity/HQ organizational element reports semi-annually, annually (and more frequently, as required) as one assessable unit to DLA to provide an assessment of it’s management controls and any material weaknesses or concerns. 
Managers:  Check on timeliness of reports submitted for your areas!
Module VIII

Summary

(or…Game!) 

Review - Did we accomplish the course objectives? 
Instructor – You may go over review questions or skip to game, 

depending on time and interest.  

Turn back to course objectives on page 4.  We tried to cover these areas in as much detail as possible in a ½ day class.  If you need more information regarding any objective, refer to the DLA MCP How To Guide and other references in the appendix of this workbook.  We also encourage you to contact the MC POC for your office/directorate and your organization’s MC Program Manager if you have questions regarding the MC Program.

LET’S DO A QUICK REVIEW:  
1.  Explain what management controls are, how they work, and your part in the MC process.  

Class input? ___ …What are management controls?” 

SOME “Textbook answers”:  MCs are techniques used to “reasonably assure” that mission goals are met; programs achieve intended results; resources are used properly; laws and regulations followed; and timely information is reported and used for decision making.  

Your part?  Conducting or approving assessments regarding the adequacy of controls; being alert to things that could go wrong; keeping MC Program Mgr, Command informed of weaknesses and concerns to avoid undue surprise, bad press, etc.

2.  Discuss the intent and requirements of laws, regulations, standards, and other guidance relative to the MC Program.  
Class input _______ 
“Textbook Answers”:  MCs required in 1950 with the Budget Accounting and Procedures Act;  FMFIA in 1982 required annual reporting on controls and material weaknesses; OMB Circular A-123 laid out the procedures; DoD and DLA guidance (now the One Book and How To Guide) provide specific requirements for DLA; GAO Internal Control Standards (1999) provide the overall framework for identifying areas at greatest risk of fraud, waste and mismanagement.  The five GAO standards are…do you remember??:  

· Control Environment (Remember:  Policy is what the boss does – positive, supporting attitude toward internal control from mgmt); 

· Risk Assessment (assess risks from both internal and external sources); 

· Control Activities (policies, procedures, separation of duties, etc.);

· Information and Communication; and

· Monitoring.

3.  Use strategic plans, business plans, audit reports, management concerns and other sources to determine the highest risk and most vital objectives to be assessed and included in your Management Control Plan.

Class Input _____

“Textbook Answers”: We discussed using the factors of likelihood and magnitude to determine the highest risks …the intent of the MCP is to achieve agency’s mission and program results – to improve accountability

4.  Write management control objectives (MCOs) for inclusion in the MCP and list techniques (controls) to monitor/measure these objectives.

Class input ________

“Textbook Answers”:  The procedure you follow to write them are what??  …to determine (remember the 5 step process?):
Mission  - Risks  - Impact  - Objectives  - Techniques   

Bottom Line:  Your organization and you as managers only have so much time and $ to assess critical controls.  So, look at your organizational unit’s controls in place and track backwards and to determine if you are assessing the controls that are the heaviest hitters for your organization.  The goal is to write and assess techniques that will reasonably ensure objectives supporting the mission goal will be met…look for and assess the CRITICAL controls.

5.  Review and test management controls to determine if controls are adequate. Why?  
Class Input: ______  

“Textbook Answers”:  You need to test/evaluate critical controls to determine effectiveness in meeting objectives – best use of resources, etc- new controls may be needed or some no longer needed.

6.  Determine if there are management control deficiencies and plan corrective action(s).

Class Input:  _______

‘Textbook Answers”:  Remember - for both concerns and weaknesses – control problems must be fixed to ensure accomplishment of mission goals IAW the FMFIA

7. Explain the difference between control deficiencies that are determined to be material weaknesses from those that are called concerns.

Class Input:  _______

“Textbook Answers”:  We discussed that “in general”, a deficiencies that DLA determines to be significant enough to be reported outside of DLA are material weaknesses.  Concerns need to be reported and fixed so they don’t become weaknesses.   

8.  Prepare/approve reports (midyear, assessment letters, Annual Statement of Assurance) and implement a system for tracking and follow up of corrective actions.

Class Input:  _________

 “Textbook Answers”:  OSD began making significant changes in the reporting due dates for the ASA in FY 03.    Also, the importance of tracking and monitoring concerns and weaknesses – even after they are “fixed” is crucial.  Keep Command and DLA Director informed.  NO Surprises!

9.  We also discussed the importance of the support for the MC Program from managers and supervisors.  
Remember, employees see that “Policy is what the Boss does”.  Share information from this workshop and remember to check out the websites in the appendix – good source.
Integrity Game

Rules: This is for fun – so relax!  I’ll ask some questions.  If you know the answer, quickly raise your hand…shouting them out doesn’t count.  Whichever group gets the most points wins the Integrity Game and prizes…(Kathy or ___, will you watch for hands and ____ will you keep score on the flip chart?) Oh, yes…use resources available to you…this is open book and you may see some answers on the wall charts!

Questions to use for Optional Pop Quiz, Tic, Tac, Toe, or Hangman 

QUESTION: What are some examples of management controls (at least 2)? (Mod 2)
ANSWER:
(Instructor:  Allow flexibility in answer) e.g. separation of duties; laws; regs;  SOPs; guidance; audits; reviews; checklists; etc.

QUESTION: What is the first crucial step to developing a good MC Plan?  (Mod 5)
ANSWER:
State the mission:  What are you supposed to accomplish?

QUESTION: What is management control? (Mod 2)
ANSWER:
(Instructor:  Allow flexibility in answer) e.g. - An integral component of an organization’s management that provides reasonable assurance that the following objectives will be met:  Effectiveness & efficiency of operations; Reliability of financial reporting and compliance w/applicable laws and regs. – or -  Techniques/methods managers use to provide reasonable assurance that risks will be mitigated and mission accomplished.  

QUESTION:  FMFIA is an abbreviation for ______ (fill in blank)  (Mod 3)
ANSWER:
Federal Managers Financial Integrity Act 

QUESTION:  True or False:  “Management Control” is used synonymously with “Internal Controls” (Mod 1)
ANSWER:
True QUESTION: True or False:  Management Controls should be implemented regardless of cost.

ANSWER:
False (Mod 4)
QUESTION: 
What is the Annual Statement of Assurance  or ASA? (Mod 7)
ANSWER:
– an annual report required by law (FMFIA) that provides a general assessment of MCs within the AU.  It identifies any concerns or material weaknesses. (Instructor:  Allow flexibility in answer) 

QUESTION: True or False:  Internal control is a continuous, built-in component of operations. (Mod 2)
ANSWER:
True 

QUESTION: True or False:  MCs guarantee the success of agency programs.

ANSWER:
False (Mod 2, wall chart & Mod 4 (limitations of MCs))

QUESTION: Why implement management controls?  The bottom line is __(fill in the blank). (Mod 2) 

ANSWER:
RESULTS (instructor: allow flexibility)

QUESTION: True or False:  MCs provide a means of managing and tracking the risks associated with Federal programs and operations.

ANSWER:
True (Mod 2, discussed, and wall chart)

QUESTION: True or False:  The following are examples of good measurable objectives: (Mod 5)

· Ensure perfection of all operations.  

ANSWER: False:  Goal is to achieve reasonable assurance – no system/operation is perfect.

· Pay vendors within 10 working days of receipt of invoice.

ANSWER: True:  Accomplishment of objective can be measured.

QUESTION: Required MC Reporting began in 1950 with which Act? (Mod 3)
ANSWER:
Budget and Accounting Procedures Act 

QUESTION: 
What are the 5 General Accounting Office (GAO) Standards?

ANSWER:
Control Environment; Control Activities; Risk Assessment; Information and Communication; Monitoring (Mod 3, wall chart)

QUESTION: We talked about who is responsible for what in DLA’s MC Program.  Who is responsible for identifying objectives, determining control techniques, testing and preparing assessment letters to Directors/Office Chiefs for approval?

ANSWER:
Control Objective (CO) Managers (Mod 4)

QUESTION: What are management’s responsibilities for areas not included in the MCP? 4)
ANSWER:
The same – Management is still responsible for “reasonable assurance” of controls in the area they manage.  (Mod 4)

QUESTION: With regards to management controls, what is risk?

ANSWER:
(Instructor:  Allow Flexibility)  Things that can go wrong – that could keep us from meeting our mission.

QUESTION: What is “reasonable assurance”? (Mod 4)
ANSWER:
A satisfactory level of management confidence that controls are adequate and working as intended. (Instructor:  allow flexibility)

QUESTION: What is the purpose of our MC Program? 
ANSWER:
To detect and avoid potential problems, as well as to resolve existing problems internally BEFORE they become audit findings. (Intro, wall chart)

QUESTION: Fill in blank:  _________are indications that a scoundrel may be present…things that just don’t seem right. 

ANSWER:
Red Flags (Mod 5)

QUESTION: For this question and the next one, remember we discussed that during testing of controls, evaluators often come across unusual circumstances.  Fill in blank:  _____ are circumstances in an organization that would make it easier for someone to commit fraud, waste, and mismanagement.

ANSWER:
Opportunities (Mod 5)

QUESTION: Fill in blank:  A deficiency that DLA determines significant enough to be reported outside of DLA is considered to be a _______  _______. 
ANSWER: Material Weakness (Mod 6)

QUESTION: Situation:  As a Control Objective Manager, you have developed your MC objectives and control techniques for the MC Plan at the beginning of the FY.  What do you do now? (Mod 5)
ANSWER:  Test/evaluate the controls 

QUESTION: Why should you test controls? (Mod 5)

ANSWER:
Instructor – allow flexibility:  Testing of controls is required by OMB Circular A-123, DOD and DLA requirements AND allows management to determine their effectiveness.

QUESTION:  True or False:  Good management controls prevent fraud. (Mod 2)
ANSWER:
False.  MCs can’t guarantee the absence of fraud, waste and mismanagement.  They can help detect/avoid fraud by managing and tracking the risks. 

QUESTION: There are two factors of risk we discussed that can be used to focus managers’ attention on where management controls are needed. (Mod 4)  

ANSWER:   Likelihood and magnitude.  (Remember, when determining your highest risks and controls needed, consider where your control dollars are best spent.  Thinking of how likely it is that these risks could occur and the magnitude on the mission if they did will help determine where controls are most needed.

QUESTION: **This is a big one**.  Who can tell us the procedures or the 5 basic steps we discussed in this class for developing your MC Plans?

ANSWER:  

1. Mission (of your org unit); 

2. Risk (What could go wrong?) 

3. Impact (of those risks) – we use likelihood and magnitude to help determine most critical areas; 

4. Develop MC Objectives (Mgmt’s commitment to implement techniques to keep risks from occurring; 

5. Develop MC Techniques (that provide reasonable assurance that the objective will be met).

Instructor:  PLEASE develop any different or additional questions for this quiz.  What we have done is to divide the class by table/group, keep tally of who gets most answers and then give some small prize.  That part is up to you.  We make the game quick and fun!

After game, we do closing, get evaluations, and issue certificates.
In Closing,

Use your training materials and help other managers and MC Points of Contact as you can…ease their fears…it’s a common sense program.  

Yes, reporting on management controls is required by the law, but mostly controls make sense – they protect us, help ensure mission accomplishment, and let taxpayers know we are making every effort to spend their money wisely.

Do you have any questions?

Please complete the course evaluation (we appreciate your comments) and remember to pick up your Certificate of Completion.  

Instructor:  Distribute evaluation forms – trade for certificates.

Thank you for your participation!
Appendix

Websites and Definitions

MC Website Locations for Reference:

(Instructors:  As you come across additional websites and references, please contact Susan or Kathy so we can add to our instructional material.  Thanks.)

www.gao.gov - to locate such documents as:

· OMB Circular A-123, Management Accountability and Control

· Standards for Internal Control in the Federal Government, November 1999 

      (GAO/AIMD-00-21.3.1)

· Internal Control Management and Evaluation Tool (GAO-01-1008G)

· OMB Circular A-127, Financial Management Systems

· OMB Circular A-130, Management of Federal Information Resources

· GAO Performance and Accountability Series and High Risk Update Released              January 17, 2001

· FraudNet – Allegations of fraud, waste, abuse, or mismanagement of federal funds

· Government Performance and Results Act (GPRA) of 1993

· Government Management Reform Act (GMRA) of 1994

www.asafm.army.mil -Army financial management- management control

www.abs.uci.edu  - Resources, organizations, consultants, articles, books (University of California, Irvine)

www.theiia.org- Institute of Internal Auditors

www.aicpa.org -American Institute of Certified Public Accounts- Antifraud Resource Center

www.govexec.com - GovExec.com is a source for government's business news daily and Web site for federal managers and executives.

www.fedmanager.com  - Every week FEDmanager gives information such as new laws
and regulations to key court decisions.

www.fedworld.gov  – makes it ease to locate government information such as FirstGov,              R&D reports.

www.defenselink.mil - official web site of the DOD 

www.DODIg.osd.mil - to view press releases, audit reports, etc.

https://today.dla.mil  - use the DLA Today & Tomorrow website to locate/link to numerous documents and government sites such as:

· DLA Strategic Plan 2002-2007

· DLA Focus areas and current concerns

· Federal Managers’ Financial Integrity Act (FMFIA)

· DLA Management Control Program Information

www.coso.org - The private sector has updated its internal control guidance with the issuance of Internal Control – Integrated Framework, published by the Committee of Sponsoring Organizations of the Treadway Commission (COSO).  Consequently, GAO updated its Standards for Internal Control in the Federal Government, November 1999, which incorporates the relevant, updated internal control guidance developed by COSO.

(Instructors: This is included as an example of additional information you may add to student guides when course is taught at your activity.  Delete the DSCC info and insert yours.  Also, customize the rest of the instructor guide and student workbook, as appropriate for your organization.)

Additional sources for DSCC managers:  

· DSCC Computer Network - Q Drive:    (Q:\Resource Mgmt\R_External\Mgmt Control Program).  Susan Blanke established this site so that DSCC managers and MCP coordinators would be able to quickly find the primary reports and guidance they need to effectively perform their MC responsibilities.  DSCC’s Annual Statement of Assurance, Management Control Plan, GAO Standards, DLA How To Guide, sample assessment letters, etc. are kept current at this site.  
 

· DSCC managers should also regularly check DLA’s MCP website at: http://today.dla.mil (Select DLA Enterprise – DSS – DSS-B – General Services – Management Controls (See attached web page).
Management Control Definitions

These definitions are DLA interpretation of the DOD Regulation.
Alternative Management Control Review (AMCR): A review that can be used in support of a management control assessment.  Examples include: GAO audits, DOD IG reports, trip reports from staff assistance visits, management studies, and hot-line complaints.  If an AMCR is to be used as the basis for the entire assessment, it must effectively address all aspects of the affected management control objective. 

Annual Statement of Assurance (ASA):

The formal report that provides a general assessment of the management control process within the headquarters organizational element/ field activity and identifies any material weaknesses or management concerns.

Assessable Unit (AU):

The basic organization that issues an Annual Statement of Assurance (ASA) to DLA, normally a DLA HQ organizational elements or filed activity.

Assessable Unit Manager:
The individual that establishes the vital control objectives, ensures that they are assessed, and issues the Annual Statement of Assurance.  This is normally the Director or field activity Commander 
Control Objective Manager:
Individual responsible to ensure the objective has adequate controls, tests the controls, makes improvement recommendations, finds weaknesses, and prepares the assessment statement.

Management Control: 

Includes the plan of organization, methods, and procedures adopted by management to ensure that its goals are met.  Controls are the techniques used to reasonably ensure that programs achieve their intended results; resources are used consistent with agency mission; programs and resources are protected from waste, fraud, and mismanagement; laws and regulations are followed; and reliable and timely information is obtained, maintained, reported, and used for decision making.

Management Control Assessment:
A detailed examination/evaluation of the Management Control Objectives that documents the methods and measures which safeguard against waste, loss, and misuse of resources.  This includes a comprehensive review for deciding whether controls are (1) present (2) adequate and (3) followed and to identify and correct any deficiencies and weaknesses.
Management Control Documentation:

Assessment Statement: A written evaluation containing review type, scope, responsible official, dates, facts, key findings, and recommended corrective actions for a specific management control objective. 

Supporting Documentation: Written materials describing organizational structure, operating procedures, administrative practices, responsibilities, and authorities.  The above are necessary to provide for continuity of operations, orientation of workforce and documentation for external audits.

Management Control Objective: Specific and/or critical function that Management feels must be controlled or evaluated to help achieve reasonable assurance that the agencies resources are safeguarded or protected against fraud, waste, abuse, or mismanagement.

Core Objective:  DLA directed could cross multiple Assessable Units.

Vital Objective:  HQ organizational elements or field activity commanders’ approved/directed, reported to HQs.

Subvital Objective:  HQ Directors or field activity Commanders directed, reported internally (discretion of the Assessable Unit Manager).  

Management Control Plan (MCP) : An annual plan with control objectives and managers identified and estimated completion dates for assessments.  The plan serves as the basis from which the Commander determines reasonable assurance that the objectives of the Integrity Act (Federal Managers’ Financial Integrity Act) of 1982 are being met.  The cost of control should not exceed the benefits.

Management Control Program : A system that establishes criteria for mission objectives that includes an assessment process of how well the controls are working; a plan for the controls; and documentation of the results.  The evaluation of these assessments constitutes the primary basis for the Annual Statement of Assurance.

Management Control Program Manager: Field activity and HQ organizational elements directors management designee responsible for establishing the control program, providing guidance, training, feedback to organization managers on the operation of the control program.  Receives, reviews, consolidates, and provides assessment letters to the Commander/Director.  Formulates Annual Statement of Assurance for the Command.     

Management Concern: An area that has the potential for evolving into a Material Weakness.  The absence or ineffectiveness of management controls (e.g., management 

controls are not in place, or are in place but are not being used, or are in place and being used but are not effective).  The early identification of the problem provides for the application of corrective actions precluding designation as a Material Weakness. A concern may later be upgraded to a weakness after further investigation.

Material Weakness: A deficiency that is or should be a matter of interest to the next level of management, in that it (1) significantly impairs the mission;  (2) deprives the public of needed services; (3) violates statutory or regulatory requirements; (4) significantly weakens safeguards against fraud, waste, or mismanagement of funds, property, or other assets or (5) results in a conflict of interest.  If any combination of the above is met, the deficiency should be identified to the next organizational level for attention/assistance as needed.  This decision is at the Commander’s/Director’s prerogative. 

Mid Year Report: A formal six month status report on previously reported field activity or HQ organizational elements material weaknesses and concerns to include any changes in the plan for correcting those weaknesses.

Reasonable Assurance: A satisfactory level of confidence based upon all available information that the management control systems are operating properly.

Standards: Baselines for establishing management controls.  Such standards are to be consistent with the guidelines prescribed by the GAO found in OMB Circular A-123. 

Systemic Weakness: A material weakness that crosses two or more organizations. These are assigned by OSD. Do not create your own categories. If you feel you have a systemic weakness, notify DSS-BG and they will work with OSD.

Test methods: Procedures (e.g., examination, verification, observation, and sampling) that are used to determine whether or not management control systems are working in accordance with management’s control objectives.
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Management Control Process


In Modules 1-4, we’ll take a look at the “Big Picture”, what controls are all about and DLA’s approach to implementing a practical Management Control Program.  


In Modules 5-7, we’ll more closely examine each step.

MCOs are specific and/or critical functions that mgmt feels must be
    MC Techniques (controls used to reasonably 


Controlled or evaluated for reasonable assurance that resources are   ensure that mission obj are met, resources


protected and mission obj met.



  protected, laws/regs followed, etc.





		Policy (what)  e.g. Pay vendors w/I 25 days of receipt of invoice.

		

		Procedures-(how) e.g. , survey vendors, system checks, etc.







  Annual plan w/MCOs and mgrs


Identified w/estimated completion


dates for assessments- basis for ASA















ASA required by the FMFIA





Prepare Assessment Letters and Annual Statement of Assurance  







Test/Evaluate Controls 



Are Objectives Being Achieved?







Implement Control Techniques















Determine



Management Control



Objectives







Management Control Plan











MC Improvements & Follow-up











Determine



Control Techniques for MC Objectives
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MANAGEMENT CONTROLS - THE BIG PICTURE


Here is a snapshot view of how information flows up and down the MC “food chain”.


Most of us are concerned with the circles at the bottom and how MC requirements are dealt with at our level for ultimate ASA reporting through the chain to Congress.



 









    


 
















Say:  Congress requires that we have 










mgmt controls and report annually.











OMB A-123 provides guidance on 







     


how to implement the FMFIA

























		DLA has its own MC Guides to help you! Show them samples.










    




Interrelationships? Include in budget 


     







$ required to fix weakness.










    










       Drives the organization – goals &obj








     


   



    Other inputs to be aware of…




 FMFIA







Congress



GAO



AIMD-00-21.3.1







   GPRA







   OMB



Circular



A-123























    OSD



DODD 5010.38











    DLA



DLAD  5025.30



& “How To” Guides















Strategic



 Plan



Balanced Scorecard







Budget Cycle



Process







Performance



       Plan







HQ Elements/FA 



MCP Guidance











DLA HQ    ORGANIZATIONAL ELEMENTS/FIELD ACTIVITIES 



MANAGEMENT CONTROL PROGRAMS















Management Concerns







HQ Elem/ FA Strategic & Business Plans







Audits, Reviews, Studies, Inspections, etc.
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DLA - MC PROGRAM PROCESS FLOW


Director DLA


See where you fit in!


Commander DLSC        




















                         Field Commanders, HQ Org Elements




         (Assessable Unit Manager)















    Control Objective Manager


         MC Program Manager


             (e.g. John Doe, Accurate Inventory)





Designate assessable unit managers



Identify core objectives



Review annual plans



Develop summary Annual Statement



DSS-B has the lead







Designate MC manager



Identify vital objectives



Develop a Management Control Plan



Who will manage/assess?



Approve milestones



Review assessments/corrective actions



Submit ASA report to DLA







Identify vital objectives



Determine control method



How, when, where



Assess the objective



Findings 



Corrective actions



Letter to AU manager















 







Provides guidance & training



Receives, reviews, consolidates, and forwards assessment letters to Commander



Facilitates Command Group feedback, as appropriate



Formulates ASA for Command







Field Activity Commanders/Exec Directors



Own Their MC Programs







MC PROGRAM POC
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