DEFENSE LOGISTICS AGENCY

HEADQUARTERS
8725 JOHN J. KINGMAN ROAD
FORT BELVOIR, VIRGINIA 22060-6221

APR 0 2 2015

Incorporating Change 1, May 28, 2015
MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Directive-Type Memorandum (DTM) 15-002 — Commander’s Critical Information
Requirements (CCIR) Reporting Policy Changes

References: (a) DLAI 6106, May 1, 2010, Situation Reporting (SITREP),
(https://hqc.dla.mil/issuances/Documents/i6106.pdf)

(b) Chairman of the Joint Chiefs of Staff Manual (CICSM) 3150.05, Joint
Reporting Structure Situation Monitoring Manual,
(http://www.dtic.mil/cjcs _directives/cdata/unlimit/m315005.pdf).

(c) DOD 5200.1-R, Information Security Program,
(http://www.dtic.mil/whs/directives/corres/text/p52001r.txt)

(d) DOD 5400.11-R, Defense Privacy Program
(http://www.dtic.mil/whs/directives/corres/html/54001 1r.htm)

(e) DLA Instruction, Reporting of Criminal Incidents,
(https://headquarters.dla.mil/DES/policy/darci.htm).

(f) Air Force Systems Security Instruction (AFSSI) 4212, (FOUO) Reporting
Communications Security (COMSEC) Deviations,
(https://www.my.af.mil/fat/F AF/fatfHome.jsp).

Purpose. The purpose of this DTM is to direct Headquarters, Defense Logistics Agency (DLA),
elements (J/D Codes), Primary Level Field Activities (PLFAs), Regional Commands, and DLA
Support Teams (DSTs), to the Special Situation Reporting (SITREP) system to notify the
Director and Support Staff of situations that are captured in the Director’s CCIR criteria. This

DTM is effective immediately and must be incorporated into DLAI 6106 within 12 months from
the date of issuance.

Applicability. This DTM applies to all Headquarters, Defense Logistics Agency (DLA)
elements (J/D Codes), DLA Primary Level Field Activities (PLFAs), Regional Commands, and
DLA Support Teams (DSTs).

Definitions.

Commander’s Critical Information Requirement (CCIR): A comprehensive list of information
requirements identified by the commander as being critical in facilitating timely information
management and decision-making. Joint Publication (JP) 3-0, Joint Operations

(See enclosure 1, Commander’s Critical Information Requirements (CCIR))




Special Situation Report (Special SITREP): Document used in recording CCIRs (initial, follow
up, and final) describing a particular occurrence or event. The SITREP provides a redundant and
systematic reporting system to ensure DLA leadership and the Support Staff remain informed
(See enclosure 2, Special SITREP Format).

Policy.

a. The DLA Director’s CCIRs are broken down into three categories. Each category has a
different reporting requirement and reporting timeline.

(1) Category I CCIR: One (1) hour voice notification to DLA Director (Vice Director if
not available) by the PLFA Commander or J/D Code Primary, then immediate voice notification
to the J3; followed by two (2) hour Special SITREP submission to the Joint Logistics Operations
Center (JLOC).

(2) Category Il CCIR: One (1) hour voice notification to Chief of Staff (J3 if not
available) by the PLFA Commander or J/D Code Primary, then immediate voice notification to
the J3; followed by four (4) hour Special SITREP submission to the JLOC.

(3) Category III CCIR: Six (6) hour Special SITREP submission to appropriate J/D
Code and info copy to the JLOC.

Note: The CCIR Category list is not intended to be all-encompassing. It is not intended
to restrain leaders from reporting other significant events. If an event does not meet CCIR
requirements, contact the JLOC Battle Captain with all relevant details and a Situation Report
will be generated and sent to the J3 for situational awareness.

b. Transmission methods of written reports:

(1) All SITREPS must be classified according to the sensitivity of the information
contained.

(2) All Special SITREPs must be sanitized of Personally Identifiable Information (PII).

(3) Submit CLASSIFIED reports to the JLOC Battle Captain’s Secret Internet Protocol
Router (SIPR) Network email account at dla.belvior.logops.mbx.hg-dla-jloc-battle-captain(@

mail. smil.mil

(4) Submit UNCLASSIFIED reports to the JLOC Battle Captain’s Non-secure Internet
Protocol Router (NIPR) Network email account at cat.hq@dla.mil




Responsibilities.

(1) Originating Headquarters J/D Code, PLFAs, Regional Commands, or DLA Support
Teams (DSTs) is required to submit Special SITREP IAW enclosure 1 (CCIR List).

(2) Prior to the JLOC Battle Captain forwarding a CAT I & 11 CCIR, a collaborative
effort between the JLOC Battle Captain and Originating Headquarters J/D Code, PLFAs,
Regional Commands, or DLA Support Teams (DSTs) must occur to ensure appropriate voice

notification was completed by the originating organization and all available details are captured
on the CCIR.

(3) Originating Headquarters J/D Code, PLFAs, Regional Commands, or DLA Support
Teams (DSTs) will provide DLA JLOC Battle Captain follow-up reports as required until a final
Special SITREP is submitted and the action is closed out.

a. JLOC Battle Captain.

(1) Receive Special SITREP from Originating Headquarters J/D Code, PLFAs, Regional
Commands, or DLA Support Teams (DSTs); confirm with originator the content and correct
CCIR category.

(2) For Category I, confirm that the Originating Headquarters J/D Code, PLFAs,
Regional Commands, or DLA Support Teams (DSTs) primary contacted the Director (Vice
Director if not available), as well as the J3.

(3) For Category Il, confirm that the Originating Headquarters J/D Code, PLFAs,
Regional Commands,or DLA Support Teams (DSTs) primary contacted the Chief of Staff (13 if
not available), as well as the J3. For category III, receive Special SITREP for situational
awareness.

(4) Process the Special SITREP via email. For Category I, “TO:” the Director, “CC:”
(courtesy copy) Vice Director, Chief of Staff, I3, the appropriate J Code leadership and/or
reporting Senior Leadership (Commander/ Deputy); for Category II, “TO”: the Chief of Staff,
“CC:” (courtesy copy) the Director, Vice Director, Chief of Staff, I3, appropriate ] Code
leadership and reporting Senior Leadership (Commander/ Deputy); for Category III, email
special SITREP to key leaders that require situational awareness, “CC:” (courtesy copy) the
Director, Vice Director, Chief of Staff, and J3 at a minimum.

Procedures. See the following enclosures for specified procedures; enclosure 1- CCIR List;
enclosure 2- Special SITREP Format; enclosure 3- Special SITREP Reporting Flow Chart.

Information Requirements. See enclosure 2- Special SITREP Format for specified information
requirements.



b. Internal Controls. The JLOC will record all received and verified Special SITREPs into
the Joint Logistics Operations Center intelink CCIR tracker IAW Current Operations standard
operating procedures. JLOC will brief CCIR information during the daily morning Global
Update brief to leadership.

Releasability. UNLIMITED. This DTM is approved for public release and is available on the
DLA Issuances Internet Website.

The POC for this DTM is the J311/JLOC Battle Captain; Phone (703) 767-2711; email:

cat.hq@dla.mil.
ANDREW E. BUSCH
Lieutenant General, USAF
Director

Enclosures:

Enclosure 1- CCIR List
Enclosure 2- Special SITREP Format
Enclosure 3- Special SITREP Reporting Flow Chart
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Special SITREP

Enclosure 2
SPECIAL SITREP # | PLFA- JID-Code
Location of Incident:. CONUS City State/ OCONUS City Country
Type of Incident CCIR Category with verbiage i.e. CAT | # 1 Change in COGCON
Initial: Follow-Up: Final: Corrective:
Date/Time/Group Event | Date/Time/Group Date/Time/Group Date/Time/Group

Statement of Incident:
Brief description of CCIR event: i.e.

“DLA Mission Assurance received a message from the Office of the Assistant Secretary of Defense for
Homeland Defense stating that: “Effective 20 January 2015, 2300 (EST) the Office of the Secretary of
Defense (OSD) has directed DOD components to lower the COGCON level from 3 to 4. This change is
made following the conclusion of the 20 January 2015 State of the Union Address. This COGCON only
impacts the National Capital Region (NCR).”

Mission Impact:

None. Normal Operations

Corrective Action Required/Taken:

Description of what was done by Regional Command Senior Leaders (Commander/ Deputy) to
correct or mitigate continued issues/ incidents i.e.

“DLA Mission Assurance POCs received and acknowledged ENDEX Message and DLA JLOC provided
Readiness Report to OSD Watch Officer.”

HQ DLA Assistance Required: No assistance required at this time.

Contact Information

Reporter Information POC for Further Information
Name: Name:

Phone: Phone:

Com: Com:

FAX: FAX:

Com:

E-Mail: E-Mait:

Courtesy Copy Sent To: cat.hg@dla.mil
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