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Overview

. DMSMS Management for Materials and
Mechanical Items

Il. Intellectual Property Strategy



. DMSMS Management for Materials and
Mechanical Items: Scope and Focus

e Scope
— Materials and mechanical items that are identified in a
BOM, e.g.,— adhesives, insulating material, a diesel engine, a fender

— Critical materials that are hazardous, exotic, or otherwise
supply-constrained and appear in the lower level tiers of
the items listed on the system’s BOM, e.g.,— raw material (an

element), engineered material (a chemical, an alloy)
e Focus
— DMSMS mechanisms
— Questions and decisions facing a program—
 To what extent to apply DMSMS management?
« When to start?
— A risk-based framework for identifying items in the BOM
— A proactive approach for problem identification of critical
materials lower in the supply chain



. DMSMS Mechanisms (1 of 2)

Hardware Software




|. First Order Hardware Obsolescence
Mechanisms for Materials and Mechanical ltems

 Use of hazardous materials
— May become unavailable or hard to get (e.g., Freon)

The supplier goes out of business

— Not financially viable

The supplier’s business case is no longer viable
— Tungsten rhenium wire or some exotic material

Use of supply-constrained materials

— Supply limited by regulation or supplier policy

The tooling is no longer available



. DMSMS Mechanisms (2 of 2)

1st Order 1st Order
Hardware Software
. Obsolescence Obsolescence .
Proactive Proactive
Hardware Software
Refgesh Upgjade

First Order First Order
Hardware Software
Changes Changes

Perhaps lower order functional
hardware/software obsolescence
and corresponding changes

Materials and mechanical items DMSMS mechanisms are similar
to electronic items, but product life-cycle time is longer




. DMSMS Management Overview

Prepare: Establishment of a
DMSMS management
program infrastructure

ldentify: DMSMS
monitoring and
surveillance

Assess: DMSMS impact
assessment

Analyze: Resolution
determination

'mplement: Implementation
of DMSMS resolutions




|. Prepare: Establishing Strategic
Underpinnings

« Two questions to be answered by program
management

— To what extent should a program apply DMSMS
management to materials (including critical materials in
the supply chain) and mechanical items?

— When should a program’s efforts begin in these areas?

Responses to these questions assume that resources are
constrained and a risk-based approach should be pursued
8



|. Prepare: Prioritizing DMSMS Effort as Part of
Establishing Strategic Underpinnings @ of 3)

« Two elements of prioritization

— Prioritize the systems/sub-systems of interest

 No changes to strategic underpinnings when mechanical
items and materials are considered
— Determine the items (including critical materials in the
supply chain) in the sub-systems of interest to be
monitored
e This is where strategic underpinnings for monitoring

materials and mechanical items (and electronic items too)
should be explicitly considered

Three determinations should be made when establishing strategic
underpinnings; two of which apply to materials and mechanical
items identified in a BOM and one of which applies to critical

materials that do not appear on a BOM




|. Prepare: Prioritizing DMSMS Effort as Part of

Establishing Strategic Underpinnings @ of 3)

Determine the items (including critical materials in the
supply chain) in the sub-systems of interest to be
monitored

— Items that are listed in a BOM

1. Determine the heuristic algorithms to use to identify the families
of materials and mechanical items (and electronics too) to
definitely monitor

2. Determine whether to further analyze uncategorized items

— Critical materials that appear in lower level tiers of the items
listed on the system’s BOM
3. Determine whether to investigate critical materials in the supply
chain

— Who is in the best position to research and mitigate any issues?
Centralized approach may be best

Ultimately, program management must decide whether and the

degree to which to apply DMSMS management to materials
and mechanical items based on perceived risk

10



|. Prepare: Prioritizing DMSMS Effort as Part of
Establishing Strategic Underpinnings @ of 3)

« Determine when DMSMS management effort for materials and
mechanical items (including critical materials in the supply chain)
should begin

— Early monitoring provides—
* Alarger window of opportunity to do something about an issue
* The availability of a larger selection of less expensive resolutions
* A smaller likelihood of schedule or readiness impacts

 The opportunity for designs to be changed if they contain critical materials of
concern

* A baseline for understanding the critical material content of the system, as well
as potential issues during sustainment

— Only high risk materials and mechanical items are monitored; if the risk is
high, proactive monitoring should begin early in the life cycle

— Material and mechanical item monitoring is integrated with electronics item
monitoring

— Designs containing high risk materials or mechanical items can be revised

BEST PRACTICE:
Begin proactive DMSMS management for materials and
mechanical items at the same time as for electronic items

11




l. Identify: Two Different Approaches

Materials and mechanical items (and electronics items too)
that are listed in a BOM

— Applies to the first two determinations from the strategic
underpinnings on what to monitor
1. Apply the heuristic algorithms to identify the items to definitely
monitor
2. Further analyze (as appropriate) uncategorized items where the
heuristics did not provide a definitive answer
— There are other potential benefits for the program

Critical materials that appear in lower level tiers of the system

— Applies to the third determination from the strategic
underpinnings on what to monitor

3. Investigate how critical materials in the supply chain orin a
manufacturing process may alter the status of items being
proactively monitored

— ldentify the lower tier critical materials of interest

— Better understand the extent to which issues associated with these
materials may impact monitored item availability

12



l. Identify: Item Data Preparation Overview—
For items listed in the BOM

Monitor

Determination 2\

Use Typical Apply Risk-Based Apply Manual,
Estimates of Life Not Enough Approach to SME Look to
Cycles to Information Categorize Remove/Add
Categorize Items Undetermined Items Items

v/

Determination 1

All Items Listed in
the BOM

Don’t Monitor

No Further Action

. Prepare
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l. Identify: Framework for
a Risk-Based Approach—bDetermination 1
For items listed in the BOM (1 of 2)

 Apply heuristic algorithms to categorize the items as—

— Definitely monitor: Item types with a high propensity for DMSMS issues,
e.g.,—
* Electronic COTS assemblies (e.g., networking gear, computers, active

components, radiofrequency components, programmables, memory,
microprocessors, ASICs, hybrids, and custom electronic assemblies

Sole-source items that are in low demand
Custom passive items

Materials with chemical properties that are a function of the design, are sole
source, or otherwise threaten the environment

Electro-mechanical items
— Don’t Monitor: Item types that are standard industrial items, e.g.,—
* Mechanical components
* Connectors
» Cabling
« Consumables
— Not enough information to determine whether to monitor

‘ Results in an initial categorization of items listed in the BOM I14




l. Identify: Framework for
a Risk-Based Approach—bDetermination 1

For items listed in the BOM g2 of 22

 Options for deciding what to do about the
uncategorized items from Determination 1

— Monitor ALL uncategorized items (Low risk, High
monitoring cost)

— Conduct further analysis of uncategorized items to
determine what to monitor; Commence Determination 2

— Do not monitor any uncategorized items (High risk, Low
monitoring cost)

BEST PRACTICE:
The middle option—Optimizes risk and monitoring cost, but there
are start-up expenses

15




l. Identify: Framework for
a Risk-Based Approach—bDetermination 2

. isted in
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Supply Chain Vulnerability

Where is proactive monitoring of uncategorized items important?
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l. Identify: Framework for
a Risk-Based Approach—bDetermination 2

Iltem Criticality

o Critical safety item .
* Mission criticality .
» Item essentiality code .

e High demand (perhaps 10%)
» High cost

Supply Chain

Vulnerability

Source related
Financial health of supplier

Persistent backorders (over
period of time)

Long customer wait-time
(perhaps top 10%)

Recent significant price
increase

Time since last order (perhaps
if more than 3 years)

Low demand

Life cycle of the item

For items listed in the BOM (2 of 3)

Time to Implement
Resolution

TDP availability for mechanical
item or availability of material
specification for engineered
material

Source controlled
Manufacturing difficulty
Long lead time to requalify
Manufacturing cycle time

Avalilability of tooling and test
equipment

Cost to implement resolution

Defense unique

Apply the risk cube to

determine those previously uncategorized
items that are high risk; this is where the principal start-up

expenses would be incurred



l. Identify: Framework for
a Risk-Based Approach—bDetermination 2

. isted in

« Manually adjust the “Monitor” and “Don’t Monitor”
lists, based on—

— An assessment of considerations that are not available
from an automated database

— Any known vulnerabilities, such as items on the
platform:
 That members of the DMT know to be a problem

« Where there are pending environmental or safety
regulations that may limit their availability and use in any
area of the world where the system operates

‘ Could apply whether or not the risk cube is conducted I18



l. Identify: Analysis of Item Availability—
For items listed in the BOM

 Most predictive tools do not cover materials and
mechanical items; product discontinuation
notices are also not usually issued in these cases

 Therefore, for materials and mechanical items on
the “Definitely Monitor” list—
— Conduct research and/or vendor surveys to identify any
issues
— No need to modify content of vendor surveys in use
today

— Determine the appropriate frequency of vendor surveys
for materials and mechanical items, based on a function
of obsolescence risk, resources, and criticality/safety

19



l. Identify: Analysis of Item Availability—
Determination 3

For materials in the lower tiers of the sugglx chain gl of 32

« Two-Step Approach
1. Select critical materials of concern

2. ldentify potential DMSMS issues associated with these
critical materials of concern

20



l. Identify: Analysis of Item Availability—
Select Critical Materials of Concern

For materials in the lower tiers of the sugglx chain (1 of 4)

e Critical materials of concern may be based on:

— A master list of ALL critical materials

— A list of critical materials where the availability of that material
can be anticipated to be uncertain, due to a pending regulatory
change or other potential supply disruption

« When making a choice, consider that critical materials can
be categorized as—
— Prohibited
— Restricted
— Or otherwise require Tracking

21



l. Identify: Analysis of Item Availability—

Select Critical Materials of Concern
For materials in the lower tiers of the SUEEIX chain g2 of 42

e Sources for creating a list of materials where there is
availability uncertainty

— For environment, health, and safety uncertainties
 Chemical and Material Risk Management Program
— Scans avariety of sources for emerging contaminants and issue alerts
— Develops screening reports and places contaminants on watch list
— Performs qualitative and quantitative assessments focused on identifying
the enterprise risk posed by the contaminant

— For conflict-driven material vulnerability uncertainties
» Strategic and Critical Materials (SCM) List

— Compiled through nominations from DoD components and others,
serving as the basis for studies every two years that identify materials of
interest or concern (potential for shortfall given planning scenario)

— New additions to the list of materials of concern are of greatest interest
from DMSMS perspective

In many instances it will be sufficient to create a list of critical
materials where the availability of that material is uncertain
or anticipated to be uncertain

22



l. Identify: Analysis of Item Availability—
Select Critical Materials of Concern
For materials in the lower tiers of the sugglx chain (3 of 4)

e Sources for creating a list of ALL materials

— 2013 National Aerospace Standard (NAS) 411-1,
Hazardous Material Target List (HMTL)

— DLA’s SCM list

— International Aerospace Environmental Group’s (IAEG)
Aerospace and Defense Declarable Substance List
(ADDSL)

— Hazardous Substances covered under the EU's—

* Registration, Evaluation, Authorisation, and Restriction of
Chemicals (REACH)

* Restriction of Hazardous Substances (RoHS)

Some programs may still judge that ALL critical materials are of
concern 23




l. Identify: Analysis of Item Availability—

Select Critical Materials of Concern
For materials in the lower tiers of the supply chain (4 of 4)

Select an Approach
Short List
(Targeted List of Critical
Materials)
Review by Critical
Stakeholdersand =——> Materials of
SMEs Concern

Long List
(ALL Critical Materials)

Regardless of the choice made to compile a list of critical
materials of concern, DMSMS stakeholders should have an
opportunity to contribute

24



l. Identify: Analysis of Item Availability—

ldentify Potential DMSMS Issues with Critical Materials
For materials in the lower tiers of the supply chain (1 of 3)

e How can a program pursue arisk based approach to issue
Identification?

— In absence of exacerbating circumstances indicating high risk, the
most cost effective DMT approach is: Communication,
Communication, Communication!

» Establish critical material supply chain issues as a DMT agenda item
 Engage with stakeholders (in preparation for DMT meetings and other)
— DLA(SCM)
— Manufacturing Industrial Base Policy (MIBP)
— Environmental risk alerts
— Major OEMs within the supply chain

— Material and environmental engineers in the program office
— Cross-cutting materials SME within the Component

A typical proactive approach using vendor surveys/ research/

predictive tools would not normally be used e




l. Identify: Analysis of Item Availability—

Identify Potential DMSMS Issues with Critical Materials
For materials in the lower tiers of the supply chain (2 of 3)

« The purpose of communication regarding critical
supply chain issues

Encourage stakeholders to be aware of issues, i.e.,—
« Existing and potential issues of concern to others
« What is being done about these issues
 What conversations are taking place about these issues
Promote information sharing among stakeholders

Ultimately better position stakeholders to anticipate
regulations changes and other market-driven disruptions that
could impact critical materials in supply chains

Once a problem is discovered, the conversation can switch to
“what to do about the problem”

Opportunity to establish a DOD-wide initiative

26



l. Identify: Analysis of Item Availability—

Identify Potential DMSMS Issues with Critical Materials
For materials in the lower tiers of the supply chain (3 of 3)

Inside SMEs

OEM
RAISE

DMT
Meeting MONITOR

Red Flags

Environmental
Office

DLA(SCM)
2

Outside SMEs

27



l. Identify: Analysis of Item Availability

For materials in the lower tiers of the supply chain (2 of 3)

Pursuing problem identification and resolutions on a
centralized basis

— Further exploration by a program will be limited because
critical materials are likely to be used on multiple platforms
 Consequently, research and resolutions should be accomplished
on a DOD-wide basis, not just a single program basis
— Only in the highly unlikely case that the critical material is
unique to the platform should the program carry out the

assess, analyze, and implement steps of robust DMSMS
management

— Program’s role is to scream and yell

28



l. Identify: Analysis of Item Availability

For materials in the lower tiers of the supply chain (3 of 3)

Regardless of who ultimately does the research, some
potential data sources include:
— Industry associations

— QOrganizations that track both recent and pending domestic
and international regulation changes

— REACH, RoHS, and conflict minerals data associated with
items

— Other technical data

29



|. Assess

e Should aresolution to the problem be pursued?

— Compare days of supply with expected time to implement a
resolution

« If item is obsolete, comparison will identify whether resolution can
be deferred or not

» If the item is not obsolete and the time for a resolution is long, as
appropriate, increase the on-hand inventory (and maintain at a
higher level) or take action to reduce the time to realize a
resolution

 Which problem should be addressed first?

— To include consideration as to whether a problem is a
common issue that will be addressed by an external
organization

At what level should a resolution be applied?

30



|. Analyze

 Forissues being addressed by an external
organization, the program only needs to
monitor that the resolution remains on track

« The same resolution types apply
— No solution required
— Approved part
— Life of need buy
— Repair, refurbishment, or reclamation
— Extension of production or support
— Simple substitute
— Complex substitute
— Development of a new item or source
— Redesign — NHA
— Redesign — complex/system replacement

‘ There may be a different distribution of resolution types I31




ll. Intellectual Property Strategy (IPS)

 While guidance is limited, there is substantial DAU
material on the subject—
— LOG 215, Technical Data Management
— CLE 068, Intellectual Property & Data Rights
— CLM 071, Introduction to Data Management
— CLM 072, Data Management Strategy Development
— CLM 073, Data Management Planning System
— CLM 074, Technical Data and Computer Software Rights
— CLM 075, Data Acquisition
— CLM 076, Data Markings
— CLM 077, Data Management Protection and Storage

Identify and “obtain” the minimum, essential technical data
management requirements .




Il. IPS is Inextricably Linked to the Life-Cycle
Sustainment Plan

« The Life-Cycle Sustainment Plan (LSCP) provides for the
execution of the product support package

e LCSP product support functions are derived from the product
support strategy

« Twelve integrated product support elements embody the
tasks associated with the product support functions
- Product support management Technical data

- Design Interface - Support equipment

- Sustaining engineering - Training and training support

- Supply support - Manpower and personnel

- Maintenance planning and - Facilities and infrastructure
management - Computer Resources

- Packaging, handling, storage,
and transportation
Each IPS element supports the properties of a plan, process, or
specific product that contributes to product support; technical
data contributes to all IPS elements




Il. IPS and DMSMS/Parts Management

DMSMS and Parts Management are barely mentioned in the
previously discussed IPS-related policy, training materials,

and guidance

There does not appear to be any guidance regarding how to
determine what technical data a program should request

34



Il. IPS: Questions that Remain

« How specifically should a program determine the technical
data management needs required to support DMSMS
management and parts management?

« What should be conveyed to the IPS community regarding
these DMSMS and Parts Management technical data
management needs?

‘ How can you help? I
35



Questions?

36



Il. IPS: Policy @ of 3)

DoD policy:

“d. Intellectual Property (IP) Strategy and Open Systems/Architectures. Program
management must establish and maintain an IP Strategy to identify and manage the
full spectrum of IP and related issues (e.g., technical data and computer software
deliverables, patented technologies, and appropriate license rights) from the inception of a
program and throughout the life cycle. The IP Strategy will describe, at a minimum, how
program management will assess program needs for, and acquire competitively whenever
possible, the IP deliverables and associated license rights necessary for competitive and
affordable acquisition and sustainment over the entire product life cycle, including by
integrating, for all systems, the IP planning elements required by subpart 207.106 (S-70) of
the Defense Federal Acquisition Regulation Supplement (Reference (at)) for major weapon
systems and subsystems thereof. The IP Strategy will be updated throughout the entire
product life cycle, summarized in the Acquisition Strategy, and presented with the Life-
Cycle Sustainment Plan during the Operations and Support Phase. Program management
is also responsible for evaluating and implementing open systems architectures, where cost
effective, and implementing a consistent IP Strategy. This approach integrates technical
requirements with contracting mechanisms and legal considerations to support continuous
availability of multiple competitive alternatives throughout the product life cycle.”

*Enclosure 2: Program Management, Interim DoDI 5000.02, November 25, 2013, 76.
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Il. IPS: Policy @ of 3)

 DoD policy: (continued)

“STATUTORY for major weapon systems and subsystems; Regulatory for other program
types. Summarized in the Acquisition Strategy (for DBS programs, summarized in the
Business Case) and presented with the Life-Cycle Support Plan during the Operations and
Support Phase. For programs responding to urgent needs, due at the Development
Milestone. The IP Strategy must be updated as appropriate to support and account for
evolving IP considerations associated with the award and administration of all contracts
throughout the system life cycle.”

*Enclosure 1: Acquisition Program Categories and Compliance Requirements, Interim DoDI 5000.02, November 25, 2013, 52.
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Il. IPS: Policy of3)

 DoD policy: (continued)

“8. CONFIGURATION MANAGEMENT. The Program Manager will use a configuration management
approach to establish and control product attributes and the technical baseline across the total
system life cycle. This approach will identify, document, audit, and control the functional and physical
characteristics of the system design; track any changes; provide an audit trail of program design decisions
and design modifications; be integrated with the SEP and technical planning; and be consistent with the
Intellectual Property Strategy. At completion of the system level Critical Design Review, the Program
Manager will assume control of the initial product baseline, to the extent that the competitive environment
permits.”*

“a. The Program Manager will:

(1) Develop and implement an affordable and effective performance-based product support
strategy. The product support strategy will be the basis for all sustainment efforts and lead to a
product support package to achieve and sustain warfighter requirements.

(a) The product support strategy will address, at a minimum:

5. The necessary intellectual property deliverables and associated license
rights, consistent with and integrated with the program Intellectual Property
Strategy (see paragraph 7.d of Enclosure 2)."**

*Enclosure 3: Systems Engineering, Interim DoDI 5000.02, November 25, 2013, 82.
**Enclosure 6: Life-Cycle Sustainment Planning, Interim DoDI 5000.02, November 25, 2013, 109.
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