
SAE INTERNATIONAL 

November 
 2015 
 
 
Director, Washington Operations 
SAE International 
www.sae.org 

SAE INTERNATIONAL 
STANDARDS- 
COUNTERFEIT AVOIDANCE, 
DETECTION, MITIGATION AND 
DISPOSITION 

http://www.sae.org/


G-19 & G-21  Counterfeit Avoidance, Detection, Mitigation & Disposition Committee Update 

1.  OEMS/Users of 
Electronics: 
AS5553 

2.  OEMS/Users of 
Materiel (other than 
electronics): AS6174 

3. Independent 
Distributors/Brokers of 
Electronics: AS6081 

4. Authorized 
Distributors of 
Electronics: AS6496 

5. Test Laboratories 
of Electronics: 
AS6171 

G-19 & G-21 Counterfeit Prevention & Detection Standards 



SAE Counterfeit Avoidance Steering Group

G-19 Counterfeit Electronic Components Committee Oversight
Phil Zulueta, SAE G-19 Chairman

G-21 Counterfeit Materiel Committee Oversight
Wayne Moss, Bob Tipton, SAE G-21 Co-Chairman

Auditor Competency (Asxxxx)

SAE G-19 & G-21 Document Proposed Roadmap, September 2013

Certification Body
(IAF & ISO/IEC 17021 Accredited)

Proficiency Test Provider
(ISO/IEC 17043 Accredited)

Test Provider
(Accredited to ISO/IEC 17025 & 

Certified to AS9100 and/or ISO 9001)
Operator(s) Certified to PT Scheme 
for Identified AS6171 Test Methods

AS6171, Test Methods 
Standard; Counterfeit 

Electronic Parts
Document in progress.  Dan 

DiMase & Sultan Lilani, 
Subcommittee Co-Chairman, 
Mike Megrdichian, Document 

Coordinator, SAE G-19A

Asxxxx, Compliance Standard 
or Guide

(Includes Audit Checklist)
Bill Scofield, Brian Worden - 
Subcommittee Co-Chairmen, 

SAE G-19C

Original Equipment Manufacturer/User/MRO
(Certified to AS9100 and/or AS9110 and/or ISO 9001)

Distributor
(Certified to AS9120 and/or ISO 

9001)
Broker/

Independent 
Authorized/
Franchised 

AS6081, 
Counterfeit 
Electronic 

Parts 
Avoidance, 

ID’s.  
Published 
2012-11-7.  
Rev. A in 
progress

Phil Zulueta 
Chairman, 
SAE G-19D

AS6496, 
Authorized 
Distributor 
Counterfeit 
Mitigation 
Sub-com.  
Document 
in progress

Kevin Sink & 
Robin Gray 

Co-
Chairman, 

SAE G-19AD

Original Component Manufacturer
(Certified to AS9100 and/or ISO 

9001)

Test Provider
(Certified to AS9100 and/or ISO 

9001)

AS5553A, Fraudulent/
Counterfeit Electronic Parts; 

Avoidance, Detection, 
Mitigation, and Disposition.  
Issued 2009-04-02.  Rev. A 

published 2013-01-21. Sarah 
Skinner, Subcommittee 
Chairperson, SAE G-19CI

ASxxxx, Compliance Standard 
or Guide

(includes Audit Checklist)
Bill Scofield, Brian Worden - 
Subcommittee Co-Chairmen, 

SAE G-19C

ASxxxx, OCM Counterfeit 
Mitigation Subcommittee.  

Subcommittee Proposed.  SIA, 
SRC Proposed Co-Chairpeople, 

SAE G-19O

AS6462, AS5553, Counterfeit 
Electronic Parts; Avoidance, 
Detection, Mitigation, and 

Disposition Verification Criteria
Includes Audit Checklist.  

Published 2012-11-01.  Rev. A 
in progress.

Bill Scofield, Brian Worden - 
Subcommittee Co-Chairmen, 

SAE G-19C

ARP6178, Counterfeit Electronic Parts; Tool for 
Risk Assessment of Distributors.  Worksheet and 

User Guide Published 2011-12-19
Dan DiMase & Fred Schipp, Subcommittee Co-

Chairmen, SAE G-19DR

AS6301, 
Compliance 
Standard or 

Guide
(includes 

Audit 
Checklist)

Bill Scofield, 
Brian 

Worden, 
Sub-com. 
Chairmen, 
SAE G-19C

Asxxxx, 
Compliance 
Standard or 

Guide
(Includes 

Audit 
Checklist)

Bill Scofield, 
Brian 

Worden, 
Sub-com. 
Chairmen, 
SAE G-19C

AS6174, Counterfeit Materiel; 
Assuring Acquisition of 

Authentic and Conforming 
Materiel

Published 2012-05-09.  Rev. A 
in development.  Wayne 

Moss, Bob Tipton – 
Subcommittee Co-Chairmen.
Materiel Subcommittee, SAE 

G-21

AS6174, Counterfeit Materiel; 
Assuring Acquisition of 

Authentic and Conforming 
Materiel

Commodity Slash Sheets in 
Rev. A document.  Wayne 

Moss, Bob Tipton – 
Subcommittee Co-Chairmen.
Materiel Subcommittee, SAE 

G-21

AIR6273, Terms and Definitions – Fraudulent/Counterfeit Electronic Parts
Document in progress.  Kirsten Koepsel, Subcommittee Chairperson, SAE G-19T

ASxxxx, Anti-Tamper and Transportation Security
Subcommittee Proposed.  TAPA, CBP, Express Carrier Proposed Co-Chairpeople, G-19AT

Published In Development Gap

Asxxxx, Compliance Standard or Guide
(Includes Audit Checklist)

Bill Scofield, Brian Worden - Subcommittee Co-Chairmen, SAE G-21C



G-19 Subcommittees Formed Since 2009 

G-19 
Committee 

G-19 CI - Continuous Improvement Subcommittee 
(AS5553A: Counterfeit Electronic Parts; Avoidance, Detection, Mitigation, and 

Disposition) 

G-19 D - Independent Distributor Subcommittee 
(AS6081: Counterfeit Electronic Parts: Avoidance, Detection, Mitigation, and Disposition; 

Independent Distribution) 

G-19 AD - Authorized Distributor Counterfeit Mitigation Subcommittee 
(AS6496:  Counterfeit Electronic Parts Counterfeit Mitigation AD’s) 

G-19 DR - Distributor Risk Characterization Subcommittee 
(ARP6178: Counterfeit Electronic Parts; Tool for Risk Assessment of Distributors) 

G-19 C - Standards Compliance Verification Subcommittee 
(AS6462: AS5553, Verification Criteria 
AS6301: AS6081 Verification Criteria) 

G-19 A - Test Laboratory Standards Development Subcommittee 
(AS6171: Test Methods Standard; Counterfeit Electronic Parts) 

G-19 T - Definitions Task Group 
(AIR6273: Terms and Definitions - Counterfeit Parts) 

G-19 & G-21  Counterfeit Avoidance, Detection, Mitigation & Disposition Committee Update 



G-19 & G-21  Counterfeit Avoidance, Detection, Mitigation & Disposition Committee Update 

Summary of SAE G-19/G-21 Aerospace Standards 

Standard Title Status 
SAE AS5553A 
(G19-CI) 

Counterfeit Electronic 
Parts; Avoidance, 
Detection, Mitigation, and 
Disposition 

Issued January 2013 and available 
at  www.sae.org. Rev B in 
development 

SAE AS6462 
(G19-C) 

Verification Criteria for 
Certification against 
AS5553 

AS5553 verification criteria for first 
release published – 2011-11. 
Discussions underway for 
certification programs/schemes.  
Rev. A verification criteria in ballot 

SAE AS6171 
(G19-A)  

Test Methods Standard; 
Counterfeit Electronic Parts 

In draft; Individual test methods 
balloted.  Main document balloting in 
process 

SAE AIR6273 
(G19-T) 

Terms and Definitions: In draft.   

http://www.sae.org/


G-19 & G-21  Counterfeit Avoidance, Detection, Mitigation & Disposition Committee Update 

Summary of SAE G-19/G-21 Aerospace Standards 

Standard Title Status 

SAE AS6081A  
(G19-D) 

Counterfeit Electronic Parts Avoidance – 
Independent Distributors 

Published 2012-11. 
Rev. A in development. 

SAE AS6301 
(G19-C) 

Fraudulent/Counterfeit Electronic Parts: 
Avoidance, Detection, Mitigation, and 
Disposition – Independent Distributors 
Verification Criteria 

In draft. 

SAE 
ARP6178 
(G19-DR) 

Counterfeit Electronic Parts; Tool for Risk 
Assessment of Distributors 

Published 2011-12. 

SAE AS6496 
(G19-AD) 

Authorized Distributor Counterfeit 
Mitigation 

Published 2014-08 

SAE AS6174 
(G-21) 

Counterfeit Materiel; Assuring Acquisition 
of Authentic and Conforming Materiel 

Rev. A Published 2014-
07. Rev B and slash 
sheets (refrigerants, 
fasteners) soon 
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ENSURING HARDWARE 
CYBER SECURITY 
 

Presenter
Presentation Notes
I am here today to provide awareness of current efforts being developed to ensure hardware cyber security.

http://www.sae.org/


Time for Action!  Dilbert Gets Hacked! 

Presenter
Presentation Notes
Cyber security and hacking are such a big issues, that it seems almost weekly that we hear about another big event.  It’s so big that it’s even made its way into recent comics.  Before we get into the presentation, I’ll give you a minute to read and enjoy these comics from Dilbert…   As you’re reading, I’ll provide some perspective.  Even the comics have been hacked!  In this comic strip, Dilbert had to humorously resort to scissors in order to disrupt the cup and string communication system of the Elbonians in retaliation against the hackers since they do not have much cyber infrastructure.Now that I have you in the right frame of mind, cyber attacks are costly to everyone. This comic demonstrates how a technologically subdued nation state can strategically use hacking against a technology rich nation through identified vulnerabilities.  Not quite the Sony incident, but it sure looks similar!  The recent Sony attack in 2014 created tension among nation states that resulted in the United States invoking economic sanctions against North Korea.



Ensuring Hardware Cyber Security 

Course Objectives 

• Awareness and Understanding of the Threat 

• Current Government Policy – DFARS 

• Terms, Definitions and Taxonomy 

• Introduction to Cyber Physical Systems 
Security (CPSS) 

• Industry Efforts 

• SAE G-19A Tampered Subgroup 

• CPSS and the Systems Engineering Approach 

• Recommended Next Steps 

• Future Work 

 

Presenter
Presentation Notes
Here are the objectives that I will cover in today’s panel presentation.  By the end of the presentation, you should have an awareness of some of the current government policies addressing the issue including the recently enacted Defense Federal Acquisition Regulations Supplement, an understanding of new terms, definitions and taxonomy, an introduction to cyber physical systems security, SAE industry efforts including the G-19A tampered subgroup and the call to action for CPSS systems engineering perspective, recommended next steps, and future work needed.



Problem Statement and Executive Response 
• Attack vectors are applied to vulnerabilities in electronic 

parts* associated with tampering (as defined by the SAE 
organization).   

• These threats to hardware assurance and security cover 
a broad range of attack vectors in cyber physical and 
industrial control systems supporting the U.S. critical 
infrastructure and national security.  

• In response, Executive Order 13636 - “Improving Critical 
Infrastructure Cybersecurity” calls for the development 
of a Cybersecurity Framework (NIST, 2013), which is 
charged with the task of adopting and implementing 
risk-based standards to identify high-risk infrastructure 
and select alternatives for risk mitigation. 
 *Definition of electronic part includes circuit assemblies as defined by DoD 

Presenter
Presentation Notes
Before we address the problem, we need to have an understanding of the issues.  Attack vectors are introduced through vulnerabilities in electronic parts that could be used to compromise cyber physical system function or gain access to critical and sensitive system information.  Cyber physical and industrial control systems are susceptible to compromising attacks due to electronic parts with embedded malware or hardware Trojans.   Further unintended vulnerabilities can also be introduced with the integration of complex hardware, software, and firmware supporting the critical infrastructure without a holistic approach to address areas of concern for a cyber physical system.  In response to the threats, the White House has initiated a number of initiatives addressing the problem and has requested cooperation from both the government and the private sector to address the growing threats.



NIST  Cyber  
Framework 

02/12/2014 

NIST SP-800-53 
04/2013 

US Cyber Command 
10/31/10 

Navy Fleet Cyber Command 
12/2009 

NATO CCD COE 
10/28/08 

Operation Buckshot Yankee 
2/1/09 

SHAMOON Cyber Attack on Aramco 
10/1/08 

USAF  Cyber 
Command 

11/2006 

NSF Trust Center 
4/11/2005 

Cyber Attacks on Estonia 
4/2007 

2003 2005 2006 2007 2009 2010 2011 2012 

Panetta Brief on Electric Grid 
10/11/2012 ENISA 

Established 
09/01/2006 

Cyber Security Research Alliance 
 10/2012 

A Partial Listing of Major Cyber Physical  Systems Related Milestones 
(with Expectations of Additional Activity in 2015) 

2004 2008 2013 2014 

Stuxnet Attack 
06/01/10 
 

NITRD Established 
10/1/2001 

CNCI Established  
1/1/08 
 

NCCoE Established 
2/21/12 

NERC 1300 CIP (002-009) -3 Approval 
11/26/2012 

Satellite Attacks  
2007-2008 

Information Security 
Management Act 

12/17/2002 

NERC  
Established  
03/28/06 

CIDPP  
Established  
12/2003 
 

NIAC Established  
10/16/2001 
 

Terrorist Attack 
September 11, 2001 

CIPC Updated  
2003 

DoDI 8500.01 
04/2014 

Industry data breaches and cyber attacks increased in 2014 by 23.9% compared with 2013 to 761 reported 
breaches exposing 83,176,279 records 

(http://www.idtheftcenter.org/id-theft/data-breaches.html) 

Target Breach 
in the news 

12/19/2013 

Executive Order 13036 
2/12/2013 

DFARS Final Rule 
79 Fed. Reg. 26001 
 5/6/2014 

DFARS Final Rule 
78 Fed. Reg. 69273 

11/18/2013 

Presenter
Presentation Notes
This slide provides a high-level view of some of the major milestones related to cyber physical systems security.  Some of the milestones are specific attacks, and some of the milestones highlight government agencies formed in response to legislation or in direct response to a specific threat.  Some of the flags are color coded to highlight specific events and the response.  As you can see, there has been an increase of activity over time, with expectations of significant actions in 2015 and beyond, including a new Executive Order from the White House promoting private sector cybersecurity that contains the recent announcement introducing a new agency to sniff out threats in cyberspace through the creation of the Cyber Threat Intelligence Integration Center.



 
 

Definition of Electronic Part Discussion 
“Embedded Software or Firmware” 

Implications* 
 

Hardware Assurance & Security for Cyber 
Physical Systems 

 
 
 
 
 

 
 

DFARS HOT TOPICS 

*Definition of electronic part DFARS 252.246-7007 

Presenter
Presentation Notes
There are millions of electronic piece parts being fabricated in untrusted foundries or are being counterfeited from parts extracted off of recycled circuit boards.  The cyber threat is further exasperated due to electronic parts with hardware Trojans and embedded malware.  These counterfeit parts pose a significant risk in critical applications. In response to the cyber threat due to vulnerabilities in electronics hardware, software, and firmware, the U.S. Department of Defense included embedded firmware and software in scope of the Defense Federal Acquisition Supplement for counterfeit avoidance and detection, enacted in May 2014. 



DFARS Requirements 

• Electronic part means an integrated 
circuit, a discrete electronic component 
(including, but not limited to, a 
transistor, capacitor, resistor, or diode), 
or a circuit assembly (section 818(f)(2) 
of Pub. L. 112-81). The term “electronic 
part” includes any embedded software 
or firmware.* 

The Definition Implies Hardware Cyber Security Concerns 
*Definition of electronic part DFARS 252.246-7007 

Presenter
Presentation Notes
According to the counterfeit avoidance and detection regulations, an electronic part means an integrated circuit, a discrete electronic component, or a circuit assembly, and includes any embedded software or firmware, implying hardware cyber security concerns.



Cyber Physical Systems (CPS) 

Tangible Output* 
 

Power 
 

Refined Oil 
 

Financial 
Transaction 

 
Communication 

 
Patient 

Health Status 
 

Water 
Pressure 

 
* Per NITRD CPS 

Connected to 
Numerous 

Cyber Physical 
Systems 

External Communication  

CPS Includes Industrial Control  Systems and IT. 

15 

Presenter
Presentation Notes
So what are cyber physical systems?  We define Cyber Physical Systems (CPS) as electronics systems that operate as a single, self-contained device or within an interconnected network providing shared operations.  An added distinction of this CPS definition is a requirement for affecting a tangible output through command and control electronics embedded in the device or distributed across network nodes.  A tangible output could be power, refined oil, financial transactions, communication, patient health status, water pressure, and so forth.Cyber physical systems include industrial control systems and information technology.  The government has formalized the definition of cyber physical systems under NITRD.  NITRD is the networking and information technology research and development program.



Six Months of Recent Notable Hacking Attacks 

2014 2015 

Anthem Health  
80M Records 
Hacked  
2/5/2015 
 

CICS  Services  
Unknown 
Hacked  
1/30/2015 
 

Grill Parts 
Unknown 
Hacked  
1/16/2015 
 

Lokai 
Unknown 
Hacked  
1/7/2015 
 

NVIDIA Corp 
Unknown 
Hacked  
1/6/2015 
 

Morgan Stanley 
350K 
Hacked  
1/5/2015 
 

Chic-Fil-A HQ 
Unknown 
Hacked  
1/2/2015 
 

Microsoft xBoxes 
Sony Play Stations 
Unknown 
Hacked  
12/26/2014 
 

Boersma Bros 
Unknown 
Hacked  
12/24/2014 
 Corday Prod 
Unknown 
Hacked  
12/24/2014 
 

ABM Service 
Unknown 
Hacked  
12/11/2014 
 

Charge  
Anywhere 
Unknown 
Hacked  
12/9/2014 
 

Bebe Retail 
Unknown 
Hacked  
12/5/2014 
 

American  
Residuals 
Unknown 
Hacked  
12/1/2014 
 

Shutterfly 
Unknown 
Hacked  
11/26/2014 
 

CA State  
Comp Ins 
Unknown 
Hacked  
11/25/2014 
 

Sony Pictures 
45K 
Hacked  
11/24/2014 
 

US State Dept 
Unknown 
Hacked  
11/17/2014 
 

US Weather Sys 
Satellite Sys 
Hacked  
11/13/2014 
 

US Postal Svc 
800K 
Hacked  
11/10/2014 
 

Fidelity  
Financial 
800K 
Hacked  
11/3/2014 
 Palm Springs  
FCU 
Unknown 
Hacked  
11/3/2014 
 

Reeves International 
Unknown 
Hacked  
10/3/2014 
 

American  
Soccer Inc. 
Unknown 
Hacked  
10/23/2014 
 

Staples Inc 
1.2M 
Hacked  
10/20/2014 
 

Hackers Apply Systems Engineering to Identify  
Vulnerabilities in Cyber Physical Systems 

Presenter
Presentation Notes
Hacking and cyber attacks have become such a big problem, that we are almost certain to hear about another big breach in the news every week.  This chart shows the state of reported cyber hacking in a six month period between 2014 and 2015 on government or business cyber physical systems. It is not all inclusive. The reporting dates may cover incidents that occurred over several years and may not reflect the most current information that is still being investigated.  In addition, not all organizations are reporting.  However, there is one thing in common with all of these reported attacks – there was a vulnerability in the cyber physical system’s hardware, software, or firmware that enabled the attack.



What are the Challenges for CPS-Security? 
• The dependencies of CPS on technology 

• HW /SW Vulnerabilities make the possibility of disruption greater than ever 
• CPS Stakeholder loss of confidence has high impact to business 

• Scalability of the CPS-security design 

• CPS Performance prediction 

• Advancement of attacker’s capabilities 
• Highly sophisticated clones 
• Attacker’s intent 

• Security and Privacy in CPSS 

• Modeling and Simulation 

• Lack of detection for embedded chip features 
• CPS Risk Assessment and Decision Analysis  

• CPS  Resiliency Definition 

Source:  
2014 CHASE Workshop  

Cyber Physical Systems Panel 
 

Panel members included: 
DHS, DOD, NIST, NSF, and 

Government Consultants 

Presenter
Presentation Notes
To begin to deal with the issue, we need to understand the challenges.  There were a number of challenges identified for cyber physical systems security at last year’s Center for Hardware Assurance Security and Engineering Workshop.  Issues such as dependencies of cyber physical systems on technology, modeling and simulation, and lack of detection for embedded chip features are just a few of the issues identified during a panel discussion dedicated to the topic.  I won’t read all of the concerns.  A summarized list is here for your reference.



Hardware Cyber Security 
Cyber Physical Systems Security is a complex topic with areas of 

concern that need to be addressed to maintain resilient systems. 

• Need to establish a taxonomy that enables a common understanding 
for integrating an approach. 

• Elements of the approach include current and future risk assessment, 
presentation of any gaps, and resolution to mitigate risks across areas 
of concern. 

• Cyber ranges and improvements of test methods to detect 
vulnerabilities and threats needs to be developed. 

Presenter
Presentation Notes
Cyber Physical Systems Security is a complex topic that intersects with a number of areas of concern if we are going to control the problem.The first step in addressing Cyber Physical Systems Security is to identify the various areas of concern that pose real threats, vulnerabilities, and consequences and to organize them into a framework that is manageable and establish consistent definitions for a common understanding throughout industry and government.Elements of the approach should include current and future risk assessment, presentation of any gaps, and resolution to mitigate risks across areas of concern.Industry also needs improved methods and range environments to better characterize and simulate cyber effects for both assessments and training.



Cyber Physical Systems Security 

Software  
Assurance and 

Application  
Security 

Asset  
Management 

and Access 
Control 

Track and 
Trace 

Anti-Malicious 
and  

Anti-Tamper 
Life Cycle  

and DMSMS 

Anti-Counterfeit 
and SCRM 

Information 
Assurance and  
Data Security 

Information  
Sharing  

and Reporting 

Electronic and 
Physical Security 

Prognostics, 
Forensics and 

Recovery Plans Cyber Physical 
Systems Security 

Electronics  
Hardware and Firmware Software 

Command and Control 

Today’s Cyber Physical Systems (CPS) 

Critical for the Protection of CPS 
through Modernization and Migration - essential to defending the 

 homeland, building security globally, deterring aggression,  
and remaining prepared against any adversary 

(DiMase et al., 2015) 

Presenter
Presentation Notes
As we develop solutions to address the risk of cyber physical systems security, we will need to come up with a process from a systems based view that interweaves the various areas of concern.   The construct needs to be robust based on the knowledge we know today, yet resilient enough to address the persistent, dynamic threat of the evolving cyber criminal or state actor.  It should not be exclusive to the strictly technological perspective, but also incorporates social and decision making aspects in the construct.When we think about the problem, we will need to identify where we have weaknesses and gaps in policy, services, and technologies in all the areas of concern as we formulate solutions for more robust, resilient cyber physical systems that protect our critical infrastructure that these systems support.



Hardware Cyber Security 

Industry Efforts to 
Address Hardware Cyber 

Security Threats 

Presenter
Presentation Notes
Next I will discuss some of the industry efforts established to address the threats of hardware cyber security.



Hardware Cyber Security 
Electronic Piece Parts 

Tampered:  A part modified for sabotage or malfunction. 
 

Tampering can occur at any phase of a part’s life cycle [design thru usage].  
 
For example: 
 

Tampered Counterfeit Electronic Parts May Include Maliciously Altered Firmware or Software 

• Tampered chips can act as silicon time bombs 
where their functionality is unexpectedly disrupted 
at a critical moment. 

 
• Tampered chips may contain backdoors that give 

access to critical system functionality or leak secret 
information to an adversary. 
 

• Tampered parts may also perform unauthorized or 
inappropriate functions that could cause loss of 
control of the system. 

 

Presenter
Presentation Notes
To deal with the problem, we begin by addressing the vulnerability in electronic piece parts.  First, the G-19A defined the term “tampered” counterfeit part so we have a common understanding of the issue.  A tampered counterfeit is a part modified for sabotage or malfunction that can occur at any phase of a parts life cycle.There are several examples of tampered parts including those with silicon time bombs, backdoors that give access to critical system functionality or leak secret information, or parts that perform unauthorized or inappropriate functions.  A tampered counterfeit electronic part may include maliciously altered firmware or software.



SAE G-19A Tampered Subgroup Efforts 
• For the first release of AS6171, SAE G-19A has proposed 

an assessment of a programmable device as part of the 
evaluation (to determine if it is pre-programmed). 

• G-19A main committee voted unanimously to form a 
“Tampered” subgroup. 

• Summarized Scope & Expected Outcome: 
– Advance the knowledge of how advanced malicious features are 

introduced and applied in electronic parts. 
– Develop a detailed taxonomy of defects associated with tampered 

counterfeit parts. 
– Develop cost effective test methods capable of detecting defects 

associated with tampered counterfeit parts. 
– Establish and standardize methods for detecting the presence of 

malicious features in electronic parts that could be introduced at any 
point in the component life cycle. 

 G-19A Tampered Subgroup Effort is Limited to Electronics Piece Parts. 

Presenter
Presentation Notes
To tackle this massive issue, we started by addressing the threat in the SAE G-19A at the electronic piece part level.  The effort of this group is limited to piece parts and does not address assemblies or systems.  The scope of the G-19A is to develop an SAE Aerospace specification that standardizes practices to detect suspect counterfeit components that includes tampered counterfeit parts.  In the first release of the standard AS6171, the committee has proposed an assessment to determine if programmable devices have been pre-programmed.  For the next release, a tampered subgroup has been formed.  The scope and expected outcome of the tampered subgroup are to advance the knowledge of how sophisticated malicious features are introduced and applied in electronic parts, construct a detailed taxonomy of defects associated with tampered counterfeit parts, develop cost effective test methods capable of detecting defects associated with tampered counterfeit parts, and finally, establish and standardize methods for detecting the presence of malicious features in electronic parts that could be introduced at any point in the component life cycle.



SAE G-19A Tampered Subgroup Efforts 

Align Test Methods to Observable Result at Each Life Cycle Level 

Life Cycle 
Stages 

Threats 
 

Threat 
Taxonomy 

Test 
Methods 

Resultant 
Event 

OCM 

Broker 

Rec. Insp 

Manf./Test 

Integration 

Operations 

Disposition 

HW-SW 
Trojans 

Malware 

Layout 
Level 

Embedded 
Firmware 

Operating 
System 

Open Ext. 
Channel 

Triggers 

Corrupt 
Blocks 

Data 
Extraction 

DoS  

Degraded 
IA 

Active 
Receiver 

Event Log  

Timing 
Events 

Presenter
Presentation Notes
To address the threat, the G-19A Tampered subgroup has developed a fidelity chart to organize the approach through expression.  First, the subgroup identified categories in which the persistent threat can be applied to electronic parts at any point in their life cycle.  Second, the threats are characterized by the mechanism in which they work.  Next the threat taxonomy must be analyzed and corroborated by the User community so that we have a common understanding of the threats and an approach necessary to resolve them.  Then, the preferred approach is a proactive approach to detect and measure the resultant event once the malware or hardware Trojan is triggered. This is different from the current reactive approach of scanning for all possible variants of each threat.  Last, the test methods used to detect resultant events must be proficient, effective and limit the number of false positives and false negatives. The efforts of the G-19A Tampered subgroup are currently ongoing.  If individuals from this audience would like to participate in the effort or have test methods they believe will detect embedded malware and hardware Trojans, please let me know.



Calling for Assistance from SMEs in these areas 

Malware Expression Table 

Unintended 
Communication Channel 

Hardware Modification 
(enables invasive 

operations) 

Security Defect 
(Component Level) 

Interruption of Functional 
Behavior 

Differ from Test 
Reference Part 

(operation, or physical) 

 I/O ports and points of 
information leakage  

Functions outside of the 
specifications of the 

part  
(Designed-in or 

Tampering) 

Backdoor unlocking Non-uniform or random 
failures. 

Component Physical 
Analysis : 

Undocumented access 
to information. 

Unintended from buyer 
perspective. 

Security feature failure 
(includes Dopant, and 

other HW attacks) 
 

Security side-
affects/leakage 

 

Premature failure 
(incoming through lifecycle 

reliability issues). 
 

Deny of access to memory 
 

Destroy information 
(overwrite or erasure) 

 
Disclose memory 

 
Distort information  
(modify memory)  

 

•Visual Inspection 
• X-Ray, 
• Plating (leads XRF)  
• FTIR/RAMAN 
• Die attachment     
(SEM-EDS) 

• Thermal Signature 
• EMI, RF, Magnetic 
• Scanning Acoustic 
Microscopy 
 

Presenter
Presentation Notes
The first four columns are terms for malicious expressions identified by the subgroup.  The fifth column represents test methods that detect differences in the microchip that may have embedded malware and hardware Trojans that are under development by the subgroup.  In an ideal environment, a microchip would include features that would allow for identification of these expressions.  If subject matters are interested in working with the subgroup to develop test methods to detect these expressions, please let me know.  We are also looking for FPGA and ASIC designers who would design enabling technologies for this type of testing.



Cyber Physical Systems Security 

CPSS for Assemblies  
& Subsystems 

Presenter
Presentation Notes
Next we need an approach to address assemblies and subsystems.  SAE has announced the need for the call to action for the CPSS Systems Engineering committee to address cyber physical systems security for assemblies & subsystems from a systems engineering perspective.



Implementing Cyber Physical Systems Security 
A Systems Engineering Perspective 

Introduces an Integrated Approach to the Problem that Includes Assemblies and Subsystems 
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The purpose of the SAE CPSS systems engineering committee is to codify the CPSS framework incorporating industry best practice and guidelines from the many different policies and standards addressing the areas of concern in silos from different industry specific sectors.  The standard will be risk-based and written with the perspective of being able to apply the approach to any sector needing cyber physical systems security.Users will define a electronic security perimeter for the cyber physical system of interest.  The systems engineering process will yield important artifacts and metrics for overcoming the challenge of managing the threat environment for a large cyber physical system with a wide area of coverage.  This can be done once the modeling tools are established through the committee.



Recommended Next Steps 
• Support and expedite (if possible) SAE G-19A efforts to develop 

cost effective test methods capable of detecting defects 
associated with tampered parts.  The group could use additional 
engineering SMEs. 

• Support and expedite (if possible) SAE G-19A efforts to establish 
and standardize methods for detecting the presence of malicious 
features in electronic parts that could be introduced at any point 
in the component life cycle.  

• Support from FPGA and ASIC designers who would design 
enabling technologies for this type of testing. 

• Support and expedite (if possible) the developing cyber physical 
systems security effort from the SAE systems engineering 
committee.  

Engineering SMEs Taking a Lead to Close Gaps. 
Organizations Could Assist by Identifying Engineering SMEs 

and Supporting their Participation in the Two Groups. 
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Here are some recommended next steps. Support and expedite SAE G-19A efforts to develop cost effective test methods capable of detecting defects associated with tampered parts.  The group could use additional engineering SMEs. Support and expedite SAE G-19A efforts to establish and standardize methods for detecting the presence of malicious features in electronic parts that could be introduced at any point in the component life cycle. We are also looking for FPGA and ASIC designers who would design enabling technologies for this type of testing.  Support and expedite the developing cyber physical systems security effort from the SAE systems engineering committee. 



Future Work and Research Needs 
• Identify where we have weaknesses and gaps in policy, services, 

and technologies in all the areas of concern as we formulate 
solutions for more robust, resilient cyber physical systems that 
protect our critical infrastructure that these systems support. 

• Research is needed to design and build real-world models and 
ranges supporting experimentation and validation for embedded 
malware, hardware Trojans, and CPSS. 

• Operational CPSS modeling tools will enable cost-effective, risk-
based cyber resiliency requirements. 

• Research is needed for detection tools for embedded malware and 
hardware Trojans. 

• Research for User assessment toolsets will lead to sustainable trust 
and agility in a resilient, trusted supply chain. 

• Support to emerging system-on-chip architectures is needed for 
designed-in cyber resiliency and security. 

 
Enabling Hardware Cyber Security, Assurance, & Resiliency 
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This is a list of some of the future work and research needs to enable hardware cyber security, assurance, and resiliency. First, we need to identify where we have weaknesses and gaps in policy, services, and technologies in all the areas of concern as we formulate solutions for more robust, resilient cyber physical systems that protect our critical infrastructure that these systems support.  Research is needed to design and build real-world models and ranges supporting experimentation and validation for embedded malware, hardware Trojans, and cyber physical systems security. Operational CPSS modeling tools will enable cost-effective, risk-based cyber resiliency requirements. Research is needed for detection tools for embedded malware and hardware Trojans. In addition, research for User assessment toolsets will lead to sustainable trust and agility in a resilient, trusted supply chain. Finally, support to emerging system-on-chip architectures is needed for designed-in cyber resiliency and security.



• Awareness and Understanding of the Threat 

• Current Government Policy – DFARS 

• Terms, Definitions and Taxonomy 

• Introduction to Cyber Physical Systems Security (CPSS) 

• Industry Efforts 

• SAE G-19A Tampered Subgroup 

• CPSS and the Systems Engineering Approach 

• Recommended Next Steps 

• Future Work 

Summary 
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In summary, through this presentation you should have an awareness and understanding of some of the current government policies addressing the issue including the recently enacted Defense Federal Acquisition Regulations Supplement, the impact and consequences of the threat, an understanding of new terms, definitions, and taxomomy, including cyber physical systems security, SAE industry efforts to address the threat including the G-19A tampered subgroup and the call to action for CPSS systems engineering perspective, recommended next steps, and future work needed.



SAE INTERNATIONAL 

QUESTIONS? 
 
SAE G-19A Committee Chair 
SAE International 
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Thank you for your time.  Are there any questions?
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