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Prime Vendor Support in South Carolina Area

The following solicitation and associated amendments are hereby incorporated into subject
contract: SPE300-16-R-0033 and Amendments 0001-0021.

Administrative contract is SPE300-19-D-A000.

The maximum dollar value of the Contract term including the twenty four (24) month base term
plus one twelve (12) month and one twenty four (24) month option period is $452,617,541.00.

The guaranteed minimum dollar value for the twenty four (24) month Base period is
$17,747,207.50.

The guaranteed minimum dollar value for the twelve (12) month first Option period is
$8,873,603.75.

The guaranteed minimum dollar value for the twenty four (24) month Option period is
$17,747,207.50.

Estimated total Contract Dollar VValue: $177,497,075.00
Award Date: 11 October 2018

Option One (1) if exercised: 11 October 2020 through 09 October 2021
Option Two (2) if exercised: 10 October 2021 through 07 October 2023

Option Period values and information included for informational purposes only. Applicable only
if exercised.

CONTRACT TYPE: Indefinite Delivery, Indefinite Quantity Contract — Fixed Price with
Economic Price Adjustment (EPA).

Implementation Period: 60 days:

*US Foods Lexington must: Provide implementation plan within 7 days of contract award
Post Award conference: within 5 days of contract award

Visit customers/catalog scrub: within 30 days of contract award.

Submit a complete 832 transaction: within 45 days of contract award.

Receive first order: 60 days after contract award.

*US Foods must ensure all catalog items are in accordance with most up to date Buyer’s Guide.*
Detailed guidance and specifications are provided for most standard meat, seafood and poultry
items required in the recipes and menus. Processed fruits and vegetables and other miscellaneous
food service items are also covered. See the Army Buyers Guide referenced below. Please note
that the Air Force and Marine Corps follow this guide as well. Navy customers use the Master
Load List:

www.quartermaster.army.mil/jccoe/Operations_Directorate/ CSPD/Buyers_Guide/Army-Buyers-
Guide-Version-11-Nov-2017.pdf



http://www.quartermaster.army.mil/jccoe/Operations_Directorate/CSPD/Buyers_Guide/Army-Buyers-Guide-Version-11-Nov-2017.pdf
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SECTION A —-SOLICITATION/CONTRACT FORM

The following amendments issued under Solicitation SPM300-16-R-0033 are hereby
incorporated as part of this contract:
Amendment 0001 through Amendment 0021 and Subcontracting Plan.

The following documents from the vendor’s offer are hereby incorporated into this contract:
The Non-Price Proposal and Price Proposal which took no exception to the terms and conditions
of Solicitation SPM300-16-R-0033. All elements of the Non-Price and Price Proposals which
met the government’s requirements are hereby incorporated into this contract.

Final Proposal Revisions dated June 12, 2018.
SECTION B - SUPPLIES/SERVICE AND PRICE

ITEMS: This solicitation is for total food and beverage support for garrison foodservice feeding.
The successful Contractor shall provide full-line food service items, such as but not limited to,
canned items, fresh milk, dry items, chill items, UHT dairy items, frozen bakery products, frozen
meats, frozen seafood and poultry, ice cream, eggs and other dairy products, fresh fruits and
vegetables and nonfood Food Service Operating Supplies. Currently, fresh bread/bakery items do
not have stated requirements within this solicitation, but they are in the scope of this procurement
and the Contractor may be required to provide them during the course of contract performance.

FOB TERMS: FOB Destination for all items, unless otherwise specifically stated.

FILL RATE: The required overall contract purchase order fill rate is 98.5% for non-catch-
weight and catch-weight items.

CONTRACT TERM: The total duration of this contract, including the exercise of any options,
shall not exceed five (5) years.

The effective date of this award is 11 October 2018.

CONTRACT TYPE: Indefinite Delivery, Indefinite Quantity Contract — Fixed Price with
Economic Price Adjustment (EPA)

Award Date: 11 October 2018

Implementation Period: 60 Days

The estimated dollar value of the twenty four (24) month Base Period of the contract (11 October
2018 — 10 October 2020) is $70,988,830.00.

The total estimated dollar value for this acquisition, including the option periods if exercised is
$177,497,075.00.

The maximum ceiling will be 255% of the estimated dollar value of the Contract term (up to five
(5) years) or $452,617,541.00.

PRICING: Fixed Price with Economic Price Adjustment (EPA)



SECTION C — DESCRIPTIONS / SPECIFICATIONS

Under this contract, all customers are required to electronically submit every order through the
Government’s Subsistence Total Order and Receipt Electronic System (STORES).
Orders shall be submitted by the customer by 2:00 p.m. for skip-day deliveries.

SECTION D - PACKAGING AND MARKING

All packaging and packing shall be in accordance with good commercial practice. Labeling shall
be in accordance with commercial labeling complying with the Federal Food, Drug and
Cosmetic Act and regulations promulgated there under. Shipping containers shall be in
compliance with the National Motor Freight Classification and Uniform Freight Classification
Code. The Contractor shall be responsible for abiding to any applicable packaging, packing, and
marking regulations of the various countries in/through which product will be stored/transported.

SECTION E - INSPECTION AND ACCEPTANCE

Inspection and acceptance of products will be performed at destination. The inspection is
normally limited to identify, count and condition; however, this may be expanded if deemed
necessary by either the military Veterinary Inspector, Dining Facility Manager, Food Service
Advisor/Officer, or the Contracting Officer.

SECTION F - PLACE OF PERFORMANCE

The following is designated as the plant location for the performance of this contract for all
contract line items:

US Foods Lexington

120 Longs Pond Road
Lexington, SC 29072-9376
us

SECTION H—- CONTRACT ADMINISTRATION DATA

Administration of the contract will be performed by the Defense Logistics Agency (DLA) Troop
Support.

SECTION I - INVOICING

Although invoices must be submitted electronically, the following address must appear in the
“Bill To” or “Payment Will Be Made By” block of the contractor’s invoice:

DFAS COLUMBUS CENTER
DFAS/CO-SEPS
P.0. BOX 182317



COLUMBUS, OH 43218-6260

Each invoice shall contain sufficient data for billing purposes. This includes, but is not limited
to:

Contract Number, Call or Delivery Order Number, and Purchase Order Number;

DoDAAC;

Contract line listed in numeric sequence (also referred to as CLIN order);

Item nomenclature;

LSN or NSN;

Quantity purchased per item in DLA Troop Support’s unit of issue;

Total dollar value on each invoice (reflecting changes to the shipment, if applicable).

Cat. # | Category Description Unit of | Base Dist. Option 1 Dist. | Option 2
Measure | Cat. Price Cat. Price Dist. Cat.
Price
1 Beef, Raw, Cooked, Frozen/Chilled LB
2 Poultry, Raw, Cooked, Frozen/Chilled LB
3 Pork, Raw, Cooked, Frozen/Chilled LB
4 Mixed meats, Luncheon Meats, Franks, Hot | LB
Dogs, Frozen/Chilled
5 Lamb, Veal and Game, Raw, cooked - LB
Frozen/Chilled
6 Seafood, including Fish and Shellfish, Raw, | LB
cooked, Frozen/Chilled
7 Grocery products canned, jar, pouch, sleeve | CS

(example: non-meat, meat, fish, soups,
sauces, salsa, gravy, brown gravy, bouillon,
stock, fruits, vegetables, dry milk - to

include baby food)

8 Fruits and Vegetables, Frozen and Chilled — | CS
including further processed refrigerated

9 Frozen /Chilled Entrees (example: Cordon CS

Bleu, Chicken Kiev, Stuffed Chicken
Breasts, Stuffed Pork Chops, Appetizers,
Pizza, Burritos, Corn Dogs, Pizza Toppings,
Pancakes, French Toast, French Fries,
Onion Rings, Hash Browns, Tater Tots,
Vegetarian/Vegan - Veggie Burger, Breads,
Doughnuts/Cookies/Baked Pretzels, Danish,
Pastries, Muffins, Bagels, Loafs, Rolls,
Biscuits, Cookie Dough, Pizza Crust,
Tortillas, Pie Shells, Bread Dough,
Turnovers, Cheesecakes, Cobblers,




Specialty Cakes, Cakes, Pies and Other
Related Products)

10

Snack Foods, Baked Goods, Chips/Pretzels
(example: Cookies, Crackers, Granola Bars,
Energy bars, Toaster Pastries, Snack Cakes,
Potato Chips, Corn Chips, Pretzels, Wheat

Chips, Popcorn, and other related products)

CS

11

Confectionary, (example: Candy, chocolate,
chewing gum, Marshmallows)

CS

12

Cereal, cold, hot - ready to eat (example:
Corn Flakes, Oatmeal, Grits) - to include
baby food

CS

13

Dry Goods, (example: Dry Pasta, Rice,
Beans, Bread Crumbs, Corn Meal, Baking
Chips, Stuffing, Dry Soups, Croutons, Ice
Cream Cones, Taco Shells, Imitation Bacon
Bits, Sunflower Seeds, Dried Fruit, Nuts,
Coconut ,Raisins, Sugars, Low Calorie
Sweeteners, Gelatin/Pudding/Desert Mixes,
Powdered Creamer, Shelf Stable Creamer,
Flour, Corn Starch, Baking Soda, Baking
Powder, Yeast, Baking Mixes, Brownie
Mix, Roll Mix, Bread Mix, Pancake Mix,
Cake Mix, Powder Mixes, Soft Serve Ice
Cream, Milk Shake, Frozen Yogurt Mix and
other related products) CS Product only

CS

14

Reserved

15

Meal Kits, Heater Meals, Sandwich kits

CS

16

Jams, Jellies, Peanut Bultter, Preserves,
Honey, Syrups, Icings, Pie Fillings
Puddings, Gelatins, Cherries Maraschino,
Fruit Toppings, Caramel Topping, Fudge
Topping, Sprinkles, Dressings, Processed
Grated Parmesan, Olives, Pickles, Relish,
Mayonnaise, Mustard, Ketchup, Hot Sauce
and Other Condiment Related Products
Shortenings, Food Oils, Cooking Spray,
vinegar, Cooking Wine, Sherry (except
Portion controlled)

CS




17

Portion Controlled Items, Up to 500 Count
Case, Refrigerated or Non-Refrigerated,
(example: Jams, Jellies, Peanut Butter,
Preserves, Honey, Syrups, Toppings,
Dressings, Relish, Mayonnaise, Mustard,
Ketchup, Sauces, Dessert Related Products,
Hot Sauce, Gelatins, Puddings, Salt and
Pepper Packets , Butter/ Margarine Spread,
Sugars, Low Calorie Sweeteners, Powdered
Creamer and Shelf Stable Creamer -
individual packets/cup, Coffee, Tea, Cocoa,
Hot Chocolate, and Beverage Base Powder
— Beverage Powders, individual portion,
{example: Sports Drinks, Pink Lemonade,
Iced Tea Mix energy and Other beverage
powder flavors}, and Other Condiment
Related Products

CS

18

Portion Controlled Items, 501 to 999 Count
Case, Refrigerated or Non-Refrigerated,
(example: Jams, Jellies, Peanut Butter,
Preserves, Honey, Syrups, Toppings,
Dressings, Relish, Mayonnaise, Mustard,
Ketchup, Sauces, Dessert Related Products,
Hot Sauce, Gelatins, Puddings, Salt and
Pepper Packets , Butter/ Margarine Spread,
Sugars, Low Calorie Sweeteners, Powdered
Creamer and Shelf Stable Creamer -
individual packets/cup, Coffee, Tea, Cocoa,
Hot Chocolate, and Beverage Base Powder
— Beverage Powders, individual portion,
{example: Sports Drinks, Pink Lemonade,
Iced Tea Mix energy and Other beverage
powder flavors}, and Other Condiment
Related Products

CS

19

Portion Controlled Items, 1000 to 3000
Count Case, Refrigerated or Non-
Refrigerated, (example: Jams, Jellies,
Peanut Butter, Preserves, Honey, Syrups,
Toppings, Dressings, Relish, Mayonnaise,
Mustard, Ketchup, Sauces, Dessert Related
Products, Hot Sauce, Gelatins, Puddings,
Salt and Pepper Packets , Butter/ Margarine
Spread, Sugars, Low Calorie Sweeteners,
Powdered Creamer and Shelf Stable
Creamer - individual packets/cup, Coffee,
Tea, Cocoa, Hot Chocolate, and Beverage

CS




Base Powder — Beverage Powders,
individual portion, {example: Sports Drinks,
Pink Lemonade, Iced Tea Mix energy and
Other beverage powder flavors}, and Other
Condiment Related Products

20

Portion Controlled Items, > 3000 Count
Case, Refrigerated or Non-Refrigerated,
(example: Jams, Jellies, Peanut Butter,
Preserves, Honey, Syrups, Toppings,
Dressings, Relish, Mayonnaise, Mustard,
Ketchup, Sauces, Dessert Related Products,
Hot Sauce, Gelatins, Puddings, Salt and
Pepper Packets , Butter/ Margarine Spread,
Sugars, Low Calorie Sweeteners, Powdered
Creamer and Shelf Stable Creamer -
individual packets/cup, Coffee, Tea, Cocoa,
Hot Chocolate, and Beverage Base Powder
— Beverage Powders, individual portion,
{example: Sports Drinks, Pink Lemonade,
Iced Tea Mix, energy and Other beverage
powder flavors}, and Other Condiment
Related Products

CS

21

Salads, Prepared, Chilled/Fresh (example:
Mixed Greens, Potato Salad, Egg Salad,
Tuna Salad, Cole Slaw, Macaroni Salad)

CS

22

Spices, Seasonings, Salt & Pepper, Spice
Blends, Herbs, Flavorings, Extracts and
Food coloring

CS

22a

Spices, Seasonings, Salt & Pepper, Spice
Blends, Herbs, Flavorings, Extracts and
Food coloring

EA

23

Beverages, Dispenser Required/Bag in Box
(example: Soda, Sports Drinks, Juice,
Nectar, vegetable, Coffee, Tea, Chocolate,
Mixes, Liquid, Soft Serve Ice
Cream/Yogurt, Milk Shake and other related
products) to include concentrates

CS

24

Beverages, other than BIB (example: Soda,
Sports Drinks, Juices, Nectar, vegetable,
Coffee, Tea, Chocolate , baby formula,
Flavored Water, Energy Drinks, shelf stable
- Dairy, UHT, Nutritional Supplements,

CS




Dietetic and Other Related Products) to
include concentrates

25

Beverage, Chill/Frozen — (example: Dairy,
UHT, ESL, Nutritional Supplements,
Dietetic Products, Juices, Nectar, vegetable)

CS

26

Beverage Base, Powder, other than
individual portion count (example: Sports
Drinks, Juices, Coffee, tea, Chocolate, baby
formula, Pink Lemonade, Iced Tea Mix
,energy drinks and Other Drink Related
Products)

CS

27

Water — 12 Count Case and below,
(example: Natural Spring, Purified,
Distilled)

CS

28

Water — 13 to 24 Count Case, (example:
Natural Spring, Purified, Distilled)

CS

29

Water — 25 to 34 Count Case, (example:
Natural Spring, Purified, Distilled)

CS

30

Water — 35 Count Case and above,
(example: Natural Spring, Purified,
Distilled)

CS

31

Eggs - shell, Fresh

CS

32

Egg Product, Liquid, Frozen or Chilled

CS

33

Ice Cream and Ice cream Novelties
(example: bulk, Cones, Sandwiches, Ice
Pops, Fruit Bars)

CS

34

Dairy Products: (example: Cheese, Butter,
Margarine, Spreads, Yogurt, Sour Cream,
Liquid Creamers, Milk and Other Fresh
Dairy Related Products)

CS

35

Bakery Products, Fresh (example: Bread,
Rolls)

LB

36

Fresh Fruits and Vegetables (FF&V)

CS

37

Non-Food products -Food Service
Operating Supplies (FSOS)

CS

38

Ice (Cubed or cylindrical)

LB

The following updated clauses are hereby incorporated into subject contract:
52.219-9 Small Business Subcontracting Plan (Aug 2018)

(@) This clause does not apply to small business concerns.
(b) Definitions. As used in this clause—



“Alaska Native Corporation (ANC)” means any Regional Corporation, Village Corporation,
Urban Corporation, or Group Corporation organized under the laws of the State of Alaska in
accordance with the Alaska Native Claims Settlement Act, as amended (43 U.S.C. 1601, et seq.)
and which is considered a minority and economically disadvantaged concern under the criteria at
43 U.S.C. 1626(e)(1). This definition also includes ANC direct and indirect subsidiary
corporations, joint ventures, and partnerships that meet the requirements of 43 U.S.C. 1626
(€)(2).

“Commercial item” means a product or service that satisfies the definition of commercial item in
section 2.101 of the Federal Acquisition Regulation.

“Commercial plan” means a subcontracting plan (including goals) that covers the offeror’s fiscal
year and that applies to the entire production of commercial items sold by either the entire
company or a portion thereof (e.g., division, plant, or product line).

“Electronic Subcontracting Reporting System (¢SRS)”” means the Governmentwide, electronic,
web-based system for small business subcontracting program reporting. The eSRS is located at
http://www.esrs.gov.

“Indian tribe” means any Indian tribe, band, group, pueblo, or community, including native
villages and native groups (including corporations organized by Kenai, Juneau, Sitka, and
Kodiak) as defined in the Alaska Native Claims Settlement Act (43 U.S.C.A. 1601 et seq.), that
is recognized by the Federal Government as eligible for services from the Bureau of Indian
Affairs in accordance with 25 U.S.C. 1452(c). This definition also includes Indian-owned
economic enterprises that meet the requirements of 25 U.S.C. 1452(e).

“Individual subcontracting plan” means a subcontracting plan that covers the entire contract
period (including option periods), applies to a specific contract, and has goals that are based on
the offeror’s planned subcontracting in support of the specific contract, except that indirect costs
incurred for common or joint purposes may be allocated on a prorated basis to the contract.
“Master subcontracting plan” means a subcontracting plan that contains all the required elements
of an individual subcontracting plan, except goals, and may be incorporated into individual
subcontracting plans, provided the master subcontracting plan has been approved.

“Reduced payment” means a payment that is for less than the amount agreed upon in a
subcontract in accordance with its terms and conditions, for supplies and services for which the
Government has paid the prime contractor.

“Subcontract” means any agreement (other than one involving an employer-employee
relationship) entered into by a Federal Government prime Contractor or subcontractor calling for
supplies or services required for performance of the contract or subcontract.

“Total contract dollars” means the final anticipated dollar value, including the dollar value of all
options.

“Untimely payment” means a payment to a subcontractor that is more than 90 days past due
under the terms and conditions of a subcontract for supplies and services for which the
Government has paid the prime contractor.

©

(1) The Offeror, upon request by the Contracting Officer, shall submit and negotiate a
subcontracting plan, where applicable, that separately addresses subcontracting with
small business, veteran-owned small business, service-disabled veteran-owned small
business, HUBZone small business, small disadvantaged business, and women-owned
small business concerns. If the Offeror is submitting an individual subcontracting plan,
the plan must separately address subcontracting with small business, veteran-owned


http://www.esrs.gov/

small business, service-disabled veteran-owned small business, HUBZone small
business, small disadvantaged business, and women-owned small business concerns, with
a separate part for the basic contract and separate parts for each option (if any). The
subcontracting plan shall be included in and made a part of the resultant contract. The
subcontracting plan shall be negotiated within the time specified by the Contracting
Officer. Failure to submit and negotiate the subcontracting plan shall make the Offeror
ineligible for award of a contract.
)
(i) The Contractor may accept a subcontractor's written representations of its size
and socioeconomic status as a small business, small disadvantaged business,
veteran-owned small business, service-disabled veteran-owned small business, or
a women-owned small business if the subcontractor represents that the size and
socioeconomic status representations with its offer are current, accurate, and
complete as of the date of the offer for the subcontract.
(if) The Contractor may accept a subcontractor's representations of its size and
socioeconomic status as a small business, small disadvantaged business, veteran-
owned small business, service-disabled veteran-owned small business, or a
women-owned small business in the System for Award Management (SAM) if--
(A) The subcontractor is registered in SAM; and
(B) The subcontractor represents that the size and socioeconomic status
representations made in SAM are current, accurate and complete as of the
date of the offer for the subcontract.
(iii) The Contractor may not require the use of SAM for the purposes of
representing size or socioeconomic status in connection with a subcontract.
(iv) In accordance with 13 CFR 121.411, 124.1015, 125.29, 126.900, and
127.700, a contractor acting in good faith is not liable for misrepresentations
made by its subcontractors regarding the subcontractor's size or socioeconomic
status.
(d) The Offeror’s subcontracting plan shall include the following:
(1) Separate goals, expressed in terms of total dollars subcontracted, and as a percentage
of total planned subcontracting dollars, for the use of small business, veteran-owned
small business, service-disabled veteran-owned small business, HUBZone small
business, small disadvantaged business, and women-owned small business concerns as
subcontractors. For individual subcontracting plans, and if required by the Contracting
Officer, goals shall also be expressed in terms of percentage of total contract dollars, in
addition to the goals expressed as a percentage of total subcontract dollars. The Offeror
shall include all subcontracts that contribute to contract performance, and may include a
proportionate share of products and services that are normally allocated as indirect costs.
In accordance with 43 U.S.C. 1626--
() Subcontracts awarded to an ANC or Indian tribe shall be counted towards the
subcontracting goals for small business and small disadvantaged business
concerns, regardless of the size or Small Business Administration certification
status of the ANC or Indian tribe; and
(if) Where one or more subcontractors are in the subcontract tier between the
prime Contractor and the ANC or Indian tribe, the ANC or Indian tribe shall



designate the appropriate Contractor(s) to count the subcontract towards its small
business and small disadvantaged business subcontracting goals.
(A) In most cases, the appropriate Contractor is the Contractor that
awarded the subcontract to the ANC or Indian tribe.
(B) If the ANC or Indian tribe designates more than one Contractor to
count the subcontract toward its goals, the ANC or Indian tribe shall
designate only a portion of the total subcontract award to each Contractor.
The sum of the amounts designated to various Contractors cannot exceed
the total value of the subcontract.
(C) The ANC or Indian tribe shall give a copy of the written designation to
the Contracting Officer, the prime Contractor, and the subcontractors in
between the prime Contractor and the ANC or Indian tribe within 30 days
of the date of the subcontract award.
(D) If the Contracting Officer does not receive a copy of the ANC’s or the
Indian tribe’s written designation within 30 days of the subcontract award,
the Contractor that awarded the subcontract to the ANC or Indian tribe
will be considered the designated Contractor.
(2) A statement of—
(i) Total dollars planned to be subcontracted for an individual subcontracting
plan; or the Offeror’s total projected sales, expressed in dollars, and the total
value of projected subcontracts to support the sales for a commercial plan;
(i) Total dollars planned to be subcontracted to small business concerns
(including ANC and Indian tribes);
(ii1) Total dollars planned to be subcontracted to veteran-owned small business
concerns;
(iv) Total dollars planned to be subcontracted to service-disabled veteran-owned
small business;
(v) Total dollars planned to be subcontracted to HUBZone small business
concerns;
(vi) Total dollars planned to be subcontracted to small disadvantaged business
concerns (including ANCs and Indian tribes); and
(vii) Total dollars planned to be subcontracted to women-owned small business
concerns.
(3) A description of the principal types of supplies and services to be subcontracted, and
an identification of the types planned for subcontracting to --
(1) Small business concerns,
(ii) Veteran-owned small business concerns;
(ii1) Service-disabled veteran-owned small business concerns;
(iv) HUBZone small business concerns;
(v) Small disadvantaged business concerns, and
(vi) Women-owned small business concerns.
(4) A description of the method used to develop the subcontracting goals in paragraph
(d)(2) of this clause.
(5) A description of the method used to identify potential sources for solicitation
purposes (e.g., existing company source lists, SAM, veterans service organizations, the
National Minority Purchasing Council Vendor Information Service, the Research and



Information Division of the Minority Business Development Agency in the Department
of Commerce, or small, HUBZone, small disadvantaged, and women-owned small
business trade associations). A firm may rely on the information contained in SAM as an
accurate representation of a concern’s size and ownership characteristics for the purposes
of maintaining a small, veteran-owned small, service-disabled veteran-owned small,
HUBZone small, small disadvantaged, and women-owned small business source list. Use
of SAM as its source list does not relieve a firm of its responsibilities (e.g., outreach,
assistance, counseling, or publicizing subcontracting opportunities) in this clause.
(6) A statement as to whether or not the Offeror included indirect costs in establishing
subcontracting goals, and a description of the method used to determine the proportionate
share of indirect costs to be incurred with --
(i) Small business concerns (including ANC and Indian tribes);
(ii) Veteran-owned small business concerns;
(ii1) Service-disabled veteran-owned small business concerns;
(iv) HUBZone small business concerns;
(v) Small disadvantaged business concerns (including ANC and Indian tribes);
and
(vi) Women-owned small business concerns.
(7) The name of the individual employed by the Offeror who will administer the
Offeror’s subcontracting program, and a description of the duties of the individual.
(8) A description of the efforts the Offeror will make to assure that small business,
veteran-owned small business, service-disabled veteran-owned small business, HUBZone
small business, small disadvantaged business, and women-owned small business
concerns have an equitable opportunity to compete for subcontracts.
(9) Assurances that the Offeror will include the clause of this contract entitled
“Utilization of Small Business Concerns” in all subcontracts that offer further
subcontracting opportunities, and that the Offeror will require all subcontractors (except
small business concerns) that receive subcontracts in excess of $700,000 ($1.5 million for
construction of any public facility) with further subcontracting possibilities to adopt a
subcontracting plan that complies with the requirements of this clause.
(10) Assurances that the Offeror will --
(i) Cooperate in any studies or surveys as may be required;
(ii) Submit periodic reports so that the Government can determine the extent of
compliance by the Offeror with the subcontracting plan;
(iii) After November 30, 2017, include subcontracting data for each order when
reporting subcontracting achievements for indefinite-delivery, indefinite-quantity
contracts with individual subcontracting plans where the contract is intended for
use by multiple agencies;
(iv) Submit the Individual Subcontract Report (ISR) and/or the Summary
Subcontract Report (SSR), in accordance with paragraph (1) of this clause using
the Electronic Subcontracting Reporting System (eSRS) at http://www.esrs.gov.
The reports shall provide information on subcontract awards to small business
concerns (including ANCs and Indian tribes that are not small businesses),
veteran-owned small business concerns, service-disabled veteran-owned small
business concerns, HUBZone small business concerns, small disadvantaged
business concerns (including ANCs and Indian tribes that have not been certified
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by SBA as small disadvantaged businesses), women-owned small business
concerns, and for NASA only, Historically Black Colleges and Universities and
Minority Institutions. Reporting shall be in accordance with this clause, or as
provided in agency regulations;
(v) Ensure that its subcontractors with subcontracting plans agree to submit the
ISR and/or the SSR using eSRS;
(vi) Provide its prime contract number, its unique entity identifier, and the email
address of the Offeror's official responsible for acknowledging receipt of or
rejecting the ISRs, to all first-tier subcontractors with subcontracting plans so they
can enter this information into the eSRS when submitting their ISRs; and
(vii) Require that each subcontractor with a subcontracting plan provide the prime
contract number, its own unique entity identifier, and the email address of the
subcontractor's official responsible for acknowledging receipt of or rejecting the
ISRs, to its subcontractors with subcontracting plans.
(11) A description of the types of records that will be maintained concerning procedures
that have been adopted to comply with the requirements and goals in the plan, including
establishing source lists; and a description of the offeror’s efforts to locate small business,
veteran-owned small business, service-disabled veteran-owned small business, HUBZone
small business, small disadvantaged business, and women-owned small business
concerns and award subcontracts to them. The records shall include at least the following
(on a plant-wide or company-wide basis, unless otherwise indicated):
Class Deviation 2018-O0018—Micro-Purchase Threshold, Simplified Acquisition
Threshold, and Special Emergency Procurement Authority. Effective August 31, 2018. This
deviation remains in effect until it is incorporated into the FAR or DFARS, or otherwise
rescinded.
(11) A description of the types of records that will be maintained concerning
procedures that have been adopted to comply with the requirements and goals in
the plan, including establishing source lists; and a description of the offeror’s
efforts to locate small business, veteran-owned small business, service-disabled
veteran-owned small business, HUBZone small business, small disadvantaged
business, and women-owned small business concerns and award subcontracts to
them. The records shall include at least the following (on a plant-wide or
company-wide basis, unless otherwise indicated):
(1) Source lists (e.g., SAM), guides, and other data that identify small business,
veteran-owned small business, service-disabled veteran-owned small business,
HUBZone small business, small disadvantaged business, and women-owned
small business concerns.
(i) Organizations contacted in an attempt to locate sources that are small
business, veteran-owned small business, service-disabled veteran-owned small
business, HUBZone small business, small disadvantaged business, or women-
owned small business concerns.
(i) Records on each subcontract solicitation resulting in an award of more than
$150,000, indicating —
(iii) Records on each subcontract solicitation resulting in an award of more
than the simplified acquisition threshold, indicating—
(A) Whether small business concerns were solicited and if not, why not;



(B) Whether veteran-owned small business concerns were solicited and, if
not, why not;
(C) Whether service-disabled veteran-owned small business concerns
were solicited and, if not, why not;
(D) Whether HUBZone small business concerns were solicited and, if not,
why not;
(E) Whether small disadvantaged business concerns were solicited and if
not, why not;
(F) Whether women-owned small business concerns were solicited and if
not, why not; and
(G) If applicable, the reason award was not made to a small business
concern.
(iv) Records of any outreach efforts to contact --
(A) Trade associations;
(B) Business development organizations;
(C) Conferences and trade fairs to locate small, HUBZone small, small
disadvantaged, service-disabled veteran-owned, and women-owned small
business sources; and
(D) Veterans service organizations.
(v) Records of internal guidance and encouragement provided to buyers through -
(A) Workshops, seminars, training, etc., and
(B) Monitoring performance to evaluate compliance with the program’s
requirements.
(vi) On a contract-by-contract basis, records to support award data submitted by
the offeror to the Government, including the name, address, and business size of
each subcontractor. Contractors having commercial plans need not comply with
this requirement.
(12) Assurances that the Offeror will make a good faith effort to acquire articles,
equipment, supplies, services, or materials, or obtain the performance of construction
work from the small business concerns that it used in preparing the bid or proposal, in the
same or greater scope, amount, and quality used in preparing and submitting the bid or
proposal. Responding to a request for a quote does not constitute use in preparing a bid or
proposal. The Offeror used a small business concern in preparing the bid or proposal if--
(i) The Offeror identifies the small business concern as a subcontractor in the bid
or proposal or associated small business subcontracting plan, to furnish certain
supplies or perform a portion of the subcontract; or
(if) The Offeror used the small business concern's pricing or cost information or
technical expertise in preparing the bid or proposal, where there is written
evidence of an intent or understanding that the small business concern will be
awarded a subcontract for the related work if the Offeror is awarded the contract.
(13) Assurances that the Contractor will provide the Contracting Officer with a written
explanation if the Contractor fails to acquire articles, equipment, supplies, services or
materials or obtain the performance of construction work as described in (d)(12) of this
clause. This written explanation must be submitted to the Contracting Officer within 30
days of contract completion.



(14) Assurances that the Contractor will not prohibit a subcontractor from discussing with
the Contracting Officer any material matter pertaining to payment to or utilization of a
subcontractor.
(15) Assurances that the offeror will pay its small business subcontractors on time and in
accordance with the terms and conditions of the underlying subcontract, and notify the
contracting officer when the prime contractor makes either a reduced or an untimely
payment to a small business subcontractor (see 52.242-5).

(e) In order to effectively implement this plan to the extent consistent with efficient contract

performance, the Contractor shall perform the following functions:
(1) Assist small business, veteran-owned small business, service-disabled veteran-owned
small business, HUBZone small business, small disadvantaged business, and women-
owned small business concerns by arranging solicitations, time for the preparation of
bids, quantities, specifications, and delivery schedules so as to facilitate the participation
by such concerns. Where the Contractor’s lists of potential small business, veteran-owned
small business, service-disabled veteran-owned small business, HUBZone small
business, small disadvantaged business, and women-owned small business subcontractors
are excessively long, reasonable effort shall be made to give all such small business
concerns an opportunity to compete over a period of time.
(2) Provide adequate and timely consideration of the potentialities of small business,
veteran-owned small business, service-disabled veteran-owned small business, HUBZone
small business, small disadvantaged business, and women-owned small business
concerns in all “make-or-buy” decisions.
(3) Counsel and discuss subcontracting opportunities with representatives of small
business, veteran-owned small business, service-disabled veteran-owned small business,
HUBZone small business, small disadvantaged business, and women-owned small
business firms.
(4) Confirm that a subcontractor representing itself as a HUBZone small business
concern is certified by SBA as a HUBZone small business concern in accordance with
52.219-8(d)(2).
(5) Provide notice to subcontractors concerning penalties and remedies for
misrepresentations of business status as small, veteran-owned small business, HUBZone
small, small disadvantaged or women-owned small business for the purpose of obtaining
a subcontract that is to be included as part or all of a goal contained in the Contractor’s
subcontracting plan.
(6) For all competitive subcontracts over the simplified acquisition threshold in which a
small business concern received a small business preference, upon determination of the
successful subcontract offeror, prior to award of the subcontract the Contractor must
inform each unsuccessful small business subcontract offeror in writing of the name and
location of the apparent successful offeror and if the successful subcontract offeror is a
small business, veteran-owned small business, service-disabled veteran-owned small
business, HUBZone small business, small disadvantaged business, or women-owned
small business concern.
(7) Assign each subcontract the NAICS code and corresponding size standard that best
describes the principal purpose of the subcontract.



() A master subcontracting plan on a plant or division-wide basis that contains all the elements
required by paragraph (d) of this clause, except goals, may be incorporated by reference as a part
of the subcontracting plan required of the Offeror by this clause; provided --

(1) The master subcontracting plan has been approved,;

(2) The Offeror ensures that the master subcontracting plan is updated as necessary and

provides copies of the approved master subcontracting plan, including evidence of its

approval, to the Contracting Officer; and

(3) Goals and any deviations from the master subcontracting plan deemed necessary by

the Contracting Officer to satisfy the requirements of this contract are set forth in the

individual subcontracting plan.
(9) A commercial plan is the preferred type of subcontracting plan for contractors furnishing
commercial items. The commercial plan shall relate to the offeror’s planned subcontracting
generally, for both commercial and Government business, rather than solely to the Government
contract. Once the Contractor’s commercial plan has been approved, the Government will not
require another subcontracting plan from the same Contractor while the plan remains in effect, as
long as the product or service being provided by the Contractor continues to meet the definition
of a commercial item. A contractor with a commercial plan shall comply with the reporting
requirements stated in paragraph (d)(10) of this clause by submitting one SSR in eSRS for all
contracts covered by its commercial plan. This report shall be acknowledged or rejected in eSRS
by the Contracting Officer who approved the plan. This report shall be submitted within 30 days
after the end of the Government’s fiscal year.
(h) Prior compliance of the offeror with other such subcontracting plans under previous contracts
will be considered by the Contracting Officer in determining the responsibility of the offeror for
award of the contract.
(i) A contract may have no more than one subcontracting plan. When a modification exceeds the
subcontracting plan threshold in 19.702(a), or an option is exercised, the goals of the existing
subcontracting plan shall be amended to reflect any new subcontracting opportunities. When the
goals in a subcontracting plan are amended, these goal changes do not apply retroactively.
()) Subcontracting plans are not required from subcontractors when the prime contract contains
the clause at 52.212-5, Contract Terms and Conditions Required to Implement Statutes or
Executive Orders—Commercial Items, or when the subcontractor provides a commercial item
subject to the clause at 52.244-6, Subcontracts for Commercial Items, under a prime contract.
(k) The failure of the Contractor or subcontractor to comply in good faith with (1) the clause of
this contract entitled “Utilization Of Small Business Concerns,” or (2) an approved plan required
by this clause, shall be a material breach of the contract and may be considered in any past
performance evaluation of the Contractor.
() The Contractor shall submit ISRs and SSRs using the web-based eSRS at
http://www.esrs.gov. Purchases from a corporation, company, or subdivision that is an affiliate
of the Contractor or subcontractor are not included in these reports. Subcontract awards by
affiliates shall be treated as subcontract awards by the Contractor. Subcontract award data
reported by the Contractor and subcontractors shall be limited to awards made to their immediate
next-tier subcontractors. Credit cannot be taken for awards made to lower tier subcontractors,
unless the Contractor or subcontractor has been designated to receive a small business or small
disadvantaged business credit from an ANC or Indian tribe. Only subcontracts involving
performance in the United States or its outlying areas should be included in these reports with the
exception of subcontracts under a contract awarded by the State Department or any other agency
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that has statutory or regulatory authority to require subcontracting plans for subcontracts
performed outside the United States and its outlying areas.
(1) ISR. This report is not required for commercial plans. The report is required for each
contract containing an individual subcontract plan.
(i) The report shall be submitted semi-annually during contract performance for
the periods ending March 31 and September 30. A report is also required for each
contract within 30 days of contract completion. Reports are due 30 days after the
close of each reporting period, unless otherwise directed by the Contracting
Officer. Reports are required when due, regardless of whether there has been any
subcontracting activity since the inception of the contract or the previous
reporting period. When the Contracting Officer rejects an ISR, the Contractor
shall submit a corrected report within 30 days of receiving the notice of ISR
rejection.

(i)

(A) When a subcontracting plan contains separate goals for the basic
contract and each option, as prescribed by FAR 19.704(c), the dollar goal
inserted on this report shall be the sum of the base period through the
current option; for example, for a report submitted after the second option
is exercised, the dollar goal would be the sum of the goals for the basic
contract, the first option, and the second option.

(B) If a subcontracting plan has been added to the contract pursuant to
19.702(a)(3) or 19.301-2(e), the Contractor’s achievements must be
reported in the ISR on a cumulative basis from the date of incorporation of
the subcontracting plan into the contract.

(iii) When a subcontracting plan includes indirect costs in the goals, these costs
must be included in this report.
(iv) The authority to acknowledge receipt or reject the ISR resides—

(2) SSR.

(A) In the case of the prime Contractor, with the Contracting Officer; and
(B) In the case of a subcontract with a subcontracting plan, with the entity
that awarded the subcontract.

(1) Reports submitted under individual contract plans.

(A) This report encompasses all subcontracting under prime contracts and
subcontracts with an executive agency, regardless of the dollar value of
the subcontracts. This report also includes indirect costs on a prorated
basis when the indirect costs are excluded from the subcontracting goals.
(B) The report may be submitted on a corporate, company or subdivision
(e.g. plant or division operating as a separate profit center) basis, unless
otherwise directed by the agency.

(C) If the Contractor or a subcontractor is performing work for more than
one executive agency, a separate report shall be submitted to each
executive agency covering only that agency's contracts, provided at least
one of that agency's contracts is over $700,000 (over $1.5 million for
construction of a public facility) and contains a subcontracting plan. For
DoD, a consolidated report shall be submitted for all contracts awarded by



military departments/agencies and/or subcontracts awarded by DoD prime
contractors.
(D) The report shall be submitted annually by October 30 for the twelve
month period ending September 30. When a Contracting Officer rejects an
SSR, the Contractor shall submit a revised report within 30 days of
receiving the notice of SSR rejection.
(E) Subcontract awards that are related to work for more than one
executive agency shall be appropriately allocated.
(F) The authority to acknowledge or reject SSRs in eSRS, including SSRs
submitted by subcontractors with subcontracting plans, resides with the
Government agency awarding the prime contracts unless stated otherwise
in the contract.

(i) Reports submitted under a commercial plan.
(A) The report shall include all subcontract awards under the commercial
plan in effect during the Government's fiscal year and all indirect costs.
(B) The report shall be submitted annually, within thirty days after the end
of the Government's fiscal year.
(C) If a Contractor has a commercial plan and is performing work for
more than one executive agency, the Contractor shall specify the
percentage of dollars attributable to each agency.
(D) The authority to acknowledge or reject SSRs for commercial plans
resides with the Contracting Officer who approved the commercial plan.

(End of Clause)

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS—COMMERCIAL ITEMS (AUG 2018)

(@) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)
clauses, which are incorporated in this contract by reference, to implement provisions of law or
Executive orders applicable to acquisitions of commercial items:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed
or Provided by Kaspersky Lab and Other Covered Entities (JuL 2018) (Section 1634 of Pub. L.
115-91).

(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov
2015).

(4) 52.233-3, Protest After Award (Auc 1996) (31 U.S.C. 3553).

(5) 52.233-4, Applicable Law for Breach of Contract Claim (OcT 2004)(Public Laws 108-
77 and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the
Contracting Officer has indicated as being incorporated in this contract by reference to
implement provisions of law or Executive orders applicable to acquisitions of commercial items:

[Contracting Officer check as appropriate.]
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X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with
Alternate | (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C.
3509)).

X (3) 52.203-15, Whistleblower Protections under the American Recovery and
Reinvestment Act of 2009 (June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts
funded by the American Recovery and Reinvestment Act of 2009.)

X (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards
(Oct 2016) (Pub. L. 109-282) (31 U.S.C. 6101 note).

__(5) [Reserved].

_(6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117,
section 743 of Div. C).

_(7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery
Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).

X (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with
Contractors Debarred, Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101
note).

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility
Matters (Jul 2013) (41 U.S.C. 2313).

_(10) [Reserved].

_(11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15
U.S.C. 657a).

__(ii) Alternate I (Nov 2011) of 52.219-3.

X (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business
Concerns (OcT 2014) (if the offeror elects to waive the preference, it shall so indicate in its offer)
(15 U.S.C. 657a).

__(ii) Alternate I (JAN 2011) of 52.219-4.

_(13) [Reserved]

_(14)(i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) (15 U.S.C. 644).
__ (i) Alternate I (Nov 2011).
__(iii) Alternate Il (Nov 2011).

_(15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C.
644).

__ (i) Alternate 1 (Oct 1995) of 52.219-7.
__(iii) Alternate Il (Mar 2004) of 52.219-7.
X (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2)
and (3)).
X (17)(i) 52.219-9, Small Business Subcontracting Plan (Aug 2018) (15 U.S.C. 637(d)(4)).
__ (i) Alternate 1 (Nov 2016) of 52.219-9.
X (iii) Alternate Il (Nov 2016) of 52.219-9.
__(iv) Alternate I11 (Nov 2016) of 52.219-9.
__(v) Alternate IV (Aug 2018) of 52.219-9.
_ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)).
_(19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).
X (20) 52.219-16, Liquidated Damages—Subcon-tracting Plan (Jan 1999) (15 U.S.C.
637(d)(4)(F)(1)).
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_(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside
(Nov 2011) (15 U.S.C. 657 ).

X (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15
U.S.C. 632(a)(2)).

_(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically
Disadvantaged Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).

_(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small
Business Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15
U.S.C. 637(m)).

X (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

X (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Jan 2018)
(E.O. 13126).

X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

X (28)(i) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).

(ii) Alternate | (FEB 1999) of 52.222-26.
X (29)(i) 52.222-35, Equal Opportunity for Veterans (Oct 2015)(38 U.S.C. 4212).
(ii) Alternate I (JuLy 2014) of 52.222-35.

X (30)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (July 2014) (29
U.S.C. 793).

(i) Alternate I (JuLy 2014) of 52.222-36.

X (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(Dec 2010) (E.O. 13496).

_(33)(i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78
and E.O. 13627).

__ (1) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

_(34) 52.222-54, Employment Eligibility Verification (OcT 2015). (Executive Order
12989). (Not applicable to the acquisition of commercially available off-the-shelf items or
certain other types of commercial items as prescribed in 22.1803.)

_(35)(1) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA—
Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

__(ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to
the acquisition of commercially available off-the-shelf items.)

_(36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential
Hydrofluorocarbons (Jun 2016) (E.O. 13693).

_(37)52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment
and Air Conditioners (JUN 2016) (E.O. 13693).

_(38)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JuN 2014)
(E.O.s 13423 and 13514).

__ (i) Alternate 1 (Oct 2015) of 52.223-13.

_(39)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JuN 2014) (E.O.s
13423 and 13514).

__ (i) Alternate 1 (Jun 2014) of 52.223-14.

_(40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42
U.S.C. 8259D).
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_ (41)(1) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products
(OcT 2015) (E.O.5 13423 and 13514).

__ (i) Alternate I (Jun 2014) of 52.223-16.

_ X (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving
(Auc 2011) (E.O. 13513).

_(43)52.223-20, Aerosols (JuN 2016) (E.O. 13693).

_ (44) 52.223-21, Foams (JuN 2016) (E.O. 13693).

__(45)(1) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

__ (i) Alternate I (JAN 2017) of 52.224-3.

__(46) 52.225-1, Buy American—Supplies (May 2014) (41 U.S.C. chapter 83).

_(47)(i) 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act (May
2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19
U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283,110-138, 112-41, 112-42, and 112-43.

__(ii) Alternate | (May 2014) of 52.225-3.
__ (i) Alternate 11 (May 2014) of 52.225-3.
__(iv) Alternate 111 (May 2014) of 52.225-3.

__ (48) 52.225-5, Trade Agreements (AUG 2018) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301
note).

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

_(50) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. 2302 Note).

_(51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C.
5150).

_(52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov
2007) (42 U.S.C. 5150).

_(53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41
U.S.C. 4505, 10 U.S.C. 2307(f)).

_(54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505,
10 U.S.C. 2307(f)).

X (55) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management
(Jul 2013) (31 U.S.C. 3332).

_(56) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award
Management (Jul 2013) (31 U.S.C. 3332).

_(57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).

_ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

_(59) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C.
637(d)(12)).

__(60)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).

__ (i) Alternate I (APR 2003) of 52.247-64.
__(iii) Alternate 11 (FEB 2006) of 52.247-64.
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(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this
contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

[Contracting Officer check as appropriate.]

_ (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014)(E.O. 13495).

_(2) 52.222-41, Service Contract Labor Standards (AucG 2018) (41 U.S.C. chapter 67).

_(3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C.
206 and 41 U.S.C. chapter 67).

_(4)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price
Adjustment (Multiple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C.
chapter 67).

_(5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price
Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (May
2014) (41 U.S.C. chapter 67).

_(7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services—Requirements (May 2014) (41 U.S.C. chapter 67).

_(8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

_(9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).

_(10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014)
(42 U.S.C. 1792).

_ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sept 2008) (31 U.S.C.
5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit
and Records—Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor’s directly
pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after final
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after
any resulting final termination settlement. Records relating to appeals under the disputes clause
or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require the
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary
course of business or pursuant to a provision of law.

(e)(2) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of
this clause, the Contractor is not required to flow down any FAR clause, other than those in this
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paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the
extent of the flow down shall be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C.
3509).

(i) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017) (section 743 of Division E, Title VI, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services
Developed or Provided by Kaspersky Lab and Other Covered Entities (JuL 2018) (Section 1634
of Pub. L. 115-91).

(iv) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2)
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract
(except subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction
of any public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that
offer subcontracting opportunities.

(v) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow
down required in accordance with paragraph (I) of FAR clause 52.222-17.

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015)

(vii) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C.

793).

(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212)

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67).

(xii)

52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O 13627).
Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May
2014) (41 U.S.C. chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (OcT 2015) (E.O. 12989).

(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O.
13706).

(xix)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

(B) Alternate I (JAN 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. 2302 Note).
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(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014)
(42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with
paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial items
a minimal number of additional clauses necessary to satisfy its contractual obligations.
(End of clause)

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY
CONTRACTOR REPORTED CYBER INCIDENT INFORMATION (OCT 2016)

@ Definitions.As used in this clause—

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security
policy of a system, in which unauthorized intentional or unintentional disclosure, modification,
destruction, or loss of an object, or the copying of information to unauthorized media may have
occurred.

“Controlled technical information” means technical information with military or space application that
is subject to controls on the access, use, reproduction, modification, performance, display, release,
disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated,
for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24,
Distribution Statements on Technical Documents. The term does not include information that is
lawfully publicly available without restrictions.

“Covered defense information” means unclassified controlled technical information or other
information (as described in the Controlled Unclassified Information (CUI) Registry at
http://www.archives.gov/cui/registry/category-list.html) that requires safeguarding or
dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies,
and is—

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to
the contractor by or on behalf of DoD in support of the performance of the contract; or

(@) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in
support of the performance of thecontract.

“Cyber incident” means actions taken through the use of computer networks that result in a
compromise or an actual or potentially adverse effect on an information system and/or the information
residing therein.

“Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes,
optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered
defense information is recorded, stored, or printed within a covered contractor information system.
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“Technical information” means technical data or computer software, as those terms are defined in the
clause at DFARS 252.227-7013, Rights in Technical Data-Noncommercial Items, regardless of
whether or not the clause is incorporated in this solicitation or contract. Examples of technical
information include research and engineering data, engineering drawings, and associated lists,
specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item
identifications, data sets, studies and analyses and related information, and computer software
executable code and source code

(b) Restrictions. The Contractor agrees that the following conditions apply to any information it receives
or creates in the performance of this contract that is information obtained from a third-party’s
reporting of a cyber incident pursuant to DFARS clause 252.204-7012, Safeguarding Covered
Defense Information and Cyber Incident Reporting (or derived from such information obtained under
that clause):

(1) The Contractor shall access and use the information only for the purpose of
furnishing advice or technical assistance directly to the Government in support of the
Government’s activities related to clause 252.204-7012, and shall not be used for any other
purpose.

(2) The Contractor shall protect the information against unauthorized release or
disclosure.

() The Contractor shall ensure that its employees are subject to use and non-disclosure
obligations consistent with this clause prior to the employees being provided access to or use of
the information.

(4) The third-party contractor that reported the cyber incident is a third-party beneficiary
of the non-disclosure agreement between the Government and Contractor, as required by
paragraph (b)(3) of this clause.

(5) A breach of these obligations or restrictions may subject the Contractor to—

() Criminal, civil, administrative, and contractual actions in law and equity for penalties,
damages, and other appropriate remedies by the United States; and

(i) Civil actions for damages and other appropriate remedies by the third party that reported
the cyber incident, as a third party beneficiary of this clause.

© Subcontracts. The Contractor shall include this clause, including this paragraph (c), in
subcontracts, or similar contractual instruments, for services that include support for the Government’s
activities related to safeguarding covered defense information and cyber incident reporting, including
subcontracts for commercial items, without alteration, except to identify the parties.
(End of clause)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER
INCIDENT REPORTING (OCT 2016)

@ Definitions.As used in this clause—

“Adequate security” means protective measures that are commensurate with the consequences and
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probability of loss, misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security
policy of a system, in which unauthorized intentional or unintentional disclosure, modification,
destruction, or loss of an object, or the copying of information to unauthorized media may have
occurred.

“Contractor attributional/proprietary information” means information that identifies the contractor(s),
whether directly or indirectly, by the grouping of information that can be traced back to the
contractor(s) (e.g., program description, facility locations), personally identifiable information, as well
as trade secrets, commercial or financial information, or other commercially sensitive information that
is not customarily shared outside of the company.

“Controlled technical information” means technical information with military or space application that
is subject to controls on the access, use, reproduction, modification, performance, display, release,
disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated,
for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24,
Distribution Statements on Technical Documents. The term does not include information that is
lawfully publicly available without restrictions.

“Covered contractor information system” means an unclassified information system that is owned, or
operated by or for, a contractor and that processes, stores, or transmits covered defense information.

“Covered defense information” means unclassified controlled technical information or other
information, as described in the Controlled Unclassified Information (CUI) Registry at
http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or
dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies,
and is—

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to
the contractor by or on behalf of DoD in support of the performance of the contract; or

(@) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in
support of the performance of thecontract.

“Cyber incident” means actions taken through the use of computer networks that result in a
compromise or an actual or potentially adverse effect on an information system and/or the information
residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for
investigative purposes in a manner that maintains the integrity of the data.

“Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information.

“Malicious software” means computer software or firmware intended to perform an unauthorized
process that will have adverse impact on the confidentiality, integrity, or availability of an information
system. This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a
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host, as well as spyware and some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes,
optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered
defense information is recorded, stored, or printed within a covered contractor information system.

“‘Operationally critical support’” means supplies or services designated by the Government as critical
for airlift, sealift, intermodal transportation services, or logistical support that is essential to the
mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.

“Rapidly report” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the
clause at DFARS 252.227-7013, Rights in Technical Data—Noncommercial Items, regardless of
whether or not the clause is incorporated in this solicitation or contract. Examples of technical
information include research and engineering data, engineering drawings, and associated lists,
specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item
identifications, data sets, studies and analyses and related information, and computer software
executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor
information systems. To provide adequate security, the Contractor shall implement, at a minimum, the
following information security protections:

(1) For covered contractor information systems that are part ofan Information Technology
(IT) service or system operated on behalf of the Government, the following security requirements

apply:

() Cloud computing services shall be subject to the security requirements specified in
the clause 252.239-7010, Cloud Computing Services, of this contract.

(i) Any other such IT service or system (i.e., other than cloud computing) shall be
subject to the security requirements specified elsewhere in this contract.

(@) For covered contractor information systems that are not part of an IT service or system
operated on behalf of the Government and therefore are not subject to the security requirement
specified at paragraph (b)(1) of this clause, the following security requirements apply:

() Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor
information system shall be subject to the security requirements in National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified
Information in Nonfederal Information Systems and Organizations” (available via the internet at.
http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the solicitation is issued or as
authorized by the Contracting Officer.
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(i)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not
later than December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor shall
notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days
of contract award, of any security requirements specified by NIST SP 800-171 not implemented at the
time of contract award.

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing
to the Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement any
security requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable
or to have an alternative, but equally effective, security measure that may be implemented in its place.

(C) Ifthe DoD CIO has previously adjudicated the contractor’s requests indicating
that a requirement is not applicable or that an alternative security measure is equally effective, a copy
of that approval shall be provided to the Contracting Officer when requesting its recognition under this
contract.

(D) If the Contractor intends to use an external cloud service provider to store,
process, or transmit any covered defense information in performance of this contract, the Contractor
shall require and ensure that the cloud service provider meets security requirements equivalent to
those established by the Government for the Federal Risk and Authorization Management Program
(FedRAMP) Moderate baseline (https:/www.fedramp.gov/resources/documents/) and that the
cloud service provider complies with requirements in paragraphs (c) through (g) of this clause for
cyber incident reporting, malicious software, media preservation and protection, access to additional
information and equipment necessary for forensic analysis, and cyber incident damage assessment.

(3) Apply other information systems security measures when the Contractor reasonably
determines that information systems security measures, in addition to those identified in paragraphs
(b)(2) and (2) of this clause, may be required to provide adequate security in a dynamic environment
or to accommodate special circumstances (e.g., medical devices) and any individual, isolated, or
temporary deficiencies based on an assessed risk or vulnerability. These measures may be addressed in
a system security plan.

© Cyber incident reporting requirement.

() When the Contractor discovers a cyber incident that affects a covered contractor
information system or the covered defense information residing therein, or that affects the contractor’s
ability to perform the requirements of the contract that are designated as operationally critical support
and identified in the contract, the Contractor shall—

() Conduct a review for evidence of compromise of covered defense information,
including, but not limited to, identifying compromised computers, servers, specific data, and user
accounts. This review shall also include analyzing covered contractor information system(s) that were
part of the cyber incident, as well as other information systems on the Contractor’s network(s), that
may have been accessed as a result of the incident in order to identify compromised covered defense
information, or that affect the Contractor’s ability to provide operationally critical support; and
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(i) Rapidly report cyber incidents to DoD at http:/dibnet.dod.mil.

(@) Cyber incident report. The cyber incident report shall be treated as information created
by or for DoD and shall include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in
accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved
medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved
medium assurance certificate, see http:/iase.disa.mil/pki/eca/Pages/index.aspx.

(d Malicious software. When the Contractor or subcontractors discover and isolate malicious
software in connection with a reported cyber incident, submit the malicious software to DoD Cyber
Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do
not send the malicious software to the Contracting Officer.

©) Media preservation and protection. When a Contractor discovers a cyber incident has
occurred, the Contractor shall preserve and protect images of all known affected information systems
identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at
least 90 days from the submission of the cyber incident report to allow DoD to request the media or
decline interest.

(f) Access to additional information or equipment necessary for forensic analysis.
Upon request by DoD, the Contractor shall provide DoD with access to additional information or
equipment that is necessary to conduct a forensic analysis.

@ Cyber incident damage assessment activities. If DoD elects to conduct adamage
assessment, the Contracting Officer will request that the Contractor provide all of the damage
assessment information gathered in accordance with paragraph (e) of this clause.

() DoD safeguarding and use of contractor attributional/proprietary information.
The Government shall protect against the unauthorized use or release of information obtained from the
contractor (or derived from information obtained from the contractor) under this clause that includes
contractor attributional/proprietary information, including such information submitted in accordance
with paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark
attributional/proprietary information. In making an authorized release of such information, the
Government will implement appropriate procedures to minimize the contractor
attributional/proprietary information that is included in such authorized release, seeking to include
only that information that is necessary for the authorized purpose(s) for which the information is being
released.

() Use and release of contractor attributional/proprietary information not created by
or for DoD. Information that is obtained from the contractor (or derived from information obtained
from the contractor) under this clause that is not created by or for DoD is authorized to be released
outside of DoD—

(1) Toentities with missions that may be affected by such information;
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() Toentities that may be called upon to assist in the diagnosis, detection, or mitigation of
cyber incidents;

() To Government entities that conduct counterintelligence or law enforcement
investigations;

(4) For national security purposes, including cyber situational awareness and defense
purposes (including with Defense Industrial Base (DIB) participants in the program at 32 CFR part
236); or

(5) Toa support services contractor (“recipient”) that is directly supporting Government
activities under a contract that includes the clause at 252.204-7009, Limitations on the Use or
Disclosure of Third-Party Contractor Reported Cyber Incident Information.

() Use and release of contractor attributional/proprietary information created by or
for DoD. Information that is obtained from the contractor (or derived from information obtained from
the contractor) under this clause that is created by or for DoD (including the information submitted
pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for
purposes and activities authorized by paragraph (i) of this clause, and for any other lawful
Government purpose or activity, subject to all applicable statutory, regulatory, and policy based
restrictions on the Government’s use and release of such information.

(K The Contractor shall conduct activities under this clause in accordance with applicable laws
and regulations on the interception, monitoring, access, use, and disclosure of electronic
communications and data.

() Other safeguarding or reporting requirements. The safeguarding and cyber incident
reporting required by this clause in no way abrogates the Contractor’s responsibility for other
safeguarding or cyber incident reporting pertaining toits unclassified information systems as required
by other applicable clauses of this contract, or as a result of other applicable U.S. Government
statutory or regulatoryrequirements.

(m) Subcontracts. The Contractor shall—

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual
instruments, for operationally critical support, or for which subcontract performance will involve
covered defense information, including subcontracts for commercial items, without alteration, except
to identify the parties. The Contractor shall determine if the information required for subcontractor
performance retains its identity as covered defense information and will require protection under this
clause, and, if necessary, consult with the Contracting Officer; and

() Require subcontractors to—
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(1) Notify the prime Contractr (or next higher-tier subcontractor) when submittinga
request to vary from a NIST SP 800-171 security requirement to the Contracting Officer, in
accordance with paragraph (b)(2)(ii)(B) ofthis clause; and

(i) Provide the incident report number, automatically assigned by DoD, to the prime
Contractor (or next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident
to DoD as required in paragraph (c) of this clause.

(End of clause)
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