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Part 12 Clauses

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2015)
DFARS

(a) Definitions. As usedinthis clause—
“Adequate security’ means protective measures thatare commensurate with the consequences and probabilityof loss,
misuse, or unauthorized access to, or madification ofinformation,
“Com promise” means disclosure ofinformation to unauthorized persons, ora violation of the security policy of a system,in
which unauthorized intentional orunintentional disclosure, modification, destruction, or loss ofan object, or the copying of
information to unauthorized media mayhave occurred.
“Contractor attributional/proprietaryinformation” means information thatidentifies the contractor(s), whetherdirecty or
indirectly, by the grouping ofinformation that can be traced back o the contractor{s} (e.g., program description, facility
locations), personallyidentifiable information, as well as trade secrets, commercial or financial information, or other
commerciallysensitive information thatis not customarily shared outside ofthe company.
"Contractor information system” means an information system belonging to, or operated by or for, the Contractor.
“Controlled technical information” means technical information with militaryor space application thatis subjectto controls on
the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination, Controlled technical
information would meetthe criteria, if disseminated, for distribution statements B through ¥ using the criteria set forth in DoD
Instruction 5230.24, Distribution Statements on Technical Doctuments. The term does not include information thatis lawfully
publiclyavailable withoutrestrictions.
“Covered confractorinformation system” means an information system thatis owned, or operated by or for, a contractorand
that processes, stores, or transmits covered defense information. '
“Covered defense information” means unclassified information that—
(iYIs—
(A) Provided to the confractor by or on behalfof DoD in connection with the performance ofthe contract; or
{B) Collected, develaped, received, fransmitted, used, or stored by or on behalfof the contractor in support
of the performance ofthe confract; and
{ii} Falls in any of the following categories:
(A} Controlled technical information.
(B) Critical information (operations security). Specific facts identified through the Operations Security
process aboutfriendlyintentions, capabilities, and activities vitally needed by adversaries forthem to plan
and act effectively so as to guarantee failure or unaccepltable consequences for friendlymission
accomplishment (partof Operations Security process).
{C) Export control. Unclassified information concerning cerfain items, commaodities, technology, software, or
other information whose exportcould reasonablybe expected to adversely affect the United States national
security and nonproliferation objectives. To include dual use Items; items identified in export administration
regulations, international traffic in arms regulations and munitions list; license applications; and sensttive
nucleartechnologyinformation.
(D) Any other information, marked or otherwise identified in the contract, that requires safeguarding or
dissemination controls pursuantto and consistentwith law, regulations, and Governmentwide policies{eg.,
privacy, proprietarybusiness information).
“Cyber incident” means actions taken through the use of computer networks thatresultin a compromise or anactuator
potentiallyadverse effect on an information system and/orthe information residing therein.
"Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data farinvestigative purposes
in a mannerthatmaintains the integrityof the data.

CONTINUED ON NEXT PAGE
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“Malicious sofiware” means computer software or firmware infended to perform an unauthorized process thatwill have
adverse impacton the confidentiality, integrity, or availabilityof an information system. This definition includes avirus, worm,
Trojan horse, or other code-based entitythatinfects a host, as well as spyware and some forms ofadware.
“Media” means physical devices orwriting surfaces including, butis not limited to, magnetictapes, optical disks, magnetic
disks, large-scale integration memorychips, and printouts onto which information is recorded, stored, or printed withinan
information system.
“Operationallycritical support” means supplies orsenices designated bythe Government as critical for airlift, sealift,
intermodal fransportation services, orlogistical supportthatis essential to the mobilization, depioyment, or sustainmentofthe
Armed Forces in a coniingency operation.
“Rapid(ly) report{ing)” means within 72 hours ofdiscovery of any cyber incident.
“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS
252 227-7013, Rights in Technical Data-Non Commercial ltems, regardless ofwhatherornotthe clauseis incorporatedin this
solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and
associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item
identifications, data sets, studies and analyses and related information, and com putersoftware executable code and source
code.
{b) Adequale security. The Contractor shall provide adequate securityfor all covered defense information on all
covered contractor information systems that supportthe performance of work under this contract. To provide
adequate security, the Contractor shall—
(1) Implementinformation systems securityprotections on all covered contractor information systems
including, ata minimum—
(i) For covered contractor information systems thatare part of an Information Technology
{IT) service or system operated on behalfof the Government—
(A) Cloud computing senvices shall be subject to the securityrequirements
specified in the clause 252.239-7010, Cloud Computing Services, ofthis
contract; and
(B) Any other such IT senvice or system (i.e., other than cloud computing) shall
be subjectto the security requirements specified elsewhere in this contract; or
(i) For covered contractor information systems thatare not part of an IT senvice or system
operated on behalfof the Governmentand therefore are not subjectto the security
requirement specified at paragraph {b)(1)(i) ofthis clause—
(A) The security requirements in National Institute of Standards and Technology
(NIST) Special Publicaiion (SP)800-171, "Protecting Controlled Unclassified
information in Nonfederal Information Systems and Organizations,”
hitp://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the
solicitation is issued or as authorized by the Contracting Officer, as soon as
practical, but not later than December31,2017. The Contractor shal notify the
DoD CIO, via email at osd.dibesia@mail.mil, within 30 days of contract award, of
any securityrequirements specified byNIST SP 800-171 notimplemented atthe
time of contract award; or
(B) Alternative but equally effective security measures used o compensate for
the inabilityto satisfya particularrequirementand achieve equivalentprotection
accepted in writing by an authorized representative of the DoD CIG; and
(2) Apply other information systems securitymeasureswhen the Contractor easonablydetermines that
information systems securitymeasures, in addition to those identified in paragraph (b)(1) ofthis clause, may
be required to provide adequate securityin.a dynamicenvironmentbased on an assessed riskor
vulnerability.
(c) Cyberincident reporting requirement.

(1) When the Confractor discovers a cyber incidentthat affects a covered contractorinformation system or
the covered defense information residing therein, or that affects the contractor’s abilityto perform the
requirements ofthe contract that are designated as operationallycritical support, the Contractor shall—

(i) Conducta review for evidence of compromise of covered defense information,
including, butnot limited to, identifying compromised computers, servers, specificdata,
and useraccounts. This review shall also include analyzing covered contractor information
system(s)thatwere part of the cyber incident, as well as other information systems on the
Contractor's network(s), thatmay have been accessed as aresultofthe incidentinorder
to identify compromised covered defense information, or that affect the Contractor’s ability
to provide operationallycritical support; and
(i) Rapidlyreport cyber incidents to DoD at hitp:f/dibnet.dod.mil. .
(2) Cyberincidentreport. The cyber incldentreportshall be treated as information created by or for Dob and
shailinclude, ata minimum, the required elements athttp:/dibnet.dod.mil.

CONTINUED ON NEXT PAGE
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(3) Medium assurance cerificate requirement. In order to report cyber incidents in accordance with this clause, the Contractor
or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents. Forinformation
on obtaining a DoD-approved medium assurance cerlificate, see hitp:/ias e.disa.mil/pkifecalPagesfindex.aspx.
(d) Malicious software. The Contractor or subcontractors thatdiscover and isolate malicious software in connection
with a reported cyber incidentshall submitthe malicious softwarein accordance with instructions provided bythe
Contracting Officer.
{e) Media preservation and protection. When a Conlractor discovers a eyber incidenthas occurred, the Contractor

shall preserve and protecti

mages ofall known affected information systems identified in paragraph (c)(1 i} ofthis

clause and all relevant monitoring/packet capture data for at least 90 days from the submission ofthe cyber incident
report to allow DoD to requestthe media or decline interest.

(fy Access to additional information or equipmentnecessary forforensic analysis. Upon requestby DoD, the
Contractor shall provide DoD with access to additional information or equipmentthatis necessaryto conducta
forensicanalysis.

(g) Cyberincident damage assessmentactivities.If DoD elects to conduct a damage assessment, the Confracting
Officer will requestthatthe Contractor provide all of the damage assessmentinformation gathered in accordance wih
paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attrib utional/proprietary information. The Governmentshall protect
againstthe unauthorized use or release ofinformation obtained from the contractor (or derived from information
obtained fram the contractor) under this clause thatincludes contractor aftributionalfproprietaryinformation, including
such information submitted in accordance with paragraph (c). To the maximum extentpracticable, the Contractor
shall identifyand mark atributionalfproprietaryinformation. In making an authorized release of such information, the
Governmentwill implementappropriate procedures to minimize the contractor attributionalfproprietaryinformation
that is included in such authorized release, seeking toinclude onlythat information that is necessaryfor the
authorized purpose(s) forwhich the information is being released.

(i) Use and release of contractor atirib utionaliproprietary information notcoreated by orfor DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) underthis clause thatis not
created by or for DoD is authorized to be released outside of DoD—

(1) To entities with missions thatmay be affected by such information;

(2) To entities that may be called upon to assistin the diagnosis, detection, or mitigation of cyber incidents;
(3) To Government entities thatconduct counterintefligence or law enforcementinvestigations;

{4) For national securitypurposes, including cyber situational awareness and defense purposes (including
with Defense Industriai Base (DIB) participants in the program at 32 CFR part 236); or

(5) To a supportsenices contractor (“recipient’) that is direclly supporting Governmentactivities undera
contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party
Confractor Reported Cyber Incident Information.

(i) Use and release of contractor attrib utional/proprietary information created by orfor DoD. information that Is
obtained from the contractor (or derived from information ebtained from the contractor) under this clause thatis
created by or for DaD (including the information submitted pursuantto paragraph (c) of this clause)is authorized to
be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for
any other lawful Government purpose or activity, subjectto all applicable statutory, regulatory, and policy based
restrictions on the Govemment's Use and release of such information.

{K) The Contractor shall conductactivities under this clausein accordance with applicabie laws and regulations on the
interception, monitoring, access, use, and disclosure of electronic communications and data.

(1) Other safeguarding or reporting requirements. The safeguarding and cyber incidentreporting required by this
clause in no way abrogates the Contractor's responsibilityfor other safeguarding or cyber incidentreporting
pertaining toits unclassified information systems as required byother applicable clauses of this confract, oras a
resultof other applicable U.S. Governmentstatutory or regulatoryrequirements.

{m) Subconiracts. The Contractor shall—

(1) Include this clause, including this paragraph (m},in subconlracts, or similar contractual instruments, for
operationallycritical support, or for which subcontractperformance willinvolve a covered contractor
information system, including subcontracts for commercial ifems, without alteration, except to identify the
parties; and
(2) When this clauseis included ina subconfract, require subcontractors fo rapidlyreport cyber incidents
directly fo DoD at http://dibnet.dod.mil and the prime Coniractor. This includes providing the incidentreport
number, automaticallyassigned byDoD, to the prime Contractor (or next higher-tier subcontractor) as soon
as praclicable.

(End of clause)

252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2006) DFARS

52.247-34 F.0.B. DESTINATION (NOV 1991) FAR

CONTINUED ON NEXT PAGE
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SCHEDULE OF SUPPLIES/SERVICES

Group I — Georgia: Kings Bay

11/06/2016 THROUGH 11/03/2018

SPE300-17-D-V254

Supplies/Services

Lst,
Quantity

Unit

Unit Price

Total

EGGNOG, CHL, 1 QT

CO
Product #: 25324

188

CO

MILK, LOW FAT,

‘| CHL, 1% MILK FAT, 5

GAL CO
Product #: 202

6,830

CO

MILK, CHOC, LOW
FAT, CHL, 1% MILK
FAT, 5 GAL BIB
Product #: 1491

832

BIB

CREAM, HEAVY,
CHL, MIN 36% MILK
FAT,1 QT CO
Product #: 25556

594

CO

CHEESE, COTTAGE,
CHL, CREAMED,
LARGE OR SMALL
CURD, 5 LB CO
Product #: 25140

20

CoO

CHEESE, COTTAGE,
LOW FAT, CHL,
CREAMED, LARGE
OR SMALL CURD, 5
LB CO

Product #: 25152

16

CO

SOUR CREAM, CHL,
CULTURED OR
ACIDIFIED, 18%
MILK FAT, 5 LB CO
Product #: 21944

68

CO
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Group I: Georgia: Kings Bay

11/06/2016 THROUGH 11/03/2016

BULK MIlL ¥ CONTAINERS:

THE BULK MILK/JUICE DISPENSER CONTAINER SHALL BE A SINGLE SERVICE DISPENSER CONTAINER
" {MULTI-GALLON POLYETHYLENE BAG) AND SHALL BE DELIVERED IN A SINGLE SERVICE SHIPPING
CONTAINER {CORRUGATED CARDBOARD BOX} OR A MULTI-SERVICE SHIPPING CONTAINER
(PLASTIC/METAL HOLDER/KEEPER CASE) WHICH DOES NOT REQUIRE ATRANSFERRING OF THE
SINGLE SERVICE DISPENSER CONTAINER (POLYETHYLENE BAG) TO A HOLDER/KEEPER CASE OR
DISPENSER CASE AT POINT OF USE.

Borden Dairy Company of South Carolina is EDI CAPABLE
“ Point of Contact for Ordeting: Janet Jones

Email: janet.jones@bordendairy.com

Phone Number: (214)-258-1201

Email: scarolinaorders@bordendairy.com

Fax: (843)-300-1146

Point of Contagt-fdr Invoicing and Payment: Elsa .Luna

Phone Number: (855)-226-7336
Email: accounts.receivable@bordendairy.com

Fax Number for Invoicing: (214)-2558-1509

There is a 2 day (48 hour) lead-time for all items on this contiact.

The delivery preference is for a 48 hour (skip day) delivery. Delivery is required 48 hours after order is
placed. Orders may be placed with a longer lead-time: however, the minimum lead-time is “skip day™.




Schedule of Deliveries
DESCRIPTION/SPECIFICATIONS:

Sunday November 6, 2016 through Saturday November 3, 2018

SPE300-17-D-V254

Group I (milk); Kings Bay, Georgia (TRF Provisions Warehouse; Pirates Cove Galley)

Vendor is responsible for all deliveries in Georgia, including: Kings Bay Submarine Base

LOCATION

TIME OF DELIVERIES

NG POINT: (N44466)

' EMAIL: Ernestine. pltchfo _1@navy mil

ORDERING POINT: (N44466)

SHIP TO: (N42237)

Pirates Cove Galley

BLDG. 1050

USS JAMES MADISON ROAD KINGS BAY, GA 31547
POC: Mrs. Ernestine Pitchford

PHONE: 912-573-9288

EMAIL: Ernestine.pitchford1@navy.mil

0600-0900

Mon, Wed, Fri

All terms and conditions from Solicitation SPE30016-X-0037 are hereby incorporated into this

contract award.

There is a $25.00 minimum order requirement for all orders placed under this contract. The

vendor is not obligated to make deliveries that are under $25.00.






