DLAD 8500. 6
J-633
25 NOvV 2002

Def ense Logi stics Agency (DLA)
I nformati on Assurance (1A

1. REFERENCES

1.1. DLAR 5200.17, Security Requirenents for Automated |nformation
and Tel ecomruni cati ons Systens, dated June 9, 1993.

1.2. Departnment of Defense (DoD) Chief Information Oficer (ClO
Gui dance and Policy Menorandum No. 6-8510, DoD d oba
Information Gid (GG Information Assurance, dated June 16,
2000.

1.3. DLA Informati on Technol ogy Sol utions, Version 1.0, dated Apri
2000.

1.4. Deputy Secretary of Defense Menorandum Serial U07287/99,
Depart nent of Defense Public Key Infrastructure, dated
August 12, 2000.

1.5. Deputy Secretary of Defense Menorandum Serial U17006/99, Smart
Card Adoption and | npl ementation, dated Novenmber 10, 1999.

1.6. DoD 5200. 2-R, Personnel Security Program dated January 1997

1.7. Chairman Joint Chiefs of Staff Instruction 6510.01C, Information
Assurance and Conputer Network Defense, dated May 1, 2001.

1.8. through 1.28., see Enclosure 1.
2. PURPCSE
2.1. This directive:

2.1.1. Establishes DLA | A policy, defines I A roles and assigns
responsibilities, and provi des guidance to ensure the
protection of information necessary to the execution of the
DLA m ssi on.

2.1.2. Cancels reference 1. 1.

2.1.3. Supplenments reference 1.2.

3. APPLI CABI LI TY AND SCOPE
3.1. The concept of Defense-In-Depth is DoD s response to threats to

the GG I|Ais the inplenentation of Defense-In-Depth. This
gui dance and policy applies to:
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.1.1. Al assigned civilian, military, and contractor personne

at DLA Headquarters staff elenents, joint program offices,
and all DLA Field Activities (to include conmercially-
operated facilities). Herein referred to, in context, as
“DLA” or “DLA enpl oyee.”

.1.2. Al DLA-owned or controlled electronic contenporary,

| egacy, and energing information systens and technol ogi es,
to include those under contract to DLA, that receive,
process, store, display, or transmt DLA infornmation,
regardl ess of classification, mssion category, or
sensitivity. Included are portable electronic devices in
either or both wired and wirel ess nodes.

.1.3. Al Information Technology (IT) acquisitions, statenments

of work, requests for proposals, Menoranda of

Under st andi ng/ Menor anda of Agreerment (MOU MOA), and
simlar docunents for the acquisition and operation of IA
equi pnment, software, maintenance, or other professiona
services which contain statenents that apply to this
directive.

.1.4. Al inplermenting instructions, plans, and handbooks for

this directive covering I Atopics including certification
and accreditation (C&\), enclave boundary defense,

i nformati on system security nmanagenent and control, access
control, public key infrastructure, passwords, energency
response, networks and web sites, security, awareness,
training, and related I A issues.

4. POLICY

4.1.

DLA shall conply with DoD I A policy as defined in the
ref erences.

. All DLA information systens and encl aves shall maintain an

appropriate level of confidentiality, integrity, authentication,
non-repudi ation and availability services that reflect a bal ance
anong the value of the information and infornmation assets;
docunented threats and vulnerabilities; the trustworthiness of
users and interconnecting systens; and cost effectiveness.

. DLA shall follow the principle of risk nmanagenent. Ri sks shal

be prioritized and necessary protection requirenents determ ned,
i ncl udi ng cost-effective technical, procedural, and physica

saf eqguards commensurate with the risk to the mission of the
organi zati on.

. As part of the GG DLA IA efforts shall follow the DoD | A

Techni cal Framework (I ATF). DLA shall update and maintain
reference 1.3 and inplenment the strategy of Defense-in-Depth.
Comput er Network Defense (CND) policies and procedures shall be
used in support of overall DoD w de network integrity.

. DLA shall participate in the DoD CERT Reporting Programin

accordance with reference 1. 2.
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. 10.

.11,

.12,

. 13.

. 14.

. 15.

. 16.

Managed by the DLA Conputer Energency Response Team (CERT), an
Agency-w de audit capability shall be established to ensure the
DLAIT infrastructure is identified and protected.

Data files containing DLA 1A nmetrics and control information, or
other data which is considered sensitive when aggregated, are to
be considered “For O ficial Use Only (FOUO) " (or higher based on
the classification of the data) and encrypted when transnitted.

Classified information will be appropriately encrypted (using
approved encryption devices) and protected when transnitted
el ectronically.

The use of digital certificates or tokens for DLA information
systems shall be inplenmented in accordance with the DoD PK
policy and references 1.4 and 1.5.

Exchange of unclassified information between DoD and its
vendors and contractors requiring | A services will use
val i dated DoD PKI certificates obtained from approved Externa
Certificate Authorities (ECAs).

Access to DLA systens, networks, and web sites shall be
granted on a need-to-know basis and in accordance with
reference 1.6. for clearance, special access, and Automated
Dat a Processing (ADP) IT category designation requirenents and
qualifications. Privilege-based access controls shall follow
the principle of “least privilege,” disallowing all access
privileges that are not explicitly permtted.

Foreign nationals may be permtted access to the Non-
classified Internet Protocol Router Network (N PRNet)
foll owi ng reconmendation by the | ocal Designated Approving

Aut hority (DAA) and approval of the Agency Director. Al
foreign national requests for access nust conply with the host
Mlitary Departnent investigative requirenents and the

provi sions of reference 1.6.

All contractor and foreign national users requiring access to
dot (.) m!l e-mail shall be identified in accordance with
reference 1.7.

DLA systens requiring |logon authentication shall, as a m ni nrum
requi renent, use a properly adm ni stered and protected
password consisting of at |east eight characters to include a
m x of at |east one of each of (a) uppercase letters, (b)

| onercase letters, (c) numbers, and (d) special characters.

Passwords for access to DLA systens, networks, and web sites
shall not be shared or exchanged between or anobng users.

Al'l individuals attenpting access to DLA information systens

shall be notified of the rules of behavior concerning the use
of the systens.
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. 17.

. 18.

. 19.

. 20.

.21,

.22,

. 23.

. 24.

. 25.

. 26.

I T solutions shall be inplenented to isolate non-DLA

i nformati on systens that have access to and fromthe Internet
and DLA systems. The isolation solution shall be either

physi cal or technical, such as an approved boundary protection
product, and be in accordance with applicable policies for
firewalls, intrusion detection, and web site administration.

Saf eguards shall be in place to ensure proper access to a DLA
system network, or web site at a | evel commensurate with an

i ndi vidual s assigned functions and the access nodified as
assigned functions change. Each DLA enpl oyee shall be advised
of their responsibilities associated with their use of the
system and of their being held accountable for their actions
relative to maintaining a secure system

Saf eguards shall be in place and maintained to provide secure
renote dial-in capabilities.

Each DLA system network, and web site C&A shall be docunented
by means of a System Security Authorization Agreenent (SSAA)
in accordance with references 1.8 and 1.9.

Fol l owi ng recei pt of the Approval To Operate (ATO), the SSAA
shall be updated and approved by the DAA within 3 nonths of
any nodification which affects the security architecture or
risk to system application. Revalidation shall occur

annual ly. Use of the systemshall be reaccredited at |east
every 3 years or when a change is nade that alters the
security or integrity of the existing configuration.

The DLA Conprehensive Information Assurance Know edgebase

(Cl AK) shall be a secure, password-protected database and used
by all DLA activities to store, update, and otherw se maintain
their data related to DLA information systens, networks, and
web sites.

All inter-connections of DLA information systens, both
internal and external, shall be nmanaged to continuously
mnimze community risk. Connection to the Defense
Informati on Systens Network (DI SN) NI PRNet will followthe
Def ense I nformati on Systens Agency (DI SA) connection approva
process. Request for waivers shall be forwarded to DLA Field
IT Services (J-632) for approval and to DLA I A (J-633) for

i nformati on purposes.

All DLA systens, networks, and web sites processing classified
informati on shall be certified and accredited in accordance
with references 1.8 and 1.9 prior to actual conmencenent of
processi ng.

The use of nobile code in DLA systens, networks, or web sites
shall be controlled in accordance with reference 1.10, and
shall be registered with J-6 as part of an SSAA

Al'l biometrics technology intended for integration into DLA
i nformati on systens shall be coordinated with the DoD
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Bi ometri cs Managenent Office and acquired in accordance with
establ i shed DoD policy and procedures.

Al'l DLA System Change Requests (SCRs) and Configuration
Control Board (CCB) agenda items shall be formally reviewed by
the CCB for I A inpact. For those that denonstrate an inpact,
a mtigation strategy shall be devel oped and i npl enented as
part of the SCR or agenda item Review and anal ysis of the
proposed mtigation strategy shall be provided to DLA IA
(J-633) and the DLA CERT.

Publi c domain software products (i.e., freeware) may be used
in DLA information systems if an official requirenent is
establ i shed, the product is assessed for | A inpacts, and both
the requirenent and the product are approved by the
responsi bl e DAA.

Al 1 Arelated, governnent off-the-shelf and Commercial Of-
t he- Shel f (COTS) hardware, firmware, and software conponents
and | T products shall be evaluated and acquired in accordance
with reference 1.11 and ot her applicable national and DoD
policy and gui dance.

I A programreviews shall be conducted periodically to conply
with the regul atory gui dance that defines the effectiveness
and adequacy of the safeguards for operationally accredited
systens, networks, and web sites. Systens shall be subject to
active penetration and other forns of testing.

Personal | y owned Personal El ectronic Devices (exanples are
listed in enclosure (2), nunber 40) are not authorized to
connect/synchroni ze to the DLA network unless specifically
approved in accordance with this directive.

In that wireless technology (e.g., infrared, acoustic, radio
frequency) stores, processes and/or transmts information
outsi de the physical confines of DLA-controlled areas and
i ntroduces additional vulnerabilities, they shall not be

connected to DLA systens wi thout the approval of the DAA. In
addi ti on:
.32.1. Unclassified information will be encrypted to and fromthe

wirel ess device; PKI (references 1.4 and 1.5) is required
for access to DLA systens; and the nininmumrequirenents of
references 1.8 and 1.9 are appli ed.

.32.2. Cassified informati on shall be protected to the sane
degree and in the sane manner as is applied to the highest
classification at which that systemutilized is certified
to process. (reference 1.12.)

Al'l purchased and/or |icensed software shall be used in
accordance with the vendor’s established copyright/license
provisions. All DLA software shall be devel oped, managed, and
stored in a manner to mnimze the risk of errors, bugs,

and/ or malicious code.
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4.34. The DLA | A Awar eness, Training, and Educati on Program shall be

i rpl enment ed and managed as part of the Defense-in-Depth
strategy and shall conply with references 1.13 through 1.17.

4.34.1. Initial orientation and annual end user refresher training

in conputer security awareness and accepted conputer
security practices is required for all DLA enpl oyees who
are involved with the nanagenent, use, or operation of
each Federal conputer systemwi thin or under the

supervi sion of the Agency.

4.34.2. | T professionals shall be trained to attain and maintain

the required |l evels of expertise conmensurate with the
specific | A duties assigned.

Classified informati on processed by DLA networks and systens
nust be protected in accordance with reference 1.18.

If the provisions of this directive cannot be achieved as
required, requests for a waiver or tinme extension nay be
submtted. These requests should be submitted to the
Director, Information Operations/Chief Infornmation Oficer
(C1O) (J-6) via the Chief, A Division (J-633), with
sufficient justification and signed by the DAA

RESPONSI BI LI TI ES:

5.1. The Director of DLA shall:

5.

1

1

1.

1

1. Develop and inplenent an | A Program consistent with the
Cli nger-Cohen Act (reference 1.15) and the Defense | A
Program (DI AP) .

2. Establish the appropriate | NFOCON (Al pha, Bravo, Charlie,
or Delta) when DLA Headquarters or any field site cones
under a cyber attack that inmpacts the ability to provide
uni nterrupted support to the warfighter

3. By neans of this directive, appoint DAAs for all DLA
information systenms for which they have responsibility.

4. Conply with established accreditati on and connection
approval processes required for all DoD information
syst emns.

5.2. The DLA Director of Information Operations (J-6)/ClO shall:

5.

2.

. 2.

. 2.

1. Direct, adnminister, and provide oversight to the DLA | A
Program under the authority of reference 1.15.

2. Serve as the DAA for all DLA mission critical and m ssion
support systems, networks, and web sites.

3. Assign J-6 representative to the DLA | NFOCON Advi sory
Committee as a voting nenber and provide the DLA Director
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. 8.

recommendati ons to support the issuance of an | NFOCON
action, when required.

Appoi nt headquarters PKI Registration Authorities (RA) and
Local Registration Authorities (LRA), as required, for
PKI .

When required, ensure DLA-owned or operated infornmation
systens are enabled to use bionetrics for positive access
control in accordance with published DoD policy and
procedur es.

Coordinate all I A research and technology initiatives
under their purview with the Director, Defense Research
and Engi neering ( DDR&E)

Pl an, budget, and execute adequate resources in support of
| A

As i nformati on owner:

5.2.8.1. Establish information classification, sensitivity,

and need-to-know for DLA component-specific
i nformati on.

5.2.8.2. Establi sh i nformati on owner designees for all DoD

conmponent - speci fic information systens.

5.2.8.3. Assign m ssion categories to DLA conponent-specific

i nformation, systems, and encl aves.

5.3. The Staff Director, Technol ogy Services and Infrastructure
Support, (J-63) shall

5.

3.

. 3.

. 3.

. 3.

1

2.

3.

4.

Serve as the DLA Certification Authority (CA) for DLA
m ssion critical and mission support systens, networks,
and web sites.

Provi de policy guidance and responsibility for the Agency
| evel operational protection, detection, and response
capability in the formof a DLA CERT. This capability

i ncorporates the DLA I NFOCON, | A Vul nerability Managenent
(IAVM program incident reporting, vulnerability
assessnment, and red team processes.

Through the National | A Program (NI AP) and in accordance
with NSTISSP No. 11 (reference 1.11), establish criteria
and processes for evaluating and validating all | A related
COTS products used to provide assurance services for DLA

i nformati on systens.

Val i date or define system performance, availability, and

functionality requirenents as normally specified in the
Oper ational Requirenents Docunent (ORD)
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Provide for enterprise-w de specification, acquisition
provi sioning, and configuration of |IA technol ogies,
including but not Iimted to firewalls and intrusion
det ection systens.

Ensure the DLA General Counsel approved notice of privacy
rights and security responsibilities are provided in a
banner to all DLA individuals attenpting initial access to
DLA informati on systens.

Verify the ability to comply with the SSAA during
continuity of operations.

Ensure devel opment of integrated and consistent Continuity
of Operations Plans (COOP) for all m ssion essential
systens, networks, and web sites and assure their periodic
testing.

Ensure conpliance with established DI SA connection
approval processes for all information systens
connecti ons.

5.4. The Chief, A D vision (J-633) shall

5.

4.

4.

4.

4.

4.

4.

4.

1

Assign a CA representative for all DLA systems, networks
and web sites.

Participate as a voting nenber of the DLA | NFOCON Advi sory
Conmi ttee.

Oversee devel opnent and operation of Metrics and Controls
for Defense-in-Depth.

Col l ect and report | A managenent financial and readi ness
data to nmeet DoD | A internal and external reporting
requi renents.

Est abli sh and mai ntain projects in, and assign project

| eaders to, at a mninmum the areas of awareness,

training, and education; enclave boundary defense
(firewalls, virtual private networks (VPNs), and intrusion
detection systens); access controls (Passwords and Logon
Identification); alert taskings; vulnerability
assessments; incident response and | NFOCON, C&A; and | A
Architecture. These project areas nay be adjusted as the
DLA | A Program mat ur es.

Coordinate with Joint and Defense-w de program offices to
ensure interoperability of I A solutions across the DoD
enterprise.

Est abli sh DLA CND services to coordi nate and direct

Agency-wi de CND and CND reporting with direct involvenent
of the DLA CERT.
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5.4.10.

5.4.11.

4.

4.

Provi de Agency-w de gui dance regardi ng the Defense

I nformation Technol ogy Security Certification and
Accreditation Process (DI TSCAP) C&A process for the DLA
enterprise.

Pronmote sharing of energing technologies relating to I A

Ensure that | A requirenents are addressed and visible in
DoD conponent | T-dependent and I T-rel ated invest nent
portfolios and prograns.

Ensure that | A awareness, training, education, and

prof essionalization prograns are provided to all DLA
mlitary and civilian personnel, including contractors,
commensurate with their respective responsibilities for
devel opi ng, using, operating, adm nistering, maintaining,
and retiring DLA information systens.

5.5. The Staff Director, Command Security O fice (DSS-S) shall:

5.

5.

. 5.

1

2.

Provide intelligence support to the DLA | NFOCON advi sory
comittee chairperson

Participate as a voting nmenber of the DLA | NFOCON advi sory
conmittee.

5.6. The Chief, Contingency Plans and Operations Division (J-341)

5.

shal |l :

6.

. 6.

. 6.

1

2.

3.

In coordination with J-633, activate the DLA | NFOCON
Advi sory Committee upon recei pt of a USSPACECOM | NFOCON
Change Notice, or when DSS-S, DLA CERT, or Joint Task
Force- Conput er Network Operations (JTF CNO) initiates a
warni ng that requires the DLA Director to establish an

I NFOCON act i on.

At the request of J-633, take the required J-3 staffing
actions to provide input to J-6, and the DLA Director when
applicable, with recommendations to support the issuance
of an | NFOCON change.

Prior to release by J-6, obtain J-3 coordination on the
I NFOCON activati on nessages rel eased to Agency activities
for appropriate action.

5.7. DLA CERT shall

5.

5.

7.

7.

1

2.

Conduct system scans and use rel ated methodol ogies to
facilitate defensive actions to nonitor, assess, and
respond to system network, and web site vulnerabilities.

Establish a conmputer incident response capability to:

5.7.2.1. Munitor and detect suspicious, unauthorized, or

mal i ci ous activity;
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5.7.2.2. Receive and relay warnings of threats from DLA
organi zations and fromthe DoD CERT;

5.7.2.3. Report conputer security incidents to DLA
Headquarters I A (J-633), DLA Crim nal I|Investigations
Activity (DI), and DoD CERT, as appropriate.

5.7.3. Coordinate | A protective neasures and inpl enent DoD-wi de
CND direction fromU S Commander in Chief Space Command
(USCI NCSPACE) for DLA networks.

5.7.4. Coordinate all JTF-CNO and DoD CERT directives, taskings,
alerts, and advisori es.

5.7.5. Recommend appropriate steps for DLA activities to take in
response to conmputer and network security incidents, and
if unable to obtain satisfactory field activity action
within a reasonable tinme period, take such action as may
be necessary to protect DLA systems, and other DoD
i nformati on assets. Such action may include, but is not
limted to, blocking specific network traffic, disabling
speci fic network services, and di sconnecting systens and
net wor ks.

5.7.6. Conduct |IT hardware and software audits to identify assets
and ensure DLA | A security requirenments have been properly
i npl erent ed.

5.7.7. Conduct periodic onsite reviews of field activity IA
operations and prograns.

5.7.8. Participate as a nenber of the DLA | NFOCON Advi sory
Conmittee.

5.8. Headquarters Directors and Conmanders/Directors/Adm nistrators
of DLA Field Activities shall

5.8.1. Ensure conpliance with this policy directive.

5.8.2. Plan, budget, and execute a plan to apply sufficient
resources to achieve an acceptable |evel of security and
to renmedy security deficiencies in support of the IA
Program

5.8.3. Approve and pronul gate procedures to inplenment DLA | A
policies within their departnents or staff offices.

5.8.4. Ensure that |A requirenments, to include security audits
and C&A, are included in the design, acquisition
i nstal lation, operation, upgrade, or replacenent of al
DOD i nformati on systens and supporting infrastructures.

5.8.5. Serve as DAA for unique or site-specific systens,

networ ks, web sites, and applications under their program
direction.
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. 10.

.11,

.12,

. 13.

. 14.

. 15.

. 16.

. 17.

. 18.

Ensure each nmission critical, mssion support, and

adm ni strative systemw thin the activity has a System
Admi ni strator (SA), designated in witing, to ensure
conpliance with DoD and DLA | A regul ati ons and gui del i nes.

Ensure appropriate and sufficient nunber of security staff
| SSMs/ I nformati on System Security O ficer(s)(1SSQ(s))/
Terminal Area Security O ficers (TASOs) are appointed in
writing to inplenent the provisions of this directive and
supporting gui dance at each systemor site, and to follow
direction provided by the DLA CERT.

Ensure adequate resources are provided to interact and
coordinate with the DLA CERT for CND.

Provi de site access and support for IT audits to ensure
DLA | A security requirenents have been properly
i mpl enent ed.

Ensure that | A awareness, training, education, and

prof essionalization prograns are provided to all DLA
mlitary and civilian personnel, including contractors,
commensurate with their respective responsibilities for
devel opi ng, using, operating, administering, nmaintaining,
and retiring DLA information systens.

Ensure DLA CGeneral Counsel approved notice of privacy
rights and security responsibilities are provided in a
banner to all DLA individuals attenpting initial access to
DLA informati on systens.

Ensure that all personnel under their purview receive
security awareness training on an annual basis.

Ensure that only Conmuni cations Security (COVSEC)

equi pment acquired through the National Security Agency
(NSA) as the centralized COMSEC acquisition authority, or
t hrough NSA desi gnated agents, are used to protect
classified systens.

Appoi nt RAs and LRAs.

Ensure that the IT Chief initiates | NFOCON acti ons when
directed by DLA CERT.

Support DLA CERT system scans and related vul nerability
assessnment techni ques.

Provi de SI PRNet access, or arrange for SIPRNet access at
the cl osest avail able SIPRNet connection, for all | SSMs
and 1 SSOs within their organization

Ensure devel opnent of an integrated and consi stent COOP

Plan for all mssion essential systems, networks, and web
sites under their purview and assure its periodic testing.
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5.9. DLA Field Activity IT Chiefs, Headquarters | evel Program
Managers, Product Managers, and Field Site Project Managers
shal | :

5.9.1. Activate DLA CERT directed | NFOCON acti ons.

5.9.2. Work closely with the ISSM1SSO to ensure systens,
networ ks, and web sites are used properly.

5.9.3. Advise the ISSO of security anonmlies or integrity
defici enci es.

5.9.4. Adninister, when applicable, user identification or
aut henti cati on mechani sms of the system

5.9.5. ldentify security deficiencies and initiate appropriate
action to achieve an acceptable security |evel

5.9.6. ldentify and inplenment security countermnmeasures needed to
mai ntai n adequat e protection.

5.9.7. Identify IT security requirenents to include
i nvestigative and clearance criteria for inclusion in
contracts that conply with the provisions of this
directive and references 1.11 and 1.18.

5.9.8. Ensure MOU/ MOA are in place for all systens for which
DLA provides IT support services.

5.9.9. Ensure MOU/ MOA are in place for outsourced |IT support
servi ces.

5.10. Contracting O ficers will ensure that specifications
i dentified by DLA Program Managers for | T hardware, software
mai nt enance services, supplies, or services containing IT
security requirenents are included in all contracts and
Statenents of Work (SOWs).

5.11. DAA shall

5.11.1. Certify and accredit all systems, networks, and web sites
under their purview and are authorized to suspend
operation of a system network, or web site for which they
are responsi bl e when, in their judgnent, conditions so
war r ant .

5.11. 2. Accredit systems, networks, and web sites through the
DI TSCAP process (references 1.8 and 1.9) and provide
written acceptance of operational security responsibility,
approval for their operation in a designated security node
and at a defined l|evel of risk. \Were risks prevent
accreditation, DAAs shall either issue statenments of
InterimAuthority to Operate for specified periods of tinme
not to exceed 1 year (pending accreditation) or suspend
syst em operati on pendi ng correction of weaknesses.
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.11,

.11,

.11,

.11,

.11,

.11,

.11,

.11,

.11,

11,

.11,

.11,

10.

11.

12.

13.

14.

. Appoint, in witing, the CA |SSMs, |SSOs, and user

representatives when required, for applicable systens,
net wor ks, and web sites.

Manage and control access to information systens under
their jurisdiction, including access by contractors and
i ndi vi dual foreign nationals.

Execute MOAs with other DAAs where the authority to
accredit does not enconpass the entire functiona
environnment, and to effect a secure environnent for the
devel opnent, depl oynent, operation, and mai ntenance of the
affected and interconnected facilities and/or networks.

Identify the level of acceptable risk for a system
network, and web site and detern ne whether the acceptable
| evel of risk has been obtained. This determ nation is
made by the DAA after a review of the certification
package.

Ensure that all systens, networks, and web sites under
their jurisdiction are assigned the appropriate |evel of
concern and | evel of robustness to ensure secure
oper ati ons.

. Verify that data ownership is established for each system

under their jurisdiction and that the system has been
assigned a nission category.

I ncorporate the security requirements outlined in this
directive into plans for devel opnent, acquisition
accreditation, and operation of systems, networks, and web
sites.

Ensure, for both devel opnmental and operationa
environnents, a formal access control policy is

devel oped to identify the users and/or user groups who
will be permtted access, and at what level, to the
systenms, networks, and web sites.

Grant individual foreign national access to specific
classified U. S. networks or systens in accordance with
references 1.19 and 1. 20.

Ensure di ssenmination of the access control policy to the
| SSM I SSO and to all organizati ons using or operating
the system network, and web site.

VWere the devel oped policy is inadequate or difficult to
apply, authorize access via a specific waiver and on a
case-by-case basis to files, programs, and dat abases
under their cognizance.

Conpl ete appropriate DAA training as identified in the
DLA I A Trai ning Pl an.
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.12,

. 13.

Certifying Authorities (CA) shall

.12,

.12,

.12,

.12,

.12,

.12,

.12,

8.

.12. 1. Support the DAA as the technical expert in the C&A

process.
Coordi nate various activities of the C&A process.

Make technical judgnents of the systenis conpliance in
both technical and non-technical security features, system
features and ot her safeguards, and ensuring design
conpliance with security policy.

Provide policy interpretation and docunent system
security.

Schedul e system security test and evaluation (ST&E) in
accordance with reference 1.9.

. Assist the DAA in review and approval of the SSAAs.

Provides the DAA with certification status and an
accreditati on recommendati on based on their docunented
resi dual risk.

Provi de oversight for the certification requirenments
revi ew.

Compl et e DI SA-sponsored C&A training.

I nformati on System Security Managers (I SSM Shal l

. 13.

. 13.

. 13.

. 13.

1

2.

3.

4.

Est abli sh and maintain the security for all systens
under their jurisdiction including the maintenance of
all required safeguards, as specified in accreditation
docunent ati on.

Identify and include I A requirenents in the design/
devel opnent, acquisition, installation, operation
upgrade, or replacenent of all information systens and
supporting infrastructures, including security audits,
C&A.

Provi de technical judgnment regarding the conpliance to
DI TSCAP requirenments of each system network, and web
site. ldentify and assess the risks associated with
operating each system network, and web site, coordinate
DLA-type certification activities, and consolidate the
final C&A package.

Ensure that personal information is protected fromthe
unaut hori zed rel ease which would be a clearly
unwarrant ed i nvasi on of personal privacy, to include the
foll owi ng categories about U S. citizens, DoD enpl oyees,
and military personnel: 1) Social Security Account
Nunbers; 2) dates of birth; 3) hone addresses, and 4)

t el ephone nunbers other than duty office nunbers. Duty
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. 13.

. 13.

. 13.

. 13.

. 13.

. 13.

. 13.

. 13.

. 13.

. 13.

10.

11.

12.

13.

14.

phone numbers of units are described in paragraphs
C.3.2.1.6.2.2., reference 1.21

Ensure secure renote dial-in procedures are inplenented.

Ensure coordi nati on and synchroni zati on of I A and CND
operations with network managenent.

Consult the I A Technical Franmework (IATF)
(http://ww.iatf.net) and published Cormon Criteria
Protection Profiles for guidance regardi ng common

cl asses of network and system attacks, interoperability
and conpatibility with the Defense-in-Depth strategy,
and | A solutions that should be considered to counter
att acks.

When required, ensure DLA-owned or operated information
systens are enabled to use bionetrics for positive
access control in accordance with published DoD policy
and procedures.

Ensure that all DLA systens over which they have

cogni zance and their interconnections, both internal and
external, are managed to continuously mininze community
ri sk and ensure that the protection of one systemis not
underm ned by vul nerabilities of other interconnected
syst ens.

Ensure all DLA information systens, services, and
applications register the ports and protocols they use
in accordance with the established DoD ports and
protocol s managenent process.

Ensure procedures are in place to coordi nate and use
outsi de agencies (e.g., Service CERTS, DI SA, and NSA) to
conduct external penetration testing and vulnerability
assessnments of site-specific systems, networks, and web
sites. These assessnents may include network scans,
OPSEC surveys, COMSEC reviews, and Red Team operati ons.
These services, when required, will be requested via DLA
A (J-633) and nust be coordinated with DLA CERT.

Ensure that all connections to non-G G infornmation
systens, including foreign national and contractor
systems, are acconplished in accordance with approved
DoD and DLA criteria and coordinated with the DoD CI O
and the Intelligence Conmittee Cl O

Ensure that no public domain software products are used
in DLA IT systens unless an official requirenent is
established. Assess the product for | A inpacts, and
obtai n approval for use fromthe responsi bl e DAA

Ensure that access to DLA information systems is granted
to individual s based on a need to know and i n accordance
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. 14.

.13. 15.

. 13. 16.

.13.17.

.13.18.

| SSCs

.14, 1.

.14. 2.

. 14. 3.

.14. 4.

. 14. 5.

. 14. 6.

.14. 7.

with reference 1.6 for clearances, special access, and
I T category designation requirenents and qualifications.

Ensure that the exchange of unclassified information

bet ween DLA and its vendors and contractors requiring IA
services is acconplished using approved Externa
Certificate Authorities (ECAs). The ECAs will operate
under a process which delivers a |l evel of assurance that
nmeet s business and | egal requirenents as determ ned by
the DoD Conptroller and DoD/ DLA General Counsel

Ensure that all DLA systens are subject to active
penetration and other forms of testing used to
conpl ement nonitoring activities in accordance with
reference 1.12 and other | aws and regul ati ons.

Ensure nobil e code technol ogies are used in strict
accordance with DoD policy in order to reduce the threat
to DLA | A systens posed by nalicious code.

Performother | SSM duties as |listed in references 1.8
and 1.9.

shal | :

Report to the local |1SSM for guidance and direction and
will ensure compliance with this policy directive for
their field site commander or staff office.

Revi ew al |l proposed system changes to determine if the
secure operation of the system network, or web site
will be affected. Fornmally endorse all conpleted
changes, certifying that the prevailing security
protection has not been weakened.

Informthe ISSM (IT Chief when no I SSMis assigned), and
the DAA of mnor or nmmjor changes that may affect the
integrity of the system being nodified.

Devel op and maintain an Informati on System Security Plan
(1SSP) as defined in reference 1.2 for each system
network, or web site under his or her jurisdiction

Ensure that every systemin his or her jurisdiction is
operat ed, used, nmaintained, and di sposed of in
accordance with the system s SSAA and | ocal security
pol i cies and practices.

Coordi nate security neasures including analysis,
testing, evaluation, verification, accreditation, and
review of each site-specific system network, and web
site at the appropriate classification |evel within the
conmands network structure.

Provide an | A nonitoring and testing capability in
accordance with reference 1.09.

Page 16



. 14.

. 14.

. 14.

. 14.

. 14.

. 14.

. 14.

. 14.

. 14.

. 14.

. 14.

.14,

. 14.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Wthin I SSO lines of authority (DAA via ISSMIT Systens
Chief), enforce I A policies and safeguards on al
personnel having access to each system for which the

| SSO has cogni zance.

Adm ni ster, when applicable, user identification or
aut henti cati on mechani sns of the system

Mai ntain a plan for site security inprovenents and
progress towards neeting full accreditation and/or
continued inprovenment in risk nmtigation.

Recommend the criticality and sensitivity levels for
each site-specific system network, or web site.

Ensure users and system support personnel have the

requi red security cl earances, authorization and need-to-
know, are indoctrinated; and are famliar with interna
security practices before access to I T systemis

grant ed.

Ensure that audit trails are turned on and revi ewed
periodically. In an adjunct capacity to the DLA CERT,
review firewall and intrusion detection logs for their
respective command or facility.

Eval uate known vulnerabilities to ascertain if
addi ti onal safeguards are needed.

Report all non-adnministrative security incidents to
| ocal |1 SSM and DLA CERT.

Devel op and nmmi ntain an effective account nanagenent
program i ncl udi ng the assi gnnent and control of
passwords and the inplenentation and nei ntenance of a
conprehensi ve PKI Program

Mai ntain |liaison with DLA, DoD, and non-DoD counterparts
to track devel opnents in the conputer security area and
keep current with pertinent conputer security issues.

Submit reports on the I A posture of the information
systens as required by the local ISSM I T System Chi ef,
and | ocal DAA as defined in DLA/ DoD policy (reference
1.2).

Est abli sh a program consistent with reference 1.19 for

di sposing of information systens conponents (hard drives
and ot her storage nediumincluding renmovabl e di sk packs,
seal ed di sk drives, nmagnetic Bernoulli cartridges,
optical disks, and optical tapes) when being disposed of
out si de DoD.

Additionally, perform|SSO duties as listed in
references 1.8 and 1.9.
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. 15.

. 16.

System Admi ni strators (SA) shall

.15. 1.

.15. 2.

. 15. 3.

. 15. 4.

. 15. 5.

.15. 6.

Wrk closely with the 1SSO to ensure the systemis used
properly.

Assi st the 1SSO in maintaining system configuration
controls and need-to-know i nformati on protection
mechani sns.

Advi se the | SSO of security anonmlies or integrity
defici enci es.

Adm ni ster, when applicable, user identification, or
aut henti cati on mechani sms of the system

Perform system backups, software upgrades, and system
recovery, including the secure storage and distribution of
backups and upgr ades.

Perform other SA duties as listed in references 1.4 and
1.5.

TASOs shal |l :

.16. 1.

. 16. 2.

. 16. 3.

. 16. 4.

. 16. 5.

. 16. 6.

.16. 7.

. 16. 8.

.16. 9.

Act as the representative of the 1SSO to the users within
their designated area.

Assi st users in understanding and conplying with systens
security procedures to protect conmputer workstations and
determ ne adequate protection criteria for the informtion
processed.

Be the user focal point for adm nistration and access
control mechanisns (e.g., user identifications, passwords,
and certificates). Miintain site security checklists for
physi cal security (e.g., door |ocks, alarmsystens) in
accordance with site physical security policies.

Keep a log of all conputer access control assignnments
(i.e., accounts) granted to each enpl oyee.

Del ete user’s system perm ssion when access to a systemis
no | onger required.

Docunent and report all conputer systemviruses, security
viol ations, and incidents to |SSO

Serve as trusted agent when needed.
Solicit guidance fromthe | SSO when necessary.

Assist 1SSOin related matters.
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5.17. RAs and LRAs shall
5.17. 1. Ensure conpliance with PKI policy addressed in this
directive for his or her DLA Field Activity Commander or
staff office.

5.17.2. Perform RA or LRA duties as listed in references 1.4 and
1.5.

5.18. Authorized Users shall

5.18. 1. Conply with DLA | A policy, practices, and procedures.

5.18.2. Immediately report all known or suspected | A incidents,
potential threats, and vulnerabilities in accordance with
establ i shed procedures.

5.18. 3. bserve regul ati ons and gui dance governing the secure
operations (e.g., protection of passwords) and authorized
use of an information system

6. EFFECTIVE DATE. This publication is effective i mediately.

BY ORDER OF THE DI RECTOR

RI CHARD J. CONNELLY
Di rector
DLA Support Services

Encl osur es
Encl osure 1, References

Encl osure 2, Definitions

Coordi nation: J-1, J-3, J-8, J-9, DSS, DG DI
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. 8.

. 10.

.11,

.12,

. 13.

. 14.

. 15.

. 16.

. 17.

. 18.

. 19.

. 20.
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. 23.
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DEFI NI TI ONS

Aut hentication. Security measure designed to establish the validity
of a transm ssion, nmessage, or originator, or a neans of verifying
an individual’s authorization to receive specific categories of

i nf ormati on.

Availability. Tinely, reliable access to data and i nfornation
services for authorized users.

Bl ue Team Cooperative effort by an interdisciplinary teamto
revi ew, assess, and docunent vulnerabilities as a neans to inprove
the security posture of information systens.

Comput er Enmergency Response Team ( CERT)/ Computer |ncident Response
Team (CIRT). Team of personnel with technical expertise and organic
equi pment that may deploy to assist renpte sites in the restoration
of conputer services; an operational organization for rapid response
to both deployed and installation based Service forces.

Certification Authority (Certifier) (CA). Individual responsible
for maki ng a technical judgnment of the system s conpliance with
stated requirenents, identifying, and assessing the risks associated
wi th operating the system coordinating the certification
activities, and consolidating the final C&A package.

Classified Information. Information that has been determ ned
pursuant to E. O 12958 or any predecessor order to require
protection agai nst unauthorized disclosure and is marked to indicate
its classified status when in docunentary form

Conmput er Network Defense (CND). Actions taken to protect, nonitor,
anal yze, detect, and respond to unauthorized activity wi thin DoD
i nformati on systens and conput er networKks.

CND Service (CNDS). A DoD certified service provided or subscribed
to by owners of DoD information systens and/or conputer networks in
order to provide CND situational awareness; inplenment CND protect
measures; nonitor and anal yze in order to detect unauthorized
activity; and inplement CND operational direction. A Conputer
Emergency or Incident Response Team (CERT/CIRT), located within a
Net wor k Operations and Security Center (NOSC), comonly provides
CNDS.

Communi cations security (COMSEC). The protection resulting from al
nmeasures designed to deny unauthorized persons information of val ue
whi ch might be derived fromthe possession and study of

t el econmuni cations, or to m slead unauthorized persons in their
interpretation of the results of such possession and study.

I ncludes crypto security, transnission security, enission security,
and physical security of COMSEC materials and i nformation.

Confidentiality. Assurance that information is not disclosed to
unaut horized entities or processes.

2
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12.

13.

14.

15.

16.

17.

18.

19.
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Def ense-i n-Depth. Defense-in-Depth is a security approach that
uses | ayers of I A technical and non-technical solutions to
establish an adequate | A posture for the DLA-w de systens,
networks, and web sites. Defense-in-Depth focuses on the |oca
computing environnents (or enclaves), enclave boundaries, networks
that link enclaves, and supporting infrastructures and integrates
the capabilities of people, operations and technology to establish
mul ti-layer, nulti-dinmensional protection of networked systens

Desi gnat ed Approving Authority (DAA). The designated authority at
the local (field site or headquarters) level with the authority to
formally assunme responsibility for site specific (unique) systens,
networ ks, or web sites operating at an acceptable |level of risk

DLA Enterprise. The Director, DLA, the headquarters Conponents,
field sites, and all other DLA organizations (to include comerci al
activities serving in an operational capacity for DLA).

DLA Program Manager/ Product Manager or | T Systens Chief. The
person ultinmately responsible for the overall procurenent,
devel opnent, integration, nodification, or operation and

mai nt enance of an | A system

Encl ave. An environment that is under the control of a single
authority and has a honpgeneous security policy, including
personnel and physical security. Local and renpte el ements that
have access resources within an enclave nust satisfy the policy of
the enclave. Enclaves can be specific to an organi zation or

nm ssion and may al so contain nmultiple networks. Enclaves may be

| ogi cal, such as an operational area network, or be based on

physi cal |ocation and proximity. The enclave enconpasses the
network | ayer, the host, and the applications |ayer

Encryption. (a) End-to-end encryption addresses the protection or

i nformati on passed in a tel ecommunications system by cryptographic
means, frompoint of origin to point of destination; (b) Link
encryption provides the protection of information applied in a link
of a conmmuni cations systemso that all information passing over the
link is encrypted.

Encryption Algorithm A set of mathemmtically expressed rules for
rendering information unintelligible by effecting a series of
transformations to the normal representation of the information

t hrough the use of variable elenments controlled by the application
of a key.

External Certificate Authority (ECA). An external (outside DoD)
agent that is trusted and authorized to create, sign, and issue
certificates to approved vendors and contractors for the purpose of
enabling secure interoperability with DOD entities. Operating
requi renents for ECAs nmust be approved by the DoD CIO in
coordination with the DOD Conptroller and the OSD CGeneral Counsel

For Official Use Only (FOUO). Unclassified official information of
a sensitive, proprietary, or personally private nature which mnust
be protected agai nst unauthorized public rel ease pursuant to
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exenptions 2 through 9 of the Freedom of Information Act (FO A) as
i npl enented by DLAR 5400. 14.

G obal Information Gid (A G. The global interconnected
capabilities, processes, and personnel for collecting, processing,
storing, dissem nating, and managing information for all DoD

war fighters, policy makers, and support personnel

I nformati on Assurance (1 A). Measures that protect and defend

i nformation and information systens by ensuring their availability,
integrity, authentication, confidentiality, and non-repudiation
This includes providing for restoration of information systenms by

i ncorporation of protection, detection, and reaction capabilities.

A Vulnerability Alert (1AVA). The conprehensive distribution
process for notifying Commanders in Chief, Services, and Agencies
(C/ S/A) about vulnerability alerts and counterneasures infornation.

I nformati on Operations Condition (INFOCON). |INFOCON is a
conmprehensi ve def ense posture and response system based on the
status of information systems, mlitary operations, and
intelligence assessnents of adversary capabilities and intent. The
| NFOCON system presents a structured, coordinated approach to
defend agai nst a computer network attack

I NFOCON Advi sory Conmittee. Conprised of an individual from
J-6341, J-633, the DLA CERT, and DSS-S, the | NFOCON Advi sory
Conmmi ttee neets whenever a change to the | NFOCON | evel is
recomended.

Informati on System The entire infrastructure, organization
personnel and conponents for the collection, processing, storage,
transm ssion, display, dissem nation, and disposition of

i nformation.

Informati on System Security (I NFOSEC). Protection of information
systenms agai nst unaut horized access to information, whether in
storage, processing, or transit, and agai nst the denial of service
to authorized users, including those neasures necessary to detect,
docunent, and counter such threats.

I nformati on Systens Security Manager (ISSM. The individua
responsi bl e for a program organization, system or enclave's |A
Program principal advisor on conmputer security natters.

Information Systems Security O ficer (1SSO). An individua
responsible to the DAA and | SSM for ensuring that the appropriate
operational |A posture is mmintained for a system program or
encl ave from design to di sposal

Informati on System Security Policy (I1SSP). The ISSP identifies
security requirenents, objectives, and policies inplenmented to
safeguard the site or systemin a prescribed operationa
configuration, to include requirenments for system redundancy and
data backup and ri sk managenment deci sions. Contingency plans nust
be devel oped and tested to prepare for enmergency response, backup
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31.

32.

33.
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operations, and post-disaster recovery. This policy docunment nust
become part of the SSAA for each system network, or web site
requi red by the DI TSCAP

I nformati on Technol ogy (I T) position category. The IT position
identifies the | evel of access required or available in the
execution of an individual’'s duties.

30.1. IT-1 positions. Those positions in which the incumbent is
responsi bl e for the planning, direction, and inplenmentation of a
security program has najor responsibility for the direction,

pl anni ng, and design of a conputer system including hardware and
software; or can access a system during operation or maintenance in
such a way, and with a relatively high risk for causing grave
damage, or realize significant personal gain.

30.2. IT-11 positions. Those positions in which the incunbent is
responsi bl e for the direction, planning, design, operation, or

mai nt enance or a conputer system and whose work is technically
reviewed by a higher Authority of the IT-1 category to ensure
integrity of the system

30.3. IT-111 positions. All other positions involved in computer
activities not covered in IT-1 and IT-11 paragraphs described
above.

Integrity. Quality of an information systemreflecting the |ogica
correctness and reliability of the operating system the |ogica
compl eteness of the hardware and software inplenenting the
protecti on nechani sns; and the consistency of the data structures
and occurrence of the stored data. Note that, in a formal security
nmode, integrity is interpreted nore narrowy to nmean protection
agai nst unaut hori zed nodification or destruction of information

Level of Concern. A rating assigned to an information systemthat
i ndi cates the extent to which protective neasures, techniques, and
procedures nmust be applied. DoD has three |evels of concern:

32.1. High: Information systens that require the nobst stringent
protection neasures and ri gorous counterneasures.

32.2. Medium Information systens that require |ayering of
addi ti onal safeguards above the DoD mini mum standard (Basic).

32.3. Basic: Information systenms that require inplenmentation of
DoD mi ni mum st andar ds.

Level of Robustness. The characterization of strength of a security
function, nechanism service or solution, and assurance (or
confidence) that is inplenmented and functioning correctly to
support the level of concern assigned to a particular information
system DoD has three | evels of robustness:

33.1. High: Security services and nechanisns that provide the nost
stringent avail able protection and rigorous security
count er neasur es.
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33.2. Medium Security services and nmechani sns that provide
| ayering of additional safeguards above the DoD ni ni mum ( BASI C)

33.3. Basic: Security services nechanisns that equate to good
comerci al practices.

Mal i ci ous nmobile code. Malicious nobile code is designed,

enpl oyed, distributed, or activated with the intention of

conmprom sing the performance or security of information systens and
conmput ers, increasing access to those systens, disclosing

unaut hori zed i nformation, corrupting information, denying service,
or stealing resources.

M ssi on cat egori es. All DLA systens, networks, and web sites wll
be categorized within one of the follow ng categories:

35.1. Mssion Critical (Mssion Category I): Systens handling
information deternined to be vital to the operational readi ness or
m ssion effectiveness of deployed and contingency forces in terns
of both content and tineliness. The consequences of |oss of
integrity or availability of a Category | system are unacceptabl e
and coul d include the i medi ate and sustained | oss of nission
effectiveness. M ssion Category | systens require the npst
stringent protection neasures.

35.2. M ssion Support (Mssion Category Il1): Systens handling
information that is inportant to the support of deployed and
contingency forces. The consequences of loss of integrity are
unacceptable. Loss of availability is difficult to deal with and
can only be tolerated for a short tinme. The consequences could

i ncl ude delay or degradation in providing inmportant support
services or conmodities that nmay seriously inpact m ssion
effectiveness or operational readiness. M ssion Category |
systens require additional safeguards beyond best practices to
ensure adequate assurance.

35.3. Administrative (Mssion Category Il1): Systens handling
information that is necessary for the conduct of day-to-day

busi ness, but does not materially affect support to deployed or
contingency forces in the short term The consequences of |oss of
integrity or availability can be tolerated or overcone w thout
significant inpacts on mssion effectiveness or operationa

readi ness. The consequences coul d include the delay or degradation
of services or commodities enabling routine activities. M ssion
Category Il systems require protective neasures, techniques or
procedures generally conmmensurate with comercial best practices.

Mobi |l e code. Software npdul es obtained fromrenote systens,
transferred across a network, and then downl oaded and executed on a
| ocal system without explicit installation or execution by the

reci pient. Software technol ogies that provide the mechanisnms for
the production and use of nobile code include Java, JavaScri pt,
VBScri pt, and ActiveX. There are three (3) categories of nobile
code.
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36.1. Category 1: Category 1 nobile code technol ogies exhibit a
broad functionality allowi ng unnmedi ated access to workstation

host, and renpte system services and resources. Category 1 nobile
code has known security vulnerabilities with few or no

count ermeasures once they begin executing. Execution of Category 1
nmobi l e code typically requires an all or none decision; either
execute with full access to all systemresources or don't execute
at all. Category 1 nobile code may be used in DLA information
systens only when the nobile code is signed with a DoD approved PK
signing certificate or when the DLA Cl O approves alternate
commercially avail abl e code signing certificates.

36.2. Category 2: Category 2 nobile code technol ogi es have ful
functionality, allow ng nediated or controlled access to

wor kstation, host, and renote system services and resources.
Category 2 nobile code may have known security vulnerabilities but
al so have known fine-grained, periodic, or continuous

count ernmeasures or safeguards. Category 2 nobile code technol ogies
may be used in DLA information systens if the nobile code is
obtained froma trusted source over an assured channel

36.3. Category 3: Category 3 mobile code technol ogi es support
limted functionality, with no capability for unmedi ated access to
wor kst ati ons, hosts, and renpte system services and resources.
Category 3 nobile code technol ogi es may have a history of known
vul nerabilities, but also support fine-grained, periodic, or
continuous security safeguards. Category 3 nobile code
technol ogi es may be used in DLA information systens.

Network: |S-inplenmented with a collection of interconnected
networ k nodes. A group of conputers that can communicate with each
ot her, share peripherals (such as hard disks and printers), and
access renote hosts or other networks. For SSAA status reporting,
interfacing networked are those networks outside the accreditation
boundary which either are "connected to" or are "to be connected
to" the information systens(s) being certified and accredited.

Non-repudi ati on. Assurance the sender of data is provided with
proof of delivery and the recipient is provided with proof of the
sender’s identity, so neither can | ater deny having processed the
dat a.

Operations Security (OPSEC). A process of identifying critica
informati on and subsequently analyzing friendly actions attendant
to mlitary operations and other activities to: (a) identify those
actions that can be observed by adversary intelligence systems; (b)
deternmine indicators hostile intelligence systens m ght obtain that
could be interpreted or pieced together to derive critica
information in a tinme to be useful to adversaries; (c) select and
execute nmeasures that elininate or reduce to an acceptable |eve

the vulnerabilities of friendly actions to adversary exploitation

Personal Electronic Device (PED). Personal Digital Assistants
(PDAs), pal ntops, hand-held computers, cell phones, two-way pagers,
wirel ess e-mail devices, and audi o and video recordi ng devi ces.
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Portabl e El ectronic Devices: Laptops, cellular devices, |and
nobi |l e radi os, nobile satellite systems, audio/video recording
devi ces, scanni ng devices, nessagi ng devices, personal digita
assi stants, and any other devices capable of storing, processing,
or transmtting information operating in either or both wired and
Wi rel ess nodes.

Privileged User. An individual who has access to system control
moni toring, or adnministrative functions.

Public Key Infrastructure (PKlI). Framework established to issue,
mai ntai n and revoke public key certificates accommpdating a variety
of security technol ogies, including the use of software.

Red Team |Independent and focused threat-based effort by an
interdisciplinary, simulated adversary to expose and exploit
vul nerabilities as a neans to inprove the security posture of
i nformati on systens.

Ri sk Managenment. ldentifying risk as a function of the probability
of threats measured against vulnerabilities in terns of the val ues
of the assets in question. A basic tenet is that of shared risk --—
ri sk assuned by one is a risk shared by all. Safeguards (such as
Firewalls, Intrusion Detection Systens (IDS), and Public Key
Infrastructure (PKI) certificates) ensure that DLA information and
informati on systenms maintain acceptable |evels of availability,
integrity, and confidentiality of information resources.

Rul es of Behavior. The clearly delineated responsibilities and
expect ed behavior of all individuals with access to the system
Based upon the acceptable level of risk, such rules should be only
as stringent as necessary and should provide adequate security for
the systemand the information it contains. They shall also be

cl ear about the consequences of behavior not consistent with the
rul es.

Sensitive information. Any information the |oss, msuse,

unaut hori zed access to, or nodification of which could adversely
affect U.S. national interests, the conduct of Federal prograns, or
the privacy to which individuals are entitled under the Privacy
Act .

Site critical system Any systemwhich, if down, would require the
filing of a Situation Report (S| TREP).

Site-specific (Unique) system A set of interrelated conmponents
consi sting of mssion, environnent, and architecture operating in a
uni que or site-specific configuration. DLA systens addressed in
this category are those administrative systems that are
specifically designed to operate with unique characteristics at one
DLA site.

System Security Authorization Agreement (SSAA). A formal agreenent
anong the DAA, the Certifier, User Representative, and Program
Manager. It is used throughout the entire DI TSCAP to guide
actions, document decisions, specify I A requirenments, docunent
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certification tailoring and level-of-effort, identify potenti al
sol utions, and mai ntain operational systens security.

Term nal Area Security O ficer (TASO. Assists the 1SSO to ensure
conmpliance with security procedures in an assigned renote term na
area. TASOs coordinate with the 1SSO to inplenent physical and Al'S
security requirenents for devices and renpte term nal areas
processi ng sensitive/unclassified or classified infornmation.

User representative. The individual (s) or organization that has
been assigned by the DAA to represent the user or user conmunity in
the definition of I A requirenents.

Web Site. A collection of web files on a particular subject that

i ncludes a beginning file called a Home page. The hone page
usual ly includes the URLs and/or |P addresses for successive pages
and rel ated websites. The web server environment includes the
physi cal conputing resources, including servers, software, network,
comuni cation, security, and peripheral devices that provide the
pl atf orm upon which web sites are made avail able to users through
the internet. For SSAA status reporting, all public and private
web servers supporting systemor site requirements should be
identified. ‘'Interfacing web sites' are those web sites outside
the accreditation boundary either connected to, or are to be
connected to, the information system(s) being certified and
accredited.

O her A terns are as defined in reference 1.20.



