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FIRST - THE BOTTOM LINE!
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"The proper stewardship of Federal resources is a fundamental responsibility of agency managers and staff.  Federal employees must ensure that government resources are used efficiently and effectively to achieve intended program results.  Resources must be used consistent with agency mission, in compliance with law and regulation, and with minimal potential for waste, fraud, and mismanagement."

(OMB Circular No. A-123, 1995)
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[image: image15.wmf]NEXT…WHY YOU ARE INVOLVED

AS A TAXPAYER, EMPLOYEE, MANAGER
The government is under close scrutiny!  GAO and other audits and reports have revealed…

· The government does not, in all cases, have the management controls and accounting systems necessary to operate many of its programs effectively and safeguard its assets.

· Many weaknesses are long-standing and have resulted in billions of dollars of losses and wasteful spending.

· Major Government scandals and system breakdowns serve to reinforce the public's perception that the Federal Government is poorly managed, with little or no control over its activities.

· Top-level officials and all managers must provide leadership in the area of management controls and proper use of resources if this situation is to change.
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Proper accountability
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Efficiency and economy
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Achievement of agency objectives

[image: image19.wmf]Maintaining the public trust

[image: image20.wmf]
Required by law 

DLA’s MC PROCESS 

[image: image21.wmf][image: image22.wmf]THE BASIC STEPS

NOTE:  Throughout this Guide, "MC" refers to Management Controls; "MCP" to the Management Control Plan; and "MCO" to Management Control Objectives.  Also, to clear up terminology you will see in GAO, OMB, DOD, DLA and other guidance, "Management Controls" is used synonymously with "Internal Controls".  

· Meet with the MC Program Manager and/or the MC Program Coordinator/Point of Contact assigned to your office to discuss program requirements.

· Familiarize yourself with the laws and guidance governing the DLA Management Control Program such as OMB Circular A-123, Management Accountability and Control.  Your MC Program Manager will provide additional information and guidance. 

· Examine management controls for consistency with GAO Standards. 

· Assess and improve management controls. This is where you need to be PROACTIVE and make sure you have controls in place where there is a major risk of monetary loss, waste of resources or embarrassment to your Command.  Work with your staff and MC Program Manager to make sure you have good controls in place for areas that are of high interest to your Command/Director, DLA HQ, and outside auditors.

· Develop control techniques that, if properly implemented, will accomplish the Management Control Objective.

· Test selected controls to determine their effectiveness.  

· Identify and report control deficiencies/material weaknesses.

· Report.  The good news here is that reporting requirements have been greatly simplified!  You no longer need to assess and report on ALL functions in your area - just those considered most critical to the mission for that fiscal year.  Submit status reports/assessment letters on or before due dates provided by your Program Manager, using the format included in this Guide.

FOR QUICK REFERENCE:  Sample questions that supervisors/managers should consider when beginning the process of evaluating controls are in green font throughout the Guide so they are easy to find. 

[image: image23.wmf]

	Focus of Management Programs in DLA 
DLA MISSION
(1)

Support War Fighters
[image: image24.wmf][image: image25.wmf][image: image26.wmf][image: image27.wmf] 

Management Control Program
                                                (2)

Strategic Plan/ Business Plan

                                              (3)

Performance Measures/ Scorecards 

(4) 

These programs/plans should all tie together.  They are ALL controls to reasonably assure DLA accomplishes its mission.


The MC Program should support other DLA programs and share common objectives.  For example, the vision for DLA is “Right item, right place, right price.  Every time…Best value solutions for America’s war fighters.”  

The risks associated with this vision are that the items, time, place and/or price will not be right.  The management controls implemented should ensure that these risks are mitigated to the extent practicable.  Managers should ask themselves:  What are the most important things we want to be measuring or monitoring?  The MCP should focus on the most critical areas – things we do in support of the mission.   

The MC Program compliments other management programs.  It is not duplication and helps achieve the objectives of the other management programs.  They all work together.  For example, dollars may be required to correct material weaknesses and concerns – so these need to be included in the budget.  MC reports also help to ensure that Command and the DLA Director are not being blind sighted regarding problems in the agency and actions being taken to fix them.  It is much better to hear about problems internally and document that DLA is taking steps to fix them than to hear about them first from an outside auditor or the Washington Post! 

WHAT IS THE MANAGEMENT CONTROL PROGRAM?
[image: image28.wmf]The MC PROGRAM is a system that establishes criteria for mission objectives.  It includes an assessment process of how well the controls are working; a plan for the controls; and documentation of the results.      The evaluation of these assessments constitutes the primary basis for the Annual Statement of Assurance (ASA), required by Public Law 97-255, The Federal Managers Financial Integrity Act of 1982 (FMFIA).  The ASA is the formal report that provides a general assessment of the management control process within the DLA/PLFA and identifies any material weaknesses or management concerns.  Your MC Program Manager uses reports from managers regarding status of management controls, and information regarding audits, hot line reports, and command concerns to prepare the ASA for Command signature.  The ASA is then sent to DLA HQ for consolidation, approval, and submission to OSD.
[image: image29.wmf]The PURPOSE of our MCP is to detect and avoid potential problems, as well as to resolve existing problems internally before they become audit findings.  Our approach is to be proactive and identify those functions (MCOs) that are vital and over which we must maintain control.  The use of MCOs replaces the focus on identifying risks with that of identifying and correcting issues/problems that adversely affect, or could adversely affect, the DLA mission. This new approach is in accordance with revised OMB Circular A-123, which provides Executive Branch guidance on the FMFIA of 1982, and guidance from HQ DLA.  The new emphasis for Management Control Plans is to meet federal resource protection requirements of the FMFIA and identify areas that need improvement or corrective action. 
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[image: image31.wmf]MANAGEMENT CONTROLS (Control Techniques/Activities/Methods) include the plan of the organization, methods and procedures adopted by management to ensure that its goals are met. Specifically, they are the organization, policies, and procedures used by agencies to reasonably ensure that programs achieve their intended results; resources are used consistent with agency mission; programs and resources are protected from waste, fraud, and mismanagement; laws and regulations are followed; and reliable and timely information is obtained, maintained, reported and used for decision making.  

WHY IMPLEMENT CONTROLS?  The bottom line is RESULTS!  Beyond the statutory requirements to implement a management control system, managers that do so are more likely to meet their organizational goals and objectives.

Facts:  Management Controls do provide a means of managing and tracking the risks associated with Federal programs and operations.  However, they don’t guarantee the success of agency programs – and they don’t guarantee the absence of fraud, waste, and mismanagement.  Read on to see how this involves you!

[image: image32.wmf][image: image33.wmf]GUIDANCE:  To better understand management controls, you may find it helpful to review the DLA Management Control Handbook, which includes guidelines, regulations, samples, standards, and other helpful information.  Your Management Control Coordinator/Monitor has a copy and it will soon be available on-line. Your activity will also have hard copy, a home page or computer site for MC information with most of the information you will need.  Suggest you familiarize yourself particularly with the Office of Management and Budget (OMB) Circular A-123, "Management Accountability and Control"; DLAD and DLAI 5010.4, "Management Control Program" (drafts); and other guidance recommended or provided by your MC Program Manager. 
ASSESSABLE UNITS: DLA is broken down into the following assessable units: PLFAs, directorates, or field operating activity within the DLA HQ.  The assessable unit managers are Field Activity Commanders or a Director within DLA HQ.
[image: image34.wmf][image: image35.wmf]EACH DLA MANAGER IS RESPONSIBLE FOR accurately evaluating and reporting on MCs relating to:
· Results (of programs).

· Quality and timeliness of program performance.

· Increasing productivity.

· Controlling cost and mitigating adverse aspects of agency

operations.

· With reasonable assurance, ensuring that programs are managed with integrity and in compliance with applicable laws and regulations.
The following chart illustrates DLA’s MC Program responsibilities.
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[image: image37.wmf]NOW - LET’S GET STARTED!
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EXAMINE-ESTABLISH-REVISE MANAGEMENT CONTROLS

Before we discuss some of the details of "How To" develop your plans and provide reports, it is important to remember that controls guarantee neither the success of agency programs, nor the absence of waste, fraud, and mismanagement.  They are a means of managing the risk associated with Federal programs and operations - a means of making "reasonably" sure controls are in place and working.  

With that in mind, you need to take systematic and proactive measures to develop and implement appropriate, cost-effective management controls. Remember!  A good system of management controls allows a manager to uncover and deal with potential problems BEFORE they escalate outside of their authority.  

[image: image39.wmf]Here is where you do some detective work!  Take a close look at areas you know have the interest of Command, HQ, and those outside of DLA including auditors and the media.  When you get "heads up" information from your MC Program Manager and/or audit reports or from your Internal Review Office, you should determine whether this information has impact on your area of responsibility.  If so, does your MCP include objectives and controls to address these areas of concern?  If not, be proactive, get these areas added to you Plan and test the controls for them.  We'll cover testing later in this Guide.

Why be proactive?  Here are several good reasons:  

· Showing you are making every effort to have good controls in place helps to preclude or satisfactorily answer hotline complaints, grievances, reviews - in the long run saving lots of time and money for all involved.  

· The DOD IG Office has stated that if an inspection finding is already covered by the agency's MCP and the assessment shows no material weakness exists or if the agency is already working to make corrections, chances are there will be no adverse finding.

· Common sense - For example, management controls have saved lives by establishing safety procedures and then testing them.  Controls have prevented information "break-ins" to DOD automated systems by establishing better password security, firewalls and other means.

· Integrity - using taxpayer’s money wisely to accomplish mission goals.  
[image: image40.wmf]
· Bottom line?  It's the right thing to do - and - it's the law!
Examine management controls for consistency with the Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1). These standards provide the overall framework for establishing and maintaining internal control and for identifying and addressing major performance and management challenges and areas at greatest risk of fraud, waste, abuse, and mismanagement.   OMB Circular A-123 provides the specific requirements for assessing and reporting on controls.  Both documents, as well as others you may need, may be accessed via the www.gao.gov website.

The new GAO Standards, issued November 1999, are grouped into the following five standards: 

1. Control Environment 

2. Risk Assessment 

3. Control Activities

4. Information and Communications

5. Monitoring  

To determine whether you are meeting these standards, you should ask yourself questions relating to each standard.  

Note: Sample Questions in green font throughout this Guide are included to help you determine which areas are the most vital for inclusion as objectives in YOUR MC Plan.  Please also reference GAO Standards, the GAO High Risk List, OMB Circular A-123, Strategic/Business Plans as well as other MC Guidance to develop additional questions specific to your work area and to ensure that you are assessing controls for the most critical areas in your organization.  
[image: image41.wmf]Control Environment:  Management and employees should establish and maintain an environment throughout the organization that sets a positive and supportive attitude toward internal control and conscientious management.  A positive control environment is the foundation for all other standards.  There are several key factors that affect the control environment. 

For example, what procedures/controls are in place to ensure that?

· Integrity and ethical values are maintained and demonstrated by management and staff?

· Personnel possess and maintain a level of competence that allows them to accomplish their assigned duties as well as understand the importance of developing and implementing good internal control?

· Organizational structure clearly defines key areas of authority and responsibility and establishes appropriate lines of reporting?

· Appropriate practices are used for hiring, orienting, training, evaluating, counseling, promoting, compensating, and disciplining personnel as well as providing a proper amount of supervision?

Risk Assessment:  Management control should provide for an assessment of the risks the agency faces from both external and internal sources. Risk assessment is the identification and analysis of relevant risks associated with achieving the objectives, such as those defined in the DLA Strategic Plan, your Business Plans, and annual performance plans developed under the Government Performance and Results Act and forming a basis for determining how risks should be managed.  Once risks have been identified, they should be analyzed for their possible effect…includes estimating the risk’s significance, assessing the likelihood of its occurrence, and deciding how to manage the risk and what actions should be taken. (Note:  As you will see from guidance provided by OMB Circular A-123, DLA, and DSCC, reporting requirements have become less tedious - specific risk assessment forms are no longer mandatory.  Instead, managers decide which areas are the most critical or "vital" (most vulnerable - highest risk areas) to be evaluated and reported on through your Management Control Program.) 
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DLA’s Management Control (MC) Process
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Have you carefully evaluated your organization to determine the most critical areas?  Are the controls for those areas effective?  Have they been tested and have the results been documented?
Control Activities:  Internal control activities help ensure that management's directives are carried out.  The control activities should be effective and efficient in accomplishing the agency's control objectives. Examples of some questions you should ask in relation to this standard include:

· [image: image43.wmf]Top-level reviews of actual performance:  Do you track major agency achievements and compare these to the plans, goals, and objectives established under the Government Performance and Results Act (GPRA)?

· Reviews by management at the functional or activity level:  Do you compare actual performance to planned or expected results throughout the organization and analyze significant differences?

· Management of human capital:  What do you do to assure that the right personnel for the job are on board and are provided the right training, tools, structure, incentives, and responsibilities?

· [image: image44.wmf]Controls over information processing:  A variety of control activities are used in information processing.  As appropriate, do you perform edit checks of data entered, compare file totals with control accounts, control access to data, files, etc.

· [image: image45.wmf]Physical control over vulnerable assets:  What controls do you have in place to assure security for and limited access to assets such as cash, securities, and equipment, which might be vulnerable to risk of loss or unauthorized use?
· Establishment and review of performance measures and indicators: Are there controls aimed at validating the propriety and integrity of both organizational and performance measures and indicators?
· Segregation of duties:  Do you have controls in place to ensure that no one individual controls all key aspects of a transaction or event?  

· [image: image46.wmf]Proper execution of transactions and events:  What controls do you have in place to assure that only valid transactions to exchange, transfer, use, or commit resources and other events are initiated or entered into?

· Accurate and timely recording of transactions and events:  Are transactions promptly and accurately recorded?
· Access restrictions to and accountability for resources and records:  For example, do you periodically compare resources with the recorded accountability to help reduce the risk of errors, fraud, misuse, or unauthorized alteration?

· Appropriate documentation of transactions and internal control:  Are your internal controls and all transactions and other significant events clearly documented and readily available for examination?

Information and Communications:  Information should be recorded and communicated to management and others within the entity who need it and in a form/time frame that enables them to carry out their internal control and other responsibilities.

· Do program managers get both operational and financial data they need to determine whether they are meeting their agencies' strategic and annual performance plans and meeting their goals for accountability for effective and efficient use of resources?

· [image: image47.wmf]In addition to internal communications, are there adequate means of communicating with, and obtaining information from, external stakeholders that may have a significant impact on the agency achieving its goals?

Monitoring:  Internal (management) control monitoring should assess the quality of performance over time and ensure that the findings of audits and other reviews are promptly resolved.

· [image: image48.wmf]What procedures do you have in place to promptly evaluate findings from audits and other reviews; determine proper actions; and complete, within established timeframes, all actions that correct or otherwise resolve the findings?

ASSESS AND IMPROVE MANAGEMENT CONTROLS

Managers should continuously monitor and improve the effectiveness of MCs associated with their programs.  This continuous monitoring, and other periodic evaluations, should provide the basis for your organization's annual assessment of and report on management controls, as required by the Integrity Act.  Management has primary responsibility for monitoring and assessing controls and should use other sources as a supplement to – not a replacement for – its own judgment.

Sources of information include (examples):
Management knowledge gained from the daily operations of agency programs and systems.

Management reviews

IG and GAO reports (e.g. GAO High Risk Report)

Program evaluations

Audits/reviews of financial statements and financial systems

Reviews of systems and applications

Strategic Plans/Business Plans

Annual performance plans and reports (e.g. GPRA)

Basic elements of every management control system:

Mission, Goals, Objectives -Quality Output/Outcomes

Vulnerability/Risks - The risk in carrying out our mission

Impact of each risk on the mission

Management Control Objectives -The actions taken to minimize risks. 

Management Control Techniques (aka activities, methods, controls) – The procedures managers use to provide reasonable assurance that control objectives are achieved.  

The following example illustrates MC System elements:

· [image: image49.wmf] 
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MISSION:  Provide quality repair parts for C-130 aircraft in a timely manner to ensure aircraft readiness.

· [image: image50.wmf][image: image51.wmf]RISKS:  To begin with, it helps to first word the mission statement inversely:  “Quality repair parts for C-130 will not be provided in a timely manner and aircraft readiness will not be ensured.”  This will help you determine what some specific risks might be, e.g.:

· Repair parts will be defective

· Repair parts will not be available when needed

· Too many repair parts will be on hand

· [image: image52.wmf][image: image53.wmf]IMPACT:  What is the impact on the mission of each risk?  Which is the most significant?  
· [image: image54.wmf][image: image55.wmf]MANAGEMENT CONTROL OBJECTIVE (MCO): For this example, let’s select the second risk and write a Management Control Objective asserting management’s commitment to keeping this risk from occurring:  

Management will implement those control procedures necessary to* ensure that repair parts for the C-130 are available when requisitioned.  

*Note:  DLA has approved abbreviating writing the control objective for the Management Control Plan.  The words, “Management will implement those control procedures necessary to…” are understood at the beginning of each MCO. 

· [image: image56.wmf]MANAGEMENT CONTROL TECHNIQUES:  (Examples).

· Monitor backorders

· Forecast repair part demand

· Project and monitor lead times

[image: image57.wmf]
Ok…. now it’s your turn to write objectives and techniques for your Management Control Plan.  For those of you assisting managers in your area with their management control responsibilities, this exercise will help you understand how the plan is developed.  The process is logical one - follow these steps and use additional notepaper, as needed, to draft out your ideas.  A simple example of each step is included:
· Step 1:  State your organization’s mission goals and objectives.

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Example: Timely payment to contractors/vendors for goods and services.

· Step 2:  Determine the risks that could keep your organization from meeting its mission. ___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Example:  (Tip: When determining risks, it may be helpful to first word the mission statement inversely:  “Payments to contractors will not be timely” and consider related risks.)  For this example, we’ll state, “Payments to contractors will be late”.

· Step 3:  Determine the impact of each risk on the mission – Select those that are highest risk/impact on the mission.  (Go back to Step 2 and put a checkmark by those you select.)  Then…

· Step 4:  Write a management control objective – a policy statement asserting management’s commitment to implement techniques to keep the risk from occurring.

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Example:  Ensure that payments to contractors will be timely. OR, indicating the criteria to measure accomplishment of the objective, the objective could be worded as follows:  Payments will be made between 25 to 30 calendar days after receipt of invoice and receiving report.

· Step 5:  Write management control techniques – these are key procedures/activities/methods/controls already in place or needed to provide reasonable assurance that the objective will be met.

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Examples:  Management oversight to including random checks; annual audits; quarterly statistical reports to Command; periodic and documented survey of contractors and/or system checks to confirm timely payments; 

[image: image58.wmf] Tip!  Refer to samples and objectives from previous MCPs for your organization.  This may help get you started but keep in mind any changes in organization, goals, new concerns, etc. that need to be addressed in your new plan.  Contact your MC Program Coordinator or Program Manager if you need a copy of last year’s MCP for your activity.

Points to remember about management control techniques.

· No system of management control is perfect.

· The need for controls is dynamic.

· The goal is not to establish the greatest possible number of management controls, but those key techniques that will be the most effective in meeting objectives.

· Management Controls (techniques) are needed to:

· Ensure compliance with laws/regulations.

· Safeguard assets

· Facilitate accurate recording of accounting information

· Prevent fraud, waste, abuse and mismanagement

· Ensure accomplishment of goals

· Control techniques are normally contained in regulations, policy and procedure memorandums, program operation manuals, standard operating procedures or similar documents. 
· The GAO Standards can also be useful in identifying existing controls (techniques, methods) Existing control techniques may not be effective or you may need to develop and implement new controls to ensure the objective is met. 
(MORE EXAMPLES OF CONTROL TECHNIQUES)

[image: image59.wmf][image: image60.wmf][image: image61.wmf][image: image62.wmf][image: image63.wmf][image: image64.wmf]
DOCUMENTATION:  

· Operating/financial plans

· Organization charts/job description

· Office instructions/SOP

· Quality Control Procedures

RECORDS:  Recording of Transactions

· Periodic progress reports

· Use of Computerized manual inventory systems

· Use of logs/checklists

· Cash Receipt/Register Tapes

AUTHORIZATION:  Execution of Transactions

· Clear written chain of command

· Periodic inspection of critical forms to ensure proper completion/authorized 
· Requires approval of changes in existing systems, procedures and personnel assignments
STRUCTURE:  Separation of Duties

· Separate personnel assigned to key duties such as:  authorizing, processing, recording and reviewing
· Investigations are conducted by impartial individuals
· Appointment of alternate personnel to fill in for absent personnel
SUPERVISION:

· Performance standards/evaluation
· Provision of training
· Scheduled and unscheduled review of work
· Automated reconciliation and checking of work
· Periodic verification that SOP is followed
SECURITY:  Access to Resources:

· Controlled custody and prenumbering of critical forms (e.g. blank checks, purchase orders, signature plates)
· Physical barriers (e.g., locked doors, fences, safes)
· Access restrictions (e.g. magnetic key devices, DO NOT ENTER signs, employee badges, sign-logs)
· Detection and prevention devices (e.g. fire alarms, electronic sensing, security guards)
· Off-site backup storage for critical automated files

[image: image65.wmf][image: image66.wmf]TEST/EVALUATE CONTROLS

Why test?  A testing of controls is needed to determine if the controls are actually being used as designed and meeting the control objectives.  Testing controls allows us to have confidence in our control systems based on good, hard data and to spot weaknesses that might otherwise be missed.   Note:  It is both impractical and unnecessary to test all control techniques.  The controls to be tested are those that contribute most to achieving the control objective    (i.e. provide management with reasonable assurance). 

How detailed should the evaluation be?  The actual amount of testing is based on the manager’s professional judgment.  It involves gathering evidence to form an opinion on the effectiveness of controls. The objective of testing is to collect sufficient, competent and relevant information to form a reasonable basis for conclusion. 

Basically you should keep testing as simple as possible and yet effective.  
Some Testing Methods/Tools for Testing Controls

These evaluation tools, as well as others, may be used to help you determine the effectiveness of controls/techniques you have implemented to achieve your management control objective.

· Checklist:  Use when observing performance of a control or reviewing documents resulting from a control.

· Document Analysis: Reviewing records, completed forms, or other documentation for various attributes.

· Observation Log: Use for recording the observations of a control activity.

· Physical examination: Examining tangible assets to determine the existence, type, and condition of the assets and serial numbers.

· Interviews:  Eliciting information from personnel who perform that control and other related personnel.  Interviews should be used to supplement document analyses and observations. 

· Interview Guide:  Use when interviewing performers of controls.

· Transaction Testing: Processing test data, either actual documentation or “dummy data” through a system to evaluate edit processes.

· Questionnaires:  Sending out questionnaires to elicit information – primarily opinions.

· Confirmations:  Obtaining external evidence as to the accuracy of information.

· Frequency Tabulation: Use when observing the number or times a control is used.

· Work Distribution Chart:  Use when observing or recording separation of duties.

Here are some Tips to Remember when Conducting the Tests/Evaluations:
· Stick with the sample plan unless you find you need to revise the breadth or size of the sample based on preliminary results of sample.

· Keep good records of all documents reviewed and all persons observed and interviewed.

· Whenever possible, retain copies of key documents showing that controls are working.

Checklist - Test Documentation Includes, at a Minimum…

· Who:  conducted the tests, was observed, and was interviewed?

· What:  was reviewed/observed; was collected during interviews; were the results?

· When: were the tests conducted?

· Where: were the observations/interviews conducted?

· Judgments:  reasons for the conclusions reached about compliance with control standards.

· Weaknesses:  if applicable, a description of important weaknesses uncovered and the adverse effects.

Find out…Have controls been implemented?
For example control procedures might not be complied with because:

· Management may override them; 

· Employees may be working together (collusion) to avoid using or circumvent them; 

· Employees may not be correctly applying them due to fatigue, boredom, inattention, lack of knowledge, or misunderstanding.  

You may find out that unsatisfactory performance is due to…
· Lack of control techniques (ex. No procedures/guidance established)

· Insufficient control techniques (ex. Guidance isn’t clear or complete)

· Appropriate techniques that simply were not carried out. (Regs/guidance not being followed, lack of management oversight to ensure adherence to regs.)

Observations of these events may point to the underlying cause of a problem, and correcting them would form the basis of a recommendation.

Another Method of Testing…Alternative Evaluations
In addition to, or in lieu of, conducting their own Management Control Reviews (MCRs), managers may also use Alternative Evaluations as applicable to help them determine if controls are effective.  

Clarification:  When control objective managers write letters of assessment, they may reference or use alternative evaluations as methods used to test effectiveness of controls.  

Methods managers may use include such things as checklists; existing management and compliance reviews; a compilation of management analysis practices and procedures to include program evaluation, audit findings by Internal Review and external agencies; and where necessary, focused studies and/or management control reviews to assess controls.  A combination of these methods may be needed to provide reasonable assurance that controls are in place and working effectively.  

The method or methods used should be explained in the letter of assessment.  A sample of this letter is included with this Guide.

Some Final Considerations when Testing:
Sufficient testing should be conducted to afford a reasonable basis for determining whether the controls are being consistently applied.  

Also consider…could another manager look at the documentation, replicate the evaluation and reach the same conclusion?

If you determine that there are deficiencies with the controls that need to be corrected, how do you report them?  

The following section may help you decide which control problems can be reported and “fixed” in-house and which ones should be reported as “concerns” or “weaknesses” to a higher level of Command.

IDENTIFY AND REPORT CONTROL DEFICIENCIES

[image: image67.wmf][image: image68.wmf]The absence or ineffectiveness of management controls constitutes a control weakness that must be corrected.  Whether the weakness is serious enough to be considered material and reported to the next level of management is a management judgment call.  For example, if the problem can be corrected with in-house funding and resources then it is corrected at the PLFA.  However, if additional funding or resources are needed to correct the problem, then it is elevated to DLA HQ and may or may not be determined to be a material weakness at that level. 

Don't get too wrapped around the axle on terminology, but FYI…

A deficiency that DLA determines to be significant enough to be reported outside of DLA is considered a “Material Weakness”.  DLA uses the term “concern” and sometimes “deficiencies” to describe less significant deficiencies, which are reported only internally to DLA. Since this is one of the most misunderstood processes regarding whether to report a problem as a concern, deficiency, or weakness, the following clarification may help: 
The term "material weakness" should not be confused with use of the same term by government auditors to identify MC weaknesses which, in their opinion, pose a risk or a threat to the (internal) management control systems of an audited entity.  Auditors are required to identify and report those types of weaknesses at any level of operation or organization, even if the management of the audited entity would not report the weaknesses outside the agency.  The FINAL determination as to whether a deficiency is reported to DLA HQ as a material weakness (remember some can be resolved locally) is made by your Commander/Director. 

Why report?

[image: image69.wmf][image: image70.wmf]Identifying and reporting deficiencies in control systems reflects positively on the agency’s commitment to recognizing and addressing management problems.  Correcting deficiencies is an integral part of management accountability and must be considered a priority by the agency. 

Simply…

Weaknesses may be considered as ‘mission critical weaknesses” or "areas for improvement" - the intent of DLA’s MC Program is to correct/close out weaknesses and recognize /correct new ones.  Continuous improvement…that's really the bottom line!

CONDUCT ASSESSMENT AND SUBMIT REPORTS:

An assessment of a management control objective is a detailed examination of key management controls for a particular area. 

The purpose is to determine if management controls are in place, being used as intended and are effective in achieving their purpose.  The assessment process should serve as a test of the management controls in place, and the assessment must be formally documented.  
[image: image71.wmf][image: image72.wmf]
Due Dates and Recommended Format: 
DLA MC Program Managers are required to provide semi-annual reports through their respective Command/Director to DSS-B.  This includes reporting status of material weaknesses, concerns, and information relating to audits, congressional letters or hot line reports.  (MC Program Managers should refer to the MC Handbook or contact DSS-B for specific guidance and format for reporting).  Each DLA organization reports annually via an Annual Statement of Assurance (ASA) as one assessable unit to DLA to provide an assessment of its management controls and any material weaknesses/management concerns. The FMFIA, OMB Circular A-123, and DOD require reporting on management controls for all Federal activities. Your MC Program Manager will inform you of due dates for any reports and assessment letters (format attached).  These reports must be reviewed/compiled by your Program Manager, coordinated, and then approved by your Commander/Director.  DLA, in turn, needs time to review/compile all DLA submissions to meet required DOD due dates.  So you can see why timeliness of reports up the line is dependent upon YOUR TIMELY SUBMISSION. 

Use the tools you have learned about in this Guide to make sure you adequately assess controls.  However…keep the process as simple as possible, submit reports timely, and remember…this is a self-assessment to let your Command/DLA know whether your organizational unit has adequate management controls in place and if the controls are working as intended. 

[image: image73.wmf]
[image: image74.wmf]Ok, you have the tools…use them - you owe it to your organization. As a taxpayer, you owe it to yourself!

SAMPLE FORMAT/CONTENT FOR MANAGEMENT CONTROL ASSESSMENT LETTERS (FY 03)
(Please contact your MC Program Manager for additional guidance re: required font, due dates, etc.)

Office Symbol  

MEMORANDUM FOR DSCC-D

                                        THROUGH:
 DSCC-RAP (Susan Blanke)





          
 DSCC- ___ (Your Director/Chief) initial




             
 DSCC- ___ (Your MCP Coordinator) initial
SUBJECT:  Management Control Objective Assessment

 
       Control Objective No. DSCC-0?-_ _  (FY and #)

Management Control Objective (MCO)
Provide the title of the your MCO as stated in the DSCC FY 0? MC Plan.  

Criteria and Scope of Assessment

Provide specific criteria used to determine if the MCO is being met.  For example, if the MCO (also a mission objective) is to pay vendors on time, what criteria did you use (calendar days, business days, etc.) to determine if vendors were paid on time during FY 0_?  Indicate the organizations/areas included in the assessment and how the assessment was performed.  Describe the specific management controls that were tested/evaluated, and how they were tested (e.g. reviews, observation, sampling, site visits, audits, etc) to evaluate adequacy of the controls and accomplishment of the objective. 

Results of Assessment/Adequacy of Management Controls

Discuss the results of your assessment/testing. Do the controls in place “reasonably” assure that the objective will be met in compliance with law and regulation and with minimal potential for waste, fraud and mismanagement?    Be sure to maintain sufficient documentation on file to support your assessment, (e.g. trip reports, copies of audits, studies, meeting notes, reviews, checklists). You may provide excerpts or supporting statistical information as attachments to the assessment letter.  At a minimum, please reference and provide location of the documentation. Reference the DLA Management Control Program “How To” Guide for further guidance.

Corrective Actions/Recommendations

If you determine that there are areas of weakness or concern requiring corrective action, please describe and attach a plan of action and milestone (POA&M).  Include any recommendations that would warrant Command involvement or whether an issue should be elevated to DLA HQ as a concern or weakness in the DLA Annual Statement of Assurance. However, if the results of your assessment show that the controls in place provide reasonable assurance that the objective is being met in accordance with the FMFIA and other applicable guidance, your recommendation would be that the assessment be considered complete for FY 0?. 

Signature






Name/Title/Org. of Control Objective Manager






                      (Person who conducted the assessment)







Quick Tips From DLA’s Management Control Program Managers  

Maintain objectivity throughout the evaluation process.

Maintain good files of your management control documents.

Keep your eyes open.  When you’re least expecting “it”, that’s when the problem will occur.  The recent scandals we have all heard about in the news involving major public and private organizations had some factors in common.  Watch for:  

· Opportunities - circumstances in an organization that would make it easier for someone to commit fraud, waste or abuse.  Examples of opportunities include:  New programs; programs being terminated; high turn-over of management; new accounting systems; disorganized files; management that only focuses on pressing matters; lack of separation of sensitive duties, etc.  

· Red Flags - indications that a scoundrel may be present.  Examples include:  missing supporting documents; evasive answers; living beyond means; missing controlled negotiable documents (e.g. government bills of lading), etc.  Red Flags are things that just don’t seem right…follow up on these.  Keep your command/director informed…don’t assume they are aware of concerns/weaknesses in their organizations. 

Communication is a key element to the success of the program.  Keep your commander/director informed.  No surprises.

Yes, reporting on management controls is required by law, but mostly - controls make sense – they protect us, help ensure mission accomplishment, and let taxpayers know we are making every effort to spend their money wisely.

If you do not already have a copy of the annual MC Plan for your DLA Activity, request one from your MC Program Manager or POC (Coordinator/Monitor) for your area.  It is recommended that you keep it with this “How To” Guide for quick reference and as a reminder that the plan is a living document.  

As you become aware of control deficiencies and additional objectives that should be added to the MCP, please inform the appropriate managers and the MC Program Manager to ensure that these new concerns are documented, assessed, and followed up on, as appropriate. 

Reminders for Management Control Program Managers & POCs
When it comes to the MC reporting process, do your best to “de-mystify” and simplify it for your managers.  Provide them with samples, formats, etc.  Most importantly, ask them if they were the Commander/Director reading the report, would they feel “reasonably sure” that the objective is being met and that adequate controls are in place and working.  If not, and more information is needed, recommend they include that information in their assessment letter. 

Remind your managers that this is a self-assessment and that they must use their own judgment as to whether they should conduct an MC Review or rely on Alternate MC Reviews, audits, etc. to support their conclusions regarding adequacy of controls for their objective(s). A combination of these methods will often provide the best information to back up their conclusions and recommendations.

Continuous monitoring is essential to improving the effectiveness of MCs associated with DLA’s programs.  This continuous monitoring, and other periodic evaluations, provides the basis for the Annual Statement of Assurance, as required by the Integrity Act.  The Standards for Internal Control in the Federal Government, states, “As programs change and as agencies strive to improve operational processes and implement new technological developments, management must continually assess and evaluate its internal control to assure that the control activities being used are effective and updated when necessary.”  

Start on the ASA as early as possible in the FY in the form of a perpetual ASA.  Enter summaries of audits as they occur during the year, material weaknesses and concerns write-ups as they are initiated, etc.  Working the ASA throughout the year versus attempting to pull it all together during the month of September, makes the task much more manageable and a lot less stressful.

If possible, schedule all of the MC assessments for completion NLT the end of the 3rd quarter to allow yourself adequate time to write the Commander’s/Director’s ASA.

Make sure everyone knows what is expected of him or her! 

Be enthusiastic and positive about performing management control duties – and remember, as a taxpayer, you expect accountability for how your money is spent and you expect that our war fighters will have what they need to protect our country – that requires good management control!  
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