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SUBJECT: Depariment of Defense (DoD) Public Key Infrastructure (PKI

Achieving Informatian Superiority in a highly interconnected, shared-risk environment
requires that DoD’s Information Assurance (LA} capabilities address the pervasiveness of
information as a vitel aspect of warfighting and business operations. To do so, DoD must
provide integrated voice, video, and data transmission services that meet both warfighting ang
business needs as an integral part of DoD’s giobal informatior enterprise. The technical strategy
that underiies DoD 1A is Defense-in-Depth, in which layers of defense are used 10 achieve our
security objectives. This layering approach allows us to make use of muluple solutions of
varying assurance jevels and, upon failure of deterrence or prevertion, to contain the
consequences of a breach in security to achieve a balanced overall LA posture. This strategy
recognizes the diversity of technologies, soiutions. adversanes, and vulrerabilities that pervade
cur information sysiems and infrasuuctures. 1t seeks 10 maximize the use of COTS technalogy
a$ appropriate in order (10 keep up with technology evolution and develop GOTS solutions only
when necessary.

One element of the Defense-in-Depth strategy isthe use of a common. integrated DoD
PKI to enable secunity services a multiple levels of assurance. The DoD PKL in the context of
t1e Defense-in-Depth strategy. will provide a solid foundation for 14 capabiiities across the
Department. The god of this DoD-wide infrastructure is to provide general-purpose FK]
services (e.g., issuance and management of certificates and revocation lists 1n support of digieai
signature and encryption services to a broad range of applications. at levels of assurance
consistent with operational imperatives. The Department must tzke an aggressive approach ir
acquiring and using a PKI that meets our requirements for ail {A services. This policy
encourages widespread use of public key-enabled applications and provides specific guidelines
for appiying PKI serv ices throughout the Department.
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Selection of Appropriate PKI Certificate Assurance Levels. Tc ensure consistent.
proper usaze of Cifferent cenificate assurance levels across the DoD, effective
immediatelv, the assurance levels of cenificates 1ssued and used for partcular
applicaticas will be in accordance with the US DoD X509 Ceruificate Polwey, as
summanzed below:

- (Class & certificates: Protection of ciassified information over unencrypted
neswaorks.

—  (Class 4 certificates: Protection of unclassified. mission critical information
{Mission Critical Svstemns defined at Artachment 1) over unencrypted networks.
Class 4 cerificates wil] be used to protect information ¢rossing classification
boundasies. Calegory 1 mussion critical systems operating on unencrypted
networks and emploving public key technology must begin the migraton to Class
4 certificates and tckens (e.g., Smant Cards, PC cards, Universal Serial Bus cards,
etc.) immediately and achieve full implementation by June 2000. Near-term, this
requirement can be satisfied via the FORTEZZA infrastructure.

— Class 3 certificates: Protection of Category 2 and 3 mussion ennical systems
operating on unencrypted networks must be via Class 3 certsficates. These
cystems. that employ public key cryptography, must migrate 10 the use of Class 4
cenificates and tokens by December 31, 2002, All other applications that employ
public key technology te.g.. mission critical information on encrypted networks
using NSA Type | approved encryption, and rmission support/adnunistrative
informat:on on any networks) must use Class 3 ceruificates. All DoD users will,
at a minimum, will be issued a Class 2 cenificate by October 2001,

Deployment of PKI Registration cgpability. Currently there are two pnmary PK]
efforts within the DoD: the FORTEZZA -based PKI {the near-term scluton for Class
4) and the Class 3 {formerly Medium Assurance) PKI The Department plans to
everage these two efforts and migrate them to the target PK1 as defined in the DoD
PKI Roadmap. However. in order to begin meeting Do) L4 objectives on a
widespread basis, and achieve interoperable public key eryptograpny within the
Department as s0an a5 possible, every DoD organization must deploy the registration
capability (i ¢., trained personne] and ingtaled softwareshardware for registration
operanions) for each of these PKIs. Every DoD organization must deploy an
infrastructure having the capability to issue cert:ficates from the Class 3 PRI 10 each
member of the organization, in accordance with the DoD Certificate Policy. by
October 2000. Dol components age currently fielding the FORTEZZA
infrastructure. The user identification process must meet the trust requirements for
these two cerntificate classes as defined in the Certificate Policy. Trust guideines for
registration w ill be developed by the DoD) PKI1 Program Management Office, and
coordinated Department-wide as part of the Centificate Policy.
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Evolution of DoD certificates. All DoD certificates wili evolve to Class <

certificates via the target PKE. As hardware toker: teckrology (e g smart cards. PC
cards, Universal Sertal Bus cards, etc.) continues to mature and becames more
interoperable and ubiquitous. DoD will evolve from Class 3 to Class & certificates for al’
apphications. DoD components will begir to issue Class 4 certificates by Januan 2002,
After this date, all Class 3 certificates that expire or must otherwise be replaced {as a
result of loss, compremise. ete.) will be replaced with a Class 4 certificate. The target
archtiecture wall combine the features of an identificaton card. building acesss token,
and workstation access token. on a single token. The Class 4 PKI zertificaie will
become the common ¢nabler for these functions.

The DoD PK1 Certificate Tvpes and Content. The DoD PKI will ssue identity
cert:ficates and encryption certificates. The DoD PEI will support kev recovery for
private Kays associated with encryption centificates to support data recovery  To
achieve common cerntificates across the entire DoD, the DoD Class 3 idenuty and
encryption cerlificates will heve a munimum/commor set of aurbutes (e.g.. ciuzenshin,
government non-government emploves, service, or agency affiliauen).

Addiionally, some DeD programs (e.g. DMS) will recuire attnibute cenificates

External Certificate Authorities Ta ensurs secure inieroperabil:tv between DoD
and 1ts vendors and contractors, interoperability will be accomplished using Externa.
Certificate Authonties [ECAs). ECAs will operate under a process that delivers the
level of essurance as raquired 1o meet business and legal requ.rements, Operating
requirements for ECAs will be approved by the DoD Chuef Informaucn Officer (OO0,
in coordination with the DoD Comptroller and the OSD General Counsel.

Web Server Access Control via Public Kev Techniques. To improve the
protection of DoD wnformation on al: privete (1.e. not publicly accessible) web servers
{located on classified and unclassified nerworks), these web servers shall. by Juns
2009, have at a minimum Ciass 3 server certificates issued by the DoD PKI. The
servers shall, by the same date, use this certificate for server authenucation via the
Secure Sockets Layer (SSL) protocol or better. By October 2001, all private DoD and
DaoD-mterest web servers (located on classified and uriclassified networks) shal.
recuire client 1dentification and authentication using Class 3 user ceriificates. Note
the server.chent authentication security services supported by Class 3 certificates are
intended for use with clients and servers lecated on the same nerwork. For access 1o
mission critical web servers on unencrypied networks, i accordance with the
Selecrion of Appropriate PKI Ceruficate Assurance Levels paragraph above. a Ciass 3
or nigher certificate is required.

Signed Electronic Mail. To accelerate :mproved protection of information
exchanged with:n the Department, all electronic mail {as distinct from organizational
messaging} sent within the Department will be signed using appropriate protocols
consistent with the Department’s ¢-mail strategy bv October 2001, Departmiens of
Defense Components are encouraged to encrypt e-mail withir: the Department. The



cerificates used for signature and encryption will be tke standard icentity and
eNCrypUon (e.g. ¢-mati) certificates issued by the DaD PKT

Implementation of these policies will ensure thet DaD Components are using the
surastreciure, and that future uses of public key cryptography as part of the Department’'s
Detense-in-Depth strategy are consistent with threat and risk tolerance. The Detense-wide
Information Assurance Program (DIAP), established in January 1998 by the Deputy Secretary of
Defense. wsll provide central oversight of atll DeD PKI activities. This palicy memorandum will
be reviewed on an annual basis. beginning January 2000. to ensure that the policy remains
consistent witk evolving technology and Deparunent-wide objectives. My point of contact for
this action is Mr. Richard C. Schaeffer, J-., Director, Infrasiructure & Information Assurance,

T02-605-8705.
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Attachment 1
Definition of Mission Critical Systems

Mission critical systems include those systems:

Category 1: Defined by the Clinger/Cohen Act as Nationa: Secanty Systems (Inte.ligence
Activities; Crvptologic Activities related to Natienal Secunty, Command and Contro: of mulnary
forces, integral 10 a weapon or weapons system; systems critical to direct fulfiilment of nulitars
or intelligence missions).

Category 2: Ir direct support of those svsiemns identified by the Commander-in-Chuiefs (CINCsi
which if not functional, would preclude the CENC from conducung mistions across the full
spectrum of operations including:

Readiness (10 include personnel management criucal 1o readinessy
Transportation
Sustainment
Moderrization
Surveiliance/Reconnaissance
- Financial/Contracting
- Security
Safety
Health
Information Warfare
Information Secunty

Category 3: Required to perform Department-level and Component-Jevel core furctions



