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HMEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTHENTS

ASSISTANT SECRETARY OF DEFENSE (PRODUCTION X.ID '
LOGISTICS) '

DEPUTY UNDER SECRETARY OF DEFENSE (TRADE BEC:IRITY POLICYY - °
DIRECTOR, DEFERSE LOGISTICS AGENCY -

SUBJECT: Controls for Critical Munitions Items .

.

Operation RETREAD, & joint U.S. Cuktoms Service - DeD . nspector

! General investigation, confirmed that the Defense dispossl :ystem is @

source of supply for arms traffickers,

A partial audit of seven weapon systems revealed that ¢3 percent of
the items checked had been coded incorrectly. Moreover, of 51 DoD
investigative files »nd U.5. Customs Service cases Teviewed, legal action
had been taken on only seven cases, Yesulting in four convictions, two
debazments, and one dismissal for lack of evidence.

The large percentage of incorxget codings and the relatjvely small
number of Pndictments clearly indicate the need to improve &nd tighten
internal contyols and to provide better pelicy guidelines. While a numbu,...
of steps have alresdy been taken to enhance CORLIDIE, procedures, and .
policies, additional initiatives are reguired for both the ¢isposal and s
the supply systems to control access to and pilferage of critical or A

_sensitive Munitions and Strategic List items. The assignment of a’ Y

controlled itam code to particularly critical items, including those: knowh.
to be sought by countries whose actions are mot in the best interest of . “
the United States (e.g., F-1{ parts), should result ip added physical b
secutity. The assignment of a sensitivity code would also p.':.wl;nqm«t_l.m, ’
automatic weite-off of these jtems by computers, thereby raguiving : '
causative research for inventory losses of critical componenis.and Epare . ,
PaIts., . . .

v

i .
Accozdingly, the enclosed plan jdentifies actions necesiary to . . 7

! -y
eliminate the problems discussed above and other actiéns Teguized to
safeguard uuni‘éions and Strategic List ivems in the supply and the

disposal systems from pilfexage, theft, i1)legal sales, OF sIansfers, -

%
1 have ssked the DoD Inspector General to continue to moniter vm_u_ .,.J}
srea to ensure that appropriate actions are being taken. .

Please 3dvise me of the results of your sctions by the ond of Nay..J .
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