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Overview

AMPS is an account provisioning system that sets up your access to computer
application resources or provides information to a provisioner for manual setup. Access
is based on the approval of your request for one or more application roles.

Application users, both internal (civilians, military, and contractors) and external
(vendors, public), can have AMPS accounts that enable them to submit requests for
these roles. When a role is approved, the user has access to the application resource.

AMPS User Guide

The AMPS User Guide furnishes provides you with the procedures and instructions for
completing AMPS tasks to get your access rights started:

e  End users will find instructions for creating and submitting role requests, as
well as removing roles.

e Approvers—including Supervisors, Security Officers, Data Owners, and
Information Assurance Officers—will find instructions for handling approvals.

e Ashort section on Total AMPS provisioning is also included.

AMPS URL

Getting access to AMPS is easy; just open a browser and navigate to this URL:

https://amps.dla.mil/oim

Common User Access (CAC) Authentication

At present, the DLA is running two versions of AMPS: Legacy AMPS and New AMPS.
Legacy AMPS, the existing system, is being replaced in stages by New AMPS. For the
tasks and procedures outlined in this guide, you will use New AMPS solely.

Please note that the system may require CAC-enabled users to select a CAC certificate
twice. This condition will continue until Legacy AMPS is retired and all users have
migrated to New AMPS.

Enterprise Help Desk
Users who need assistance with AMPS should contact the Enterprise Help Desk:
Telephone: 1-855-352-0001
Email Address: DLAEnterpriseHelpDesk@dla.mil

AMPS Development
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AMPS Documentation

The AMPS team provides this user guide to acquaint users with AMPS procedures. We will
update screen images, procedures, notification messages, and new functions periodically as
AMPS is enhanced. Check the version number and date on the User Guide title page to ensure
you have the latest copy. The latest versions of the User Guide and other job aids will be
available through the AMPS Home page.

How to Open the AMPS Documentation Screen

After launching AMPS, all users have access to a link to an AMPS Documentation page. The
documentation on this page takes the place of all past guides, job aids, and other documents.
All documents listed on this page are distributed in Adobe PDF format and require Acrobat
Reader to view. See the section entitled How to Launch AMPS: CAC-enabled Users on page 4
for instructions on starting AMPS.

1. Click the AMPS Documentation link.

AMPS displays the F@ My Reports
documentation page (see Figure 2). 1 (i) AMPS.Documentation
/ My Profi

& My Information

v| Requests
{45 Request Role
4% Pending Approvals

m Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibilty Sign Out TEC_USER_213

Figure 1: Sample Home Page - AMPS Documentation Link

2. Click the link for the document you want to Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessbiity  Sign Out  TEC_USER 213
download and view. s
7 (@ AMPS Documentation &
10) Account Management and Provisioning System (AMPS)
~| My Profile e
For PDF documents, AMPS opens Acrobat & My Information
Reader automatically and displays the v|Requests Document Library External Links Video Library
selected document or video fl/e b Request Role Please save the video below to your desktop before attempting to view.
% Pending Approvals To view the videos please folow the steps below.
+ Legacy Home Page
P 9 3 * EHD Self-Service 1. To save each video file, right dlick the link to the video, and select 'Save target as..'
/ AMPS User's Transition Guldeml‘ « DFAS ePortal 2. In the 'Save As' window choose the desktop folder and click [Save].
— s E Workplace AMPSIEN 3. In the next window click [Open] to run the video immediately
* AMPS Test
To view the video at another time, click the video fie ink you saved to your Desktop.
» Role Request Demo Proof of Conceptna:
Figure 2: AMPS Documentation Page
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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Launching AMPS

What you can do:

Getting access to AMPS is as simple as opening a browser instance and entering the AMPS URL.

Internal users: CAC authentication

External users: User ID and password

As a Web-based application, AMPS is available through a browser, such as Internet Explorer (version 8 or later) that supports DLA web site access.

Where to start: ‘ Start Internet Explorer or other approved browser.

How to Launch AMPS: CAC-enabled Users

1. IJ\RtSe URL address field, enter the following 1 @ Bla Page - Windows Intemet Explorer e
1 | https://amps.dla.mil/oim
https://amps.dla.mil/oim File View Favorites Tools Help
[ ' &
i} Favorites | @ Blank Page | |
2. Click the arrow icon in the browser, or press
your keyboard’s Enter key.
AMPS displays a security certificate request -
(see Figure 4). Done € Intemnet | Protected Made: On fn v ®105% -
Figure 3: Sample Browser Page — AMPS URL
3. Select a certificate and click OK. —

AMPS displays a Single Sign-on
Authentication screen (see Figure 5).

Select a Certificate

SMITH.CYNTHIA
Issuer: DOD EMAIL CA-30
Valid From: 6/10/2012 to 1/31/2014

iClick here to view certificate prope...

1

(= SMITH.CYNTHIA
| ' # Issuer: DOD CA-30
Valid From: 6/10/2012 to 1/31/2014
3
-

Figure 4: Security Dialog — Certificate

AMPS Development

Contract No. SP470312C0005/SP470312C0017
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4. Read the conditional statement for
information system access and click OK to
acknowledge your understanding and

agreement. ’ Single Sign-On Authentication

Defense Logistics Agency

AMPS displays the Single Sign-on
Authentication screen.

You are accessing a U.S. Government (USG) Information System (IS) that is pravided for USG-authorized use only.
By using this IS (which includes any device aftached to this IS), you consent to the following conditions:

* The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to,
penetration testing, COMSEC monitoring, network operations and defense, persannel misconduct (PM), law

N enforcement (LE), and counterinteligence (Cl) investigations.
5. Click OK to acknowledge consent and

proceed to AMPS.

At any time, the USG may inspect and seize data stored on this|S.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and

. search, and may be disclosed or used for any USG-authorized purpose.
AMPS opens the Home screen (see Figure 6).

This IS includes security measures (e.g., authentication and access controls) to protect USG interests—not for your
personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE, or Cl investigative searching or
monitoring of the content of privileged communications, or work product, related to personal representation or
services by aftorneys, psychotherapists, or clergy, and their assistants. Such communication and work product are
private and confidential. See User Agreemel for details.

4

Figure 5: Single Sign-on Authentication - Acknowledgement Confirmation

—m Defense Logistics Agency Account Management and Provisioning System (AMPS) Accassibility Sign Out 5
Note:
The sample shown in Figure 6 B@ My Reports
displays the commands available to (@ AMPS Documentation
any user. Certain AMPS ~|My Profile
administrator roles have additional @ My Information
commands that enable them to v/ Requests
complete tasks within AMPS. Wi st e
%@ Pending Approvals ﬂ

» Check the AMPS Home: Quick

Tour section for more

information about the Home

screen.

Figure 6: AMPS Home Screen - Sample User
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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AMPS Home: Quick Tour

A. Main Menu: Provides access to
common tasks you perform in

AMPS. @ My Reports B /@ AMPS Documentation i My Inforrmation st Request Role
A (@ AMPS Documentation ] D cancell e
. _ User Information Select Roles Justf summary _I_Ince X
B. Tabbed screens provide ~| My Profile -
parallel access to multiple task & My Information G /Ilnformation
v/ R
types. ; - Name Jack Teck F * Cyber Awareness Certification Date | 4/1/2013 £
@ .Pending Approvals LEE71I0) TEE_USa Al / * User Type  Civiian lz‘
For example, you can open your Title Analyst « Grade [G508 =
. il iati Grade -~
My Information page, update Activity DLA Aviation

attributes in your profile, and
then start the role request
process without having to close
the My Information tab first.

C. Sign Out command and login
ID: Sign Out provides a
method for exiting AMPS. The
User ID displayed shows the
identity of the currently logged
in user.

D. Navigation buttons: furnish the
method for proceeding forward
and backward through a series
of task screens on a tab page.

E. Close button: click the Close

button on any tab page to close
the current tab without

Defense Logistics “gency Account Management and Provisioning System (AMPS)

Email jackteck@dla.mil
Street 8000 Jefferson Davis Hwy
City Richmond
State VA
Postal Code 23297
ﬂ Country US

=/ _s/@

C Sign out TEC_USFR_201

Organization Information

Name

User ID

Title

Activity
Organization
Email

Phone

Organization Name DLA Aviation
Security Officer(s) Helen Soff (tec_so_201)
1A Officer(s) Jake Inao (tec_iao_201)

# Update Organization  Supervisor Information

Frank Super
TEC_SUPR_203
Supervisor

DLA Aviation

DLA Aviation
frank.super@dia.mil
888-555-1234

# Update Supervisor

completing the task on that
page.

Figure 7: Sample Home Page

F. Required fields: fields that require you to enter information before you proceed are marked with an asterisk ().

G. “Train” screen navigation tool: some tasks, such as Role Request, furnish a connected series of screen names called a “train.” If you are familiar with the “breadcrumb trail” as a navigation tool
in Web sites, you will find that the AMPS “train” works in a similar way. As you proceed through the series of screens in a task process, AMPS turns each screen name in the train into a link you
can click to reopen the corresponding screen. If you need to display a previously viewed screen, click any active screen name in the train to jump backward or forward. Using the train links as a
screen navigation tool, you can skip multiple screens in the sequence.

For example, when you reach the Summary page in Role Request, you can skip the previous screens and jump back to User Information without having to navigate backward through every

screen in sequence.

The “train” is a time-saving way to help you view and change any screen before you complete a process such as requesting a role.

AMPS Development

Contract No. SP470312C0005/SP470312C0017
_6-
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Disable the Compatibility View Feature in Internet Explorer

When you launch AMPS in Internet Explorer (IE), you may see a Compatibility View message.
The Compatibility View is meant for users who run applications developed for IE 7 and prior

versions. The Compatibility View in IE 8 or later can affect the display of certain screen

elements, such as action buttons, in some New AMPS screens. Follow these instructions to turn
off Compatibility View and prevent IE from displaying this message again.

1. Inthe Message from webpage box, click OK
to close the message.

AMPS displays the Home screen in Internet
Explorer.

p
Message from webpage

-

SSE)

A

The current compatibility setting is not supported. Disable
Compatibility View before running this web page.

Figure 8: Compatibility View Message

2. Inthe IE Command Bar, click Tools.

3. Click Compatibility View Settings.

AMPS opens the Compatibility View Settings
dialog (see Figure 10).

/A Blank Page - W e

File Edit View Favorites

Tools Help

.7 Favorites

@ Blank Page

7= @] Deltek Time & Expense - .. @ | OIM TEST User @ | OIM User @ OIM Prod @ | OIM Sys Admin @ | Issue Tracker

@‘jvv_ﬁlgégv!

| Reopen

Pop-up Blocker
nage Add-ons

Compatibility View Settings
Eull Screen %
Toolbars

Explorer Bars

(3 Developer Tools

Internet Options

M
Work Offline

-

/' Tools » Q'

Last Browsing Session

@ Internet | Protected Mode: On

Figure 9: Internet Explorer - Tools Menu

AMPS Development

Contract No. SP470312C0005/SP470312C0017
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4. Review any entries in the text area labeled cﬂmﬁbiliwww&ﬁ_ =
Websites you’ve added to Compatibility

View. Q ‘fou can add and remove websites to be displayed in
& Compatibility View.

5.  If your Compatibility View Settings dialog

contains any entries for dla.mil, dfas.mil, or add this website:

other Web sites, select each entry and click

the Remove button. Websites youive added to Compatib® =
4 o il

IE removes the specific Compatibility View
setting from all sites in dla.mil or dfas.mil.

Indude updated website lists from Microsoft
[¥] Diplay intranet sites in Compatibility View
|| Display all websites in Compatibiity View

Figure 10: Compatibility View Settings: Remove All Web Sites

6. Locate the checkbox for option to Display Compaﬁbility\newsm_ =

intranet sites in Compatibility View.
m You can add and remove websites to be displayed in
& Compatibility View.

Add this website:

Websites you've added to Compatibility View:

Remowve

Indude updated website lists from Microsoft
6 Display intranet sites in Compatibility View
e || pisplay all websites in Compatibility View

Figure 11: Compatibility View Settings — Deselect the Compatibility View Option

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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7. Click the checkbox to deselect the option.

8. Click Close.

IE closes the Compatibility View Settings
dialog and returns to the AMPS home screen.

After you make this change, opening AMPS
in IE will not force the display of the
application into Compatibility View for
AMPS or any other application in dla.mil or
dfas.mil.

oo

l/_\/‘a You can add and remove websites to be displayed in
[aa] Compatibility View.

Add this website:

Websites you've added to Compatibility View:

Indude updated website lists from Microsoft
[C]Display intranet sites in Compatibiity View!
|| Display all websites in Compatibility View

Figure 12: Internet Explorer - Deselect the Option to Display in Compatibility View

AMPS Development

Contract No. SP470312C0005/SP470312C0017
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My Profile

What you can do: | The menu section labeled My Profile enables you to view and manage information about yourself, your roles, and your accounts.

If youneedto... Navigate this path to this specific screen . . .
Identify the roles you have through AMPS My Profile > My Information > Application & Roles tab > Current Roles
Check the status of a pending role request My Profile > My Information > Application & Roles tab > Pending Roles/Requests
Review or modify basic information or contact data My Profile > My Information > User Information > User Information
My Profile > My Information > User Information > Contact Information
Manage your password or challenge questions (external users only) My Profile > My Information > Change Password
My Profile > My Information > Challenge Questions
Update your Organization My Profile > My Information > User Information > Organization
Change your Supervisor Internal users: My Profile > My Information > User Information > Supervisor
View your Direct Reports (Supervisors only) My Profile > My Information > Direct Reports

Where to start: | Launch AMPS

How to Check Your Role Status

1. Launch AMPS. Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessb 1 TEC_USER_201
A

The user ID entry indicates the identity of the B@ My Reports

currently IOgged'in user. @ AMPS Documentation
~| My Profile
2. Under the My Profile menu on the Home 2 @ My Information j
screen, click My Information. [Re‘l"

{5 Request Roke
4% Pending Approvals

AMPS displays the My Information screen
(see Figure 14).

Figure 13: AMPS Home Screen My Profile Menu

3.  Click the Applications & Roles tab. gesionte @

Jack Teck
AMPS displays the Applications & Roles tab User I 3 Applications & Roles
page. User Informauon h Cancel| Save

Display Name Jack Teck Title Analyst
First Name Jack
* User T Civilian
Middle Name e lz‘
Last Name Teck * Grade | G5-08 (=]
Test0O001 Country of Citizenship US E‘

Email gggg@gg.ag
User ID TEC_USER_201

Activity
* Cyber Awareness Training Date 4/1/2013
Annual Revalidation Date 12/1/2014

Figure 14: Role Status Screen - Application Roles Tab

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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4. Review the Current Roles section to view the
roles you are currently assigned.

AMPS displays the following data:
- Role name

- Application

- Environment (Production)

- Role Type (User or Admin)

5. Review the Pending Roles section to check
the status of a role request according to
SAAR number.

AMPS displays the following date:
-SAAR ID

- Role Name

- Status

- Current Approver

- Request Date 5
- Expiry Date

- Last Activity Date

By checking this data, you can

determine the current approval 6
status, the expiration date of the —
current SAAR, and the date of the last
approver’s action.

6. Review the SAAR History section to review
SAARs that have been completed, rejected,
or otherwise terminated.

p Pending Roles

i My Information

Jack Teck
User Information Applications & Roles
CAGE Code
DODAAC Optional Application Attributes
DODAAC |Appicaljon Attribute Name  |Attribute Value  |Application Role Name
No data to display. No data to display.

Provisioned Accounts

Target System |Target Account

No data to display.

Current Roles Request Role| Remove Role|
Role Name Application Environment | Role Type

Cancel Request|

Last Activity
Date

Request
Date

SAAR ID |Role Name

Status

SAAR History

Current Approver Expiry Date

SAAR ID |SAAR Type Resource Name

6141 Role Request AMPS DLA NEW USER ADMINISTRATOR COMPLETED 12/17/2013
6068 Role Request AMPS INFORMATION ASSURANCE OFFICER REJIECTED 12/8/2013
6031 Role Request AMPS BASIC TEST ROLE COMPLETED 10/10/2013

Figure 15: Applications & Roles Tab Page

AMPS Development

Contract No. SP470312C0005/SP470312C0017
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How to View and Manage Your AMPS Information

1. Loginto AMPS.

Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility 1 /TEC_I_ISER_2IIII o
AMPS dISp/G)./S tﬁe Home screen. Your ID ./s 7@ My Reports
displayed to indicate you are the logged-in @ AMPS Documentation
user.
| My Profile
2 @ My Information ﬂ
y ~| Requ
" {48 Request Rol
2. Under the My Profile menu on the Home ? eqd“e o€ .
. . Pending Aj
screen, click My Information. SRR
AMPS displays the My Information screen. Figure 16: AMPS Home Screen My Profile Menu
3. Enter changes or new entries in the & My Wformation
modifiable data fields. Jack Teck
User Information Appiications & Roles
Fields marked with an asterisk (*) are 3 g User Information 4 Jusave
ired entries. / Display Name Jack Teck Title | Analyst
require . First Name Jack - =T
Middle Name * User Type | Civilan |z| E
) . Last Name Teck * Grade | G5-08
Any of the bordered fields in User EDIPY Testo0001 . Country of Gitizenship [0S =
Information and Contact Information are Email jack.teck@dla.mil
ape . . ops User ID TEC_USER_201
modifiable. To modify data in nonmodifiable Activity DLA Avaton
fields, contact the Enterprise Help Desk. * Cyber Awareness Training Date |4/1/2013 By
Annual Revalidation Date |12/1/2014 2]
Click the search icon beside the Organization 3 ¢ Contact Information
Name field to update your Organization. The — / Official Telephone | 8045551234
) . ) ) Official Fexx [G035554321 Street 8000 Jefferson Davis Hwy
IA Officers and Security Officers listed e PO Box
correspond to the selected Organization. one City | Richmond
DN F?x State | VA
. . . ) Mobile
Click the search icon beside the Supervisor Office/Cube [fidg 33/001 Zip | 23297
Name field to update your Supervisor name site [chmond, va [=] Country [US
and information. Organization Supervisor
* Organization Name DLA Aviation Q * Supervisor Name Frank Super Q
The Direct Reports tab (not pictured) is for 1A Officers Security Officers User ID TEC_SUPR_203
Supervisors who have staff members Jake Inao (tec_iao_201) Helen Soff (tec_so_201) Title Supervisor
. . . Activity DLA Aviation
reporting directly to them. A Supervisor Organization DLA Aviation
handles all approval requests and other Email frank.super@dia.mi
Phone 888-555-1234
changes to AMPS records for staff members
listed under Direct Reports. Figure 17 : User Information Screen
4. Click Save to save your changes.
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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Role Request Process

What you can do: | The Role Request process enables you to select and enter information required to submit a role request. The process displays several information entry screens in
sequence. At the top of each role request screen is a series of screen names that help you trace your location in the sequence. Click the name of any screen already visited
to return to it, and add or correct information before submitting the request. The current screen’s name is displayed in bold text:

— 8 — —

¢ User Information Select Roles Justification  Summary

Figure 18: Role Request Navigation
Where to start: | Start the Role Request process by launching AMPS to display the Home screen.

Note that any field marked with an asterisk (*) is a required field.

How to Request a Role: Internal User

1. Loginto AMPS.

Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibili 1 TEC_USER_207 O

F.g My Reports

AMPS displays the Home screen. Your ID is )
@ AMPS Documentation

displayed to indicate you are the currently

logged-in user. > | My Profile
a My Information

~|Reguests

2 {4y Request Role

2. Inthe Requests menu on the Home screen,
click Request Role.

Figure 19: AMPS Home Screen

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
-13-



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

3.

Enter your Cyber Awareness Certificate date
(required).

Select your User Type from the following
choices (required):

*  Internal user selections:

i. Military: select your Branch and
Rank from the fields displayed when
you select this User Type.

ii. Civilian: select your Grade in the
field displayed when you select this
User Type (required).

iii. Contractor: enter your Contract
Number, Contract Company, and
Contract Expiration date in the
fields displayed when you select this
User Type.

Update your Organization, as needed, and
note the contact information for the Security
Officers and the IA Officers.

(See How to Update Organization

Information on page 19 for more
instructions.)

Update your Supervisor, as needed.

(See How to Update Your Supervisor on
page 22 for more instructions)

Click Next.

& rRequest Role

User Information Sclect Roles Justification

User Information

Name dinah teck

User ID TEC_USER_207
Title Analyst

Activity
Email dinah.teck@dla.mil

Street 8000 Jefferson Davis Highway

City Richmond
State VA
Postal Code 23297
Country US

|| Next
3 * Cyber Awareness Certification Date 4/1/2013 )

—/

* User Type | Civilian |Z|

4 / * Grade | GS-08 [~

|

7 / Cance

Organization Information

Organization Name DLA Aviation

Security Officer(s) June Soff (TEC_S0O_202)
Harry Soff (TEC_S0_203)

Isadore Soff (TEC_SO_204)

Helen Soff (TEC SO 201}

IA officer(s) Jake Inao (TEC_IAQ_201)
Kealii Inao (TEC_IAD_202)
Mary Inao (TEC IAD 204)

Update Organization Supervisor Information

Name

User ID

Title

Activity
Organization
Email

Phone

marge.super_civi@dla.mil

/ Update Supenvisor

Figure 20: Request Role - User Information

AMPS Development

Contract No. SP470312C0005/SP470312C0017
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AMPS Displays the Select Roles Screen

8. Inthe Select Roles screen’s Search Roles
section, enter all or part of any search
criteria you have available.

For example, if you have the role name, you
can enter part of the name in the Role Name
field (see Figure 21).

9. Click the Search button.

AMPS displays the names of all roles having
a name or other criteria that match the
Search string.

10. Locate the role you want to request in the
Select Roles Role Name list:

a. To verify your choice, click the Expand
button (>) to display details about the

role. 10

b. EBSusers: If you select an Additional
role without first requesting and
receiving a related Primary role, AMPS
displays an error message.

11. Select the role and click the right arrow
button.

AMPS copies the role name to the Select
Roles list panel on the right.

To request multiple roles, repeat steps 8-10
if you do not require, or already have, a
primary role.

12. Click Next.

= A

% Request Role

User Inf_ormation Select Roles Justi

Browse Roles by Application

L= AMPS Administrative

E— f

fication Summi

8 Search Roles
N— /r Role Name |amps
Role Description
Enterprise Application
Application
Environment |Z|

Primarv “ole |Z|

9 / Search | Reset

12 / Cancel | Back | Next

Select a Role

|ROIe Name

Selected Roles

¥ AMPS BASIC TEST ROLE

&= AMPS BASIC TEST ROLE

/

Enterprise AMPS
App Administrative

Application AMPS
Description
L= AMPS DEFAULT DATA OWNER

& AMPS HELP DESK
&= AMPS HELP DESK ADMINISTRATOR

k= AMPS SECURITY OFFICER
= AMPS SUPERVISOR

L= AMPS DLA NEW USER ADMINISTRATOR

L= AMPS INFORMATION ASSURANCE OFFICER

Environment TEST
Primary Role NA

m
L

m

Figure 21: Request Role - Select Roles
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AMPS displays the Justification screen.

13. In the Justification screen, fill in the following
information:

a. Enter comments in the Justification text
area to clarify the request (required).

b. Asan option, you can enter further
comments in the Optional Information
text area to supply additional
information that supports your request.

14. Click the Browse button to locate and attach a
supporting document. Repeat this procedure
to attach an additional two documents, as

needed.

Note that attachments must be
formatted as Adobe Portable
Document Format (PDF) files of two
megabytes or less in size.

14

—/

ﬂﬂé Request Role

User Information Select Roles Justification Summary
Request Justification & Supporting Details

* Justification
I need this role to perform job tasks.

.

13a

Attachment 1 Certificate of Completion.pdf Update...

Browse... |
Browse... |

Attachments must be PDF files, smaller than 2MB each

Attachment 2 |

Attachment 3 |

Optional
Information T have received training in this application. Certificate
is attached.
13b

/

15. Click Next.

Figure 22: Request Role - Justification

AMPS displays the Summary screen.

16. Review the information in the Summary

screen.

- Click the Back button to return to previous
screens and make corrections, as needed.

- After making corrections, click the Next
button or the Summary node in the train to
return to the Summary screen.

17. Click Submit to complete the role request.

\‘55 Request Role

User Information Select Roles Justification Summary

Role Request Summary

Please review the information below before submitting this request.

Use

User ID
Supervisor
Organization
Cyber Awareness
Certification Date
User Type

Grade
Justification

dinah teck

TEC_USER_207

Marge Super (TEC_SUPR_201)
DLA Aviation

4/1/2013

]

16

Civilian
G5-08
1 need this role to perform job tasks.

Attachments Certificate of Completion.pdf

Use the Back button to change any information, and use the Submit button to complete this request.

Cancel | Back

Requested Roles AMPS BASIC TEST ROLE

Comments
I have received training in this application.
Certificate is attached.

Figure 23: Request Role — Summary
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AMPS submits the role request for approval.
18. Note that the SAAR number is listed here,

) - . @ Reguest Role Eﬁ
along with role and status information on the
Role Request Confirmation screen. .
Role Request Confirmation
Your status notifications and Pending Role
records will refer to this SAAR number. Your request has been submitted to your supervisor for approval. The following SAARs have been
created:
19. Click the OK button on the confirmation
SAAR Role Status
screen.
18 6129  AMPS BASIC TEST ROLE SUBMITTED
/AMPS will notify you by email message regarding the status of each SAAR.
If you have guestions about this request, please contact the Enterprise Help Desk:
Email: DLAEnterpriseHelpDesk@dla. mil
Phone: 855.352.0001
19
Figure 24: Confirmation
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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AMPS returns to the Home screen.

20. From the Home screen (See Figure 19)' select Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility Signout TEC_UsER_207 )

My Information to display User Information

and Applications & Roles tab page selections. B My Reports {4 Request Role & My Information ]
21. Click Applications & Roles and view the @nestamniin  EEEEEE

~| My Profile

Pending Roles section to check the status of User Information

. § My Information
your request as it proceeds through the = CAGE Code
~|Requests

Approval process.

PP P {8 Request DODAAC Optional Application Attributes

4 Pending Approvals . N X .

) . DODAAC ‘Apphcahon | Attribute Name |Attr|bute Value |Application Role Name

Figure 25 illustrates the status of the sample No data to display. No data to display.

SAAR created in this process. Initially, the e
. ) Provisi Accounts
SAAR goes to the Supervisor first, unless the rovisio un
> o ) - Target System | Target Account \
customer’s organization requires a prior No data to display.
Separation of Duties (SOD) review.

Current Roles Request Role| Remove Role
. . Role Name ‘Apphcanon |En\f|ronment |ROIe Type |
A user can check Pending Roles to determine No data to display.
the location of a SAAR in the approval process.
Pending Roles Cancel Request|
21 SAAR ID |Role Name Status Current Approver E:E;est Expiry Date IE)aaiZActlwty
— 4
/ 6120 AMPSBASICTESTROLE ~ PENDING APPROVAL Supervisor  12-12-2013 01-01-2014 12-12-2013
SAAR History
SAAR ID [SAAR Type [Resource Name |status |Last Activity Date |

Mo data to display.

Figure 25: Sample Pending Roles Screen
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Role Request Subprocesses

What you can do:

Where to start:

Begin the process of creating a role and start on the User Information screen.

Follow this procedure if you are a User submitting a new role request and your need to correct your Organization information.

How to Update Organization Information

Find the Update Organization command.

1. Click the Update Organization
command on the User Information.

AMPS displays the Find an
Organization dialog (see Figure 27).

Account Management and Provisioning System (AMPS)

TEC_USER_213L

[ | {of = -
User Information Select Roles Justification Summary
User Information
Mame Cora Teck * Cyber Awareness Certification Date  4/1/2013
User ID TEC_USER_213 * User Type | Civiian E
Title Analyst
Activity Information Operations * Grade | G5-08 E
Email cora.teck.ct@ dlamil
Street 8000 Jefferson Davis Highway
City Richmond
State VA
Postal Code 23297
Country USA
Organization Information 1 /ﬁlmme Organization  Supervisor Information / Update Supervisor
Organization Name DLA Aviation Name Frank Super
Security Officer(s) Abby Soff (TEST_SO_001) User ID TEC_SUPR_203
Bart Soff (TEST_S0_002) Title AMPS Supervisor
e Activity Information Operations
IA Officer(s) Bert Inao (TEST_IAC_002) Organization DLA Aviation
f(ak? Ilnao Ugg—ﬁg—gg;) Email Frank.super.FS@dla.mil
eall Inao (TEC_IAO_202) Phone 8045555350

Larry Inao (TEC_IAO_203)

Figure 26: User Information - Update Organization
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2. Enter all or part of an Organization name Find an Organization =
in the Name field.
| Search
3. Click Search. 2 ( Name |DLA Aviaton
AMPS displays matching names in the / N
. ame
Search Results area (Figure 28). No data to display.
% Cancel
L al
Figure 27: Select Organization - Search
4. Select the name you want to use in the Find an Organization =
Organization section.
- Search
5. Click OK. Name | DLA Aviation
AMPS enters the selected name and | Search | Reset |
corresponding information in the sl Type B
Organlzatlonllnformatlon sec.t/on of the _DLA Aviation-Robis AFB _Company L
Role Request’s User Information screen DLA Aviation-Reservists Company
(see Figure 29). DLA Aviation-Q Company
DLA Aviation-NAVICP Philadelphia Company
DLA Aviation-FA Company
4 ’ DLA Aviation-Information Operations Company
/ DLA Aviation-Forward Presence Company
DLA Aviation-FP-NAS Jacksonvile Company
DLA Aviation-Mechanicsburg Company
DLA Aviation-MCAS Cherry Point Company
5 % Cancel

Figure 28: Select Organization - Search Results

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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6. Review the Organization oL
update and proceed with the e Account Management and Provisioning System (AMPS) TEC_USER_213
role request.
[ | = = =
When you update the User Information Select Roles Justification  Summary M
Organization, AMPS
automatically identifies the User Information
updated organization name . .
and populates the Security U:ei:ﬂ;; (T:E(rf E:{:; s * Cyber Awareness Certification Date  4/1/2013 )
Officer(s) and IA Officer(s) — = # User Type  Civilan E
listings with the names of the Title Analyst ~ El
current organization’s Security Activity Information Operations Grade | G508
Officers and IAOs. Email cora.teck.ct@gmail.com
Street 8000 Jefferson Davis Highway
City Richmond
State VA
Postal Code 23297
Country USA
' Organization Information / Update Organization |Supervisor Information / Update Supervisor
6 Organization Name DLA Aviation-Information Operations Name Frank Super
—_— Security Officer(s) Helen Soff (TEC_SO_201) User ID TEC_SUPR_203
IA Officer(s) Bert Inao (TEST_IAO_002) Title Supenisar
Jake Inao (TEC_IAO_201) Activity Information Operations
e LanlIae L ELEl, Organization DLA Aviation
Larry Inao (TEC_IAO_203)
-/ Email Frank.super.FS@gmai.com
Phone 8045555350
>
Figure 29: Update Organization - Selected Organization Entered
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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How to Update Your Supervisor

Follow this procedure if you are a User submitting a new role request and you need to correct your Supervisor designation. AMPS updates this information in your New

What you can do:

Where to start:

AMPS profile. The following business rules apply to the process of selecting a Supervisor:

e  Every Organization must have one or more Supervisors to handle role request approvals for their users.
e  Each user who requests a role must have a Supervisor assigned in AMPS. Use the Update Supervisor function to select a Supervisor if the Supervisor Information

area is blank.
e Internal users can select only another internal user as a Supervisor.

e Auser cannot select a contractor as a Supervisor. Only government employees can be Supervisors in AMPS. AMPS controls the selection process by restricting the

display of Supervisor names to government employees, either Civilian or Military.
e Auser can select an internal user from another Organization as a Supervisor.

e All Supervisors must request and be granted the AMPS Supervisor role. However, a user can select a user who does not have the Supervisor role. For a Supervisor
who does not have the appropriate role, AMPS tells the assigned Supervisor of the need to request this role in the Pending Approvals list under the My Tasks tab.

Begin the process of creating a role and start on the User Information screen.

Locate the Update Supervisor command on the User Information screen.

1. Click Update Supervisor.

AMPS displays the Find a Supervisor
dialog (see Figure 30).

—mAccount Management and Provisioning System (AMPS)

User Information Select Roles Justification

1]
]

User Information

Name Cora Teck
User ID TEC USER 213
Title Analyst
Activity Information Operations
Email cora.teck.ct@gmail.com
Street 8000 Jefferson Davis Highway

* Cyber Awareness Certification Date | 4/1/2013 &

* User Type Civilan
* Grade GS-08

TEC_USER_213

Cancel| Next

[=]

City Richmond
State VA
Postal Code 23297
Country USA
Organization Information & Update Organization  Supervisor Information 1 / Update Supervisor
Organization Name DLA Aviation-Information Operations Name Frank Super — / m
Security Officer(s) Helen Soff (TEC_S0_201) User ID TEC_SUPR_203
IA Officer(s) Bert Inao (TEST_IACQ_002) Title Supenisor
Jake Inao (TEC_TAQ_201) Activity Information Operations
Keali Inao (TEC_IAOQ_202) L .
Larry Inao (TEC. TAQ_ 203) Organization DLA Aviation
Email Frank.super.FS@gmail.com
Phone 8045555350

Figure 30: User Information - Update Supervisor Command
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2. Enter all or part of any of the following
user designations:

a. Last Name,
b. First Name, or
c. Login Name

3. Click Search.

AMPS displays matching names in the
Search Results area.

Find a Supervisor

Select your supervisor below. Contractors must specify the COR/COTR for your contract.

Last Name Contains [=]/super
2 First Name  Contains [=]
— / Login Name Contains [~]
Login Name Last Name |First Mame Email
No data to display.

3 ¢ Search | Reset

% Cancel ;

Figure 31: Find a Supervisor - Search by Last Name

4. Click the name you want from the Search
results.

5. Click OK.

AMPS enters the selected name and
corresponding information in the
Supervisor Information section of the
role request’s User Information screen.

Find a Supervisor
Select your supervisor below. Contractors must specify the COR/COTR for your contract.

Last Name  Contains [=]/super
First Name Conftains []
Login Name | Conftains E
Search | Reset |
Login Name |Last Name | First Name |Emai \
TEST_SUPR_001 Super Amy suprl@aaa.bbb
DOCK_SUPR_101 Super Angie
TEST_SUPR_002 Super Ben supr2@aaa.bbb
TEC_EXSUPR_202 Super Bil
TEC_SUPR_203 Super Frank Frank.super.FS@gmail.com
TEC_EXSUPR_201 Super George
TEC_SUPR_202 Super Grace
TEC_SUPR_204 Super Greta
DOCK_EXSUPR_101 Super Maggie
4 TEC_SUPR_201 ‘super Marge ccurl@usinfotech.com
/ TEST_EXSUPR_002 Super Martin
TEST_EXSUPR_001 Super Zach
TEST_SUPR_101 Super supr3@aaa.bbb
5 K| Cancel

Figure 32: Supervisor Search Results
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6. Review the Supervisor Information
section to ensure you selected the
correct supervisor.

Account Management and Provisioning System (AMPS) TEC_USER_21]

; e - - - o Cancel| Next
Proceed with the role request for the User Information Select Roles Justification Summary

selected user (see pagel4). T

Name Cora Teck * Cyber Awareness Certification Date | 4/1/2013 @)
User ID TEC_USER_213 * User Type | Civiian El
Title Anabyst
Activity Information Operations * Grade G5-08 []

Email cora.teck.ct@gmail.com
Street 8000 Jefferson Davis Highway

City Richmond
State VA
Postal Code 23297
Country USA
ry - ~
QOrganization Information / Update Organization | Supervisor Information / Update Supervisor
Organization Name DLA Aviation-Information Operations MName Marge Super
Security Officer(s) Helen Soff (TEC_SO_201) User ID TEC_SUPR_201
IA Officer(s) Bert Inao (TEST_IAQ_002) 6 Title Supervisor
Jak?_ Inao (“CII'_EC_LQO_2DII; — / Activity Information Operations
Keali Inao (TEC_IAO_202 L. o } }
Larry Inao (TEC_IAO 203) Orgamzatlol] DLA Aviation-Information Operations
Email ccurl@usinfotech.com
Phone 804-555-1234

\& 2/

Figure 33: User Information - Supervisor Updated
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How to Browse for a Role

What you can do:

Where to start:

Follow this procedure if you are a User browsing for a role name, rather than using the Search function.

Follow this procedure if you are a Supervisor submitting a new role request for a subordinate and you want to browse for a role, rather than use the
Search function.

Begin the process of creating a role, starting on the User Information screen, and navigate to the Select Roles screen.

1. Inthe Select Roles screen’s
Browse Roles by Application
section, expand the application
category that contains your
application name.

AMPS displays the names of all
roles associated with the
category in the Select a Role
area.

2. Select your application.

AMPS displays all roles
associated with the application
in the Select a Role area.

3. Locate the role you want to
request.

a. To verify your choice, click the
Expand button (>) to display
details about the role.

b. If you select an Additional role
without first selecting a related
Primary role, AMPS displays an
error message.

4. Select the role and click the right
arrow button (-- >). AMPS copies
the role name to the Select
Roles list panel on the right.

5. Torequest multiple roles, repeat
steps 1-4. (EBS users must have
a primary role assigned before
proceeding.)

6. Click Next to proceed with your
role request.

Account Management and Provisioning System (AMPS)

5 8 = =
User Roles Justification Summary
Browse Roles b #pplication Search Roles
7 AMPS Administrative Role Name
AMPS
. Role Description
7 DLA Aviation Applications
DRU Enterprise Application
'V DLA Enterprise Applications Application
BRGTS Environment |E|
Primary Role E|
Search | Reset
Select a Role
Role Name 4 |Se&ected Roles

VVVVYV

DRU PROD - ACM PROVISIONER
DRU PROD - BAE PROVISIONER /
DRU PROD - BAE DATA OWNER
DRU PROD - FWA PROVISIONER
DRU PROD - FWA DATA OWNER
'DRU PROD - SE PROCESS OWNER.

/:_

Enterprise DLA Aviation
App Applications
Application DRU

Description 1,0y Roles

- DRU Prod - BAE ACM User
= DU Prod - BAE User

Process Owner For

m
[

Environment PROD
Primary Role NA

HI99999

- DRU PROD - SE PROCESS OWNER

m

Figure 34: Request Role Select Roles
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Role Request Approval Process

New AMPS handles notifications and the role request approval process by modeling and
supporting DD 2875 approval business processes similar to Legacy AMPS. As in Legacy AMPS,
role requests are approved in sequence, from the Security Reviewer, as needed, to the
Supervisor, Security Officer, Data Officer, and Information Assurance Officer. The Security
Officer will see only the first role request from a user until the user’s account is submitted for
revalidation or otherwise flagged for the Security Officer’s attention.

All other approvers receive notifications, and each approver has 20 days to act before a role
request expires. AMPS handles the sequential submission for approval to each approver
automatically, and then submits the approved request for provisioning.

Approval Process Summary

The procedures in this section describe how each approver handles the approval of a role
request in New AMPS. The procedures include the text of sample email notifications that

AMPS sends to users and approvers at each stage of the approval process. Only users who
have been assigned one of the AMPS roles identified in Table 1 can follow these procedures.

Although the New AMPS screens look different, the process is very similar to Legacy AMPS. In
New AMPS, the approver

e  Receives a notification that an action is required on a role request.
e Logsinto New AMPS and navigates to a list of pending tasks.

e  Selects the pending task to open the approval decision screen.

e  Selects or enters data in required and optional fields.

e Approves, rejects, or cancels the role request.

Table 1 summarizes approvers and their tasks.

Table 1: Role Request Approvers and Provisioners

For more information...

This Approver...

Separation of Duties (SOD)
Reviewer

‘ Is assigned...

To your organization

The SOD Reviewer provides a point of entry to
the approval process for customers who
require a Separation of Duties check for each
role request.

Users:

. Separation of Duties Review (see Figure 38).
Separation of Duties Reviewers:

. Separation of Duties Review on page 28.

Supervisor To your account when However, if a change occurs that is not Users:
the account is created reflected in AMPS, you can change your . How to Update Your Supervisor on page 22.
initially. Supervisor in AMPS during the role request Supervisors:
process. . Supervisor Approval on page 28.
. How to Reject a Role Request on page 45.
. How to Suspend a Role Request on page
Security Officer To the Organization to You cannot change this assignment. However, Users:
which you belong. Organizations may have two or more Security . How to Request a Role, page 13.
Officers assigned. You can identify them . How to Update Organization Information on page 19.
during the role request process. Security Officers:
. Security Officer Approval on page 36.
. How to Reject a Role Request on page 45.
. How to Suspend a Role Request on page
Data Owner To the application Data Owners see all role requests for access to | Users: See your Supervisor if you have questions about the Data Owner.

associated with the role
you are requesting.

their application data.

Data Owners:
. Data Owner Approval on page 39.
. How to Reject a Role Request on page 45.
. How to Suspend a Role Request on page 49.

Information Assurance Officer
(1AO0)

To the Organization to
which you belong.

You cannot change this assignment. However,
Organizations may have two or more IAOs
assigned. You can identify them during the
role request process.

Users:
e  How to Request a Role on page 13.
IAOs:
. Information Assurance Officer Approval on page 42.
. How to Reject a Role Request on page 45.
. How to Suspend a Role Request on page 49.
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Required Approvals and Time Limits

The AMPS process for submitting and approving a user’s role request is called a “workflow.” A
workflow automates the process of sending notifications of required actions and of forwarding
action items to approvers in sequence. The AMPS approval workflow automatically tracks and
reports on the status of each approval request.

After a user submits a role request, AMPS forwards the request to the approval workflow.
During the workflow process, several approvers review the request before the role is
provisioned to the user’s account.

The number of approvers who review a request is defined in AMPS, and the number may vary
according to which application and role make up the request. As AMPS forwards the request
to each approver, AMPS also sends each user email notifications indicating the request’s
current status and pending approval requirements. Each approver receives email notifications
from AMPS for role requests that require his or her action.

Approval Period and Automatic Cancellation

From the time an approver receives the initial email notification for a role request approval,
AMPS provides 20 days for the approver to complete an action on the request: either approve
or deny. After the initial notification, AMPS delivers additional email notifications every 2 days
to the current approver until the request is approved or denied, or the 20-day approval period
expires.

If approvers do not act on a request before the end of the approver’s time limit, the SAAR
expires. AMPS then notifies the requestor that the request has expired. If the requestor still
needs the role, he or she should consult a Supervisor and, if necessary, submit a new request.
The following chart summarizes approvers in the workflow, approval requirements, and
approval time limits.

Table 2 : Required Approvals and Time Limits

Role/Application

Required Approvals

Reminder Notifications Time Limit for Approval

All role requests for applications that Every two days after initial notification. 20 days
require an SOD Review to ensure
Separation of Duties (SOD) Reviewer Separation of Duties policies are
enforced before the role request is
approved.
Supervisor All role requests for all applications Every two days after initial notification. 20 days
All initial role requests for all Every two days after initial notification. 20 days
applications.
Security Officer
All role requests from users flagged for
an additional Security Officer Review.
Data Owner All role requests. Every two days after initial notification. 20 days
Information Assurance Officer All role requests. Every two days after initial notification. 20 days
Information Assurance manager Requests for an IAO role Every two days after initial notification. 20 days
Provisioners (System Administrators, Database All Total AMPS Solution requests No reminders issued. No expiration of the ticketed
Administrators) approved during the approval workflow provisioning request.

AMPS Development

Contract No. SP470312C0005/SP470312C0017

-27 -

AMPS User Guide Ver 1.2.docx



Account Management and Provisioning System (AMPS) User Documentation: User Guide

How to Approve a Role Request

What you can do: | Follow this procedure if you are a designated reviewer or approver and have received an email notification indicating a SAAR awaits your action in AMPS.

Where to start: | To begin the process of reviewing or approving a role, review relevant email notifications, log in to AMPS, and click the Pending Approvals command.

Separation of Duties Review

A Separation of Duties (SOD) Review is an optional stage in the approval workflow, required only by certain customers and organizations, such as DFAS. If your organization does not require an
SOD review as part of the approval workflow, you can skip this section and go to the Supervisor Approval section.

The following procedure explains how to complete an SOD review of a role request in AMPS for compliance with SOD business practices

1. After a User requests a Role, AMPS

sends an email notification Sample User Notification: Confirmation

confirming the request submission Subject: Notification: SAAR #6213 - Request User Access for Draco Teck (TEC_USER_254) (DFAS Columbus) (AMPS) Dec 12, 2013 11:01 a.m.
and indicating the role request is

waiting for the SOD Reviewer’s Body:

approval.

Your request for role DFAS Prompt Pay Prod - View Only PRPY-007 with access to DFAS Prompt Pay (SAAR 6213) has been submitted for approval.
1 Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

2. AMPS also sends an email notification ‘- .
to the user indicating the role request Sample User Notification: Status
is waiting for the Supervisor’s Subject: Notification: SAAR #6213 - Request User Access for Draco Teck (TEC_USER_254) (DFAS Columbus) (DFAS Prompt Pay) Dec 12, 2013 11:01 a.m.
approval.
Body:
SAAR #6213 is awaiting Separation of Duties approval of your request for the following role: DFAS Prompt Pay Prod - View Only PRPY-007 with access to DFAS Prompt
Pay. This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.
No action on your part is required.
AMPS provides this message for notification only.
Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

3. After a User requests a Role, AMPS . . .
sends an email notification to the Sample Review Notification
User’s Supervisor indicating that a Subject: Action Required: SAAR #6213 - Request User Access for Draco Teck (TEC_USER_254) (DFAS Columbus) (DFAS Prompt Pay) Dec 12, 2013 11:01 a.m.
SAAR has been submitted for the

Supervisor’s approval. Body:

SAAR #6213 has been submitted for Separation of Duties approval on behalf of Draco Teck regarding a request for the following role: DFAS Prompt Pay Prod - View
Only PRPY-007 with access to DFAS Prompt Pay.
3 This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.
Please visit AMPS at this URL:https://amps.dla.mil/oim.
Review your Pending Approvals to locate the SAAR and complete the approval task.
This task expires on Jan 1, 2014 11:01 a.m. AMPS provides this message for notification only.
Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.
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On the AMPS Home screen under the

) . Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility Sign Out TEC_SOD_251
Requests menu heading, click
Pending Approvals.
?‘g My Reports
AMPS displays the Approval Details (i) AMPS Documentation
screen. By default, this screen opens | My Profile
with the My Tasks tab displayed & My Information
(Figure 36): “My Tasks” refers to the +|Regq 1|
tasks assigned to the logged-in user.) ) Request Role
4 /% Pending Approvals
V
Figure 35: Requests Menu
On My Tasks, click the SAAR entry
indicated in the email notification. pe—— [+
AMPS displays the My Tasks Tnitiated Tasks My Staff Tasks a
Application Access Decision Actions ~ View + © | Assignee [Me aMyGroup [=] State |Assigned [x] search @ advanced
screen for the specified SAAR (see ‘& [pri{Assignees |state [itie
Figure 37). Assigned  SAAR #6213 - Request User Access for Teck, Draco (TEC_USER,_254){DFAS Columbus){DFAS Prompt Pay)

5 / 3 AMPS DEFALILT SEPARATION OF DUTIES...

w—— 3 AMPS DEFAULT SEPARATICON COF DUTIES... Assigned  SAAR #6215

quest User Access for Sid,_l'"'lidhael (HT99999)(DFAS Limestone )(DFAS Prompt Pay)

Figure 36: Approval Details - My Tasks Tab
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6.  Fill in the required Comments fields:

Enter comments to support the
decision. AMPS passes these
comments to the next approver when
they are entered.

7. Click Complete.

AMPS automatically . . .
e  Sends the SAAR to the Supervisor
and

e Removes the SAAR as assigned
to the SOD Reviewer from the
My Tasks tab.

-/

Separation of Duties Reviewer

Separation of Duties Reviewer Comments

jomments Review completed. Okay to submit for approval.

Approval Task Information

Task Creation Date Jan 8, 2014 10:55 AM

Current Status Assigned

Last Updated Jan 8, 2014 10:55 AM

SAAR Information

SAAR# 6213

Requested Role DFAS Prompt Pay Prod - View Only PRPY-007

Request Type Request Roles
Access Required Authorized

Role IT Level
Data Classification Unclassified

Justification I need this role to perform my tasks.

Optional Information

Pending Roles
Role IT Level

7 / Cancel | Complete

Date Task Expires Jan 28, 2014 10:55 AM
Approval Outcome Assigned
Current Priority Level 3

CAGE Code Requested

Status Current Approver

DFAS Prompt Pay Prod - View Only PRPY-007 mz

Current Roles
Role IT Level

PENDING APPROVAL Additional Approver

Application Environment

DFAS Prompt Pay Prod - Prompt Pay Users PRPY-002 m2

Requestor Information
Last Name Teck

UserID TEC_USER_254

Organization DFAS Columbus

official Email Address draco.teck@dfas.mil
Job Title Analyst

Citizenship US

Office

42/254

User Submitted Additional Supporting Documentation
|N0 data to display.

First Name Draco

DFAS Prompt Pay FROD

Middle Name
Job Designation Civilan
Activity
Official Phone Number 888-555-0876

IT Level Designation

Figure 37: Separation of Duties Reviewer Screen
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8. After the approval is submitted,
AMPS sends an email notification to
the user regarding the approval’s

status.
8 /

Body:

Sample User Notification: Status

Subject: Notification: SAAR #6213 - Request User Access for Draco Teck (TEC_USER_2254) (DFAS Columbus) (DFAS) Dec 12, 2013 11:01 a.m.

AMPS provides this message for notification only. Please do not respond to this message.

If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

The Security Oversight Officer has completed an approval task for SAAR #6213 regarding your request for the following role: DFAS Prompt Pay Prod - View Only PRPY-007 with access to DFAS
Prompt Pay.

9. In addition, AMPS displays SAAR
information and status in the user’s
Pending Approvals’ Applications &
Roles screen.

The status shows the SAAR has been
forwarded to the Supervisor for
approval.

ey

i My Information

Draco Teck

User Information Applications & Roles

CAGE Code
DODAAC Optional Application Attributes
DODAAC |Application | Attribute Name |Attribute Value |Application Role Name

No data to display. No data to display.

Provisioned Accounts

Target System  |Target Account

Current Roles Request Role| Remove Role |
Role Name Application Environment |Role Type

Pending Requests Cancel Requestl
SAAR ID (Role Name SAAR Type Status Current Approver Request Expiry Dat

Date

(6213 DFAS Prompt Pay Prod - View Only PRPY-007 Role Request PENDING APPROVAL Supervisor  01-09-2014 01-29-20]
(@ [ I | 3

SAAR History
SAAR ID [SAAR Type Role Name Status Last Activity Date
6146 Role Request DFAS Prompt Pay Prod - Prompt Pay Users PRPY-002 CANCELLED 12/23/2013

Figure 38: Sample User — My Information > Applications & Roles — Pending Roles
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Supervisor Approval

The following procedure explains how to approve a role request by starting at the AMPS Home page. This procedure pertains to New AMPS only.

After a User requests a Role, AMPS
sends an email notification
confirming the request submission
and indicating the role request is
waiting for the Supervisor’s
approval.

Sample User Notification: Confirmation

Subject: Notification: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.

Body:

Your request for role AMPS BASIC TEST ROLE with access to AMPS (SAAR 6129) has been submitted for approval. AMPS provides this message for notification only.
Please do not respond to this message.

If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

AMPS also sends an email
notification to the user indicating
the role request is waiting for the
Supervisor’s approval.

Sample User Notification: Status
Subject: Notification: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.

Body:

SAAR #6129 is awaiting Supervisor approval of your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.

This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.

No action on your part is required.

AMPS provides this message for notification only.

Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

After a User requests a Role, AMPS
sends an email notification to the
User’s Supervisor indicating that a
SAAR has been submitted for the
Supervisor’s approval.

Sample Approver Notification
Subject: Action Required: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.

Body:

SAAR #6129 has been submitted for Supervisor approval on behalf of Dinah Teck regarding a request for the following role: AMPS BASIC TEST ROLE with access to
AMPS.

This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.

Please visit AMPS at this URL:https://amps.dla.mil/oim.

Review your Pending Approvals to locate the SAAR and complete the approval task.

This task expires on Jan 1, 2014 11:01 a.m. AMPS provides this message for notification only.

Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

AMPS Development
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4. Onthe AMPS Home screen under

- . Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility Sign Qut  TEC_SUPR_201 ()
the Requests menu heading, click
Pending Approvals.
F@ My Reports
AMPS displays the Approval Details () AMPS Documentation
screen. By default, this screen opens «| My Profile
with the My Tasks tab displayed & My Information
(Figure 36): “My Tasks” refers to the
. . ~|Requests
tasks assigned to the logged-in {88 Request Role
user.) A
a / & Endlni Efirovals
Figure 39: Requests Menu
5.  On My Tasks, click the SAAR entry _ B
& A | Details
indicated in the email notification. pprova '
My Tasks Initiated Tasks My Staff Tasks Administrative Tasks
AMPS displays the Supervisor Actions = View = Eﬂ Assignee |Me & My Group El State | Assigned El Search @ Advanced
App Ilcatlo?hAccess_D_e;l;:fR | B |T|tie |Priority |Assignees |513te S
ifreen ‘207; e specifie (see ""1 SAMR #6088 - Request User Access for teck, Ed (TEC_USER._205)(DLA Aviation)(AMPS) 11/27/2013 3 tec_supr_201 (U) Assigned
lgure ’ SAAR #6129 - Request User Access for teds, dinah (TEC USER 207)(DLA Aviation){AMPS 3 tec_supr_201 (1) Assigned
Figure 40: Approval Details - My Tasks Tab
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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6. Fill in the required fields.

a. Start Date (auto-filled) : this
entry must be no earlier than
the current date.

b. End Date (auto-filled) : adjust
as needed. This field entry is
required.

c. Comments: as an option, enter
comments to support the
decision. Comments are not
required for an approval, but
AMPS passes them to the next
approver when they are
entered.

7. Click Approve.

AMPS automatically . . .
e  Sends the SAAR to the next
approver and

e Removes the SAAR as assigned
to the Supervisor from the My
Tasks tab.

j| Application Supervisor Approval

Supervisor Application Access Decision

Start Date |2013-12-21

/N)I'I'II'I'NEWE = Approved by the Supervisor.

‘You must enter comments to enable the reject button.

Approval Task Information

Task Creation Date Dec 12, 2013 11:01 AM
Current Status Assigned

Last Updated Dec 12, 2013 11:01 AM

SAAR Information

SAAR# 6129

Requested Role AMPS BASIC TEST ROLE
Request Type Request Roles

Access Required Authorzed

Role IT Level
Data Classification Unclassified

Justification I need this role to perform job tasks.

Dptional Information I have received training in this application. Certificate is attached.

pending Roles

% = End Date |2033-08-28 )

Date Task Expires Jan 1, 2014 11:01 AM
Approval Outcome Assigned
Current Priority Level 3

CAGE Code Requested

Role ‘ IT Level Current Approver
AMPS BASIC TEST ROLE mz PENDING APPROVAL Supervisor
Current Roles

Role IT Level Environment

No data to display.

Requestor Information

Last Name teck

UserID TEC_USER_207

‘Organization DLA Aviation

official Email Address dinah.teck@dla.mil
Job Title Analyst

Citizenship US

Office ‘Grade

Building 42/42 GS-08

User Submitted Additional Supporting Documentation
Dowinload and Review Document

Certificate of Completion.pdf

First Name dinah

Middle Hame

7 Cancel | Approve | Reject

Job Designation Civiian
Activity
Official Phone Number 804-555-1596

IT Level Designation

Figure 41: Supervisor Approval Screen
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8. After the approval is submitted,

AMPS sends an email notification to Sample User Notification: Status

the user regarding the approval’s Subject: Action Required: SAAR#6129 - Request User Access for Dinah Teck (TEC_USER_205) (DLA Aviation (AMPS) Dec 12, 2013 11:01 a.m.
status. Body:

The Supervisor has completed an approval for SAAR#6129 regarding your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.

8 The outcome for this task is APPROVED.
AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.
9. In addition, AMPS displays SAAR
. o P . v : i My Information E
information and status in the user’s _
Pending Approvals screen. dinah teck
User Information Applications & Roles
The status shows the SAAR has been
. . CAGE Code
forwarded to the Security Officer
for approval, if the current request i ) .
is the requestor’s initial role request DODAAC Optional Application Attributes
for the application. DODAAC |Application | Attribute Name |F\ttribute Value |Application Role Name
No data to display. Mo data to display.

Provisioned Accounts

Target System |Target Account |
No data to display.

Current Roles Request Role | Remove Role

Role Name |Application |Environment |ROIe Type |
Mo data to display.

Pending Roles Cancel Request| |

Request . Last Activity
9 / SAAR ID |Role Name Status Current Approver Date Expiry Date Tere
6120 AMPSBASICTESTROLE  PENDING APPROVAL  Security Officer ~ 12-12-2013 01-01-2014 12-12-2013 |
SAAR History
SAAR ID |SAAR Type |Resource Name |Status |Last Activity Date |

No data to display.

Figure 42: Sample User — My Information > Applications & Roles — Pending Roles
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Security Officer Approval

The following procedure for Security Officers explains how to approve a role request by starting at the AMPS Home page.

1. After a User’s Supervisor approves a Role
Request, AMPS sends an email
notification to the user with the
request’s status, indicating the role
request is waiting for the Security

Officer’s approval. 1

/

Sample User Notification: Status

Subject: Notification: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation (AMPS) Dec 12, 2013 11:01 a.m.

Body:

SAAR #6129 is awaiting Security Officer approval of your request for the following role: AMPS BASIC TEST ROLE with access to AMPS. This request was submitted in AMPS on Dec 12,
2013 11:01 a.m. No action on your part is required. AMPS provides this message for notification only. Please do not respond to this message. If you have any questions about this
notification, please contact the Enterprise Help Desk at 855.352.0001.

2. After a Supervisor approves a Role
Request, AMPS sends an email
notification to the user’s appointed
organization Security Officer indicating
that a SAAR has been submitted for the
Security Officer’s approval.
~/

Sample Approver Notification

Subject: Action Required: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation (AMPS) Dec 12, 2013 11:01 a.m.

Body:

SAAR #6129 has been submitted for Security Officer approval on behalf of Dinah Teck regarding a request for the following role: AMPS BASIC TEST ROLE with access to AMPS. This
request was submitted in AMPS on Dec 12, 2013 11:01 a.m. Please visit AMPS at this URL:https://amps.dla.mil/oim. Review your Pending Approvals to locate the SAAR and
complete the approval task. This task expires on Jan 1, 2014 11:01 a.m. AMPS provides this message for notification only. Please do not respond to this message. If you have any
questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

3. Onthe AMPS Home s_creen.under tf}e Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility Signout TEC_S0_201 €
Requests menu heading, click Pending
Approvals.
PP ?e My Reparts
. ) @ AMPS Documentation
AMPS displays the My Tasks tab in the -
. . “ ~| My Profile

Appro’:/al Details screen (Flgu.re 40). “My § My Information
Tasks” refers to the tasks assigned to the
I d-i ~|Requests
oggea-in user. ﬁﬂ% Request Role

3 4% Pendin rovals

y .
~| Administ
& User Search
Figure 43: Requests Menu
4. Inthe My Tasks tab, click the SAAR : | B
T . . ] Al Detail
number indicated in the email ekl .
notification. My Tasks Initiated Tasks Administrative Tasks
Actions ~ View - E’[ﬂ Assignee |Me &My Group El State | Assigned El Search @ Advanced

AMPS displays the Security Officer |® [mite |Pricrit| Assignees |state
Application Access Decision screen (see SAMR #6126 - Request User Access for White, Patricia (KPWO00O00)(DLA Aviation-Information Operations)(AMPS) 3 AMPS SECURITY OFFICER. (G) Assigned
Figure 41)' =: SAAR #6127 - Request User Access for White, Patricia (KPW0000)(DLA Aviation-Information Operations)(AMPS) 3 AMPS SECURITY OFFICER (G) Assigned

4 /\ SAMR #6129 EEEQUESt User Access for tedk, dinah (TEC USER 207){(DLA Aviation)(AMPS) 3 AMPS SECURITY OFFICER (G) Assigned

Figure 44: Approval Details — My Tasks Tab
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5.  Fillin the required and optional fields:

a. IT Level Designation: select the
requestor’s IT level from the drop-
down list.

b. Clearance Level: select the
requestor’s Clearance Level from
the drop-down list.

c. Type of Investigation: select the
investigation type conducted for the
requestor from the drop-down list.

d. Date of Investigation: select or
enter the requestor’s investigation
date.

e. Comments: as an option, enter
comments to support the decision.
Comments are not required for an
approval, but AMPS passes them to
the next approver when they are
entered.

6. Click Approve.

AMPS automatically . . .
e  Sends the SAAR to the next approver
and

e Removes the SAAR as assigned to
the Security Officer from the My
Tasks tab.

Application Security Officer Approval

Security Officer Application Access Decision
= T Level |T2[~]

Secret El
SSBI [=]

12/1/2012 [E)

Approved by the Security Officer.

y * Clearance Level
* Type of Investigation

Date of Investigation
Comments

You must enter comments to enable the Reject button and press the tab key.
Approval Task Information

Task Creation Date Dec 12, 2013 11:09 AM

Current Status Assigned

Last Updated Dec 12, 2013 11:09 AM

SAAR Information

SAAR# 6129

Requested Role AMPS BASIC TEST ROLE

Request Type Request Roles

Access Required Authorized

Role IT Level
Data Classification Unclassified

lustification 1 need this role to perform job tasks.

Optional Information I have received training in this application. Certificate is attached

pending Roles

6

/

Date Task Expires Jan 1, 2014 11:09 AM
Approval Outcome Assigned
Current Priority Level 3

CAGE Code Requested

Role ‘ IT Level ‘ Status Current Approver
AMPS BASIC TEST ROLE m2 PENDING APPROVAL Security Officer
Current Roles

Role IT Level Application Environment

No data to display.

Requestor Information

Last Name teck

SSH

EDIPT Test00007

UserID TEC_USER_207

Organization DLA Aviation

official Email Address dinah.teck@dla.mil
Job Title Analyst

citizenship US

Office

Building 42/42

First Name dinah

User Submitted Additional Supporting Documentation

Download and Review Document H

Certificate of Completion.pdf

Supervisor Information

Approved by Supervisor ID TEC_SUPR_201
Supervisor Last Name Super

Role Start Date 2013-12-22

Supervisor Comments Approved by the Supervisor.

Or |Act\vity Email Address

Middle Hame

Job Designation Civiian
Activity

Official Phone Number 804-555-1596

T Level Designation [T2

Supervisor First Name Marge
Role End Date 2033-08-29

Telephone Number ‘

DLA Aviation

marge.super.civ@dla.mil

804-555-7412

- | cancel !ADprﬁe Reject

Figure 45: Security Officer Approval Screen
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7. AMPS sends an email notification to the . .
user regarding the approval’s status. Sample User Notification: Status

Subject: Notification: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation (AMPS) Dec 12, 2013 11:01 a.m.

Body:
The Security Officer has completed an approval for SAAR #6129 regarding your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
/ The outcome for this task is APPROVED.

AMPS provides this message for notification only. Please do not respond to this message. If you have any questions about this notification, please contact the
Enterprise Help Desk at 855.352.0001.

8. In addition, AMPS displays SAAR & My Information
information and status in the user’s .
Pending Approvals screen. dinah teck

User Information Applications & Roles
CAGE Code

The status shows the SAAR has been
forwarded to the Data Owner for
approval.

DODAAC Optional Application Attributes

DODAAC |Application | Attribute Name |Attribute Value |Application Role Name
No data to display. Mo data to display.

Provisioned Accounts

Target System |Target Account |
No data to display.

Current Roles Request Role | Remove Role

Role Name |Application |Environment |ROIe Type |
No data to display.

Pending Roles Cancel Request| Yy

Reguest . Last Activity
SAAR ID |Role Name Status Current Approver Date Expiry Date Tere

SAAR History

SAAR ID |SAAR Type |Resource Name |Status |Last Activity Date |
No data to display.

Figure 46: Sample User’s Pending Roles

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
-38-



Account Management and Provisioning System (AMPS) User Documentation: User Guide

Data Owner Approval

The following procedure explains how to approve a role request by starting at the AMPS Home page. This procedure pertains to New AMPS only.

1.  After the Security Officer approves a Role . .
Request, AMPS sends an email Sample User Notification: Status

notification to the user with the Subject: Action Required: SAAR#6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.
request’s status.

Body:

SAAR#6129 is awaiting Data Owner approval of your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.

1 This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.
/ No action on your part is required.
AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

2.  After the Security Officer approves a Role

Request, AMPS sends an email Sample Approver NOtIfIC&tIOﬂ

notification to the application’s Data Subject: Action Required: SAAR#6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.
Owner, indicating that a SAAR has been

submitted for the Security Officer’s Body:

SAAR#6129 has been submitted for Data Owner approval on behalf of Dinah Teck regarding a request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
2 This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.
/ Please visit AMPS at this URL:https://amps.dla.mil/oim. Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on Jan 1,2014 11:01 a.m.
AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

approval.

3.  Onthe AMPS Home screen under the

> Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility Signout TEC_DO_201 )
Requests menu heading, the Data Owner
clicks Pending Approvals.
g APP @My Reports
@ AMPS Documentation
~| My Profile
ﬁ My Information
~|Requests
qg& Reguest Role
3 L) Pendin? Aigro\rals
Figure 47: Requests Menu
4.  Onthe My Tasks tab, click the SAAR
L . . Approval Details &

number indicated in the email
notification. My Tasks Initigted Tasks Administrative Tasks

Actions v View v @a Assignee |Me & My Group State | Assigned E| Search @ Advanced
AMPS displays the Data Owner = [® [mite |Priority [Assignees |state
Application Access Decision screen for 4 > SAAR #6129 nReguest User Access for teck, dinah (TEC USER 207)(DLA Aviation)(AMPS) 12/12/2013 3 AMPS DEFALLT DATA OWNER (G) Assigned
the SAAR (see Figure 45). / I:§

Figure 48: Approval Details - Administrative Tasks Tab
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5. Inthe Data Owner Application Access
Decision screen, complete entries for the
required fields.

a. Start Date (auto-filled): Required
entry. The Start Date must not be
earlier than the current date.

b. End Date (auto-filled): Required
entry.

c. Comments: As an option, enter
comments to support the decision.
Comments are not required for an
approval, but AMPS passes them to
the next approver when they are
entered.

6. Click Approve.

AMPS automatically . . .
e  Sends the SAAR to the next approver
and

e Removes the SAAR as assigned to
the Data Owner from the My Tasks
tab.

m}\pplicatiun Data Owner Approval

Data Owner Application Access Decision
* Start Date |2013-12-21 [ * End Date [2033-08-28 [E:)
Comments  Approved by the Data Owner.

/

You must enter comments to enable the reject button.

Approval Task Information

lask Creation Date Dec 12, 2013 11:17 AM
Current Status Assigned

Last Updated Dec 12, 2013 11:17 AM

SAAR Information

SAAR# 0129

Requested Role ANMPS BASIC TEST ROLE
Request Type Request Roles

Role IT Level IT2

Data Classification Unclassified

Justification T need this role to perform job tasks.

Dptional Information I have received training in this application. Certificate is attached.

Pending Roles

Reject

6 / cancel ||

Date Task Expires Jan 1 2014 11:17 AM
Approval Qutcome Assigned
Current Priority Level 3

Access Required Authorized

Role | IT Level ‘ Status Current Approver
AMPS BASIC TEST ROLE m2 PENDING APPROVAL Data Owner
Current Roles

Role IT Level Application Environment

No data to display.

Requestor Information

Last Name teck

userp TEC_USER_207

Organization DLA Aviation

official Email Address dinah teck@dla mil
Job Title Analyst

citizenship US

Office

Building 42/42

First Name dinah

User Submitted Additional Supporting D tion

Download and Review Document |

Certificate of Completion.pdf

Supervisor Information

Application Access Start Date 12/21/2013

Approving Supervisor ID TEC_SUPR_201

Supervisor Last Name Super

Supervisor Email Address marge. super.civi@dla.mil
Supervisor Comments Approved by the Supervisor.
|Activity

Organization Email Address

Middle Name
Job Designation Civilian
Activity
official Phone Number 804-555-1596

IT Level Designation

Application Access End Date 8/28/2033

Supervisor First Name Marge
Supervisor Telephone Number 804-555-7412

Telephone Mumber

DLA Aviation marge.super.civ@dia.mil

Security Officer Information

Security Officer ID TEC_SO_201

Last Name Soff

IT Level Designation IT2

Security Officer Comments Approved by the Security Officer.
[Activity

Organization [Email Address

B04-555-7412

First Name Helen

[Telephone Number

DLA Aviation helen.soff@dla.mil

Figure 49: Data Owner Approval Screen
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7. After the approval is submitted, AMPS - . )
sends an email notification to the user Sample User Notification: Status

regarding the approval’s status. Subject: Notification: SAAR#6129 - Request User Access for Dinah Teck (TEC_USER_207) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.

Body:
The Data Owner has completed an approval for SAAR#6129 regarding your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
7 The outcome for this task is APPROVE.
/ AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

8. In addition, AMPS displays SAAR
information and status in the user’s
Pending Approvals screen.

‘ My Information
dinah teck

User Information Applications & Roles
The status shows the SAAR has been CAGE Code

forwarded to the Information Assurance
Officer for approval. Do 7 4 Optional Application Attributes

DOurAre— Ailication | Attribute Name |Attribute Value |Application Role Name
Mo data to ugplay. Mo data to display.

Provisioned Accounts
Target System |Target Account |
Mo data to display.

Current Roles Request Role | Remove Role

Role Name |Applicati0n |Envir0nment |ROIe Type |
Mo data to display.

Pending Roles Cancel Requesﬁ

Request ! Last Activity
SAAR ID |Role Name Status Current Approver Date Expiry Date Date

________,»

SAAR History
SAAR D[SAAR Type  |Resource Name |status |Last Activity Date |
Mo data to display.

Figure 50: Sample User’s Pending Roles
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Information Assurance Officer Approval

The following procedure explains how to approve a role request by starting at the New AMPS Home page. This procedure pertains to New AMPS only.

1. After the Data Owner approves a Role - .
Request, AMPS sends an email Sample User Notification: Status
notification to the User with the Subject: Action Required: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_213) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.
request’s status. Body:
SAAR#123 is awaiting Information Assurance Officer approval of your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
1 This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.
No action on your part is required.
AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.
2. After the Data Owner approves a Role ‘- .
Request, AMPS sends an email Sample Approver Notification
notification to the User’s Information Subject: Action Required: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_213) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.
Assurance Officer (IAO), indicating that a Body:
SAAR has been submitted for the IAQ’s SAAR#123 has been submitted for Information Assurance Officer approval on behalf of Dinah Teck regarding a request for the following role: AMPS
approval. BASIC TEST ROLE with access to AMPS.
: This request was submitted in AMPS on Dec 12, 2013 11:01 a.m.
Please visit AMPS at this URL: https://amps.dla.mil/oim. Review your Pending Tasks to locate this SAAR and complete the task. This task expires on
Jan 1, 2014 11:01 a.m.
AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.
3. Onthe AMPS Home screen under the | Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility signout TEC 50 201 )
Requests menu heading, click Pending
Approvals. B My Reports
@ AMPS Documentation
~| My Profile
6 My Information
~|Requests
ﬂs} Request Role
4% Pendin rovals
3 E ;
| Administi
& User Search
Figure 51: Requests Menu
4. Inthe My Tasks tab, click the SAAR - B
. . . o] 1 il
number indicated in the email Approval Details
notification. My Tasks Initiated Tasks Administrative Tasks
Actions ~ View + @& Assignee |Me &My Group E| State | Assigned E' Search @ Advanced
| |EI |T|ﬁe |Pri0rity |Assignees State
SAAR #6125 - Request User Access for White, Patrida (KPW0000)(DLA Aviation-Information Operations)(AMPS) 3 AMPS INFOR....  Assigned
4 SAAR #6128 - Request User Access for Teck, John (TEC_USER._206){DLA Aviation){AMPS) 3 AMPS INFOR....  Assigned
™~ / SAAR #6129 nReguest User Access for teds, dinah (TEC USER. 207)(DLA Aviation){(AMPS 3 AMPS INFOR....  Assigned

Figure 52: Approval Details - My Tasks
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5.

In the Information Assurance Officer
Application Access Decision screen, fill in
the required fields:

a. Cyber Awareness Training Date
(auto-filled from user record, if
available): Enter or select a correct
date for the requestor’s Cyber
Awareness Training Date, as
needed.

b. Comments: As an option, enter
comments to support the decision.
Comments are not required for an
approval, but AMPS passes them to
the next approver when they are
entered.

6.

Click Approve.

AMPS automatically . . .

e Removes the SAAR as assigned to
the Information Assurance Officer
from the My Tasks tab.

e Provides the customer’s provisioning
service per the service agreement.

mnpnllcatlon Inf A e Dfficer Apg
Information Assurance Officer Application Access Dedision
Hecorded Cyber Awareness Training Date 04/01/2013

* Cyber Awareness Training Date | 7013-04-01 =%

Comments : [Approved by the 1AD,

You must enter comments to enable the Reject button.
Approval Task Information
Task Creation Date Dec 12, 2013 1:24 PM
Current Status Assigned
Last Updated Dec 12, 2013 1:24 PM
sanl Information
SANRE G129
Requested Role AMPS BASIC TEST ROLE
Request Type Request Holes
Aeewss Reguired Autharsed

Role TF Level [T2
Data Classifieation Unclassfied

Justification | need the role to perform job tasks.

Curvent stolee
Role __ | T Lewel
Mo data to dsplay.

Requestor Information

Last Hame teck

userip TEC_USER_207

Organization DLA Aviaton
Official Email Address dnsh._tecki@dla.mi
Job Tiths fnakyst

Citbranship 115

First Nama dinah

Office
Building 42/42

Supervisor Information

Approved by supervisor 10 TEC_SUPR_201
Supervisor Last Name Super

Role Start Date 2013-12-22

Supervisor Comments Approved by the Superves:.
Drgenization Inethvity
DLA Aviatian

Security Officer Information

Approved by Security Officer 1D TEC_S0_701

Last Name Soff

Type of Investigation S5E1

1T Lewved Designation

Security Officer Comments Approved by the Securty Offices.
Orgonizotion Activily

BUA Aviation

Data Owner Information

Approved by Data Owner ID TEC_DO_201

Last Hame Doven

Role Start Date 2013-12-22

Data Owner Comments Approved by the Data Cwner.
Drgnaizatica [actny
BLA Aviation

—/

Date Task Expires Jan 1, 2014 1:24 PM
Approval Gutcoms Assigned
Current Priority Level 3

Bptional Information | have receved tranng n ths apphcaton. Certficate s attached.

Fending Kides

Rola T Lavel Skatus

AMPS BASIC TEST ROLE ma PENDING APPROVAL

Apglication

|Email Address

marge.super. congdin, mil

|Emeil Address

heton. soff @iz, mil

[Emad Addrass.

poul. devn@dla.mil

CAGE Cuibe Requested

| Currant Approvar

Information Assurance.

Enviraniment

M Name

Supervisor Hrst Bame Marge
Robe End Bate 2033-08-29

[Tetephone umber
B02-555-7412

First Name Helen

Date of Investigation 11/30/2012

Chearance Authorged

| Telephone Humber

First Hase Paul
Roke End Date 2033-08-29

| Talephone Humbar

“ancel |L.bezv§ﬂ seeat | |

Job Desikgmation Crian
Activity
Official Phone Number B04-555-1596

T Lavel Deskpnation

Figure 53: Information Security Officer Approval Screen
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7. AMPS sends an email notification to the
user regarding the approval’s status.

Sample User Notification: Status

Subject: Action Required: SAAR #6129 - Request User Access for Dinah Teck (TEC_USER_213) (DLA Aviation) (AMPS) Dec 12, 2013 11:01 a.m.

7 Body:

The Information Assurance Officer has completed an approval for SAAR#6129 regarding your request for the following role: AMPS BASIC TEST ROLE with access to

AMPS.
The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

What Comes After the Final Approval?

At this stage, the role approval process is complete. The next stage involves provisioning
the role, which includes the following processes:

e  Creating the user’s account in the application.

e  Assigning the appropriate permissions to the user’s account, which enables the
user to perform tasks in the application.
Provisioning methods vary by customer. If your organization is set up for automated

provisioning, AMPS will complete that process and notify you when your application
account has been created based on the role you requested. As a user, you will be able to

e  Receive a Remedy ticket, generated by AMPS, with provisioning data included in
it.

e  Use an automatically generated AMPS ticket as a source of information for
setting up the account. This process is called Total AMPS.

Total AMPS

The Provisioning Process: Total AMPS section in this User’s Guide provides a description
of the Total AMPS procedure for provisioning a role through a ticketing process. See page

60.
access your account approximately 20 minutes after AMPS sends the notification.
Other customers prefer to perform provisioning themselves in one of two ways:
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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Role Request Approval Subprocesses

Role request approval subprocesses include alternate paths for handling role requests. The following table introduces subprocesses for alternate procedures described in this section.

This subprocess . . . Enables an approver to . . .

Reject a Role Request Deny a user a request for a role.
The request rejection process occurs during the approval process itself, and any approver can reject a role request. An AMPS Best Practice is to enter
reasons for the rejection in the Comments field. The reasons entered may provide the basis for corrective action on the part of the user or other
approvers.

Suspend a Role Request  Postpone the completion deadline of any approver’s task.

For example, if a Security Officer is waiting on a supporting document to arrive before he approves a role request, the approver can suspend the role
request task. A task suspension has no end date.

Reassign a Role Request  Assign the task of approving an individual SAAR to another approver. The approver must have the appropriate role to carry out the approval task.

How to Reject a Role Request

What you can do: | In AMPS, any approver who has a valid reason to reject a role request can do so during the standard approval process. The procedures that follow
illustrate the process in New AMPS and explain the few steps required to bring up a role request approval form and select a rejection, rather than an
approval, option.

e  Follow this procedure if you are a Supervisor and you need to reject a user’s role request.

e Follow this procedure if you are NOT the user’s Supervisor and you are, therefore, not authorized to approve the user’s role request.

Where to start: | To reject a role request, start on the Home screen, and navigate to the Approval Details screen, which lists pending tasks.

1. After a user submits a role request, . e- .
AMPS notifies the Supervisor by Sample Approver Notification

email of a pending action. Subject: Action Required:SAAR #6024 - Request User Access for Diane Teck (TEC_USER_204) (DLA Aviation(AMPS) 2013-10-08 2013-10-08
Body:
SAAR #6024 has been submitted for Supervisor approval on behalf of Diane Teck regarding a request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
1 This request was submitted in AMPS on 2013-10-08.
Please visit AMPS at this URL:https://amps-dev.use2.ad.dla.mil/oim.
Review Pending Approvals to locate the SAAR and complete the approval task.
This task expires on 2013-11-08. AMPS provides this message for notification only.

Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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2. Onthe AMPS Home screen under - P
Defense Logistics Agency Account Management and Provisioning System (AMPS Accessibil Sign Out TEC_SUPR_201
the Requests menu heading, click g gency g g2y ( ) = = - - ©
Pending Approvals.
E My Reports
AMPS opens the Approval Details () AMPS Documentation
screen. The SAAR is listed in the My «| My Profile
Tasks tab. i My Information
~| Reguests
{3 Request Rale
2 ( L) Pendini ﬁf;rovals
Figure 54: Requests Menu
3. Inthe My Tasks tab, click the SAAR @
number indicated in the email Approval Details
notification. My Tasks Inttiated Tasks Administrative Tasks
AMPS opens the Application Actions = View - Eﬂ Ascignes |Me & My Group  [=| State |Assigned [=] Search @ »
Supervisor Approval screen. | & |T'rt|e |Prinrity | Assignees |Si_—c|te
3 / SAAR #6024 - Request User Access for Teck, Diane (TEC_USER_202)(DLA Aviation)}[AMPE 3 tec_supr_20._. Assigned

Figure 55: Approval Details - My Tasks

Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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4. Inthe Application Access Decision .
PP ) . Application Supervisor Approval Add! 5 ncel | Approve | Rej
screen for your approver’s role, fill
in text to summarize the reasoning Supervisor Application Access Decision
for the rejectio n. It is a violation of DLA policy to grant application access to any individual other than a direct report. Violation of this policy may result in disciplinary action.
* 1 ¢ ith this policy.
AMPS saves these comments as 4 agree fo comply with this policy
part of the SAAR record. B / Start Date 2013-10-10 [l * End Date |2033-06-25 Bl
N " * Comments : g pervisor rejects this application role
5. Click Reject. request. Applicant requires a different role.
AMPS automatically . . .
. Approval Task Information
e Removes the SAAR as assigned to Task Creation Date Oct 9, 2013 11:09 AM Date Task Expires Oct 29, 2013 11:09 AM
the Supervisorfrom the My Tasks Current Status Assigned Approval Outcome Assigned
b Last Updated Oct 9, 2013 11:09 AM Current Priority Level 3
tab. SAAR Information
. . SAAR# 6024
e  Stores the rejected SAAR and its Requested Role AMPS BASIC TEST ROLE
information for display in the user’s Request Type Request Roles
Access Required Authorized
role status tab. CAGE Code Requested
Role IT Level
Data Classification Unclassified
Justification I need this role to perform my tasks.
Optional Information I have received training in this application.
Pending Roles
Role \ IT Level Status Current Approver
AMPS BASIC TEST ROLE mz PENDING APPROVAL Supervisor
Current Roles
Role IT Level Application Environment
No data to display.
Requestor Information
Last Name Teck First Name Diane Middle Name
UserID TEC_USER_202 Job Designation Civilian
Organization DLA Aviation Activity
Official Email Address diane.teck@dla.mil Official Phone Number
Job Title
Citizenship IT Level Designation
Office ‘Grade
G5-09
User Submitted Additional Supporting Documentation
‘Attachmentl.pdf Download and Review Document ||
Figure 56: Application Supervisor Approval — Decision Screen
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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6. Check the My Tasks tab to verify
the rejected SAAR is removed from
the Approval Details screen.

F@ My Reports
(@ AMPS Document

~| My Profile

@ My Roles

Defense Logistics Agency Account Management and Provisioning System (AMPS)

Approval Details

6 My Tasks Initiated Tasks My Staff Tasks
/Actions ~ \iew « @ﬂ Assignee | Me & My Group

[® [Title

Administrative Tasks
[=| state |Assigned

Accessibility Sign Qut  TEC_SUPR_204 ©

&

[=] search @ »

|Pri0r'rty |Assignee5 |SGte |

& My Information

~| Requests
{55 Request Role

4% Pending Approvals

Figure 57: Approval Details - My Tasks

7. AMPS sends an email notification
to the user regarding the outcome

Sample User Notification: Rejection and Advice

of result of the request. Subject: Action Required: SAAR# 6024- Request User Access for Diane Teck (TEC_USER_202) (DLA Aviation) (AMPS) 2013-10-08.

7 Body:
S— / The Supervisor has completed an action for SAAR#6024 regarding your request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
The outcome for this task is REJECTED. Please see your Supervisor for further information.
AMPS provides this message for notification only. Please do not respond to this message.

As the email not/f/catlon indicates, If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

check with your Supervisor to
correct any deficiency in your
request and submit a new role
request.

AMPS Development
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How to Suspend a Role Request

What you can do: | Any approver who has a valid reason to stop the approval process temporarily for a role request can do so during the standard approval process. The
procedures that follow illustrate how to suspend a role request after a user has submitted the request and explain the few steps required to select a role
request from a list of pending tasks and select a suspension option.

Follow this procedure if you are a role request Approver and you need to suspend a user’s role request.

Where to start: | To suspend a role request approval, start on the Home screen, and navigate to the Approval Details screen, which lists pending tasks on the My Tasks

screen.
1. After a user submits a role request, . .
AMPS notifies each approver by Sample Approver Notification
email of a pending action. Subject: Action Required:SAAR #6026 - Request User Access for Candy Teck (TEC_USER_213) (DLA Aviation(AMPS) 2013-10-09
Body:

SAAR #6026 has been submitted for Supervisor approval on behalf of Candy Teck regarding a request for the following role: AMPS BASIC TEST ROLE with access to AMPS.
This request was submitted in AMPS on 2013-10-09.
Please visit AMPS at this URL:https://amps.use2.ad.dla.mil/oim.

Any approver can suspend
a role request. 1

Review your Pending Approvals to locate the SAAR and complete the approval task.
The sample email notification at This task expires on 2013-11-10. AMPS provides this message for notification only.
right describes the action required
to locate the SAAR in Pending
Approvals, but AMPS enables an
approver to perform tasks other
than straightforward approvals.

Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

2. After you select Pending Approvals 2 Approval Details [+)
from the Requests Menu (see
Figure 50), locate the SAAR you My Tasks My Staff Tasks
want to suspend on the My Tasks Actions~ View~ | ) | Assignee |[Me & My Group [=] State |Assigned [=] search ® Advanced
screen. |E| |T'rt|e |Pri0r'rty |Assignees |5Gte
ﬂ SAAR #6026 - Request User Access for teck, Candy (TEC_USER_203)(DLA Aviation}{AMPS) 10/09/2013 3 tec_supr_201 (U) Assigned

Figure 58: My Tasks Screen — Assigned SAARs

AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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3. Click the clipboard icon to select
i x
the SAAR. @ Approval Detats
My Tasks ' My Staff Tasks
Actions ~  View ~ || a | Assignee | Me & My Group E| State |A55igned E| Search @ Advanced |

j B |Title Priority | Assignees State

Figure 59: My Tasks Screen - SAAR Selected

4. Display the Actions menu and click =
play [ Approval Details
Suspend.
My Tasks ' My Staff Tasks
AMPS suspends the approval - view~ | @) | Assignee [Me &My Group [=] State |Assigned [=] search | @ advanced |
process for the selected SAAR. B Approve Tingi e
AMPS also removes the SAAR from i Reject
the Assigned task listing in the My
Delegate...
Tasks screen.
Renew
To indicate the completion of these j Suspend
actions, AMPS displays an Create T;k Task

Information message. Creste Subtask

Figure 60: My Tasks Screen - Actions Menu

5. Click OK to close the Information =

[ Approval Details

message box.
My Tasks ' My Staff Tasks

This action closes the Information Actions ~ View -~ | ) | Assignee [Me & My Group [=]| State |Assigned [=] Search ® Advanced |
message box and returns to the [® [Tite [priority |Assignees [state
current tab.
See How to Resume Approval of a
Suspended Request for procedures (@ 1nformation L
on locating a suspended SAAR task j Your request was processed successfully.
and resuming the approval process
for the SAAR.

4 L] 3

J
Figure 61: My Tasks Screen - Information Message
AMPS Development Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx
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How to Resume Approval of a Suspended Request

What you can do:

Where to start:

Any approver who has suspended approval temporarily for a role request can resubmit the suspended request to the approval process. The procedures
that follow illustrate how to resume approval of a role request with a current status of Suspended.

Follow this procedure if you suspended the user’s role request and want to resume the approval process for this request.

To resume approval of a role request, start on the Home screen, and navigate to the Approval Details screen, which lists pending tasks on the My Tasks

screen.
On the My Tasks screen, locate the Approval Details =
SAAR you want to resubmit for — R
approval:
PP . Actions = View = Eﬂ Assignee | Me & My Group [ =] | State | Suspended E)A{earch 6026 @ Advanced

a. Inthe State dropdown list, [& [Tre Iprorier e state

select Suspended. SAAR #6026 - Request User Access for teck, Candy (TEC_USER_203)(DLA Aviation)(AMPS) 10/09/2013 3 tec_supr_201 (U) Suspended
b. Inthe Search field, enter all or

part of the SAAR number of

the suspended task.
c. Click the search button (see

Figure 58). Figure 62: My Tasks - Search for Suspended SAARs

AMPS displays all suspended

SAARs assigned for approval

to the currently logged in user.
Click the clipboard icon to select
the Suspended SAAR.
Display the Actions menu, and click ) Approval Details B
Resume.

My Tasks My Staff Tasks
AMPS removes the suspended 5 View - Eﬂ Assignee |Me & My Group || Stste |Suspended [=] search [B026 @ Advanced
Resume | |priority | Assignees |state
state from the selected SAAR and = o
est User Access for teck, Candy (TEC_USER_203)(DLA Aviation)(AMPS) 10/00/2013 3 tac_supr_201 (U) Suspended

resubmits the SAAR to the approval ‘ CFE&_TD'DD Task PJ

process.

AMPS displays an Information
message to confirm the SAAR’s
change in State.

Figure 63: My Tasks - Actions Menu
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4. Click OK to close the Information @ mr 2 B
Detail Information
message box. anbeoval Detess
My Tasks My Staff Tasks taff Tasks  Your request was processed successfully.
AMPS returns to the My Tasks Actions = View = M | Assonee [Me & My 6 search | 6026 ® Advanced
screen. Priority Assignees State
>
Figure 64: My Tasks - Information Message
5. Todisplay a current list of Approval Details =
Suspended SAARs, click the Refresh
icon My Tasks My Staff Tasks
’ Actions ~ View - ER Assignes | Me & My Group E| State |Suspended E| Search | 6026 @ Advanced /-—-\
|E| |Trt|e Lﬁ |Pr|0rrcyr |A55|gnees ‘ |Smte
A'MPS removes from the My Tasks & SAAR #6026 - Request User Access for teck, Candy (TEC_USER_202)(DLA Aviation){AMPS) 10/09/2013 3 tec_supr_201 (U) Suspended
list any SAARs that are no longer |
suspended (see Figure 62).
o
Figure 65: My Tasks - Refresh Screen Icon
6. Todisplay a current list of SAARs T B
. &) Deta
assigned to the current user, - e
. . My Tasl My 51 Tas
display the State dropdown list and Y £ ]
select Assigned. Actions = View « m Assignee | Me & My Group E| State |Suspended LT_| Search | 6026 @ Advanced
|E| ‘T'rtle |Prior'rty |Assignees State
Information Requested
J
Figure 66: My Tasks - State Dropdown List
7. Refine the Search by adding a Approval Detads B
specific SAAR number to the Search
,p . My Tasks Initiated Tasks My Staff Tasks Administrative Tasks
field and click the search button.
Actions~ View~ | @) | Assionee [Me&MyGroup [+ State RGN ~| search(|6026 ® Advanced ———,
. |E| ‘T'rtle |Pri0r'rt\|r |A55ignees [ |St—:1te
AMPS dlsp/ays the recen tly SAAR #8026 - Request User Access for teck, Candy (TEC_USER_203)(DLA Aviation)(AMPS) 10/09/2013 3 tec_supr_201 (U} Assigned
|

resubmitted SAAR with a restored
State of Assigned.

You can now resume the approval
process for this SAAR.

A

Figure 67: My Tasks - Search Results for Assigned Tasks
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Account Management and Provisioning System (AMPS)

How to Delegate a Role Request

What you can do:

In AMPS, any approver who needs to reassign or delegate a role request to another approver of the same type (Security Reviewer, Supervisor, Security
Officer, Data Owner, or Information Assurance Officer) can do so during the standard approval process. The procedures that follow illustrate the process in
New AMPS and explain the steps required to select a role request approval assignment from a task list and delegate the task to a different user.

Follow this procedure if you are an approver and you will be unable to complete an approval task before the task expires.

Where to start: | To delegate a role request, start on the Home screen.
1. Onthe AMPS Home screen, click - o
! Defense Logistics Agency Account Management and Provisioning System (AMPS Accessibili SignOut TEC_SO_201
Pending Approvals. g gency g g2y ( ) = e - ©
?@My Reports

AMPS displays the Approval Details
screen, My Tasks tab (see Figure 65).

() AMPS Documentation

~| My Profile
i My Information
~ | Reguests
ﬁ}ﬂ Request Role
1 4% Pendin rovals
~ | Administ
& User Search
Figure 68: Home Page - Pending Approvals Command
2. Locate the SAAR you need to delegate ADDoEA Dot &
and click the clipboard icon to select T T
the SAAR. Actions ~  View - m Assignee | Me & My Group E| State | Assigned E Search @ Advanced
|E| |TH:Ie |Pri0ritv |A55ignees ‘Smte
AMPS highlights the SAAR. 2 r % SAAR #6040 - Request User Access for tack, Candy (TEC_USER_203)(DLA Aviation)(AMPS) 10/15/2013 3 tec_supr_201 (U)  Assigned

Figure 69: Approval Details - My Tasks

AMPS Development

Contract No. SP470312C0005/SP470312C0017 AMPS User Guide Ver 1.2.docx

-53-



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

3. Click Actions to display the Actions
menu; click the Delegate command.

AMPS displays the Delegate Task
dialog (see Figure 67).

Approval Details

/.

My Tasks My Staff Tasks

Approve

Reject

Delegate...

Ren

Suspend

Create To-Do Task
Create Subtask

Eﬂ Assignee |Me & My Group || State | Assigned [=] search

@ Advanced

1]

[Priarity

|assignees

[state

hues.‘t Usar Access for teck, Candy (TEC_USER_203}(DLA Aviation)(AMPS) 10/15/2013

B

tec_supr_201 (U)

Assigned

Figure 70: My Tasks — Actions Menu — Delegate Command
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4. Inthe Delegate Task dialog, select an
assignment option and search for the
user to whom you are delegating the
task:

a. Click the Delegate radio button.

AMPS automatically selects Users
as the target group.

b.  Enter all or part of one of the
following identifying items:

i. First name
ii. Last name
iii. UserlID

c.  Click Search.
AMPS locates and displays

matches in the Searched Items
list.

Delegate Task ]

Delegate tasks to have another user act on your behalf, with your permissions.
The task wil be recorded as updated by the delegatee, but approved by you.

Reassign (transfer task to another user or group)

4a / welegate (alow specfied user to act on my behalf)

—

Users [+l Search| Reset

First name, Last name, ID

|Searched Items |

~| Details
Please select an item to see its details

% Cancel

%

Delegate Task B

Delegate tasks to have another user act on your behalf, with your permissions.
The task will be recorded as updated by the delegatee, but approved by you.

() Reassign (transfer task to another user or group)
Delegate (allow specfied user to act on mv behalf)

Users [=] |tec_supr_z02 4c iSearch] Reset
First name, Last name, 1 /
4 |

| Searched Items
tec_supr_202

~| Details
Please select an item to see its details

E Cancel

Figure 71: Delegate Task - Search for Delegate
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5. Select and confirm a delegate:

a.

Click the search result for the user
to whom you want to delegate the
task.

AMPS displays a Details panel
with contact and other
information about the selected
user.

Click OK.

AMPS closes the Delegate Task
dialog and returns to the My Tasks
tab.

Have the assignee verify the
delegated task is correctly listed in
the Assignee’s My Tasks page (see
Figure 69: Approval Details -
Delegate's My Task Tab).

Delegate Task

Users [=] |tec_supr_202
First name, Lsst name, 1D

Delegate tasks to have another user act on your behalf, with your permissions.
The task wil be recorded as updated by the delegatee, but approved by you.

@) Reassign (transfer task to another user or group)
@ Delegate (allow specfied user to act on my behalf)

Search| Reset

Searched Itemns

5a F tec_sulg_zm
A

| Details

Mame grace super
Work Phone
Cell Phone
Fax
Email grace.super@dh.mil
Title

Manager hi91739
Reportees
Roles
AMPS SUPERVISOR

Groups AMPS BASIC TEST ROLE
ALL USERS

Sb/ %M

Figure 72: Delegate Task - Select and Assign Delegate

Approval Details ]
My Tasks My Staff Tasks
Actions ~  View - Eﬂ Assignee | Me [=] state |Assigned [=] Search ® Advanced
|E| |Trt|e [ ﬂhssignees \]SGte
J SAAR #6040 - Request User Access for teck, Candy (TEC_USER_203)(DLA Aviation)(AMPS) 10/15/2013 5¢ /Qec_supr_EDE [Llu Assigned

Figure 73: Approval Details - Delegate's My Task Tab
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How to Extend a Role Request Deadline

What you can do:

In AMPS, any approver who needs to extend a role request deadline to a later date can do so during the standard approval process. The procedures that
follow illustrate this process in New AMPS.
Follow this procedure if you are an approver and you will be unable to complete an approval task before the task expires.

b.  Click the SAAR record.

AMPS opens the SAAR decision
screen for the currently assigned
approver.

c. View the SAAR’s expiration date.
d. Click Cancel.

AMPS closes the SAAR decision
screen.

Where to start: | To delegate a role request, start on the Home screen.
1. On th.e AMPS Home screen, click Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessibility SignOut TEC_SUPR_201 ©)
Pending Approvals.
@My Reports
AMPS displays the Approval Details (@) AMPS Documentation
screen, My Tasks tab (see Figure 71). v/ My Profile
& My Information
~|Requests
@ Reguest Role
1 / % Pendini ﬁf;rovals
Figure 74: Home Page - Pending Approvals Command
2. Asan option, verify the task expiration P B
date for a SAAR. i ]
) Initiated Tasks My Staff Tasks Administrative Tasks
a. Locate the SAAR that needs a Ach " B A e A G ] Sote |Asgned & sewch @ Advanced
ons - ew -
deadline extension Ssignee = ¥ Lroup are SSIgne Ear 'vance
|EI |'I'|tie |Priority' |Assignees |State

tec_supr_204(U) Assigned
tec_supr_204 () Assigned

SAAR #6068 - Request User Access for Teck, Jack (TEC_USER_201)(DLA Aviation)(AMPS) 11/05/2013 3
2a y SAAR #6079 [- Request User Access for Teck, Diane (TEC_USER._202)(DLA Aviation)(AMPS) 11/15/2013 3

720 /

Figure 75: Approval Details - My Tasks

Cancel | Approve | Reject

Application Supervisor Approval Adc 2d

Supervisor Application Access Decision

Start Date | 2013-11-24 [% End Date |2033-08-01 [
Comments :
Approval Task Information 2¢

Task Creation Date Nov 15, 2013 10:12 AM Gate Task Expires Dec 5, 2013 10:12 AI‘D
Current Status Assigned ' Assigred

Last Updated Nov 15, 2013 10:12 AM

/

Figure 76: Sample SAAR - Date Task Expires

Current Priority Level 3
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3. On th.e Approyal Details screen, click @ Approval Details [=]
the clipboard icon to select the SAAR. ) i i
My Tasks Initiated Tasks My Staff Tasks Administrative Tasks
AMPS high/ights the SAAR. Actions + View + Eﬂ Assignee |Me & My Group E| State | Assigned E| Search @ Advanced
|8 [mitle |Priority |Assignees |state
SAAR #8068 - Request User Access for Tedk, Jack (TEC_USER_201){DLA Aviation)(AMPS) 11j05/2013 3 tec_supr_204 (U) Assigned

3 E  SAAR #6075 - Request User Access for Teck, Diane (TEC_USER_202)DLA Avistion) AVMPS) 14/15/2013 3 tecsupr 04() Assigned

Als

Figure 77: Approval Details - Select the SAAR

4. Select the option to Renew the task: @ Approval e [
a. xv'tth the SAAR selected, click the My Tasks Intiated Tasks  MyStaffTasks  Administrative Tasks
ctions menu.
! View - Eﬁ Agsignee | Me & My Group El State | Assigned El Search @ Advanced
b. Click Renew. T Approve |Pricrity |Assigness |state
E Reject guest User Access for Teck, Jack (TEC_USER_201)(DLA Aviation)(AMPS) 11/05/2013 3 tec_supr_204{J) Assigned
AMPS extends the deadline by [ — [uest User Access for Teck, Diane (TEC_USER_202)(DLA Aviation)(AMPS) 11/15/2013 3 tec_supr_204 () Assigned
3 elegate...
adding seven calendar days to the |
expiration date (see Figure 76). g / Renew
/ Su d
Create To-Do Task
Create Subtask
Figure 78: Actions Menu - Renew
5. Inthe Information message box, click
oK ’ [#@] Approval Details () Information ) &
My Tasks Initiated Tasks Your request was processe successfully,
AMPS closes the Information message Actions v view | @) | Assian G [=] Search @ advanced
box. |& [mite = |Priority [Assignees |state
SAAR #5068 - Request User Access for Teck, Jack (TEC_USE 1){DLA Aviation)(AMPS) 11/05/2013 3 tec_supr_204 (U) Assigned
SAAR #5079 - Request User Access for Teck, Diane (TEC_USER_202)(DLA Aviation)(AMPS) 11/15/2013 3 tec_supr_204 (U) Assigned

Figure 79: Information Message
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6. Asan option, check the expiration date
on the approval decision screen or in
the user’s Pending Roles screen to
verify that the expiration date has been
extended.

Application Supervisor Approval
Supervisor Application Access Decision
Start Date 2013-11-24 [% End Date |2033-08-01

Comments :

Approval Task Information
Task Creation Date Nov 15, 2013 10:12 Al

Current Status Assigned
Last Updated Nov 18, 2013 11:18 AM — /
SAAR Information

SAAR# 6079
Requested Role AMPS BASIC TEST ROLE

Date Task Expires Dec 12, 2013 10:12 AM
Approval Outcome Renewed
Current Priority Level 3

est Type Request Rol
ired A

Figure 80: Sample Supervisor Decision Screen - Expiration Date Extended

dditional Actions Cancel | Approve | Reject
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Provisioning Process: Total AMPS

When a Provisioner for a user’s organization receives a notification to assign a user to an application with a certain role, the request for that role has been approved. The Provisioner’s task is to
assign the user the requested role. Users should check with their Supervisors for more information about how provisioning is handled for an application. This section discusses one provisioning
method called “Total AMPS.”

Total AMPS represents a provisioning method that provides an alternative to Remedy ticket procedures for customers who perform manual provisioning. The procedure in this section
furnishes the steps a Total AMPS provisioner needs to perform the following tasks in AMPS:

e  Open a Total AMPS ticket,
. Fill in comments to indicate work in progress, as needed, as well as work completed, and
e  Complete the Total AMPS ticket.

A provisioner can open the ticket, enter comments, and save the commented ticket without completing it, if necessary, to document the provisioning process. Manual provisioning takes place
outside the AMPS provisioning process itself; completing a ticket signals that provisioning is complete.

How to Provision a Role through Total AMPS

1. After the IAO approves the User’s role ‘- . . .. .
request, AMPS sends an email Sample User Notification: Approval for Provisioning

notification to the user regarding the Subject: Notification: SAAR #362 - Provision User Access for Cora Teck (TEC_USER_213) (DLA Aviation) (AMPS) 05-31-2013
provisioning process.
1 Your request for AMPS BASIC TEST ROLEII with access to AMPS (SAAR 362) has been fully approved and submitted for provisioning to set up your
account.
After provisioning is complete, you will receive an email notification that an account has been set up for you.
AMPS provides this message for notification only. Please do not respond to this message. If you have any questions about this notification, please
contact the Enterprise Help Desk at 855.352.0001.

2. AMPS also sends the Provisioner an S le P .. Notificati
email notification indicating a SAAR has ample Frovisioner Notirication

been submitted for provisioning. Subject: Action Required: SAAR #362 - Request User Access for Cora Teck (TEC_USER_213) (DLA Aviation) (AMPS) 05-31-2013

Body:
2 SAAR #362 has been submitted for provisioning on behalf of Cora Teck regarding a request for AMPS BASIC TEST ROLE and access to AMPS.
This task was submitted in AMPS on 05031-2013.
Please visit https://amps.use2.ad.dla.mil/oim and review your Pending Tasks to locate this SAAR in AMPS and complete the task. This task expires
on 06-20-2013.
AMPS provides this message for notification only. Please do not respond to this message.
If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.
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3. The Provisioner checks Pending m Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessbiity Help SignOut TEC_PROV 201 O
Approvals in AMPS. :
@ My Reports Approval Details &
) ~| My Profile My Tasks
AMPS displays the My Tasks tab page for B My Roles _ Actions = Wiew = | @ | Assignes [Me&MyGroup [w] State [Any [=] search ® advanced
the Provisioner. & My Information [= [rite [Priority [assignees State av
B My Access [ SAAR #140 Total AMPS Demo A Provisioning Request for Teck, Dan (TEC_USER_204) 08/ 3 Total AMPS Demo A (G) Stale
~|Requests SAAR: 182 Total AMPS Demo A Request for Curl, Cynthia (HIS1739) 3 Total AMPS Demo A (G) Assigned
o : : i Request Role SAAR 203 Total AMPS Demo A Request for Oleksa, Brian (HT922132) 3 Total AMPS Demo A (G) Assigned
4. The Provisioner clicks the title of the 3 ey — SAAR# 140 Total AMPS Demo A Request for Teck, Dan (TEC_USER_204) 3 Totsl AMPS Dema A (G) Assigned
SAAR that co rresponds to the / j SAAR# 208 Total AMPS Demo A Request for Teck, Jack {TEC_USER_201) 3 Total AMPS Demo A (G) Assigned
tificati m— / [@  sAAR# 137 Total AMPS Demo A Request for Teck, Diane (TEC_USER_202) 3 Total AMPS Demo A (G) Completed
notirication. SAAR# 283 Total AMPS Windows2 Request for Down, Abby (DOCK_DO_101) 3 Total AMPS Windows2 (G) Assigned
Q SAARZ 353 Total AMPS Demo A Reguest for Teck, Abigail (TEC_USER_211) 3 Total AMPS Demo A (G) Completed
AMPS diSplayS the TO ta/ AMPS 4 / | SAAR# 362 Total AMPS Demo A Reguest for Teck, Cora (TEC_USER_213) 3 Total AMPS Dema A (G) Assigned
provisioning ticket for the SAAR. At this
point, the provisioner checks the details . i I+
and uses the information to provision the

requested role for the user. . . , R
Figure 81: Sample Provisioner's Approval Details - My Tasks Tab

5.  After provisioning is complete, the

provisioner can reopen the ticket and . Requested Roles Justification [ need access to this application through* e to perform my tasks.
complete the ticket by following these Current Task Owner  Last Updated Jul 5. 2013 2:43 PM

. Requestor Information
steps: userlp TEC_USER_213
a. Enterfinal comments in the Last Name Teck _ ) First Hame Cora 1
) Official Email Address cora teck@dla milofficial Telephone Number 804-355-1234
requlred Comments text area. Job Title Analyst Manager Login TEC_SUPR_203

b. Click Work is Completed. Resource Details

Current Resource Responsibility Total AMPS Demo A
Start Date 07/07/2013 End Date 03/22/2033

fl Application Request 5 Workis Completed | Save Comments | Cancel | iaim |

Request For:

AMPS closes the ticket and returns to the DLA Login IDTEC USER 213
Name: Teck Cora

Home page. Phone: 804-555-1234

Email: cora teck@dla mil

Access Information
SAAR #362
Start Date: 07/05/2013

Work Details Add Job Role: AMPS DEMO ROLE IT
Add Applications and Access:
Total AMPS Access Policy Test C
I need Access to All Demos for Total AMPS
Site: M
Total AMPS Demeo A Resource
I need to test additional insert
Site: M
Total AMPS Demo A Resource
test test test
Site: M

* Comments : | Provisioning work for this user is complete.

5 y. Wark s Compieted { Save Comments |

— 4

Figure 82: Sample Application Request Provisioning Ticket - Total AMPS
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6. AMPS sends the user an email
confirmation indicating the role has been
provisioned.

6

/

Sample User Notification: Confirmation of Role Provisioning
Subject: Notification: SAAR #362 - Provision User Access for Cora Teck (TEC_USER_213) (DLA Aviation) (AMPS) YYYY-MM-DD T00:00:00.000-00:00

Body:
Your request for the AMPS BASIC TEST ROLEII with access to AMPS (SAAR 362) has been provisioned, and your account setup is complete.

Your account has the permissions associated with the role you requested, and you can now access the application.

AMPS provides this message for notification only. Please do not respond to this message. If you have any questions about this notification, please
contact the Enterprise Help Desk at 855.352.0001.

7. To verify the role has been provisioned,
the user can follow these steps:

a.
b.

Log in to AMPS.

Click the My Roles command on the
Home screen.

Verify the requested role is now
listed in the Application Roles tab
page.

TEC_USER 2139

Admin Roles Pending Roles

ALL USERS
7 AMPS DEMO ROLE IT

¢

Back]

Figure 83: Sample Tab Page - Provisioned Application Roles
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Role Removal

What you can do: | All users can submit a role removal request by selecting a role from a list of currently held roles and submitting the selection as a removal
request. AMPS notifies you at each stage of the role removal submission and approval process.
Where to start: | Begin at the AMPS Home screen.

How to Request Removal of a Role

Users: This role removal procedure gives you the capability to remove a role you no longer need. Your AMPS supervisor must approve all role removal requests.
Supervisors: AMPS sends role removal requests submitted by your subordinates to you for approval.

1. Loginto AMPS. Defense Logistics Agency Account Management and Provisioning System (AMPS)  Accessibil 1 / TEC_USER_201 )

AMPS displays the Home screen and & My Reports

identifies the logged in user by ID. (@) AMPS Documentation

~ | My Profile
2 & My Information

2. Under the My Profile menu on the Home S j

screen, click My Information. {8 Reatest Role

4% Pending Approvals

AMPS displays the My Information screen

with access to two tab pages: User

Information and Applications & Roles (see

Figure 81). Figure 84: AMPS Home Screen
3. Click the Applications & Roles tab to open & ry Information ]

this page. acicay

Use 3 Applications & Roles
User Informati / Ii Cancel | Save
Display Name Jack Teck Title | Analyst
M'E;i: ::x Jack = User Type | Civilian  []
Last Name Teck * Grade |G5-08 El
T200000015 Country of Citizenship |US IE‘

Email jack.teck.fkr@dla.mil
User ID TEC_USER_201
Activity
* Cyber Awareness Training Date |4/1/2013

& &

Annual Revalidation Date

Contact Information
official Telephone | 804-555-1643

Street 8000 Jefferson Davis Highway
Official Fax | 804-555-6143

PO Box

e et ™ ™t et

Figure 85: My Information
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4. Click the name of the role from the Current
Roles list to select it for removal.

5. Click Remove Role.

AMPS displays a Justification dialog (see
Figure 83).

/

‘ My Information
Jack Teck

User Information
CAGE Code

DODAAC

Applications & Roles

Optional Application Attributes

DODAAC  |Application

| Aftribute Name |Attribute Value |Application Role Name

No data to display.

Provisioned Accounts

No data to display.

Target System | Target Account

Total Amps I need Access to All Demos for Total AMPS
Total Amps I need to test additional insert
Total Amps test test test
Current Roles 5
Role Name Application Environment |ROIe TYpe
ALL USERS AMPS FROD User Role
fMPS DEMO IIT AMPS DEV User Role
AMPS DEMO ROLE IT AMPS DEV User Role
Pending Roles Cancel Request
Request ] Last Activity
SAAR ID |Role Name Status Current Approver i ‘Expm,r Date e
No data to display.
SAAR History
SAAR ID [SAAR Type Resource Name |status |Last Activity Date |

No data to display.

Figure 86: Select and Remove a Role

6. Enter text in the Justification text area to
clarify the removal request for your
supervisor.

7. Click OK.
AMPS displays an Information message to

confirm the submission of the role removal
request (see Figure 84).

Request Role Removal

Please enter the required information, then click OK to submit t

/ * Justification |1 do not need this role for my joh.

he role removal request.

Figure 87: Role Removal - Justification for Removal
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8. In the Information message box, note the
SAAR number and click OK to close the box.

(i) Information ]

SAAR: 982 Bas been submitted to your supervisor for approval. The role will be removed once your supervisor approves this request.
8 /

Figure 88: Role Removal - Information Message

9. To check the status of a role removal
request, reopen the Applications & Roles
tab page (see Figure 82) and check the
Pending Roles list.

AMPS lists the SAAR for the role removal
request and provides the Status, Current
Approver, and date information for the
SAAR.

9

Pending Roles _Cancel Request

Request . Last Activity
SAAR ID |Role Name Status Current Approver Dafe ‘Explry Date e
o82 AMPS DEMO I PENDING APPROVAL Supervisor 12-16-2013 01-05-2014 12-16-2013

y

Figure 89: Role Removal — SAAR Information

10. After you submit a role removal request,
AMPS sends an email notification confirming
the submission of a role removal request.

10

Sample User Notification: Confirmation
Subject: Notification: SAAR #982 - Request Role Removal for Jack Teck (TEC_USER_201) (DLA Aviation) (AMPS) December 16, 2013.

Body:

Your request for removal of role AMPS DEMO Il (SAAR 982) has been submitted for approval. AMPS provides this message for notification only. Please do not
respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

11. After you submit a role removal request,
AMPS also sends an email notification
confirming the status of the role removal
request.

Next Steps . . .

Sample User Notification: Status
Subject: Notification: SAAR #982 - Request Role Removal for Jack Teck (TEC_USER_201) (DLA Aviation) (AMPS) December 16, 2013

Body:

SAAR #982 is awaiting Supervisor approval of your request for removal of the following role: AMPS DEMO III.
This request was submitted in AMPS on December 16, 2013.

No action on your part is required.

AMPS provides this message for notification only. Please do not respond to this message.

If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

As the notifications state, AMPS has received the role removal request, entered the request in the system, and assigned a SAAR number.

Next, AMPS notifies your Supervisor that an action on this request is pending.

When the Supervisor completes this action, AMPS notifies you of the result.
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How to Approve a Role Removal Request

Supervisors: A role removal is listed in Pending Approvals as a SAAR. Follow these steps to approve a role removal request starting at the Pending Approvals screen.
Users:  After your Supervisor approves a role removal request, the request goes through a deprovisioning process, either automatically or manually. At that time, the role removal
request is complete.

1. After a user submits a role removal request, - .
AMPS notifies the Supervisor by email of a Sample Approver Notification

pending action. Subject: Action Required:SAAR #6142 - Request Role Removal for Jack Teck (TEC_USER_201) (DLA Aviation) (AMPS) December 17, 2013

Body:
1 SAAR #6142 has been submitted for Supervisor approval on behalf of Jack Teck regarding a request for removal of the following role: AMPS DLA New User Administrator.
/ This request was submitted in AMPS on December 17, 2013
Please visit AMPS at this URL:https://amps-dev.use2.ad.dla.mil/oim.
Review your Pending Approvals to locate the SAAR and complete the task to approve this role removal.
This task expires on January 5, 2014- AMPS provides this message for notification only.

Please do not respond to this message. If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

2. Under the Requests menu on the Home Defense Logistics Agency Account Management and Provisioning System (AMPS)  Accessbiity  Signout  TEC_SUPR_203 )

screen, click Pending Approvals. -

@My Reports
AMPS displays the Pending Approvals screen (@ AMPS Documentation
(Figure 87). ~| My Profile

6 My Information j

~|Requests
ﬂs} Request Role

2 / Q@Pendinaﬁﬁfrovals

Figure 90: AMPS Requests Menu — Pending Approvals

3. Click the SAAR number for the role removal - B
Approval Details
request.
My Tasks Initiated Tasks My Staff Tasks Administrative Tasks
AMPS disp/ays a Supervisor Application Actions = View - @[ﬂ Assignee |Me &My Group E| State | Assigned E| Search @ Advanced
Access Decision screen (see Figure 88). |8 [rite [priorty _|Assignees [state
3 /l SAAR #6142 - Request User Access for Teck, Jack (TEC USER 201)(DLA Aviation){AMPS 17/2013 3 tec_supr_203 (U) Assigned

Figure 91: Role Removal — Supervisor’s Pending Approvals Screen
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4, Review the details, as needed, on the
Supervisor Application Access Decision
screen.

Note that the SAAR number and Request

Type are listed in SAAR Information. The 5
Request Type identifies the SAAR as a /

request to remove a role.

5. Enter or select the required data:

a. Verify the Start Date and End Dates.
AMPS enters these dates automatically.

b. Asan option, enter an explanation for
your decision in the Comments area.
AMPS saves this entry with the SAAR
record.

6. Click Approve.

AMPS returns to the Supervisor’s My Tasks
tab. The approved SAAR is removed from the
list of SAARs.

Application Supervisor Approval Additional Act 6 /J Approve | Reject

Supervisor Application Access Decision
Start Date | 2013-12-26 [y = End Date |2033-09-02 [y

Comments : | approved.

/

You must enter comments to enable the reject button.

Approval Task Information

Task Creation Date Dec 17, 2013 3:22 PM Date Task Expires Jan 6, 2014 3:22 PM
Current Status Assigned Approval Outcome Assigned
Dec 17, 2013 3:22 PM Current Priority Level 3

AAR Information

SAAR# 06142

Requested Role AMPS DLA NEW USER ADMINISTRATOR
Request Type Remove Role

AULNUTIEEU

Role IT Level

Data Classification Unclassified
Justification Role requested in error.
Optional Information

Pending Roles

Role IT Level Status Current Approver
DRU Prod - BAE ACM User M3 PENDING APFROVAL Security Officer
Current Roles

Role IT Level Application Environment
AMPS DLA NEW USER ADMINISTRATOR m2 AMPS TEST
AMPS BASIC TEST ROLE mz2 AMPS TEST

Requestor Information

Last Name Teck First Name Jack Middle Name

UserID TEC_USER_201 Job Designation Civiian
Organization DLA Aviation Activity

official Email Address gggg@gg.gg official Phone Number 8045551234
Job Title Analyst

Citizenship 1JS 1T Level Designation IT2

Office |Grade

Bldg 33/001 GS-08

User Submitted Additional Supporting Documentation
|N0 data to display.

Figure 92: Application Supervisor Approval Screen
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7.  After a Supervisor approves a role removal
request, AMPS notifies the user by email of

the result.
7 /

Sample User Notification: Removal Approved

Subject: Notification: SAAR #6142 - Request Role Removal for Jack Teck (TEC_USER_201) (DLA Aviation) (AMPS) December 17, 2013

Body:

The Supervisor has completed an approval for SAAR #6142 regarding your request to remove following role: AMPS DLA New User Administrator.
The outcome for this task is APPROVED.

You will be notified when the role is removed from your account.

AMPS provides this message for notification only. Please do not respond to this message.

If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

from the application, AMPS
8
role has been removed from /

8. When the role is deprovisoned, or removed
sends an email notification
to the user indicating the
the user’s account in AMPS and in
the application.

Sample User Notification: Role Removal Complete
Subject: Notification: SAAR #6142 - Request Role Removal for Jack Teck (TEC_USER_201) (DLA Aviation) (AMPS) December 17, 2013

Body:

Your request to remove AMPS DLA New User Administrator (SAAR 6142) has been fully approved, and the role has been deprovisioned.
AMPS provides this message for notification only. Please do not respond to this message.

If you have any questions about this notification, please contact the Enterprise Help Desk at 855.352.0001.

9. Afterward, the role is no longer listed in the
user’s Current Roles section of the
Applications & Roles tab page.

The user’s SAAR history lists the role removal
SAAR as COMPLETED.

‘ My Information
Jack Teck

User Information

CAGE Code
DODAAC Optional Application Attributes
DODAAC ‘Applicat\on | Attribute Name |Attribute Value |Application Role Name

No data to display. No data to display.

Provisioned Accounts
Target System ‘Target Account |
No data to display.

/Current Roles Request Role| Remove Role|
Role Name Application Environment |Role Type
Pending Roles Cancel Request|
9 / SAAR ID |Role Name Status Current Approver g:s:est Expiry Date EZ?;AHMW
SAAR History
S AR TR AR I " [P ot A gt Dot
TF T
Ole Reque TSTRATOR COWPLETED TZ/ 1772013 |
6068 Role Request AMPS INFORMATION ASSURANCE OFFICER REJECTED 12/8/2013
6031 Role Request AMPS BASIC TEST ROLE COMFLETED 10/10/2013

Figure 93: User's Applications & Roles Screen - After Role Removal
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