Electronic Official Personnel Folder

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Logon ID Retrieval
and Password Reset for Current Users

Using the Self-service Feature

To access eOPF, the user requires an eOPF ID and password. If the user has forgotten one
or both of these, the user may obtain new eOPF ID and password by using the eOPF self-
service feature. Using this self-service feature in eOPF, a user does not need to contact the
eOPF Help Desk or the agency’s HR Office for an eOPF ID or password reset.

This Quick Reference document on self-service eOPF ID and password reset consists of
three sections:

Part 1: Request Your eOPF ID
Part 2: Request a New eOPF Password

Part 3: Change Security Questions and Add Custom Questions
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Part 1: Request Your eOPF ID

Step

Action
Access your specific agency
eOPF URL at:
https://eopfl.nbc.gov/dla/

Read the eOPF User
Agreement page.

Click the Accept button.

Screen Shot

This is an official United States Government computer system, which may be accessed and used only for official
Government business by authorized personnel. Unauthorized access or use of this computer system may subject
violators to criminal, civil, and/or administrative action.

All information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal investigation. Access or use of this computer system by any person
whether authorized or unauthorized, constitutes consent to these terms.

1 Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent
to secure testing and menitoring.
Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing
and monitoring.
Signing inte this application indicates you have read and accepted the Rules O Behavior, and you consent to secure
testing and menitoring.
Agency Name
eOPF Helpdesk - 00208
eopf_hd@telesishq.com | (866) 275-8518G%
From the eOPF Logon screen,
click the Request Your eOPF
ID link.
2 | SUBMIT | CLEAR
From the Request Your eOPF
Request Your eOPF ID
ID page, enter the
® LaSt 5 dlglts Of your SSN Purpose: This feature alliows you to request your eOPF ID. Please enter information in the following fields,
o First 4 letters of your last
3 name
i T —
e Date of birth (mm/dd/yyyy) st s your S reno)
first 4 letters of your last name: | [ | 1f your last name is less than 4 characters, please enter your full last name.
Click the Submit button. oo, |

l Submit I Cancel
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Step Action Screen Shot
The Answer Security
Quesuqn page displays, Answer Security Question
requestlng an answer to one of
the Security Questions that you
chose.
Enter the appr opri ate To complete your identification process please answer the following security question.
4 response.
Click the Submit button. What is the middle name of your oldest child?( ]
The Request Your eOPF ID Request Your eOPF ID
page displays stating that your
Login ID request has been
. . Your eOPF 1D request has been processed and an email will be sent to you with your eOPF Login 1D within the next 60 minutes.
submitted for processing. Please make sure you check your spam or junk email folder if you do not see the email within 60 minutes. If you did not receive
an email, please contact the helpdesk at stephen.carr@opm.goy for assistance. Please use "Missing eOPF ID eMail" in the
- . bj nd include  Full 5 il address, and pho ber in the body of the i il
5 | Click the Click here to return T T T DR R BRI S
to login page link.
DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.
[t ot s v, |
Your eOPF ID will be emailed This sasil La bb Botily yow thit & eequest for your 0P 1D has biwn muds.
to the email address of record R |
In eOPF If you did sebt Isitiate this reguedat, plodis contackt tia E'.r'.pdrl\. ar PEE-3TE-4%1F o=
eopl_Bdivelesishy. com Lo fdlebassa.
Please contact the eOPF Help The e0Pf syates lasested is seesrdance with the Peivacy het af 1974, § 0,80, # 553a te
6 Desk if you do not receive an :‘:L:E::‘f;f-,;*ff;,..,, he wvenk an smplores Ve accesses hia/ber parseanel file diseerers sastber
email with your eOPF ID. T59510 oF eaall sopl, Mielusiaquccm) PeTARdisy he SEFSE 85 1hal Sorrectiva mbures oka ba tuhan.
bep kncwingly and willfwlly disolosss personsl informatics poertaining Lo othar
ny masnor, o asy porson or sgescy not ontitled to recelwe L%, may be found quilty of
Agereyi MEENCY]
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Step Action

and your password.
Click the Submit button.

Return to the eOPF Logon
page. Type in your eOPF ID

Screen Shot

S4BT CLEAR
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Part 2: Request a New Password

Step

Action

From the eOPF Logon page,
click the Request a New
Password link.

Screen Shot

On the Request a New
Password page, enter your:

e eOPFID

e Last 5 digits of your SSN

e First 4 letters of your last
name

Click the Submit button.

R a New P

Purpose: This feature allows you to request your new Password. Please enter information in the following fields.

7~
e0PF ID:

Last 5 digits of your SSN:
67890)

First 4 letters of your last name:

Cancel

The Answer Security Question
page displays, requesting an
answer to one of the Security
Questions that you chose.

Enter the appropriate response.

Click the Submit button.

Answer Security Question

To complete your identification process please answer the following security question.

What is the name of your favorite childhood friend?
Cancel
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Step Action

The Request a New Password
page displays stating that your
request has been submitted for
processing.

4 Click the Click here to return to
login page link.

Screen Shot

Request a New Password

Your password request has been processed and an email will be sent to you with a temporary token and instructions to resat
your password. Please make sure you check your spam or junk email folder. If you did not receive an emall, please contact the
at stephen cam@opm.gov for assistance.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

address of record in eOPF with
a URL link, a token, and
instructions. The token is valid
for 15 minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with the URL and token.

An email is sent to the email This email fs to notify you that & request te change your oOPF password has boen made.

Please click on the link bolow. You will be asked to provide your username and the 12 digit token bolew.
Please note that token expires within 15 minutes of sending this emails

(

URL: hitpsi//eopf.nbe.gov/agency/ChangeFasswerdicquest, aspx (exanple)
Token: 12AZIP54IASD4I (example)

If you did met initiste this ehange, please comtack the helpdesk at B66-275-8518 or copf_hditelesishg. cem for
assistance.

The eOPF system is implemented in sccordance with the Privacy At of 1974, 5 U.8.C. € 55Za to safesuard information
from unauthorized use. However, as hard as we try, sometimes information is erronecusly stored. In the ewvent an
enployee who accesses his/her personnel file discovers another personds information in their folder, hefshe should
ismediately contact the oOPF Help Desk (dial B66-275-8518 or email eopf_hditelesishq.com) regarding the error so that
corrective measures can be taken. Any employee who knowingly and willfully discloses perscnal information pertaining
to other individuals, in any manner, to any person or agency not entitled to receive it, may be found guilty of a
misdemearor and fined.

Agency: AGENCY]

The link opens the Reset Your
Password page. Type in your
eOPF ID.

Copy the Token password from
6 the email and paste it into the
Token field.

Click the Submit button.

Reset your password

Please enter your ¢OPF 1D and Token to Reset your password,
Mote: The token will expire within 15 minutes of requesting your password.

== |

The Please reset your
password page displays.

Enter a password that meets
your agency’s security
guidelines in the New

7 | Password field, then again in
the ReType Password field.

Click the Reset Password
button.

Please reset your password

Prrpose: Please &
passwWord, you wi

showi and click on “Reset Pa:
e Logon page. Use your new

Mote: Password must contain at least one upper-case letter, one lower-case letter, one number and one
special dharacter and must be at beast 12 characters in length.

How Password :
ReType Password :

Reset Password Cancel
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Step

Action

The page refreshes, displaying
the eOPF Logon page.

Use your eOPF ID and your new
password to logon to eOPF.

Screen Shot

SuBbanT CLEAR
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Part 3: Change Security Questions and Add Custom Questions

Step Action Screen Shot
eOPF lets you change your security b AQ Home
questions at any time. Welcome to the eOPF: System
My eOPF
From the eOPF Welcome page, YT
click the My Profile button.
App Admin
U:m Admin
System Admin
Create 5F73
1 Print Folder
Print Status.
i User Info:
:T,m :Hn'rl}e ey |‘.I.,1.= last |||x;k';;oll:‘._-'|.'?ﬂ|.\'l
ogout assword will expire in: 30 day(s).
From the Who Am It) page! ClICk WheAm? | Ganorsl Proterences | Woikfiow Prlerencis | Change Email | [ ¥ Da b -
the Change Security Questions WhoAm? -
tab.
Purpose: The WhoAmI? feature provides a quick read-only Bsting about your acoount.
oK
Fulll Mame: FRED BECK
Birth Date: 062271965
Eraadl Addess: FREDEECKSNRGMAIL COM
2 PO 1D 12511
Org Coda: B3
Activity code: WA
Grougds): «OFF _USERS, s0PF_HR_SPECIALISTS
Folder Side{s) Accessible PyTol, Performance, Permanent, Recrutment, Retremnent, Review, Securfty, Temporary, Training
I Your e0PF:
Folder Side]s) Acoessible Benofits, Canceliation, Data Intogrity, Deleted, 19, Modical, Miscefanoous, Overseas, PCS Travel,
i Otheer BOFFs: Payroll, Performance, Permanent, Recrutment. Retirement, Review, Security, Tempomey, Training,
Transferred, test
PO ID{s) Managed:
Folder SEatus: ACTIVE
The Change Security Questions WhoAmi? | General Preferences | Workflow Proferences | Change Email | Emergency Da hange Password  Change Security Questions
page appears. Click the drop-down Change Secutty Questions ;
menu arrow and select the security
guestion you would like to change.
Type in the answer in the box to the
right of the question. P
Personal Question 1: V| Green
3 Security question answers are not e V]Georse
validated for format or correctness At tmtion ocC—/—/
(i.e. state, numbers, or dates). Hotpdesk esions
Maximum length for an answer is I ¥Jom
35 characters. ek comtion 2 “Jouston
Helpdesk Question 3 What is your dream car? | Yellowstone| x
Updaie Cancel
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Step Action

You also have the ability to create
custom questions for Personal
Questions; however, custom
guestions cannot be created for
Helpdesk Questions.

Click the drop-down menu and

select Write your question. Once
selected, a blank question field is

4 :

added, allowing you to type your

custom question. Click Add.

Once a custom question is created,
it will always be listed in the drop-
down menu. Maximum length for a
question is 100 characters. There
is no limit to the number of custom
questions you may create.

Screen Shot

Change Email | Emergency Data | Changs Password | Change Security Guestions

Personal Guestions
Parsonal Question 1
Parsanal Quastion 3:

Personal Question 3:

Specify your Question: [

|| |

Helpdesk Questions
Helpdesk Question 1

Helpdesk Question 2

| Houston

Helpdesk Question 3: v Yollowstan:

Update Cancel

To save, click the Update button
below the questions.

Helpdesk Questions
Helpdesk Question 13

Helpdesk Question 3: | Houston

Helpdesk Question 3:

Chricat

v Yelowstone| x

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF screen

or contact the eOPF Help Desk:
Email: eopf_hd@telesishg.com
Phone: 1-866-275-8518

eOPF Quick Reference
Page 9 of 9

Employee Self-Service ID/Password for Current Users
5/22/2015




	Online eOPF Self-service Feature for Logon ID Retrieval and Password Reset for Current Users
	Using the Self-service Feature
	Part 1: Request Your eOPF ID
	Part 2: Request a New Password
	Need Assistance?


