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Welcome to DLA Single Sign On (SSO)

DLA is leveraging Okta which is a cloud-based platform for identity and access management
(IAM). It provides secure access to applications and systems for both employees and
customers, simplifying the login process through features like Single Sign-On (SSO) and Multi-

Factor Authentication (MFA)
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How Okta Will Be Used for LESO Participants

For Law Enforcement Support Office (LESO) participants, Okta will serve as the single gateway
to access FEPMIS (Federal Excess Property Management Information System) and RTD
Web (Reutilization, Transfer, and Donation Web):

« Single-Credential Access: Participants will log in once to a centralized Okta dashboard
using one secure set of credentials

* One-Click Launch: From the dashboard, users can click directly on the FEPMIS or RTD
Web tiles to launch them via a generated code

« Secure Verification: When a user clicks either tile, Okta acts as the central Identity Provider
(IdP) to securely verify the user's identity and grant immediate access using trusted industry
standards

FEPMIS (Prod)
(POC)

RTD
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Mobile Device

B Initial Setup & Mobile Enrollment

« Applicability: These instructions are for LESO external users who log in using a
Username/User Email and Password to access FEPMIS and RTD Web. External

users must use Multi-Factor Authentication (MFA) through Okta Verify, with mobile device
enrollment being the primary method

 Download the App: On your mobile device, download and install Okta Verify from the Apple
App Store or Google Play Store

* Log into the Portal: Open a browser on your computer and navigate to https://login-
legacy.dla.mil/

{ Search

0 Okta Verify
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Mobile Device

B Initial Setup & Mobile Enrollment
» Verify your credentials:
1. Input your User Email and select "Next”

2. Input your AMPS password, then select "Verify”

Sign In &

G Sign i with Okita FastPass

0R ‘ Verify with your password
User Emad

AMPE Pasiword
e

Note! This must be your registered AMPS email. If your email address needs to be updated, contact the
DISA Service Desk at 844-347-2457 [press 5, then 352# for DLA] or via https://www.dla.mil/Customer-

Support/ )
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Mobile Device

B Initial Setup & Mobile Enroliment
« Set up MFA (First-Time Users Only):

1. Select "Set up” on your computer screen once the Okta Verify prompt appears.

(e

Set up Okta Verify

Set up security methods

N —>

9 T ity
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Mobile Device

B Initial Setup & Mobile Enrollment

« Set up MFA (First-Time Users Only):
2. On your mobile device, open the Okta Verify app, select “Get Started”, then “Next”
3. Select “Add Account”, then “Organization” as account type
4. Choose “Skip” when prompted to add from another device

5. Press “Yes, Ready to Scan” when asked about a QR code

dad Acogant L4 Add Rooun £

— it Vrify
Choose Account Type Add Account from Do You Have Your QR Code?
RO NP RTRTE S Iy Another ica? —
Welcome to Okta Verify - o ; " drvice, peu can s .10 s e -,:.y

How it works Ways to verify E i

9 Other
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Mobile Device

B Initial Setup & Mobile Enrollment
« Set up MFA (First-Time Users Only):
6. Use your phone’s camera to scan the QR code on your computer screen

7. Enable your preferred device security (Face ID, fingerprint scan, or local PIN) until you
receive confirmation your account has been added. Click "Done” on your phone

o

Set up Okta Verify Account Added
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Mobile Device

£ Accessing Applications

« Launch your portal: Once enroliment is complete, your computer browser will automatically
load the Okta SSO Portal dashboard

« Select your application: Select either the FEPMIS (Prod) or the RTD tile to launch your
application

« Missing tiles? The displayed tiles are based entirely on your approved roles in AMPS. If one
or both tiles do not appear on your dashboard, please refer to the LESO website training

page to submit a request for the required role
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Windows (FastPass)

£l What if | can’t put Okta Verify on a mobile device?

 No Mobile Device Required: If a mobile device is not available, allowed, or preferred, you do
not need one

« The Desktop Solution: You can install and enroll in Okta Verify directly on your local
Windows (or macOS) computer, allowing you to use Okta FastPass to sign in securely with a
single touch or scan

© What is Okta FastPass?

« Passwordless & Phishing-Resistant: It is a secure authentication method that allows you to
sign into your apps without typing a password, protecting your credentials from being stolen
by phishing sites or other credential-based attacks

* One-Touch Login: It provides strong multi-factor authentication (MFA) by combining secure
cryptographic keys bound to your specific authorized computer with your device's built-in
biometrics (like Windows Hello fingerprint/facial recognition) or a local PIN
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Windows (FastPass)

£ Step-by-Step Installation & Enrollment

1. Download the installer: Go to htips://login-legacy.dla.mil, click "Sign In with Okta FastPass,”
and click the "Download here” link to download the Okta Verify

x x
- T BEENCY
Sign Im
Click "Open Okta Verify™ on
© 5ion In with Ckta FastPase the browser prompt

:1': Shgn n weitih PV G cand

UNCLASSIFIED

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS


https://www.google.com/url?q=https%3A%2F%2Flogin-legacy.dla.mil
https://www.google.com/url?q=https%3A%2F%2Flogin-legacy.dla.mil
https://www.google.com/url?q=https%3A%2F%2Flogin-legacy.dla.mil

OKTA - DLA Single Sign On (SSO) User Guide

Windows (FastPass)

£ Step-by-Step Installation & Enrollment

2. Install the application: Open the downloaded file, click "Install,” and once completed,
click "Get started” inside the launched Okta Verify app

. _ e
1 a 10,10
4 = - =,
1 g <% r | K g \ 0
. Click "Open Okta Verify" on ‘R, .

i _E the browser prompt 3 L ORDER FORM SUPPLEMENT FOR OKTA

VERIFY FOR WINDOWS DESKTOP (“Orde :
; Bl Welcome to Okta Verify

nit for bogin
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Windows (FastPass)

L Step-by-Step Installation & Enroliment

3. Connect your account: Click "Next” to be redirected to the DLA OKTA login page, enter your
Email and AMPS password, and log in

Sign In

_.' Siign In with PIV [ CAC card

Verify with your password

How it works
User Email

4 the "Sign in with Okta AMPS Password

l--l-lll
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Windows (FastPass)

£l Step-by-Step Installation & Enroliment

4. Enable security: Click the Enable button on the redirection screen, then enter your
local Windows Security PIN (Windows Hello) when prompted

L I
L
Enable Windows Hello confirmation

“ Windows Secunty

Making sure it's you

Okta Verify wants to create a biometric key for your login
legacytest.dlamil account
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Windows (FastPass)

£l Step-by-Step Installation & Enroliment

5. Access your dashboard: Upon successful verification, your Okta Verify enrollment is
complete and you will be automatically directed to your personalized DLA application dashboard

©

Your identity has been verified

.......
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DLA Customer Support

DLA Customer Support Services

If you encounter issues with your credentials, login portals, or authenticators, contact the DLA
Customer Interaction Center (CIC) via https://www.dla.mil/Customer-Support/

« CAC/PIV Troubleshooting: If you cannot log in using your card, request assistance to sync
your certificate/EDIPI by using the phrase: “l need help getting my CAC working in AMPS”

« AMPS Password Resets: If your account is locked out or you have forgotten your password,
the CIC can walk you through manual password resets or initiate a master reset

« Okta SSO & Verify Assistance: For any errors encountered when enrolling your mobile
device, setting up Okta Verify for Windows (FastPass), or navigating the new DLA Single
Sign-0On (SSO) system

Contact the DLA CIC (Available 24/7):
Toll-Free Phone: 1-877-352-2255 (1-877-DLA-CALL)
Email: dlacontactcenter@dla.mil

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS



https://www.dla.mil/Customer-Support/
https://www.dla.mil/Customer-Support/
https://www.dla.mil/Customer-Support/
https://www.google.com/url?q=mailto%3Adlacontactcenter%40dla.mil

UNCLASSIFIED

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17

