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AMPS Overview

AMPS is an account management and provisioning system that collects data about your
identity, job, and location, and sets up your access to the computer application resources you
need to complete your job tasks. AMPS either sets up this access automatically or provides
information to a provisioner for manual setup.

AMPS supports the practice of Role Based Access Control (RBAC), which is a methodology for

controlling user access to computer applications, increasing security, and reducing costs. '
Using this methodology, the AMPS team works with its customers to create collections of data
based on users' access requirements and responsibilities. This data is assembled to create
sets of permissions that are identified as “roles.” Access to computer systems is controlled
through the assignment of roles to users based on their job requirements and authorization.

As a user, your access to a computer system is based on the approval of your request for one
or more application roles. Each role is a predefined set of permissions for an application.
Application users, both internal (civilians, military, and contractors) and external (vendors,
members of the public, and others), can have AMPS accounts that enable them to submit
requests for these roles. When a user's role is approved and provisioned, the user has access
to the application resource. AMPS automates the processes of requesting and approving
roles, along with the automation of related processes, such as role removal, role expiration,
and yearly account revalidation.

AMPS has been supporting a wide variety of applications in the Defense Logistics Agency
(DLA) for the past several years. In early 2014, the AMPS team implemented support of AMPS
for the Defense Finance and Accounting Service (DFAS) organization. Sample procedures and
screen images may reflect either DLA or DFAS users. However, AMPS is a single product, and
procedures are adaptable for any organization.

AMPS Documentation and Training

The AMPS User Guide furnishes you with the procedures and instructions for completing
AMPS tasks to get your access rights started:

e  End users can find instructions for creating and submitting role requests, as well as
removing roles and maintaining their user information.

e  Approvers—including Segregation of Duties (SOD) Reviewers, Supervisors, Security
Officers, Data Owners, and Information Assurance Officers—can find instructions
for handling request approvals and other tasks.

e Ashort section on Total AMPS provisioning is also included.

The user guide also includes procedures for supporting tasks, such as changing one’s
Organization or Supervisor assignment, modifying the My Information data under My Profile,
and checking the status of SAARs.

The AMPS team provides this user guide, along with other user documentation tools, to
acquaint users with AMPS procedures. Additional references, called “Snapshots,” provide

1 http://csrc.nist.gov/groups/SNS/rbac/

simplified guides to individual procedures. When a user wants to engage in self-training
before using AMPS, the AMPS e-Learning modules for users and approvers furnish instruction
and interactive Guided Practice to explain and simulate procedural actions, providing
onscreen practice for users before they log in and attempt to request roles or approve role
requests.

AMPS user documentation and training materials are updated with fresh screen images, new
and revised procedures, and new functions periodically as AMPS is enhanced. Check the
version number and date on any document's title page or footer to ensure you have the latest
copy. The latest versions of the User Guide and other user documentation and training
materials will be available through the AMPS Documentation screen.

Note:

Sample images of emails and user interface screens are provided throughout this guide.
The specific information presented in these samples represents exemplary data and
formatting for reference only, and should not be interpreted as definitive of these user
emails or screens.

AMPS URL

Getting access to AMPS is easy. Open Edge, Firefox, or Chrome and navigate to this URL:
https://amps.dla.mil. CAC-enabled, internal and external users can gain immediate
access to AMPS after their Cyber Awareness Training requirement is met and recorded. Non-
CAC-enabled users are redirected to a registration and login screen, enabling them to register
for an account, manage their passwords, and log in with a user ID and current password.
Please note that the system may require CAC-enabled users to select a CAC certificate
more than once.

AMPS Date/Time Stamps

Please note that AMPS specifies all date and time stamps on screens and in reports using
Eastern Time: Eastern Standard Time or Eastern Daylight Time, depending on the time of
year.

UTC: Coordinated Universal Time.

As of mid-January 2018, AMPS underwent software patches that changed the denotation of
time throughout the application. User interface screens—including decision screens for
approvers—now express time as UTC times. Times in reports issued since the
implementation date are also expressed as UTC times. Email notifications use the equivalent
Greenwich Mean Time (GMT).

You can fine more information on converting UTC time to local time at the following URL:

http://earthsky.org/astronomy-essentials/universal-time
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IMPORTANT NOTES: About Oracle Identity
Manager (OIM)

AMPS is a standalone application built on the framework of a Commercial Off-the-Shelf
(COTS) application called Oracle Identity Manager (OIM). This application contains a number of
features and functions that are not used by AMPS but that nevertheless may be displayed as
part of AMPS. Check the AMPS Inbox Guide and the AMPS User Guide for instructions on how
to complete tasks, rather than attempting to learn AMPS strictly from what you see on the
screen. Although AMPS has been enhanced to offer many of these features, not all features
have meaningful, corresponding actions in AMPS. These features and functions are labelled
“Not used by AMPS" within this guide.

About Web Browsers . . .

DLA has tested AMPS in current versions of Edge, Firefox, and Chrome browsers; users have
the best viewing experience in one of these browsers. Use of Web browsers other than Edge,
Firefox, or Chrome is not supported by DLA.

Service Desk

Users who need IT assistance with AMPS should contact the DISA Global Service Desk (GSD).
(844) DISA-HLP (844-347-2457) ** Press 5, then speak or enter D-L-A
DSN: XX* 850-0032 *DSN prefix if needed

DISA GSD Email (non-urgent ticket request):
disa.global.servicedesk.mbx.dla-ticket-request@mail.mil

Toll free:

DLA Service Portal (.mil only):
https://dla.servicenowservices.mil/sp?id=index

AMPS Sustainment
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AMPS Help: Documentation and Training

After launching AMPS, all users have access to a link to an AMPS Help screen. The See the section entitled How to Launch AMPS for instructions on starting the AMPS
documentation on this screen takes the place of all past guides, job aids, and other application.

documents. All documents listed on this screen are distributed in Adobe PDF format and

require Acrobat Reader 9 or later to view.

How to Open the AMPS Help Screen

1 "
1. Click on your User ID to open the drop-down menu. f
2. Click the AMPS Help command from the User ID cul Sandboces  Cuslomize

drop-down. = e i E]
P Account Management and Provisioning System (AMPS) Ao oen I
AMPE R Tocd .
AMPS displays the Help for AMPS Users screen . oo
(see Figure 2). Home 2
AMPS News: For haip, contact the G50 at (844} DISA HLP (844-347-2457) "Fress &, then speak or enfer D-L-A
DLA Servicd Portal (.l oniy): mMipsidia sefvicenowsadvices millspiid=indes You can also submil an ama| Aot
Emadl {non- urgent ticket reguas ] dsa giohal seradedasi mbx da-bogl --"'Jli.lﬂ‘ilg-'ﬂﬂl il
Sagn Qut
My Infermation Role Request
Manage your prafile, Request a role for access
passwords and challenge
questions
Copyright & 2001, 2009, Orache and'or its affisabes Jl nights resened
Figure 1: Sample Self Service Home Page - AMPS Documentation Link
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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3. Review the Training Library tab page.

W
This tab page is displayed first when you open AMPS Service for AMPS Users 0-/
Help.
3 Training Library Release Notes™ " "N&Wws and Info External Links Contact Us
The page lists all of the available training materials AMPS documentation includes user guides and quick references to help you understand AMPS processes and procedures. a

and reference documents sorted into the following

categorieS' Please save each document file to your computer before you attempt to view it. You must have Adobe Reader 9 or later to view these documents.

. 1. Right-click any document title and select "Save target as."
. User Documentation 2. In the "Save As" window, create or navigate to a storage folder and click Save.

X L. 3. In the next window, click Open to view the document in Adobe Reader, or click Close to close the dialog and view the document later.
e Login and Authentication

e Account Maintenance User Documentation

5 AMPS User Guide, Ver. 7.3.4

%% AMPS User Handbook, Ver. 2.0.7

e  Primary Roles % How to Submit an Annual Revalidation Request - Internal DLA, Ver. 2.0.1
X Inbox User Guide, Ver. 2.1.0

"2 How to Run Reports in BI Publisher - All Reports Users, Vier. 2.0.0

%% AMPS Troubleshooting Guide, Ver. 4.0.2

1 Bxternal Approver Guide, Ver. 2.3.1

See the category table below Figure 2 for brief Login and Authentication

descriptions of these categories %4 Multi-login for AMPS User with Multiple Accounts, Ver. 1.1.0
’ % Password Policies and Security Questions - External Users, Ver. 1.4.4

%1 How to Register for an AMPS Account - External Users Only, Ver. 1.4.6

1 How to Unlock Your Account After Failed Password-Attempts - External Users, Ver. 1.0.0
4. To proceed to the next tab page, click the Release Account Maintenance

Notes tab. %% How to Update User Information - Internal, Ver. 3.2.0

%1 Change Supervisor Information - Internal, Ver. 3.1.0

4 Change Organization information - End User, Ver. 2.1.0

%% Change Organization Information - AMPS DFAS End User, Ver. 2.1.0

. Roles

e  Role Request Approvals and Provisioning

e  Role Expiry and Extension

AMPS displays the Release Notes tab page and its

contents (see Figure 3). Roles
Figure 2: Training Library - Tab Page
This category . . . Has these document types . . .
User Documentation Procedures for basic skill training and troubleshooting.
Login and Authentication Procedures for logging in to AMPS. Information about user authentication, passwords, and security.
Account Maintenance Procedures for managing information in your AMPS account.
Roles Procedures on requesting roles.
Primary Roles Information about choosing and managing role selection and primary roles.
Role Request Approvals and Provisioning Individual procedures for each approver type and Total AMPS provisioner.
Role Expiry and Extension Procedures for handling a role expiration or extension notification.
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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5. Review the Release Notes tab page.

@ ©
Service fo* AMPS Users /

This tab page lists the most recent release notes. ;
Each release notes document contains information Trai 5 Release Notes News and Info External Links Contact Us
about the latest changes to the AMPS software e A

AMPS Rele otes provide information about the content of each new AMPS software release. Included is information about a
implemented in the given release. The latest enhancements, features, fixes, and any other changes made to AMPS. The release notes provide you with the latest information
document represents the current version of the about the current application version.
application.

Please save each document file to your computer before you attempt to view it. You must have Adobe Reader 9 or later to view these documents.
1. Right-click any document title and select "Save target as."

6. To proceed to the next tab page, click the News and 2. In the "Save As" window, create or navigate to a storage folder and click Save.
Info tab 3. In the next window, click Open to view the document in Adobe Reader, or click Close to close the dialog and view the document later.
AMPS displays the News and Info tab and its contents Release Notes
(see Figure 4). 5 AMPS Release Notes-25.1.3

1L AMPS Release Notes-25.1.2
L AMPS Release Notes-25.1.1
L AMPS Release Notes-25.1.0
1 AMPS Release Notes-25.0.1
1 AMPS Release Notes-25.0.0
1 AMPS Release Notes-24.5.0
1L AMPS Release Notes-24.4.0
1 AMPS Release Notes-24.3.1
3 AMPS Release Notes-24.2.2
1 AMPS Release Notes-24.3.0
1 AMPS Release Notes-24.2.1
1 AMPS Release Notes-24.2.0
55 AMPS Release Notes-24.0.1
13 AMPS Release Notes-24.1.0

Figure 3: Release Notes - Tab Page

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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7.

Review the News and Info tab page.

The News and Info tab contains various types of
documents that do not fit into other categories but
that nevertheless contain important, time-sensitive
information.

For example, the AMPS team may post an alert
about an AMPS issue to be addressed in the next
release.

Like the other documents listed in AMPS Help, these
documents are posted in PDF format.

To proceed to the next tab page, click the External
Links tab.

AMPS displays the External Links tab and its contents
(see Figure 5).

@
Service for AMPS User: ® /

Training Library Re 7 News and Info External Links " Contact Us

AMPS News and Info provide Arces that are to include articles guides and time sensitive documents

Please save each document file to your computer before you attempt to view it. You must have Adobe Reader 9 or later to view these documents.

1. Right-click any document title and select "Save target as."
2. In the "Save As" window, create or navigate to a storage folder and click Save.
3. In the next window, click Open to view the document in Adobe Reader, or dlick Close to close the dialog and view the document later.

News & Info

%3 Release 23.1.0 Briefing (Disabling SSN & DOB)
1 New SOD Guidance for Supervisors

1 DoD CAC Modernization Notice

Figure 4: News and Info - Tab Page
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9. Review the External Links tab page. @

o
Service for AMPS Users e /

The External Links tab contains hyperlinks to

. Training Library Release Notes Ne 9 External Links Contact Us ™
several sites that may be related to AMPS tasks.

The links below are for systems external to AM s'and are provided as a convenience. If there is a link you

believe should be added to this page, please create a Request by clicking on the DLA Service Portal link below.

10. To proceed to the next tab page, click the
Contact Us tab.

DLA Service Portal
) ) External EBS Business Portal (EEBP) Home Page - The Job Aid link is at the bottom of the home page.
AMBPS displays the Contact Us tab and its contents Dispasition Services Home Page - The Get Started link is on the right side of the home page.
(see Figure 6) DLA Energy Home Page - The DLA Energy Portal link is on the left side of the home page.
’ MEBS - Mapping Customer Operations (MCO) Home Page - The MEBS Application link is on the left side of the home page.
Figure 5: External Links - Tab Page
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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11. Review the Contact Us tab page.

The Contact Us tab page contains methods to
contact the Enterprise Service Desk.

Three tiers of Service Desk agents are available to
assist users with questions and issues regarding
AMPS capabilities and tasks:

= Tier 1: Service Desk agents are available to
assist you with issues ranging from getting
access to the application and resetting
passwords to understanding AMPS
performance.

»  Tier 2: more advanced Service Desk agents can
assist you with issues such as understanding
and resolving SAAR status questions and
account status questions.

=  Tier 3: the most advanced Service Desk support
staff available. These staff members address
issues and coordinate solutions regarding
programming or network problems.

You can forward any question or issue to the Service
Desk by phone. In addition, you can forward issues
to the Service Desk through the DLA Service Portal
(see page 9).

12. You can leave the AMPS Documentation tab.

@
Service for AMPS Users

Training Library Release Notes News and Info E 11 . Contact Us

DLA and the AMPS team are dedicated to serving you by constal ¢ striving to improve the services we
provide. We realize that from time to time there may be functional or technical problems that affect the
delivery of our service. We welcome all comments and suggestions for improvement, and strongly urge
that you report any technical problems.

If you need TT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-
2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

Web: DLA Service Portal

Figure 6: Contact Us - Tab Page
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Account Management and Provisioning System (AMPS)

User Documentation: User Guide

How to View an AMPS Help Document

1. Click the AMPS Help command from the User ID
drop-down menu.

AMPS displays the Help for AMPS Users screen
(see Figure 2).

Hicime

Account Management and Provisioning System (AMPS)

AMPS Mews: For help, contact the GSO af (344) DISA HLP (B44-347

Sandbowes  Customize -

Cu
AccessibiEtyrSection 508 }“

AMFS Reporting Toeol

L

1 ( Amps Help I
ﬁrnba:
-245T) =Prass 5, then speak o

hilps-tidia. seqvicenowsenices milisp Hd=index. You can also submil an emal
nof-ungen Bokpl requesl) dga global servicedesk mbo dia-icked-regueslZ@mail m

TR},

OLA Senvice Portal (mil ony
Ema

About

Sign Out

Figure 7: Sample Self Service Home Page - AMPS Documentation Link

2. Select a document title to choose a document for

@
download and view by following these steps:

a. Right-click a document title to display a
context menu.

b. Click Save link as.

Choose a destination folder.
d. Click Save.
e. Choose an option:

i. Open file to view the PDF
now.

ii. Close to close the dialog and
view the PDF later.

Service for AMPS Users
Training Library Release Notes News and Info External Links Contact Us
AMPS documentation includes user guides and quick references to help you understand AMPS processes and procedures. a

Please save each document file to your computer before you attempt to view it. You must have Adobe Reader 9 or later to view these documents.

1. Right-click any document title and select "Save target as."
2. In the "Save As" window, create or navigate to a storage folder and click Save.
3. In the next window, click Open to view the document in Adobe Reader, or dlick Close to close the dialog and view the document later.

User Documentation

T AMPS User Guide, Ver. 7.3.4

1 AMPS User Handbook, Ver. 2.0.7

%1 How to Submit an Annual Revalidation Request - Intemal DLA, Ver. 2.0.1
1 Inbox User Guide, Ver. 2.1.0

41 How to Run Reports in BI Publisher - All Reports Users, Ver. 2.0.0

3 AMPS Troubleshooting Guide, Ver. 4.0.2

% External Approver Guide, Ver. 2.3.1

Login and Authentication

1 Multi-login for AMPS User with Multiple Accounts, Ver. 1.1.0

Open link in new tab
Open link in new window

Open link in InPrivate window

]

Open link in split screen window

m

X Password Policies and Security Questions - External Users, 2b ( Save link as J

1 How to Register for an AMPS Account - External Users Onl / 2 Ly

| How to Unlock Your Account After Failed Password-Attempts - Exterr &) Ei

Account Maintenance Shar

%1 How to Update User Information - Internal, Ver. 3.2.0 ]
1 Change Supervisor Information - Internal, Ver. 3.1.0 3 Inspect

1 Change Organization information - End User, Ver. 2.1.0
%% Change Organization Information - AMPS DFAS End User, Ver. 2.1.0
Roles

Figure 8: AMPS Training Library
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Account Management and Provisioning System (AMPS)

User Documentation: User Guide

How to Use the AMPS User Guide

The AMPS User Guide provides a primary source for information about AMPS processes and
procedures. The User Guide covers all of the processes you need to know about with regard to
requesting access to the computer systems and resources that help you do your job.

Because you use AMPS only on an as-needed, periodic basis, you will have to refresh your
knowledge of AMPS procedures, plus gain an understanding of any features and
enhancements added to the system since your previous AMPS sessions. The AMPS User Guide
provides the latest information you need to understand how to accomplish a particular task.

The following list outlines the main procedures you need to follow to fulfill your system access

AMPS Users and Approvers

Everyone who has an AMPS account is an AMPS user. Some users have special responsibilities
in AMPS with regard to overseeing how roles are assigned and who is qualified and eligible to
receive role assignments. These users receive special roles in AMPS that grant them limited
administrative privileges. These privileges, in turn, enable these users to approve end user role
requests.

The following table lists some common procedures described in the AMPS User Guide and

needs:

Users’ Procedures

User Guide Sections

Request a new role for access to a
computer system.

Track a role request through the
approval and provisioning processes.

Cancel a role request.
Remove a role.

Request an extension of a role
assignment.

Confirm the expiration of a role.

Update your profile.

Update your Organization assignment.
Update your Supervisor assignment.

Review current roles, pending requests,
and SAAR history.

Update additional attributes for a role.

How to Request a Role: Internal User

How to Request a Role: External User

How to Check Your Role Status

How to Cancel a Request: End User
How to Request Removal of a Role

How to Submit a Role Extension Request

How to Submit a Role Expiration Request

How to View and Manage Your AMPS
Information

How to Update Organization Information
How to Update Supervisor Information

How to Check Your Role Status

How to Update Additional Attributes

provides the sections in which the procedures are available.

Approvers’ Procedures

User Guide Section

Obtain the AMPS Supervisor role

Complete a Segregation of Duties
review for a role request.

Complete an AMPS Supervisor-level
approval of a role request.

Complete an AMPS Security Officer
approval of a role request.

Complete an AMPS Data Owner
approval of a role request.

Complete an AMPS Information
Assurance Officer (IAO) approval of a
role request.

Complete a Total AMPS provisioning
ticket.

Respond to a request for a user’s
extension of a role assignment.

How to Request the AMPS Supervisor Role

How to Approve a Role Request:
Segregation of Duties Review

Supervisor Approval: How to Approve a Role
Request

Procedure for Internal Supervisor Approvals

Procedure for External Supervisor Approvals

How to Approve a Role Request:

Procedure for External Security Officer
Approval

How to Approve a Role Request:
Data Owner Approval

How to Approve a Role Request:

Information Assurance Officer Approval

How to Provision a Role through Total AMPS

How to Approve a Role Extension Request

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
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Account Management and Provisioning System (AMPS)

User Documentation: User Guide

How to Use the Troubleshooting Guide

The AMPS Troubleshooting Guide, available on the AMPS Documentation screen, provides
topics, with questions and answers that cover common issues. Before you call the Service
Desk, consult this guide for information and determine whether a simple solution is already
available in the Topics and Questions/Answers section.

Figure 9 is intended to represent the general appearance of the Troubleshooting Guide but
may vary from the latest version of that document.

AMPS: Troubleshooting Guide

Also available are brief descriptions of common processes and definitions of terms. This
information helps you understand the purpose of AMPS, as well as your role as an AMPS user.
If you need to call the Service Desk after consulting the available documentation, the section
titled “Have this information ready...” helps you understand what types of information to
gather before you make the call.

Brief Guide to AMP Topics and Questions

Answers

= Accessto AMPS
What AMPS is . ..

AMPS is 2n account provisioning systam that can set up || What is AMPS and how can | get access to it?

AMPS stands for Account Management and Provisioning System. AMPS helps you set up
accounts on the computer systems you will use in your job. [See What AMPS is... at left.)

To launch AMPS, type the following URL into your Internet browser: https:ffamps.dla.mil

your access to computer application resources or o Accessto AMPS:

rovide information to 2 provisioner for manual setup.
p ; ° ° Network or Browser Problems
Access is based on the spproval of your request for one

or more zpplication roles (see AMPS Terms, page 2).
- ) . - Help! I entered the correct URL

Application users, bath internal [civilians, military, and | |

contractars) and externzl (vendars, public), can have but AMPS won't open.

AMPS accounts that ensble them to submit requests

for these roles. When 2 role isapproved, the user has

o Follow these instructions:
access to the application resource.

If you cannot resolve the issue,
What AMPS is NOT ... report the problem to the DISA
AMPS is MOT 2 portal to any application. Having an Global Service Desk IGSD]'
account in AMPS enables you to request an application
role, submit and track the request, and receive 3
notification when the request is granted.

Access to any requested application is provided
through the application itself or through the portal
provided by the sponsoring organization.

Getting help with AMPS

Are you seeing "This page can't be displayed"” or another emorin screen display?
Intermitmnt DLA network issues can cause users to get this message when sttempting to lsunch
AMPE. To resolve the issue, try these actons:
# Press the F5 button [on your keyboard) repeatedly to get the AMPS screen to lozd. Use this
method any time AMPS stops responding. If it does not work, continue with the next steps.
# Close your browser and repeat your effort to open AMPS.
# [fthiz message continues to appesr, check the list of known izsues on the DLA Service Portal.
# If AMPS is not on the outage list, trythe following:
1. Clesr your browser cache and 35L State in the browser Options.
2. Close sllinstances of the browser, no matter what website you are on.
3. Restart the browser and try AMPS zgain.
4 If that fzils, leave the browser window open and open 2 new session [option under File
menu in Internet Explorer) and navigsts to AMPS from the new window.
5. Ifyou are on VPN, disconnect from the current site and try another one [Ogden/
Columbus in the USA or [other availzble location ifin another part of the world]).
6. Ifyou arein VDI, you can try connecting through the VPN from your main desktop on the
thin client [this has not been verified on zero dients):
a)  Exit VDI
b} Locste the Teleworkfolder on your desktop.
¢} Doubleclickthe Juniperor Pulse Secure icon.
d}  After connecting to 2 new location, return to the Telework folder and dickthe
Internal VDI URL.
2] After you zre logged in and back on VDI, try AMPS zgain.

For IT assistance, contact the DISA Globs Senice Desk. - .
= Howto Delete Browser History in

Follow these steps to delete the browsing history:
1. Ininternet Explorer, click the Tools command on the main menu.
2. Click the Delete browsing history option in the Tools menu.
3. Inthe Delete Browsing History dialog, ensure that the following two options are checked:
#  Temporary Internet files and website files
+  Cookies and website data
. Click the Delete button.
. Click the dlose icon in the banner to dismiss the message.
. Close the browser and reopen it to continue work.

* Toll-free: (844) DISA-HLP (844-347-2457) Internet Explorer
N *
* DSsn: 0 850-0032 Do you need to clear your browser
®  Email: DISA GSD Email cache?
® Service Portal [.mil only): DLA Service Portal Eollow these instructions:
* (DSN prefixif needed) If you do not get the results you
need, report the problem to the GSD.
Have this information ready . .. 2 Howto Refresh Stored Pages in
* What is yourtelephone number? Internet Explorer.
® What is your email address? Do you need to refresh all stored
® When did the problem start? pages in Internet Explorer?
® Have you had this problem before? Either of the two instruction sets
® |z anyone sround you hawing the same problem? ensure that Internet Explorer
® s this problem an application access-related issue? refreshes the selected page each
® |sthis problem related to = SA4R? If so, do you time You reopen it.

know the SAAR number?

® |sthisissue related to a role request or arole
expiration or extension request?

At the end of the instructions, close
the browser and reopen it to
continue work.

4

5.

&.

To instruct Imternet Explorer to refresh the stored pages each time you open them, follow these steps ©

1. Ininternet Explorer, click the Tools command on the main menuw.

2. Click Internet options in the Tools meanw.

3. Inthe Internet Options dizlog, ciick the Settings button.

4. Inthe Website Data Settings dialog, lick the radio button for this option: Every time | visit the webpage.
5. Click the OK button.

6.
as

Inthe Internet Options dizlog, click OK to cose the dialog.

= an ahernative method, follow th

structions:

1. ‘with Internet Explorer opened, click the gear icon in the upper right corner of the browser window.

2. Click Internet Options in the drop-down menu.

3. Inthe Internet Options dizlog, locate the Browsing History section and click the Settings button.

4. Inthe Website Data Settings dizlog, click the radio button for this option: Every time | visit the webpage.
5. Click the OK button.

§. Inthe Internet Options dizlog, click OK to close the dialog.

AMPS OIM User Troubleshoating Guida Ver 364 padf la

3 Proparty of U S. Gowarnment. 2022

Figure 9: AMPS Troubleshooting Guide Example
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Account Management and Provisioning System (AMPS)

User Documentation: User Guide

How to Use the AMPS Snapshots

AMPS Snapshot documents are quick references that provide streamlined views of typical
AMPS procedures. These quick references provide illustrated, step-by-step instructions for
completing common AMPS tasks. The following table lists and briefly describes some of the
current AMPS Snapshot documents available through the AMPS Documentation Library. Check
the AMPS Help page for additional Snapshots.

Multi-login for AMPS Users Users who have more than one AMPS account—for example, a user may

with Multiple Accounts have a military and a civilian account—AMPS will present an option to
choose an account. This snapshot explains the simple procedure for
selecting a logon account.

Request the AMPS
Supervisor Role

Before a Supervisor can approve a role request submitted by a person
who reports to him or her, the Supervisor must request and be approved
for the AMPS Supervisor role. This snapshot explains the procedure for
submitting a request through AMPS for this role.

Complete and Submit a
Role Request - Internal
User

Each user takes responsibility for requesting the roles that, when
approved and provisioned, furnish the user with the permissions to
access and work on computer applications. This snapshot provides
stepwise instructions and screen illustrations for submitting a role
request through AMPS.

To submit a role request, check with your Supervisor and obtain the full
and correct name of the role you need to perform tasks related to your
job.

Complete and Submit a
Role Request - External
User

Various organizations, including DLA and DFAS, provide limited access to
certain applications to users external to the organization. Like civilian,
military, and contract employees, these users must apply for AMPS
accounts and request the roles that permit them the access they need.
This snapshot summarizes the procedure for an external user who wants
to submit a role request.

External users are responsible for knowing the full and correct name of
the roles they need, as well as their CAGE Code and DoDAAC account
numbers for roles that require them.

Completing an SOD Review
- Segregation of Duties
Reviewer

Some organizations require an evaluation by a Segregation of Duties
(SOD) Reviewer. If a selected role is set up for an SOD Review, the SOD
Reviewer will be notified first of the request and will have first
responsibility for assessing the user’s request to ensure no conflicts exist.

This snapshot explains how an SOD Reviewer can log in to AMPS, after
completing the review, and enter comments that describe the
assessment. The SOD Reviewer can then forward the request to the
user’'s Supervisor for action.

Approving an AMPS Role
Request - Supervisor

Approving an AMPS Role
Request - Security Officer
(Internal)

Approving an AMPS Role
Request - Data Owner

Approving an AMPS Role
Request - IAO

Change Supervisor
Information - End User

Change Organization
Information - End User

Change Organization
Information - AMPS DFAS
End User

How to Request a Role
Extension

Maximum Password-
Attempts Lockout

Each user’s Supervisor must approve role requests submitted by their
direct reports. If a Supervisor cannot approve a role request for some
reason—the user has requested the wrong role, for example—the
Supervisor can also reject the role request. This snapshot provides the
instructions for approving a role request.

Each organization has Security Officers who review each user’s security
credentials to obtain computer access to various resources. This
snapshot provides the simple procedure followed by a Security Officer to
approve a user’s initial role request. Security Officers see only the user's
first role request unless the user is flagged for continual review.

Each application has one or more Data Owners assigned to resources. An
application’s Data Owner has responsibility for approving or rejecting
each request for a role that gives access to the application. This snapshot
provides the simple procedure followed by a Data Owner to approve a
user’s application role request.

Some organizations, such as DFAS orgs, have Information Assurance
Officers (IAOS) who review role requests to ensure a requesting user has
recent Cyber Awareness Training as a qualification for obtaining any
application role. This snapshot provides the simple procedure followed
by an IAO to check the user’s training date and approve a request. Note
that no IAO review is required for DLA systems.

If an AMPS user’s Supervisor assignment changes, he or she can update
the Supervisor's name in AMPS before submitting any action that
requires a Supervisor's review and approval. Supervisors handle user role
requests and role removals.

If a user changes to a different Organization, he or she can update the
Organization name in AMPS. Because role requests are submitted to
Organizational Security Officers and, in some cases, to IAOs, each user
who wants to submit a role request for approval must ensure that the
Organization information on his or her account is accurate to ensure the
request goes to the correct Security Officers and IAOs. This snapshot
provides the procedure for updating Organization information in AMPS.

This snapshot provides the Organization update procedure DFAS users
are required to follow the first time they submit role requests.

This snapshot provides steps all users will take to request the extension
of arole. This type of SAAR is triggered by the system.

If a user submits the wrong password three times in a row while logging
in, their AMPS account is locked. This snapshot provides instructions for
unlocking the account.
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Account Management and Provisioning System (AMPS) User Documentation: User Guide

How to Launch AMPS

As a Web-based application, AMPS is available through a browser approved for use by DLA, such as the latest versions of Edge, Firefox, or Chrome. Getting
access to AMPS is as simple as opening a browser instance and entering the AMPS URL.
. Internal users and external users with CAC authentication, or authentication through External Certificate Authority (ECA) or Federal
What you can do: Bridge Certificate Authority (FBCA): These users can gain access to their accounts using a CAC or other authentication card, such as a PIV or
PIV-1 card. Internal users cannot employ user IDs and passwords to gain access to AMPS.
e External users (non-certificate users): User registration, user ID, and password are required for non-certificate-enabled external users.
e Internet Explorer 11 users: Users equipped with Internet Explorer 11 may be required to use IE11 in emulation mode. See Appendix B.

For instructions on downloading certificates other than CAC, see Appendix G.
Where to start:

Start the latest version of Edge, Firefox, or Chrome.

AMPS Gateway: Quick Tour

The AMPS Gateway screen provides access to
AMPS for all users who have recognized
authentication credentials. This screen is

displayed after you enter the URL to launch Welcome to the AMPS Gateway
AMPS. The following items describe the features A e e i ot S et 312 ol 24
available on this screen: Shrls

+ &8

s Agency
dnagement and Provisioning System (AMPS)

you will see red text ab
ally vioud. =

A.  AMPS News: Area containing
announcements about AMPS changes,
releases, or other information.

“Appiications & Roles™ o

) 347-2457 - **Press 5,

:ase contact the DISA Global Send j]
- dla-tickst-

-
4. Or ==nd =n e o diss.g

B Click HERE for access to AMPS User Guides and Job Aids
B. Link for Access to AMPS: Link to AMPS for R e Rightcick e and cick "Save Trget A< b save the POF ik .2 refrreloatio and open the docurmert.
i 5 W E T public will be preszntzd with a login scresn, -
all users. <HITEE
45| AMPS Troubleshooting Guide
e  Users with government-issued P ———
certificates are authenticated and c 5 New 50D Gudanss or Supervsors
taken directly into AMPS. % Password Policies and Security Questions - Extamal Usars
451 How o Unlock Your Account After Failed Password-Attempts - External Users
e Users bearing user ID and password % Complteand S 2 e Requast - sl s
credentials are taken to a login screen. B Gy
5 Approving an AMPS Role Request - Supeniisor (External)
| % Approving an AMPS Rote Request - Extemal Authorizing Offcal
C. Downloadable User Guides and Job Aids: 5 T User G
List of AMPS documentation, especially (e e R
relevant to external users. (e Y e e T
5 Approving an AMPS Role Request - Security Officer (Ec=mal)
See the AMPS Documentation screen—av '3 from the main menu—for 2 complete list of user documentation, links, and tutorials,
D. Accessibility Help and Information: Link 5 st o0
that opens a separate screen providing —
information about Section 508 compliance Figure 10: Tour of the AMPS Gateway Screen
and Accessibility information.
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After you click the Accessibility/Section
508 link on the AMPS Gateway screen, AMPS Search Chial Information
opens a new browser instance and displays CHIEF InFORMATION OFFICER

the Web site at the following URL: U.5. DepnersesT of Derese

http://dodcio.defense.gov/DoDSection508/S
td_Stmt.aspx

DoD CIO Accessibility Statemaent

You have reached he Depatmen of Defensa (DoD) Accessibily Link, at which you may repan issues of accessibilty of Dol websites for parsans with disabillies
If your issue invoives bog in access, password recavery, of other technical ssues. contact the agministrator for the websile in question, or your local helpgesk

The U5, Deparirment of Defense 15 commifled 1o making its ekecironic and information technologies acessible 1o indhiduals with QEabiGes in Accordance with Section 508 of the
Renabilnation Act (29 U.2.C. 794d), a5 amended in 1998

For persons wilh dsabdities expenencing GiMculties. accessing content on a paricular websie, please wse the form §f DoD Section 508 Form. In this form, please ndicate the
naature of your Aces5bIlty issueiproblem and your contact INfOMAton $0 we Can eSS Your iSue of queslion

For mane information about Section 508, please visit the DoD Section 508 websie
Last Updated: 37312021

Mo b st Dudkry Dol Carey.

At Evels £40 Mo FEAR Asl Exiurnal Links Divslsimer STAY CONNECTED
[ E———— Open Govsmment A g = =
Fouh [i— Wiels Peliey

TRy T 000000

Hosted by Defense Media Activity - WEB mil

Figure 11: DoD Section 508 - Accessibility Help and Information

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
21 of 540



Account Management and Provisioning System (AMPS) User Documentation: User Guide

Recommended Web Browsers

The AMPS team recommends you use the
latest version of Microsoft Edge, Mozilla
Firefox, or Google Chrome.

Note that if you use a Web browser other
than the latest version of Edge, Firefox, or
Chrome, your experience may be less than
optimal. If you continue to use AMPS in an
alternate browser, some functions may not
work or be displayed as expected.

Figure 12: Logos for Recommended Web Browsers
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How to Launch AMPS: Users with CAC or PIV Cards

1. Ensure the CAC or PIV is inserted in the card reader
(not shown).

2. Inthe URL address field, enter the following URL:

https://amps.dla.mil/

Click the appropriate icon in the Web browser to launch
the URL search, or press your keyboard's Enter key.

AMBPS displays a Windows Security certificate request dialog
(see Figure 14).

3. Select your Authentication certificate and click OK.

AMPS displays the AMPS Gateway page (see Figure 15).
Tip!

AMPS supports authentication with DOD, ECA, and
FBCA Certificate Authorities.

The following procedure uses a CAC login
procedure as an example.

Follow your certificate authority instructions for
installing your authentication certificates.

Note:

CAC users must select the Authentication certificate
during login.

If a CAC user selects the wrong certificate, AMPS displays
an error message. To log in correctly, restart the launch
process and choose the Authentication certificate.

& hitps:;//amps.dia.mil/ O~ = || & Blank Page

'» ‘

/

Figure 13: Sample Web Browser Screen - AMPS URL

Windows Security X

Select a Certificate

Site ampst.use2.ad.dla.mil needs your credentials:

Authentication -

L o AL LI ]

Issuer: DOD 1D CA-41
Valid From: 7/30/2017 to 7/29/2020

Click here to view certificate properties

More choices

|D -| 1 | B I ] I ] n
Issuer: DOD 1D CA-41
Valid From: 7/30/2017 to 7/29/2020

Authentication -
p B e i mcmmm
A Issuer: DOD 1D CA-41

Valid From: 7/30/2017 to 7/29/2020

Signature - = &7 & o
Issuer: DOD EMAIL CA-41
Valid From: 7/30/2017 to 7/29/2020

3 A | OK Cancel
b

Figure 14: Security Dialog - Certificate Selection
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4. Locate and click the command line that reads
Click HERE for access to AMPS.

AMPS takes the following actions, depending on the user’s
authentication credentials:

e  To CAC-enabled users and users of ECA or Federal
Bridge certificates, AMPS displays the Single Sign-on
Authentication page from which users can proceed
to the AMPS Home page (see Figure 16).

e To External users who are not using a CAC or PIV card,
to vendors, and to members of the Public, AMPS
displays a login screen (see Figure 20).

4

o Agency
ldnagement and Provisioning System (AMPS)

Click HERE for access to AMPS

+ This link provides access through CAC sishensicstion for CAC-snabied ussrs,
+ Other users, vendors, and members of the public wil be prasented vith = login scresn.

Welcome to the AMPS Gateway

AMPS News: ™*Supenvisors, you will now s 3 message if a SAAR timed oue with 2 usar, You wil nesd t add
re you wil be ble to stend £7°

‘Secuity officers, Deta Owners, and IA0s, you will see red text about 2 SAAR has timed eut, if it
s e ot weh the Ussr. lesse vicrk 2= yois nomally woud. -
in the SAAR detils that

I there is 2 =vents Approval, plesse REJECT the SA4R.

You can ehack your SAAR status by going to "My Information”, ick on "Applications & Roles™ to

S22 your SAAR stztus.

(844) 347-2457 - “Press 5,

ave guastions, plezse contact the DISA Global Servica Dy
b la-tickst-

o anter D--A, Or send an amail 1 diss.giobal.ser

User Guides and Job Aids

5 AMPS User Guide
5 AMPS Troubleshooting Guide

5 AMPS User Hancbook

L New SO Guidance for Supenvisors

% Password Policies and Security Questions - External Users

5 How to Uniodk Your Account After Falled Password-Attempts - External Users
% Comglete and Subit a Role Request - Extemal User

4 External Approver Guide

5 Approving an AMPS Role Request - Supenvisor {Extermal)

5 Approving an AMPS Role Request - Extamal Authorizing Officia!
% Inbox User Guide
L, Approual Paths - Exerns| Usar
5 How to Register for an AMPS Acrount - External Users Only

% Approving an AMPS Role Regquest - Security Officer (Exemal)
Sez the AMPS Documentztion screen—avaikable from the main menu-—for a complete it of user documentation, finks, and tutarials,

Accessiility/Section 08

Right-click = titke and clck "Save Targst A<” tm save the PDF file to 3 prefarred focation and open the documer.

Figure 15: Welcome to the AMPS Gateway
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5. Read the Consent to Monitoring (CTM) screen for
information system access and click OK to acknowledge
your understanding and agreement.

AMPS opens the Self Service Home page (see Figure 17).

Defense Logistics Agency

”” "I Single Sign-On Authentication

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to,
penefration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (Cl) investigations

At any time, the USG may inspect and seize data stored on this|S.

+ Communications using, or data stored on, this IS are not private, are subject to routine monitaring, interception, and
search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to protect USG interests-—-not for your
personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE, or Cl investigative searching or
monitaring of the content of privileged communications, or work product, related to personal representation or
services by attarneys, psychotherapists, or <lergy, and their assistants. Such communication and work product are
private and confidential. See User Agreem  * for details.

s/

Figure 16: Single Sign-on Authentication - Acknowledgement Confirmation

Note:

The sample shown here displays the commands and tiles
available to any user from the Self Service Home page.

Certain AMPS administrative roles have additional
commands and tiles, not shown here, that enable
administrators to complete their tasks within AMPS.

Sandoone e -

cul
Account Management and Provisioning System (AMPS) A X
AT Kgarteg ool
Arred
I=hae

AbS

Sign Out

My Informatian Rode Regisast
MaEnB0e Yol profie FOocpuest @ obe 17 SCOEsS
pESEands and challenge
[HE it e
Cogrpoged & T, Mid Ovptie Sm00d 05 2Rates. &l Pphis rebbrobd

Figure 17: AMPS Self Service Home Page - Sample User
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How to Launch AMPS: External Users

External Users who do not have a CAC or other smart card credential must log in with a user

name and password.

e The user name is issued to the user during the registration procedure.

e  The user creates a password during the registration procedure.

1. Inthe URL address field, enter the following
URL:

https://amps.dla.mil/

2. Click the appropriate icon in the browser to
launch the URL search, or press your
keyboard's Enter key.

AMPS displays the splash screen: Welcome to
the AMPS Gateway (see Figure 19).

1 2 https://amps.dia.mil/ O = = || & Blank Page
y_

Figure 18: Sample Browser Screen - AMPS URL

3. Locate and click the link that reads Click
HERE for access to AMPS.

AMPS takes the following actions, depending on
the user's authentication credentials:

e To CAC-enabled users and users of ECA or
Federal Bridge certificates, AMPS displays
a Single Sign-on Authentication page
from which users can proceed to the AMPS
Home page (see Figure 17).

e To External users, Vendors, and members
of the Public, AMPS displays a login screen
(see Figure 20).

= This link provids acress through CAC authentication for CACenabled users.
= Ocher users, vendors. and mmbers of the public wil be presented with 2 login scraen.

. 5wm
ldnagement and Provisioning System (AMPS)

Welcome to the AMPS Gateway

AMPS News: viso w

2 SAAR timed out with a user. You will need to add

*H*5eurity officers, Data Owner: you will se= red text about 3 SAAR has tmed out, if it
had tmed out with th User: Please work as you nomally would. =~

If there is n aor in the SA4R detis th nts Approval, plesse REIECT the SASR.

Infarmation’, then ciick on "Applications & Roles” to

then spesk or enter 0-1-A, Or sand an email to disa.global servicedesk. mbx. dla-ticket-

request@mail.mil.

Click HERE for access to AMPS User Guides and Job Aids

Right-dlick 2 title and dick "Save Targer A<” to s2ve the POF file to 2 prefarred locztion and open the document,
5 AMPS User Guide

45 AMPS Troubleshooting Guide

45 AMPS User Handhook

5 New SOD Guidance for Supervisors

% Password Policies and Sscurity Questions - Externsl Users

qr How to Unlock Your Account After Failed Password-Attempts - External Users.

5 Completz and Subrmit & Role Requast - Extamal User

5 Extermal Approver Guide

% Approving an AMPS Role Request - Supenisor (Estermal)

. Approving an AMPS Role Request - Extemal Authorizing Offica!
% Inbox User Guide
5 Approval Paths - Extermal User
45 How to Register for an AMPS Account - External Users Only

5 Approving an AMPS Role Request - Security Officer (Exemal)
Sez the AMPS Documentation scresn—avaiizble from the main menu~for  complets i of user documentation, finks, snd ttorials,

Accassibilicy/Section 508

Figure 19: Welcome to the AMPS Gateway
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4,

Choose the option you need to set up or log
in to your external account:

To register for an account, choose this
option...

First Time User?:

Click this link to register for a new account as
an external user. Choose this option if you are
not a DLA or DFAS employee, and you do not
already have an AMPS account. See How to
Register for an AMPS Account on page 28
for more information.

To recover forgotten login credentials,
choose one of these two options...

Forgot your User ID?:

Click this link to retrieve a forgotten user ID
for an existing external AMPS account.

AMPS sends an email message with the correct
user ID to the address on file.

Forgot your Password?

Click this link to reset your password if you
have a valid external AMPS account and you
have set up answers to your authentication
questions.

You must submit answers to the authentication
questions during this procedure. Otherwise, you
must ask the Service Desk for a password reset.

£3%  Defense Logistics Agency

||||||| Single Sign-On Authentication

Mo cer

ficate was detected. If you have a valid DoD, Federal Brdge or ECA certificate and were not prompted to provide i, please

contact the Enterpise Senace Dask for further assistance. Olhenvise, you may log mowith your User 1D and password

First Time User? Click Here to Register
Usa this option to register if you have never had a DLA account or if you have
acopss vo an essting DLA application but have nol registerad in AMPS

Eorgot your User ID? Click Hara
Usae this option if you have registensd with AMPS in the past but cannot remember
your DLA assigned User ID

Forgot your Password? Click Here

Utsa this option if you have registered with AMPS in the past but cannot remember
YOUF password

Legin

If you need IT assistance, pleasa contact the DISA Global Service Desk by calling toll free 844.-D1SA-HLP
(844-347-2457) or DSN 850-0032 (press &, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at hitps:/idia.servicenowservices millsp?id=indax

Accesyibility | Section S08

Users who have registered for an account
and do not use a CAC or PIV, choose this
option...

User ID and Password:
Enter your AMPS credentials in these fields and
click the Login button.

Figure 20: External User's Login Screen
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How to Register for an AMPS Account

Non-Smart-Card Users’ Login Options

External users are application users who are not employed by DLA or DFAS. External users
vary among the following user types:

e  Military

e  Civilian

. Contractor
e Vendor

e  Public

External users may be able to use a CAC or PIV for authentication purposes, while users who
do not have smart card authentication credentials accepted by AMPS must create a user ID
and password for authentication purposes. During the registration process, an external user
fills in information about himself or herself as a user, sets up a password, and sets security
questions and answers that enable the user to re-authenticate the account in the case of a
forgotten password.

How to Prepare for Registration

The following procedure helps you understand how to register for an account. Some
differences in the information requested are noted in the procedure. For example, if you are a
Vendor, AMPS requires you to enter a CAGE code, which is used during business transactions
carried out with DLA or DFAS. In addition, Vendors that need access to the Rabbit application
must select their company name from the Rabbit Company search box.

Also, persons who are members of the military, civilian employees of the USG, or USG
contractors must supply the name and contact information for an External Security Officer
(ESO), External Supervisor (ESU), and External Authorizing Official (EAO). The roles you request
as one of these user types require a more stringent approval process of which these
personnel are a part. The ESO, ESU, and EAO must be three different individuals with different
email addresses.

The following section helps you prepare for registration before you begin.

1. Setup a password according
to the AMPS password rules.

Password Character Rules

1 The following list shows the characters acceptable in an AMPS password:

e Minimum length of characters:
e Maximum length of characters:

15 Characters.
32 Characters.

e Minimum alphabetic characters:

e  Minimum numeric characters:

e  Minimum uppercase characters:

4
2
e  Minimum lowercase characters: 2
2
2

e Minimum special characters:

e Must begin with:

e Can use the following characters:
e Cannot use these characters:

Alphabetic character.
a-zAZO09 + ! #NMN: . ~-
&"/"\[1O)%{}@3%$?<>

Password Exclusion Rules:

v" Must not use any of your previous 10 passwords.

v" Must not contain your login name (User ID), first name, last name, or email address.

AMPS Sustainment
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2. Choose three of the four available security Secu rity Question Limitation Rules:
questions and set answers to them, according
to the limitation rules. v' Choose answers between 3 and 40 characters in length, including spaces and punctuation.

v' Do not use a word that is contained in the question itself.

AMPS requires you to choose three different - - - -
questions and answers. Security Question Available Questions:

Note that questions having e What s the city of your birth?
answers not recorded

on an official document, such as ¢ Whatis the name of your pet?
a birth certificate, can make / e  What is your favorite color?
@ more sectire choice. e What is your mother’'s maiden name?

3. Ifyouintend to choose a Military, Civilian, or External Security Officer Data:
Contractor user type, provide contact
information for an External Security Officer. 3 . Email Address
Entering the correct email address is /
especially important.

AMPS sends notifications for approval of role
requests to the Security Officer whom you identify
by email address during registration.

This data is not requested of or required from
Vendors or members of the Public.

4. Ifyouintend to choose a Military, Civilian, or External Supervisor Data:
Contractor user type, provide contact
information for an External Supervisor. 4 e Email Address
Entering the correct email address is especially /
important.

AMPS sends notifications for approval of role
requests to the Supervisor whom you identify by
email address during registration.

This data is not requested of or required from
Vendors or members of the Public.

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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5. Ifyouintend to choose a Military, Civilian, or
Contractor user type, you also have the option
to provide contact information for an External

Authorizing Official.

Entering the correct email address is especially
important.

AMPS sends notifications for approval of role
requests to the EAO whom you identify by email
address during registration.

The EAO must be different and distinct from
the ESO and the ESU.

This data is not requested of or required from
Vendors or members of the Public.

Note:

The EAO email address is an optional field when

you register for an AMPS account.

If you later request a role that requires an
External Authorizing Official, the field becomes
a required field.

External Authorizing Official Data:

5 / e Email Address

6. Enter the required user information as shown

in this list:

The fields listed are fields that require entries.

AMPS includes several fields for optional contact

information.

Note:

Your Cyber Awareness Training date must be
within one year of the current date. AMPS
displays an error message if the date is out of
range, and the system will not allow you to
proceed.

Required User Information:

e First Name
e Last Name
e Email

o Title

/ e Cyber Awareness Training (for Military, Civilian Contractor user types only)

e User Type (automatically entered for Vendor or Public user types)
e  Country of Citizenship

e Official Telephone

e Address

7. Ifyou are a Vendor, have your
CAGE code ready to enter.

7

/ CAGE Code (Commercial and Government Entity): Unique five-character identifier assigned to government suppliers.
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How to Register for an AMPS Account

AMPS displays the screen illustrated in Figure 24 to an external user when you start the If you do not have a CAC or PIV smart card inserted in a card reader, you will see a message
application .. .. that states the following alert:

e Ifyou are new to AMPS and do not have login credentials, and
e Ifyou are new to AMPS and do not use a CAC or PIV smart card. “No certificate was detected. If you have a valid DoD, Federal Bridge, or ECA certificate and
were not prompted to provide it, please contact the DISA Global Service Desk for further

Follow the instructions in this section to set up an account, create a user ID, and create a
assistance. Otherwise, you may log in with your user ID and password below.”

password.

CAC, P|V, and Other Smart Card Users... Only users with CAC or PIV smart cards should heed this message and contact the Service
Desk, if AMPS did not detect certificates from a card already inserted in a card reader.
If you intend to authenticate with a smart card—CAC, PIV, or other authorized smart card—

close all browser instances, insert the smart card in the card reader, and restart the
registration process by launching AMPS.

1. To register for an AMPS account, click this link:
First-Time User? Click Here to Register

Click this link if . . .
. You have never had a DLA or DFAS account, or

i 1
:

Defense Logistics Agency

e You have access to an existing DLA or DFAS application but have not registered for / S R

an account in AMPS.
1 Eirst Thmse User? Click Here to Register

Uk e, ot g regedor § yous Rareg rareor had @ DLA sooound o of you hava
SC08%s 10 0 aEnieg CHLA spokcaton bt Sarve nol regrderd in ANIPS

Before you can proceed with registration, you must verify your email address.

After you click the link in step 1, AMPS displays the first email-address verification
screen (shown below). Eormot vour User )T Click Hery

| Ben nptee d oy bapvn regrcdered wilh AR 0 B pard Bl canrof mmaeenba
vouur (DLA mnsagresd | 1)

nﬁcmunt Management and Provisioning System (AMPS) ———— T
o U W, gt o i Paivil reriarod with ARIPS. n B 2t Bl Caewoll e
Cul i i
-
User 0
Patswird
You will nesd to enter your emal address and dick the Submit button to contines to ragister. Lags
Your should recerss an email ink with a valid token soon. This Bnk will remain valid For one hour,
Emadl Adidress:
Hyou rmec IT sssintance. pleass contact the DHEA Global Servica Deuk by caling foll fres B4d-CIA-HLP
Submit (a2l 7 204 T oo (N3N BS3-000230 (prosa. & then spaak or enber DHL -&) or visit T DLA Service Poral | md
— 1a. only} 81 hitps e sereicenowsereices milap Tedinden
1b. Figure 21: Enter Your Email Address PR

Figure 22: Single Sign-on Authentication - First Time User? Click Here to Register
a. Enter a properly formatted email address in the text box.

b. Click the Submit button.

AMPS displays the second email-address verification screen.
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€. Read the verification message and close your browser window. .
Account Management and Provisioning System (AMPS)
d. Openyour email inbox and locate the AMPS notification.

e.  Open this email and click the tokenized link in the message.

Note: AMPS Info
. . L R L Your email address has been recorded and
You must click on the tokenized link in the email within one hour or it will you should receive an email with a link to use

expire and you will have to request a new link. to continue the registration process for AMPS.
Please close this windowr.

AMPS displays the User Registration screen (see Figure 24).

1c.
Figure 23: Email Confirmation

AMPS User Registration: External Users -Aocount Management and Provisioning System (AMPS)

This screen contains some key information that directs you to the R

correct registration path. : .
AMPS User Registration
The two important guidelines on this page are . ..

=  DLA employees SHOULD NOT USE this screen to
« I work for another Federal Agency

register for an account. If you are a DLA employee and 2 Fam s Supsler o Vsl b BEA
you see this screen, close the browser and contact the + 1am a member of the Public

Service Desk for assistance (see page 9). This action starts the external user AMPS registration process,

*  CAC PW, and other external users with smart cards Attention current DLA Users: If you are a current DLA employee, DO NOT CHOOSE any options on this screen. Exit this screen
should already have a card inserted in the card reader. immediately and contact the DISA Global Service Desk at the number listed below for assistance with logging in to AMPS,

!f not, close all browser instances, insert the smart card If you hawve a CAC or PIV Card: AMPS supports certificate-based authentication using "smart cards”, like a CAC issued by the DoD,
in the card reader, and relaunch AMPS. or a PIV card issued by a supported ECA or FBCA vendor. If you have already inserted your smart card, DO NOT REMOVE IT. AMPS
will detect the embedded certificates, and you will be able to log in without a user ID and password after you finish registration. If
you want to use a smart card but do not have it inserted, please close your browsers, insert the smart card in the reader, and restart
L the registration process. This action ensures that AMPS can capture and store your authentication credentials from your card. You can
2. Select your User Type by clicking the button that then log in to AMPS without a user ID and password.

corresponds to your type:

Attention Non-DLA Users: Non-DLA users—also called external users—should choose one of the following User Type buttons:

Select Your User Type:

e  You work for a non-DLA Federal Agency: ) User Type Description
ili MNon-DLA federal users: click this button if you are a member of the Armed Services, a DoD
© Member of the Mllltary / 1 work for another Federal Agency | civilian employee, a DoD contractor, or a member of a Federal Agency. You must provide
o Government Civilian ‘linformation about yourself, along with the names and contact information of your Supervisor and local
Security Officer as required by DLA form 2875,
o  Government Contractor : Suppliers and Vendors: click this button if you are a Supplier/Vendor with a Commercial and
) 1 am a Supplier or Vendor to DLA | |Government Entity (CAGE) code. Supplier/Vendors work for a company or organization that supplies
e You are a supplier or vendor to DLA. items or parts to DLA.
: Public: dlick this button if you are a member of the public who wants access to DLA applications
*  Youare a member of the public. 1am a member of the Public | |avallable to the general public. During registration, you will be required to provide a few facts about
you and your organization to register and request access to publicly available DLA applications.

AMPS displays the Privacy Act Statement (see Figure 25). If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-
0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at https://dla servicenowservices.mil{sp?id=index
Cancel
Figure 24: AMPS User Registration - Select a User Type
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32 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

Privacy Act Statement
3. Review the Privacy Act Statement.

Click the links provided to display additional information about
how your information may be used.

4. Click Accept to proceed.

AMPS displays a User Information screen appropriate for the
selected user type (see Figure 27).

3

Account Management and Provisioning System (AMPS)

Cul
/, DLA Privacy Act Statement
Authority: 5 U.S5.C. 301, Departmental Regulations; 10 U.5.C_ 133, Under Secretary of Defense for Acquisition, Technology, and

Logistics; 18 U.S.C. 1029, Access device fraud; E.O. 10450, Security Requirements for Government Employees, as amended; and
E.O. 9397 (SSN), as amended.

Principal Purpose(s): Information is used to validate a user's request for access into a DLA system, database or network that has
its access requests managed by AMPS.

Routine Uses:  Data may be provided under any of the DoD "Blanket Routine Uses” published at
http://dpcld.defense.gov/Privacy/ SORNsIndex/BlanketRoutineUses.aspx.

Disclosure:  Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA -
Account Management and Provisioning System (AMPS) database. Your identity / security clearance must be verified prior to gaining
access to the AMPS database, and without the requested information verification cannot be accomplished.

Rules of Use:  Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System
MNotice S500.55, entitled "Information Technology Access and Control Records” available at
http://dpcld.defense.gov/Privacy/SORNsIndex/ tabid/5915/ Category/ 11156/ deferse-logistics-agency.aspx.

-

Figure 25: DLA Privacy Act Statement

[
y DFAS Privacy Act Statement

Authority: 5U.S5.C. 301, Departmental Regulations; 10 U.5.C. 133, Under Secretary of Defense for Acquisition, Technology, and
Logistics; 18 U.S.C_ 1029, Access device fraud; E.O. 10450, Security Requirements for Government Employees, as amended; and
E.O. 9397 (S5N), as amended.

Principal Purpose(s):  Information is used to validate a user's request for access into a DFAS system, database or network that has
its access requests managed by AMPS.

Routine Uses: Data may be provided under any of the DoD "Blanket Routine Uses” published at
http://dpcld.defense.gov/Privacy/SORNsIndex/BlnketRoutinelses.aspx.

Disclosure:  Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA -
Account Management and Provisioning System (AMPS) database. Your identity / security clearance must be verified prior to gaining
access to the DFAS AMPS database, and without the requested information verification cannot be accomplished.

Rules of Use: Rules for collecting, using, retaining, and safeguarding this information are contained in DFAS Privacy Act System
Motice T5210, entitled "Account Management Provisioning System (AMPS)" available at
http://dpcld.defense.gov/Privacy/SORNsIndex/tabid/5915/ Category/ 11152/ deferse-finance-and-accounting-service .aspx.

-

Figure 26: DFAS Privacy Act Statement
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User Information: Federal Agency User or

Contractor

5.

10.

Enter required User Information in the fields marked with

an asterisk.

Enter a middle name, as needed, to help ensure your name

entry is unique.

In the User Information section, choose a specific User
Type from the drop-down list and enter corresponding
information (see sample screens in Figure 27):

a. Civilian

i Select your employment Grade from the
drop-down list.

b. Military

i Select your Branch of the military from the
drop-down list.

ii. Select your Rank from the drop-down list.

c¢. Contractor

i Enter your Contract Number.

ii. Enter the name of the Contract Company
that employs you.

iii. Enter or select the Contract Expiration Date.

iv. Fill in optional information, as needed or
instructed.

Enter required Contact Information.

Enter optional information, as needed, to ensure completeness.
Enter the email address of your External Supervisor.

Must not duplicate the External Security Officer or External

Authorizing Official.

Enter the email address of your external Security Officer.

Must not duplicate the External Supervisor or External

Authorizing Official.

Enter the email address of your External Authorizing

Official.

Must not duplicate the External Supervisor or External

Security Officer.

7

6b

|!.ﬂ.c::nunt Management and Provisioning System (AMPS) =
Cun

AMPS User Registration - User Information 13 /ékm

Please fill out the information below to create your account in AMPS,

AMPS has not detected a user certificate for youw. If you have a certificate, and were not promgted to provide it when accessing AMPS, you may Contact
the DISA Global Service Desk for further assistance. Al users will have the ability to log in using a usemame and password once the registration progess
is complete, regardless of whether you have a certificate or not.

Account Infermation
B / * First Mame |Mabka 6a * User Type EETTHN |
Middle Mame Federmp / * Grade G5-12 hed
= Last Mame Eteck * Citizenship US Zl
EDIPI/UPN
* Emadl malic. fedemg, sbieck@emnail.n
" Tide Anabest
* Cyber Awareness Certification Date 04/01/2017 8
Contact Information
* Dffficial Telephone B55-555-1212 Officef Cube
Official Fax * Street 1213 Any Street
D5N Phona PO Box
5N Fax = City Richmord
HMuohila * State \irginia W |
* Postal 22000
Code
* Country UNITED STATES ]
= External Supervisor - External Security Off~~- - External Authorizing Official

8 /('Elml marge.supengem 9 /mﬂ helen.soff@ema 10 Email blake,eao@email md

Figure 27: AMPS User Registration - Federal Agency/Contractor User Information
Required fields are marked with an asterisk.

* User Type |Military |E| 6c * User Type | Contractor v

—— * Contract Number DD123456739CT
* Branch |USAR IZ| * Contract Company | Contracts R Us

* Contract Expiration Date | 1/31/2017 £
Contract Officer First Name | Corinne

* Rank | 15GT =]

Contract Officer Last Name | Cor

Contract Officer Email | Corinne.Cor@dla.mil

Mllltary User Type Contract Officer Phone | 888-555-8989

Contractor User Type

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090

34 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS) User Documentation: User Guide

User Information: Vendor or Member of the im Sanacmnt s Feouisioning Shentans GUSE) o
Public -
AMPS User Registration - User Information 13 /E

If you are a Supplier or Vendor . . . Ploase il oul Ehe information below 10 Creete your Coound in AMPS,
11. AMPS displays the CAGE Code and Rabbit Company fields if AMPS: has muot detwched 3 uer cortcat fior veu I you have o cortficate, and wane not prometed 1o provide & whn oosisng AMES, you may contad

you chose the Supplier/Vendor user type: :":' - Emﬂ'ﬂw ol “;“m"hﬂ':*:’mim“"‘“ gy 0y b b aping -3 Copprmpmney ] e acy oy rugivtralion: process

a. Enter your five-digit CAGE Code. 12 = User Account Information i
b. Ifapplicable, select your Rabbit Company name / " Firit Mama | Reggpe c“.u:;: z_::' 11a
from the search box. e Npamg | Flack =
* Lotk e Vendior * Cotizenship U5 |
ELPI PN 11b Rabibil | CITY TROY CONSTRUCTION
* Gl | v teck verdorQremal com — Cosapaty
If you are a Supplier, Vendor, or Member of the Public. . . R,
12. Enter User Account Information and User Contact
) - Uner Contact Tnformation
Information.
* Dificial Telephone #54-555 5670 Odficn [ Cuse
Only fields marked with an asterisk (star *) require entries. Offuckal Fasx | 555 5330873 * Shreat 171 Some SEreet
Information for the other fields is optional. D P PO Boxx 47
DS Fax *Cmy Fxchmond
it " State Vopeia =
* Postal oo
Coade:
* Coumtry | UNITED STATES wl
Figure 28: AMPS User Information - Vendor Information
* Citizenship | US v| Enter and Select your Rabbit Company

11b Rabbit Company [ Troy |

/ CITY TROY CONSTRUCTION
CITY TROY CONSTRUCTION AND ENGINEERING CO
CITY TROY CONSTRUCTION AND ENGINEERING CO.
CITYTROY CONSTRUCTION AND ENG INEERING COMPANY
CITYTROY CONSTRUCTION AND ENGINEERING COMPANY

Figure 29: Sample Rabbit Company Search Box
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All registrants, after completing the appropriate fields . . .

13. Click Next.

AMPS displays a Security Information screen (see Figure 31).

iln:l;ulnl:ﬂﬂ'mg and Provisioning Sy

AMPS User Registration - User Information

s complete, regardiess of whether you have a certificate or mot.

12 U fccont Imformation
/ * First Mamh | Ragud
Middle Mamw: Etock
* Last Mame Fubic
EDIPT/UPH
* Emall  ragualshec publ
* Tithe | Publc usey

= U Contact Information
* Official Telephone F53-555-4561
Official Faoe | BE3- 555 4560
[¥5H Phone
DN Fac
Hokile

dem (AMPS)
cul
13

Pleasa 0 cut the infoemation below bo aeats yoaur coaunt in AMPS.

O Cube
* Street 455 Boubevand
PO Box
* Oty Richmond
* State Vigeis )
= Postall ;3000
Codes

* Comntry UNITED STATES

(=

/‘E

AMPS Bus ot detected & user certificate For you. §f yvou have 3 certficate, and wene not prompted 1o provide & when scceising AMES, you sy contact
thar %A Glodald Senace Dl far orther assrtance. A uters will hase the sbiity 1o kag inousing § usernanns el passwold o th reguiniion procis

[<]

Figure 30: AMPS User Registration - Public User Information
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AMPS User Registration: Security Information for Authentication
— All User Types

Note:

The purpose of the security questions is to protect your account
from unauthorized changes. If you have to reset a forgotten
password, AMPS presents these questions to you for
authentication. Ensure that only you have the correct answers.

14. After reviewing the security question rules, choose one
security question from each drop-down list.

15. Enter an answer for each question.

Do not share these answers with anyone.

16. Setand confirm an AMPS password.

17. Click Next.
AMPS displays the Summary screen (see Figure 33).

14

15

16

Pl i youl MY SUaRTons 35 B fuiiwerd witich will b wisd 18 BodEE AMPS, Tolowing the gudsings ed Deowsors
et Seourity Juestions

* Question 1| What & the oty of your bith? "L-I Pkujeu!mm:u!s:ml.mng'ﬂuhhm
= Arowesr 1 Rehmond 1) You must choose 3 diferent guaestions
A ] The anwwens to each queston ae not G senstve
Question 2| What & th name of your pet? [=] 3) Spaces 3 other punchertion ane dowed
* Anseer 4} Each angarer must B between atieast 3 and 40
] dharacters ong
" Cueastion 3 What &y Teate ool T| %) Each anserer cannot be 3 wood contaned in the
e 2k question
Sot Passwornd
Enter Rew Password sesssssssssnses [Pleane set your passwoed, wing the following rulec
1} Minimum length of 15 Cancten
Confm FPassword sesssesssssnees 2} Manorrum length of 32 Characters
/ 3} Minimum of 4 Apbabetc Chanctens

4} Minmum of  Momesc Characterns

&) Minimum of ¥ Lowercase Charactens

) Minmum of 7 Uppercas Chancten

7) Minimum of 2 Specal Charscbers

B Must begn with an Alphalstc Crancher

S Must not e any of your previous 10 passwonds
1) Vald Characters: 32 AZ 09 & 1 = 0 =a
18} sk not conkan your logn name, first name, st
et O el address

imuul: o and Provisioning System (AMPS]) ﬂh
il
AMPS User Reghstration - Seourity Information Gl | Bk | Het
Pladia a0 VOUT MUY Quintions ind 3 password which wil Be Used to acouss AMPS, folowing e guiceines Ined Balow for aach,
St Serurity Questions
* Question 1 | What & the ciy of your bris? E ";:*H“W-“MWWLW*”M
i
* Anower || Rchmond ;}:&wnml:ﬂﬁm:um
= } Thi Bnves 10 #ich quastion iee not Cise BenIthve
* Question 3| Wiat & the nane of yowr pet? =] ¥} Soucn and ottr punchisation s alwed
4] Ench anganr must B beTvwaen Mt 1 ond 40
- haracte leng
¢ [Tt s your Frvorte cobe? [=] &) Ench e caAnet b B wond contaned n the
* Arwer 3 fhut ® the oty of youf brth? )
iyt 8 the e of woor' pet?
St P d
password |17 ot Frvoste okt | P 541 vt paswind, wing the folmng fuies
it =  — 1) Miniasm gt of 15 Chanctess
Canfirm Passecnd 1) Muccrrum lengeh of X2 Charsctan
) Minwrum of 4 Abhabete Charsctirs
4) M of 3 Momars Chaautie
5) M of T Lowencise Chansctan
6) M of 7 Upgenciis (Raactes
T) Mnirrum of 1 Specal Chansten
B) Must begn wih bn Ablabets Gt
B Bust nat e 36w of your phivecd 10 pasiwands
10) Vald Charscteniz B2 A-Z 09 41 F 5w
1) MUk not contain your login name, Brt name, B
fustton o v B
Figure 31: Security Information - Set Security Questions
im«nr q and sloning System (AMPS) L=
Ul
AMPS User Registration - Security Information 17

Figure 32: Security Information - Set Password
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18. Review entries.

Click the Back button, if necessary, to return to previous
screens and make changes or corrections.

19. Click Create Account.

AMPS performs the following tasks:
e Starts creating your account and

e Displays a Confirmation screen containing your new
AMPS ID, also called a “login name” (see Figure 34).

Iiﬁmunt Management and Provisioning System (AMPS) o

AMPS User Registration - Summary

registration,

= User Account Information
First HName Malika
Middle Name Fedemp

18 Last Name Eteck
/ EDIPL/UPN

Tithe Analyst
Cyber Awareness Certification Date 04/01/2017

= User Contact Information
Official Telephone E£88-555-1212
Oificial Fax
DSN Phone
DSN Fax
Mobile

~ External Supervisor = External Security Officer
Email marge.supen@email.mi Email helen.soff@emadl.mil
Security Information

Question 1 What is the dty of your birth?

Lo

Question 2 What is the name of your pet?

mz e

Question 3 What is your favorite calor?

m3 LR L L]

" Y R —
Please review the information befow and use the back button to make any changes to the y !

infermation. When you are finished, use the Create Account button to complete your AMPS

Email mialika fedemp._eteck@emailmil

cul

User Type Civilian
Grade G5-12
Citizenship US

Office/Cube
Street 123 Any Strest

PO Box
City Richmond
State Virginia
Postal Code 22000
Country UNITED STATES

= External Authorizing Official
Email blake.eao@email.mil

Password *****=""

Figure 33: AMPS User Registration - Summary

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
38 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

20. Make a note of your login name, which is also called a
“user ID.”

If you lose or forget your user ID, open the external user’s login
screen (see Figure 35) and click the following link:

Forgot your User ID? Click Here

21. Tologin to AMPS, enter your AMPS user ID and password.
22. Click Login.

The system displays the AMPS Home page (see Figure 20).

Note:

If you submit an incorrect password three times in a row,
your AMPS account is locked. To unlock your account, click
the Forgot Password link on the Account Locked screen and
follow the directions. (See the steps starting on p. 43.)

If you need further assistance, refer to the Maximum
Password-Attempts Lockout (snapshot) document before
contacting the Service Desk.

20

—/

ﬁﬂw_‘uﬂll‘! Management and Provisioning System (AMPS)
AMPS User Registration - Confirmation

Wone e AP 3000t wall B rbady somentanly,
Placca malos oty of your legin name: EMIBO31S

Wou) sy ks your logen Al and paniward 19 lag o AAPS i tha Bk Balow

L, AMES
2

Figure 34: AMPS User Registration Confirmation - User ID

i

only) at

» % Defense Logistics Agency

i”“" Single Sign.On Authentication

I you need IT sssistance, pleass contact the 097 22 ' Sarvice Desk by calling toll free BA4-DISA-HLP
[Bad-247T-245T) or DEN B50-002 (press §, ther

First Tims Ussr? Chick Hers to Regiater

Use ths opton fo register it you hive never had o DLA aooount o if you hive
BOCESS 80 a0 axrstng DLA apohcatan Dul Rind nol fegesherasd m AMIPS

Forgot your User ID7 Click Hers

\Usi thes optad # o have registened with AMPS. 0 he Dast bl Cannol Faramber
wour DILA sasgnad Liser iU

Forgol your Password? Click Hens

L tFek Opaoe i wou hives rigistensd with ARIFP'S N e paal bul Cannol remambes
FORE DASIWING

User ID Fraros x

/ Password sersssssssnannns
Lcgm

21

s D=L -A) or wisit the DLA Service Portal | .mi
hitps:\dia servicenowservices. mil'sp id

Acomwsibiit s, Saciven 348

Figure 35: Single Sign-on Authentication - External User Login Screen

AMPS Sustainment
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23. After you log in to AMPS, the system displays the main

screen open to the Home tab. This tab page area is the work cul -
area of the screen. Account Management and Provisioning System (AMPS) e o b
Clicking on the Home tab displays the Home tab screen : [ AMP Fiporting Todl
when you have two or more tabs open. Unlike other tabs, Tm 23 Amps Holp
the Home tab cannot be closed. ' e
AMP, News: For heip, contact the GSD a1 [344) DISA HLP (54 Prass 5, thien spaak of gnbar O-L-A

DILA Saiy [l ey il iR @y Sp Tal=ande YU G RO SulbeEl an e About
The User ID is always displayed in the top right area of the T Iy r—— =
AMPS baner, found at the top of the screen. .

Click on the User ID to open the User ID drop-down menu or
click elsewhere on the screen to collapse the menu (see
Figure 36). To reopen the menu, click the User ID again.

The following list outlines the menu options:
Accessibility/Section 508: opens a DoD accessibility Web

site.
AMPS Reporting Tool: opens Bl Publisher in a separate My Information Role Request
window. You must have one or more Bl Publisher roles to Em:;ﬁ::“me FRACRSS B8 hor acotss

use this application. questions

AMPS Help: displays the AMPS Help screen, which lists
training materials and references that explain AMPS

prOCeSSeS and procedures Copyrighl 2001, 7019, Oraclks and'or s afikxies AN righls reserved

Inbox: displays the AMPS Inbox and lists any tasks assigned
to your account.

Figure 36: AMPS Self Service Home Page - User ID drop-down menu
Sign Out: clicking the Sign Out link will close your current

session and log you out of AMPS.

The following list outlines the clickable tiles available to all
users:

My Information: displays the My Information tab, which
enables you to update some items in your profile, such as
contact information and Cyber Awareness Training Date.
Role Request: starts the Role Request process, enabling you

to submit requests for roles you need to gain access to
software applications.

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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How to Retrieve Your User ID: External User Login Option

AMPS generates a user ID for each non-CAC-enabled external user at the end of the If you forget your user ID, click the link on the login page to retrieve the ID securely:
registration process. Forgot Your User ID? Click Here

AMPS sends an email message with the correct user ID to the address on file.

1. Inthe Single Sign-on Authentication screen,

click this link: Forgot your User ID? Click, Here
Forgot your User ID? Click Here 1 Use this option if you have registered with AMPS in théfaasi but cannot remember
/ your DLA assigned User ID.

AMPS opens the Retrieve User ID screen.

Figure 37: Forgot Your User ID? Click Here

2. Enter the email address stored in AMPS for _ i}
your account. Account Management and Provisioning System (AMPS)

The AMPS email address forms a part of your Retrieve User ID
credentials. AMPS displays an error message if
you enter an improperly formatted email ™

address. Enter Email

3. Click the Continue button. 2 * Enter Email | malika.fedemp.eteck@ema x
Address:

AMPS opens the Send User ID screen * 3
(see Figure 39).

Figure 38: Retrieve User ID

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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4. Review the Send User ID message and close

the browser. n.ﬂ.omunt Management and Provisioning System (AMPS)
Cul
If you have entered the correct email address,
AMPS locates your account, finds the correct Retrieve User ID
user ID, and sends the ID to the email address M
you entered (see Figure 40). iter Emall Send User ID

4 / An email has been sent to the email address we have on file for your account. Please check your email to obtain your UserID.

If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN
850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

Figure 39: Send User ID

5. Check your email inbox for an AMPS email

4 Ny
o . - ] J & ¥ = AMPS UserID - M HTML | B [
message. The user ID is included in the <l - 4 | = essage ’
message. File Message Developer McAfee E-mail Scan Adobe PDF el e
) From: AMPS @dla. mil
You can now reopen the login screen, enter the T Malika. fedemp eteck@email mi
correct credentials, and log in to AMPS. Subject: AMPS User ID
Signed By: amps.user@dla.mil Q-
e T AR
| FY
5 Your AMPS User ID is: EMED315
f
-
Figure 40: Sample ID Recovery Email Message
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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How to Reset a Forgotten Password: External User Login Option

During the registration process, each external user sets up an AMPS password. AMPS adheres
to a number of password policies and rules to ensure that each user defines a safe, secure
password. The user is responsible for memorizing the password, but those who do not use the
password feature often may forget this important credential.

If you forget your password, click this link to reset the password securely: Forgot Your
Password? Click Here. AMPS sends an email message with a link that starts the Reset
Password process.

You will need the answers to your AMPS Security Questions to proceed. You defined these
question-and-answer selections during the registration process.

Note:

If you submit an incorrect password three times in a row, your AMPS account is locked.
To unlock your account, click the Forgot Password link on the Account Locked screen
and follow the directions. (For this course of action, follow the below process starting with
step 2.)

You can also find further assistance by referring to the Maximum Password-Attempts
Lockout (snapshot) document.

1. Inthe login screen, click this link:

Forgot Your Password? Click Here

Forgot your Password? Click Here

AMPS opens the Forgot Password screen /

(see Figure 42).
your password.

Use this option if you have registargg with AMPS in the past but cannot remember

Figure 41: Forgot Your Password? Click Here

2. Enter your AMPS user ID.

The AMPS User ID forms a part of your

credentials. Be sure to enter the correct user ID. Forgot Password
AMPS will not generate an error message -
should you enter an improper user ID. Entor LSarname

3. Click the Go button. 2 p

AMPS opens the Send Email screen
(see Figure 43).

|nﬁmuunt Management and Provisioning System (AMPS)

Enter User ID: EMEQ315

Figure 42: Forgot Password - Enter User ID

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
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4. Review the Send Email message and close

he b -Ac:nount Management and Provisioning System (AMPS)
the browser.

cu1

If you have entered the correct User ID for your Fargot Password
AMPS account, AMPS locates the account and
sends an email message to the associated
address (see Figure 44).

T + Send Email
4 / An email has been sent to the email address we have on file for your account, Please use the link in the email to reset your password,

1 you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HUP (844-347-2457) or D5N 850-0032
{press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at hitps:)fdia.servicenowservices. mil/sp? id=index

Figure 43: Forgot Password - Send Email

5. Check your email Inbox for an AMPS email
message. A link that starts the Reset
Password process is included.

Wed QEE0T 236 P
AMPS_TEST_OIM@dla.mil
Reset Your Password

The email Inbox you choose should be that
associated with the email address defined for

yOUI’AMPS account. SHNEd By AEELUSENg O, Ml =
¥ - =4 -

You can now follow these steps: .
e Reopen the browser, You have requested to reset your password. Flease click the link, or copy the the URL below into your browser |

to reset your password.
e  Copy and paste the link into your

browser’s URL address field, and 5 htps://ampst.use? sl dla.mil/f5elf5ernvice/Taces/adt task flow?adf Hidsreset password:
( tokenSadf.tiDoc= WEB-INF/reset-password-

e Start resetting your password. /

This link will expire on 09/07/2017 02:36 PM EOT

Figure 44: Sample ID Recovery Email Message
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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6.

10.

Enter the correct answer for each security
guestion you set up during the registration
process.

Note that answers to all three questions are
required.

Click the Next button.

AMPS displays a Reset Password screen
(see Figure 46).

Using the current AMPS password policies
and rules listed, define a new password and
type it into the Enter New Password field.

Refer to Appendix C: Password Rules in this
User Guide for a complete list of AMPS
password policies and rules.

Refer to the AMPS Snapshot called Password
Policies and Security Questions for a
thorough reference to defining security
questions and answers, and resetting AMPS
passwords that are compliant with AMPS policy.
AMPS Snapshots are available on the AMPS
Documentation screen.

Retype the same password in the Confirm
Password field.

Click the Reset Password button.

AMPS displays a message confirming the
password has been reset.

If your new password is compliant with the
rules, AMPS resets your password and stores it
with your account.

8-9

-Au:ount Management and Provisioning System (AMPS)

Answer your Security Questions

Enter you secunty guestions below. Your answers are not case sensitive, however
spaces and punctuation must be entered exactly as you have specified when you set
your security questions.

y * What is your favorite color? Mauve

A1 = whatis the city of your birth? Richmond

‘wha_tismenamenfmpeﬂ Kitty

7

oA

Figure 45: Answer Security Questions

Ii.ﬂ.m:bunt Management and Provisioning System (AMPS)

i
Cancel | Rese 10 inimasm of 2 Numeric Characters
inimam of 2 Lowercase Characters
) Minimum of 2 Uppercase Characters
7] Minirmaum of 2 Special Characters

Reset Password
Enter NHeww sssssssssssssnns Your new password must contain the following:
/ Password 1) Minirmurm length of 15 Charachers
Confirm Password sessssssssasss t-q' I- 2} Halfm;‘ﬂumpgag;dl?gﬂgiﬁ

8) Must begin with an Alphabetic Character

9) Must not use any of your previous 10 passwords

10) Valid Characters: 32 A-Z0-9 4+ | # ~ 1, m - _

11) Must not contain your login name, first name, last name o
il address

A -

Figure 46: Define a New Password

AMPS Sustainment
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11. If you enter a password with one or more
incorrect characters, AMPS displays an
error message and identifies the invalid
characters.

Type in a correctly configured password
and click the Reset Password button
again.

AMPS displays a confirmation message
indicating the password has been reset
(see Figure 48).

Iiﬁmunt Management and Provisioning System (AMPS)
Reset Password

D Error

Your password containg an invalid special character: §
Enter New ssssssssssssssss Your mew password must contain the following:
Password 1) Mindmurm length of 15 Characters
Confirm Pazeword [Feessssnsrsnssss | 2) Maxmum length of 32 Characters

pamum of 4 Alphabetic Characters
Cim:ﬂl RSt Password 11 pamurn of 2 Mumesic Characters

pimum of 2 Lowercase Characters
&) Minamum of 2 Uppercase Characters
7) Mindmum of 2 Spedial Characters
) Must begin with an Alphabetic Character
) Must not use any of your previous 10 passwords
10) Valid Characters: a-z A-Z 0-9 + | & = : . ~-

email address

11) Must not contain your login name, first name, last name or

Figure 47: Password Reset - Error Message

12. Review the instructions in the confirmation
message, then close the screen and log in
to AMPS with the new password.

12

/

-Account Management and Provisioning System (AMPS)
Cul

Password Reset

Your password has been reset.

Please close your browser and wait 5 minutes before using this password to log into AMPS, and other applications to which you may have access.

If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5,
then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at https://dla.servicenowservices.mil/sp? id=index

Figure 48: Password Reset Confirmation

AMPS Sustainment
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13. For security purposes, AMPS sends you an

email notification indicating that your Your Password Has Been Reset
password has been reset. rog— r—— R
amps.user@d|a,mil 3 Reply ) Reply A e
To @ @dlamil Fri 1/28/2022 936 AM

If you did not reset your password but
receive a password-reset notification,
contact the Service Desk immediately ) . ) ) )

13 Your password has been reset. If you did not reset your password, please notify the DISA Global Service Desk immediately.
(see page 9).

@ We remaoswed extra line breaks from this message.

Figure 49: Password Reset Email Notification

Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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AMPS Screen: Quick Tour

A.

User ID: clicking your User ID opens a drop-down menu with links to
many common AMPS tasks (see Figure 51).
Tabbed screens provide parallel access to multiple task types.

For example, you can open your My Information screen, update attributes
in your profile, and then start the role request process without having to
close the My Information tab first.

Navigation buttons provide the method for proceeding forward and
backward through a series of task screens on a tab.

Close button closes any tab without completing the task on that screen.

You can also close multiple tabs.

Required fields are fields that require you to enter information before
you proceed and are marked with an asterisk ().

“Train” screen navigation tool: some tasks, such as Role Request,
furnish a connected series of screen names; this series is informally
called a “train.” If you are familiar with the Web page “breadcrumb trail”
as a navigation tool in Web sites, you will find that the AMPS “train”
works in a similar way. As you proceed through the series of screens in
a task process, AMPS turns each screen name in the train into a link you
can click to reopen the corresponding screen. If you need to display a
previously viewed screen, click any active screen name in the train to
jump backward or forward.

Using the train links as a screen navigation tool, you can skip multiple
screens in the sequence.

For example, when you reach the Summary screen in Role Request, you
can jump back to User Information without having to navigate backward
through every screen in sequence.

The “train” is a timesaving way to help you view and change any screen
before you complete a process such as requesting a role.

Sign Out command: Sign Out provides a method for exiting AMPS. The
User ID displayed shows the identity of the currently logged in user.

Note: AMPS displays a confirmation screen when you log out, you can
close the browser or click the link to log back in.

7 |
|
Account Management and Provigioning System (AMPS) m r—
I
- T——— B rr] D
r— P —
. Y T
/ Waer Enlormustion "8 Cc Catal | Past
= L Brcount 1nlsfmation — /
User 1D KEHO0 Acrount Stabe A0
Firv Mema Dt of Birth ¥ i ey sz Bt
Widdle Bame YO N S—
Last Beame )
i) E Comirach Mamsleer
Emall A2 emm— /'fva-lu-rtﬂp-wf
E = Thla SAFS Technen teter Cemirect Eapirsteos Dete &0 20l oy
Oyt hmars om Dl 00 LR35 * Citlemshilp L5 ~]
Azl B Adlation Date 127071023
= Lier Contact Inlosmation
= kel Tadigdeisive el Cubes
Coffiiall Farst * BaFnet Jfanon [
[RES T L Y MO Box
520 Fan * ity Fu d
Habils * Stata g v]
* pastal 3
il
E * Coumtry [ 5T -
i _/._,_,m,
& Updaie Droamesnan A g Supervasr
[k [RF CRMATI Pz
Oeganization Mama o ool Ll
Saaiirily o) Tle Progam Aasher
DLA INFORMATION
by it RATUOHE [67)
e
4 Officen]s
‘ P

Figure 50: Sample Screen with Tabs
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AMPS Inbox

The change from Pending Approvals to the Inbox as a repository for storing pending tasks
was introduced in AMPS version 16.2.0.

Who Uses the Inbox Feature?

All users have access to an Inbox that contains any SAARs assigned to them for action.

If you use AMPS to view and open SAARs assigned to your account for action, you should read
this guide and become familiar with these procedures. This guide is prepared mainly for the
following user groups:

e Allusers who have been assigned a SAAR for a new user confirmation, a role
expiration request, or a role extension request.

e All approvers who need to locate and open online SAAR approval forms that have
been assigned to them for action.

e  Provisioners who have the task of provisioning or deprovisioning roles and closing
each Total AMPS ticket after role provisioning is completed.

Items not covered in this guide are actions that a system administrator can perform. For more
information on these actions, please call the Service Desk (see page 9).

Why Was Inbox Added to AMPS?

AMPS is built on the framework provided in a Commercial Off-the-Shelf (COTS) application
called Oracle Identity Manager (OIM). Oracle provides a range of features, most of which
AMPS employs in its own implementation. OIM does not contain many DLA-specific features,
such as a built-in workflow for the approval process with decision screens that accommodate
the business processes adopted by the Defense Logistics Agency (DLA) and the Defense
Finance and Accounting Service (DFAS). To customize the OIM COTS application for AMPS, the
DLA sponsors a sustainment team whose members add programming changes to OIM to
meet the requirements provided by customers for reviewing and approving requests, among
many other requirements. Other custom software supports key features, such as the role
request processes. The sustainment team must integrate custom features and functions with
the OIM framework, even though many OIM features are not used.

When OIM updates its framework, AMPS must adapt to changes in the software. The update,
implemented on 31 October 2016, called Patch Set 2 (PS2), formed part of the 16.2.0 release.
The PS2 update provided a set of changes in the AMPS user interface. These changes
streamlined and expanded the features supporting the My Tasks list and the AMPS approval
screens. One of the most comprehensive changes was the new Inbox feature.

How Do | Learn to Use the Inbox?

The AMPS User Guide provides you with basic instructions in how to use the Inbox and My
Tasks view features. This section of the User Guide gives you a quick start so that learning
new features does not interfere with your AMPS work. You can also consult the AMPS Inbox
Guide, which is available for download on the AMPS Help>Documentation Library screen.

You should be able to read through this section or the AMPS Inbox Guide to prepare yourself
for navigating the AMPS user interface. The assistance provided in this section gives you an
overview of basic knowledge and instructions. Detailed instructions for opening specific SAAR
types are provided in the applicable procedural sections, such as “Role Request Approval
Process,” “Provisioning Process: Total AMPS,” and “Role Expiration and Extension.”

What is the My Tasks View?

The My Tasks view is the table of SAAR tasks that are assigned to you. The My Tasks view is
available to all users through the AMPS Inbox. This is the default view.

On this screen, AMPS lists the SAAR or SAARs that require action from you as a user or an
approver. You also have the option to view completed SAARs by changing the My Tasks State
search criterion from “Assigned” to “Completed.” Refer to subsections in this area of the guide
to understand where to find search criteria and how to change them.

While displaying the My Tasks view is the primary function of the Inbox, it can also display
certain predefined views that you can use. You also have the capability to modify the default
list of tasks to display the data you want to see in a view.

The next section explains the concept and use of Views.

What is a View?

A“view" in the Inbox is the display of a list of SAARs in AMPS. The view is set up according to a
predefined set of criteria that governs which data are displayed related to a SAAR.

For examp/e, if you want to find a specific SAAR by number, look in the Title column of

the My Tasks list. The display of the Title column is part of the current view's defined display
criteria. A view is a named set of these criteria. In AMPS 16.2.0 or later, you can find a specific
view name in the Views menu to filter SAARs, or modify your My Tasks view to get better
control over the display of SAARs.

Previous versions of AMPS included only one preset collection of data represented by the
column headings in the My Tasks list. See the following sections for more information.
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AMPS Inbox: Quick Tour

The following list provides you with a quick map of features available through the Inbox
feature. The subsections that follow explain these features in more detail.

L
1. Inbox command: this command is always ; i
available from the User ID drop-down menu. cul
Click the User ID, then click this command to Account Management and Provisioning System [AMPS) m Sy Manaoe
display the Inbox and view your tasks (see
Figure 51). ) viome: | Mgtk % | 6 7 8 G
2. Views panel: this panel identifies / / /
the list of views available to the user. 2 ,@ + /£ i {7 | |V [ ¥ @ R a
3. Task column headers: these headers / 2 ‘EmuII L o e :l
Identlfy the type Of data Speciﬁed for Inbox = 5] SAAR #5750 - Anneal Aocour Revabdaton for DR OFERAT  PRTiEd by 33, 2003 532 Iw
each SAAR. Different views can have 5 | Wy Tk (360 & ELANL TS ot e Fumentl o R T Wy 30 122 - 3
different Column headers. — // Views |_:_! BAAR #F5TSTH - Expa toa i RTIETS Wy 30, 2023 122 3
4. Refresh button: click this button to — :I SR : .. 5 o b Aca = ' :...‘? .:h : ;:-1“; ::
refresh the task list in the current view. i A e o - My 302023138 3
When you complete a task—such as an A 5| SAAR #5730291 - Fieguest Liser Access Tor $IE 12 May 30, 2023123 3
extension request or SAAR approval—and close Py - ] v Lizes Flesuast for DLA} 08192 YRG0 Wy 28 2023307 3
the task screen, AMPS does not automatically R ] il ] POt Fo DLAAstion] DS/TRG  15Q5ATT Wy 30, 202312 3
refresh the inbox screen. Click the refresh E] W0ST Moy 2. HayeAD . 3
button to see the latest task list. TSN i B HR i
5. Current View: the currently selected view is S . N e i
indicated by a vertical bar to the left of the - L e S S SR A
X A X . FENDH APPRCAVALE WIE k1] el Auc o] Bl it for DA Lind and basbma) | HRRE by 30, 23 13 1
view name. The My Tasks view is selected in e 5 ; PRt S e i ke . 3
the example. e B SAAR $5T2T00Z - Aaneal Accoor Revabdaton fo 1590874 May 28,2023 125, 3
6. Search field: search criteria are entered S e o @& SAAR S5T26804 Aol Accourd Fivasdation T 1150674 My 38, 2023025 3
here. To search for a specific SAAR or range T ] BAAR BAT21804 - Arrvea Astarerd Fircabdation ] Wy 12 H02TAT 3
of SAARs, enter a SAAR number or partial a & SAAR WETIIETS - Mo Linid Pibcuat fes DLA] SSMLN3) 1S54 1 OMT 1870 Wy 19, 223890 3
number in this field and click the search T Do By B SAAR ESTION0D - Moirw Ui Flissusat bo DILA) O5DETO0D 12 4T 35 GMT RS My 12 23420 3
button (q%).
Copryrighd € T001 2015, Qvachy sndoa by afEehey AT raghdy el
7. User category: by default, this item is set as
Me & My Group. System administrators,
such as Service Desk agents, can make Figure 52: Map of Inbox Functions on the AMPS Screen
selections to view SAARs assigned to other
users.
8. Status: identifies the status of each SAAR in
the current list. In the example, all SAARs
listed are Assigned (Status) to the currently
logged in user (Me & My Group).
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How to Work with Inbox Functions

Inbox functions are available through unlabeled icons and fields on the Inbox menu bar.
These functions enable you to perform tasks to list specific SAARs and change the current
Inbox task list. For example, if you want to search for a specific SAAR, you can enter the SAAR

number in the Search field and click the Search icon. AMPS clears the full list of SAARs and
displays a record for the matching SAARs in the My Tasks list.

To perform this task . . .

Follow these steps . . .

For this result . . .

The Inbox functions provide various ways to filter the Inbox list temporarily in order to locate
a specific SAAR or set of SAARs that require your action. You can also edit the default My
Tasks list to display more data or different data in the list of SAARs.

See these sample icons and fields . . .

Identify the current view.

Example: | want to know which view is
currently defining what | see in the Inbox.

Locate the Views panel. Look for
the vertical bar next to a view
name.

Read the name of the view you have activated.

This sample field contains the view named “My Tasks.”

(

A My Tasks (18)

The numeral in parentheses indicates how many tasks are displayed in
the current view.

Edit the Inbox display settings.

Example: | want to add a column to the My

Select the My Tasks view. AMPS
automatically opens this view

Open the Edit Inbox Settings dialog.

Example: | want to find a SAAR assigned to
me that is labeled with the number 102162.

range of SAARs, but the partial number must be the
first one to five numbers of the SAARs you want to list,
and the numbers must be in order.

Tasks view. when you click the Inbox Views + ==
command to display tasks.
Click the Edit icon.
Search for a specific SAAR by number Enter a search criterion in the Filter the My Tasks list to show only the SAAR or SAARs
or other search criterion, using a free- Search field. that match the search criterion. search
earc
text search. Click the Search icon. You can enter a partial SAAR number to display a

|102162 I Q| -

Change the Assignee designation.

Example: | need to see all the SAARs
assigned only to “Me.”

Click the drop-down box.

Choose a different assignee.

Filter the SAARSs to list only those assigned to the
designated user and/or group. Lists of SAARs assigned
to multiple assignees are limited to administrators.

o e,
(| Me &My Group v
h )

Change the State search criterion.

Example: | want to see all SAARs of a specific
State, such as Assigned or Completed.

Click the State drop-down box.

Select a State assigned to the
SAARs you want to review.

Display all matching SAARs assigned to the currently
logged in user, if the Assignee is either Me or Me & My
Group. Lists of SAARs assigned to multiple assignees
are limited to administrators.

!

(| Assigned

Display a bar graph showing SAAR
counts.

Example: | want a visual comparison of
assigned SAARs in all available Status types.

Click the bar graph icon.

Display a bar graph for a pictorial comparison of SAAR
counts in different statuses. You can edit the displayed
data by status.

Refresh the list of tasks after
completing a task.

Example: | have just completed a SAAR
action and want to refresh the current list of
SAARSs so that it reflects the result.

Click the Refresh icon.

Fetch and display an updated list of SAARs, assigned
to the current user from the database.
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Views Panel

1.
2.

Inbox: this heading identifies the out-of-the box default view.

Views: this heading identifies the list of alternate views available in this panel.

Pin icon: clicking this icon closes the Views panel to allow more space in the main task

area. After you close the panel, a small window appears on the far left of the column

header row, which displays the name of the current view; clicking the window opens a

drop-down menu of the views. Another pin icon appears in the drop-down menu; clicking

that pin reopens the Views panel.

Refresh button (not shown): click this button to refresh the list of views after creating a

new view. Creating new views is limited to system administrators.

If you want to request a different view after trying the available views, please contact the

Service Desk (see page 9).

Collapse Pane: clicking this icon collapses the Views Panel to the left. The Restore Pane

icon appears next to the left of the header column row when you collapse the Views
Panel.

In the Views list, AMPS includes a set of predefined, nonmodifiable views. These views enable
you to display a subset of SAARs according to either priority, date, or role:

a.

o

T @ o

My Tasks: The default list contains all tasks that match the current Status criterion.
The numeral in parentheses indicates the current number of tasks in the list.

Due Soon: SAARs assigned and due for approval within the next two days.
High Priority: Tasks assigned a priority of 1 or 2 by the user.

MANUAL_PROVISIONING_VIEW: Total AMPS provisioning tasks assigned to the
current user.

Past Day: SAARs updated within the past day.

Past Week: SAARs updated within the previous seven days.

Past Month: SAARs updated within the previous 30 days.

Past Quarter: SAARS updated within the previous 90 days.

New Tasks: SAARs assigned that were created within one day of the current date.

PENDING_APPROVALS_VIEW: SAARs assigned to the current user. This view shows
more extensive data than the My Tasks view. After you select and open a view,
AMPS displays the number of tasks included in that view. In the example shown,
both the My Tasks view and the Pending Approvals view have been opened; the My
Tasks view and the Pending Approvals view indicate zero tasks for both.

Note:

) Home

Views

sInbox
My Tasks (0)

_Views

a
&y Inbox X

+ 4

3

The views listed in the Views panel are subject to change without

notice.

If you have questions about a view or need help with a custom

view, contact the Service Desk (see page 9).

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
52 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS) User Documentation: User Guide

Contrasting Views

Views differ in the types of data they display, as well as in the various time period filters they apply to the SAARs displayed. The My Tasks view is the default, but you can switch to the Pending
Approvals view whenever you need to see more data about SAARs in your task list.
My Tasks View

The My Tasks view displays the
following data:

Title: SAAR number, the request type, Views o~ 7 g e ] Bl | i e B s “d k- @
the user’'s name, ID, and organization, p e w Tae . - u.......,... Cremes 1.,..,_7 i Priasny
and the date and time the SAAR was Moz e =L A T
created. [op ’ — . L
Number: Transaction number
generated by OIM. (Not used by AMPS.)
Creator: Name of the user who created
the transaction. (Not used by AMPS.)
Assigned: Date and time the SAAR was
assigned to the logged-in user.

Priority: Default priority setting of 3.

This list displays the most recent SAAR
firstin the list.

Pending Approvals View

The Pending Approvals view displays
the following data for each SAAR:

Title: SAAR number, the request type, Views b 4 e ot B W b Bl b
the user's name, ID, and organization, gy et E ] e e B
and the date and time the SAAR was inbos

created.

. Views
Assignees: The name of the approver to

whom the SAAR is assigned.

Assigned: Date the SAAR was assigned
to the approver.

Created: Date the SAAR was created.

Expires: Date the SAAR expires due to
inaction by an approver.

Priority: Default priority setting of 3. PP
State: Current state of the SAAR.

Outcome: Most recent state of the
SAAR.

This list displays the most recent SAAR
last in the list.
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How to Work with Standard Views

The list of views presented in the Views section of the Inbox is a list of standard views
installed with OIM and are not modifiable by a user.

Each of these views displays data in the following columns:

, o : . . o Column | Description
However, if you want a quick view of a task lists organized and filtered through preset criteria, :
you can choose these standard views. Refer to the table under Standard Views: Summary of Title SAAR number, request type, name of request user, ID of user, user's Organization,
Users and Criteria for directions on which view to select. SAAR creation date and time. Serves as a link to opening the SAAR.
Assignees | Name of the approver responsible for a current action on the SAAR.
Assigned Date the SAAR was given to the Assignee.
Created Date the SAAR was created originally.
Expires Date the SAAR expires due to inaction from the current Assignee.
Priority Level of urgency. The default Priority assignment is 3.
State Condition of the task. The State is assigned by the system based on approver
actions.
Outcome The final State assigned to the task.

Standard Views: Summary of Uses and Criteria

Click this view name... If you want to see... Assignee Criteria Sort Criteria

Due soon | Alist of SAARs due for approval within the next two days. Me & My Group SAAR expires in next two days. Sort: Expires date in ascending order.

State: Assigned
High Priority | A list of SAARs that you have assigned a priority of 1 or 2. Me & My Group Priority “Highest” (1) Sort: Expires date in ascending order.

Priority “High” (2)

Past Day | SAARs assigned to you and updated in the past day. Me & My Group Updated Date in the last 1 day. Sort: Created date in ascending order.
Past Week | SAARs assigned to you and updated in the past 7 days. Me & My Group Updated Date in the last 7 days. Sort: Created date in ascending order.
Past Month | SAARs assigned to you and updated in the past 30 days. Me & My Group Updated Date in the last 30 days. Sort: Created date in ascending order.
Past Quarter | SAARs assigned to you and updated in the past three months. Me & My Group Updated in the last 90 days. Sort: Created date in ascending order.
Manual Provisioning | Provisioning tasks assigned to the currently logged-in user, if the | Me & My Group Task Type: AMPS Ticket Sort: Created date in ascending order.

user is a provisioner. State: Assigned

My Staff Tasks | SAARs assigned to approvers who are the Direct Reports of one (direct reports) Open SAARs

or more users who report to the logged-in user. State: Assigned
New Tasks | All SAARs assigned to you and created during the previous one- Me & My Group Last n days - 1 Sort: Created date in ascending order.

day period. State: Assigned
Pending Approvals | All SAARs assigned to you. Me & My Group State: Assigned Sort: Created date in ascending order.
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Sample View: High Priority

AMPS has a Priority criterion that is automatically assigned to every SAAR created. The default Note:

value is 3, which is a medium priority. You can assign a 2 or 1 as high priority settings to the

SAARs assigned to you and then view the resulting list using the High Priority view. Follow the If your active view is a group view that displays tasks assigned to a group of approvers,
steps in this procedure to change the priority of a SAAR and then view the High Priority SAARs changing an approval task’s priority will assign that task to you and keep other approvers

in a separately chosen view.

Set a Goal, Set the Criteria, and Display the Results

from taking action on the task. Use with caution.

1. Setagoal: | need to assign Priority numbers to

[ romex S bebox x =
the SAARs in the My Tasks list and view the high \ :
CT Verw = M & My Srown M (] Aasgred ] B~ @
priority items only. a - i i
i 131 - Maspuast User drvwss for S0 § LT | I
. . Bcpoest Lt e for Tack, Cuchard san) 3
The default view shows all SAARs assigned to the My Tasks (6] Rnpest ﬁm |: ,:f, Brenda ([DBCOOLA) 3
current user have the default setting of 3. This user P - Reponet oer dccaes for Tack, uchand (0TOCI0) 3
L. . o« Bptdl by Asiads for Super, Colleas: (Do) 3
wants to change the priority numbers to the following - Aespoest Liser Acess for Diowe, Bosndis [DSCO014) 3
settings: High Priety
Fae Oary
e Highest priority for SAARs assigned for user ot eoek:
Fant Mot
DCS9808. it
e High priority for SAARs assigned for user Hernosl Prowscring
ez Tordhs
DDT0020. Perdaeny Appeownt
e Low priority to a SAAR assigned for user
DBDO014. . ) . o
o ) Figure 53: My Tasks - Custom View with Priority
e Lowest priority to a SAAR assigned for user
DBD00174.
2. Click the Priority drop-down arrow (see Figure 53). T = B
. o o o re—— P Q|*  men My Grow al[v] smigned ~] - &
AMPS d/sp/.ays the menu of Priority numbers 1 @ ———
through 5 in the drop-down box. [l  SA%R #10013! - Request User Access for Super, 3 Sep 7, 2006 11:31 AM  Sep 37, 2015 11:31 AM
Inkic: Iﬂ SAAR 2102335 - Reguest User Apcess For Tedk, L I Sep 7, 2006 1151 &M Sep 2T, 2006 1131 &M
My Tasks (6) fﬂ SAAR 2102245 - Request Uiser Arress for Doven, Brenda (D 40014 Sep 7, 2006 11132 AM  Sep IT, 2016 11132 AM
3. Use the mouse cursor to click a Priority number @ SR S102304 - Reguest User Acress for Teck, Dechard (DOTO0R0) Sep 8, 16012 PM Sep I3, 2016 4:12 P
on the list Views |I] SAAR 2102305 - Ragues Lner Access for Super, Collesn (DOSS808) 3 Gep 8, 2006 4:56 PM Sap 13, 2015 4:56 PM
: Dot ety m SAAR B100306 - Radasi Lied Astad fof Doven, Brands (DEOO0LL) 3 i 9, 2096 B:37 AM Sip 19, 2015 8:37 AM
AMPS displays a drop-down list of numerals from 1 to High Prissity |
5, each representing a priority level. gl
Pt Wesk
The numerals 1 and 2 represent the “highest” and Past Morth
“high” priorities respectively, and the numeral 5 Past Quaarter
represents the lowest priority. Maresal Protsioning
Ry Tashs
In this example, the user has identified her top Perdng Apprval
priorities as the SAARs that await approval for a
supervisor who reports to her.
Figure 54: My Tasks - Priority Drop-down List
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4. Repeat Step 3 as needed to change the Priority

B romex i inbox x [t ]
number for other SAARs. : i
Wiews 4 || myTedks(s) v S Q' Mes MyGoup M| Asgned - @
“ ¥ Tite Priceity Agmigrad Expires.
B Sa4R #102131 - Reguest User Access for Supsr, Colleen (DCSSE08) 1 Sap 7, 2006 11:31 &M Sep 27, 2016 11:31 AM
Inbex m SAME #1008 - Request Liser Access for Tedk, Dechard (DOTOO3D) 2 Sep 7, 2006 11:31 AM  Sep 27, 2014 11:31 &AM
My Tasks (6] E SANR 3100745 - Request Liser Access for Diowen, Brencs (DEOO014) 4 Sep 7, 2006 11:32 AWM Sep 27, 201G 11:32 AM
B AR r102304 - Feunst User Access for Teck, Dachard (DOTOOIS) 2 Sep 8, J0MG6-H12PH  Sep 36, 2016 4:22 PH
Views. i3] SAMR £10I305 - Request Liser cess for Super, Coleen (DCS50H) 1 Be 50006 4:56 PH Sep 2, 2018 454 PM
e Soon [  544R £102305 - Request User Access fior Dowe, Brends (DBD00I4) 5w | 4 [B37AM  Sep 29, 2016 8:37 AM
Fagh Priorty it
Past Bay
Past ‘Wesk
Past Maonth
Past Quearter
aruanl Provumscning
B Totka
Pancng Approvals
Figure 55: My Tasks - Priority List Changes Completed
5.  Click the High Priority View link. ® B =
Viewrs || My Taska(t) | - S Q= Mam My Group A Assigned M -~ W
The High Priority view is listed in the standard Views ™ e i . .
menu. 1] SRR #102171 - Request Uiser Arress for Super, Colleen (DOSG808) 1 Sep 7, 2006 11:31 AM  Sep 37, 2008 11:31 &M
. . . Inbox SAAR 2102735 - Request User Access for Teck, Dechard (DOTO020) 2 Sep 7, 2006 11:31 AM Sep IT, 2006 11:31 &M
AMPSf//terS the current My TaSks IISt Qnd' ap'plles the My Tasks (&) E SAAR 3102245 - Rigest Uiser Access for Doven, Brends (DEDOOLA) 4 Sep T, 2006 11:32 AM  Sep IT, 2006 11:32 &M
priority criteria established in the High Priority view. E 58 #0230 - Regunst Ustr Acosss for Teck, Dechard (DOTO0Z) 2 Sepd, 2015 4:2PM  Sep I8, 2006 4:12 PM
Views B 5aam 0100305 - Racusst User Aconss for Super, Colleen (DC59508) 1 Sep 8, 2016 456 PM  Sap 1, 2016 4:56 PM
AMPS also expands the number of columns to match those e [ SAR #10206 - Request Uiser Acosssfor Down, Brenda [D800SH) S| ] tec 5, J01LBAT AN Sap 25, 2016 817 AN
columns defined for this view. 5 i
See the resulting list in Figure 57. — i i
Past Month
Past Chasrter
Msra.asl Proftsiransg
Mew Tashs
Pending Apprownls

Figure 56: Select the High Priority View
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6. Review the list of High Priority SAARs.

B rome x| Gy inbox x i
Views & | vgh Priomy(4) | = Q> | resgred ] e - L]
The resulting list displayed from selecting a mf e Assgress Mmigred  Crested  Bxpres Prioty Sute F—
d,‘j?‘erent VieW O/SO disp/ays the COIUmnOr data [ S8R 2302131 - Reguest User Azcess for Super, Colleens (DOSSE0E) Marine Super Sep T, DM Sap D 200 Sep T, 2006 1)w| Assened Bagined
d . d h / d . Tk 6 |ﬂ SAIR #1025 - Reguest User Access for Ted, Dechand (DOTOO02C) Harons Supa Sep T, DM Sep 7, L. Sepld, I0L6.. 2 L ] A
efined for the selected view. My Tagks [6) (B S 2 302504 - Bipcsest User Aceas for Tock, Dechard (DOTOO00) Mackore Super  Sep 8, 200 Sep 8, 200 Seo B, 2006 2 hssigred  Aasionad
|ﬂ SRAR #50030% - Bequest User Ao for Super, Colleen. (DOS5000 ) Hanone Super Fop B 201 fap B 0L Tep T, J0LE dmgrasd Auragract
[
. Do S
Note: } ]
] : Past Dar (1]
To return to the defau_lt view, click My Tasks SRR
under the Inbox heading on the left. Pa Heret,
Pam Quarer
Marusl Prosigioning
v Tk )
Perciing Approasds (5]
< >
Figure 57: High Priority View
Sample New Tasks View: Set a Goal and Display the Results
The New Tasks view displays all SAARs assigned to the current user and created within the previous day.
1. Seta goal: | wantto V|e\{v all the tas_,ks assigned = B B tahex o
to me that were created in the previous one-day
period. Views | ey Tadal?) (| S QL » | e A My Grow M| Assigned v & ~ ]
m & Tite 1  Assicred Ewpires
[ S8AR #I02131 - Recuest User Access for Super, Coeen _ Sep7, 2016 1L31AM  Sep 27, 2006 11:31 AM
My Tasks, the default view, shows all the SAARs e [ SR #102235 - Fiegquest User dooees for Teck, Dechard (DOTO0G] Sen 7, 016 1L:N1AM  Sep 37, H016 11:K1 AM
assigned to the current user. My Tasks {7} SAAR £107245 - Recuest User Azcass for Down, Brends (DED0014) 4 Sep7, 2016 11:32AM  Sep 37, 2006 1137 AN
E] SALR S100304 - Reguest Lser Acces: for Teck, Dechard [DOTOOS0) 2 Sep 8§, 20156 4:12 PM Sep 28, FIE 4212 PH
Vit [ S48R 2102305 - Raquest User Access for Super, Coeen (DCS3808) 1 Sep 8, 2016 4:35 M Sep I8, T016 456 PH
. Die Soon m SAKR 102306 - Raguest bser Aocess for Down, Brends (DED0014) 5 Sep 9, 2016 3:37 AM Sep 29, DONE B23T AM
In contrast, the New Tasks view shows the user Figh Frasesy 1[0 SAAR 2102912 - Request User Aocess for Tack, Dechand (DOT0020) 3 Sep 13, 2004 1:S1PH Oct 2, 2006 12:51 P
only the most recently created SAARs assigned to Pact Dy
the current user. Past ek
Pact Morth
Past Cuarter
Hanual Prosisioning
Rew Tasls
Perding Approretl
L

Figure 58: Inbox - My Tasks List - All SAARs Assigned to the Current User
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2. Click New Tasks in the Views menu.

This action applies a filter to the New Tasks /ist, in
which SAARs created before the previous one-day
period will not be displayed (see Figure 60).

3. Review the list of SAARs created during the
previous one-day period.

The New Tasks /ist displays tasks created during the
previous one-day period.

In this example, the New Tasks view was applied on
September 12, 2016, and captured one task created
that day. All other tasks exceed the defined time
period of one day.

[ Home x| Gy Dnboe
Vigws 4 |y Tasks(7) | v S Ql=  meamyorop v ssugned > k- "]
“ & T Pricrity Assiorad Expires
B S8R 2100031 - Reguest User Access for Super, Collsen (DCS5808) 1)] Sep7, 2005 11 Sep 27, 3015 1131 AN
Dnborc E] 5448 2100235 - Reguest User Arcess for Teck, Dechard (DOTOOZ0) 2 Sep 7, 2015 1130 A Sep 27, 2015 11:31 A
My Tasks (7] a SAAR #100245 - Request User Acoess: for Down, Brenda [DEO0014) 4 Sap 7, 2016 11:32 AM Sep 1T, 2016 101:X2 Ak
E  54aR 2100304 - Request User Arcess for Teck, Dechard (DOTOOZD) 2 Sep B, 2016 4212 PM Sep 28, 2016 4:12 PM
a8 SAAR 100305 - Ragasst Uber Access for Super, Collsen [DORG0E) 1 Sep 8, 2016 436 PM Sep 29, 2016 456 PH
B 584R 2107306 - Request User Acces: for Down, Brenda (D800014) 5 Sep 9, 2018 8237 AM Sep 29, 2016 B:37 AM
i@ SAAR 103312 - Riguest User Access for Teck, Dechard (DOTOO20) 3 Sep 12, PNIE L2ELPM Qict 2, 2016 12:51 P
£ >
Figure 59: Inbox - Views Menu - New Tasks
B romex By inboxx &
Virws || e Taskali) = ")
State. " Oudcome
Amicned  Assiones
a4
£ >

Figure 60: Inbox - New Tasks List
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How to Edit the Inbox My Tasks View

The My Tasks view is the default view for the Inbox. The Inbox settings for this view display
columns for Title, Number, Creator, Assigned, and Priority fields. However, you can edit
this view with modifications to suit your preferences for a general view that fits your needs.

Process for Customizing the Inbox My Tasks View
Start customizing the Inbox’s default My Tasks view by following these steps:

Set a Goal and Customize the Inbox

1. Setagoal for the view you want to create:

For example: | want the default My Tasks view to
show me the following information:

e All SAARs currently assigned to me.
e The Title data for each SAAR.

e  The date each SAAR was assigned
to me.

e  The date each SAAR expires.

e  Sort the tasks so that the tasks that
expire first are displayed at the top of the
list.

The default view shows all SAARs assigned to the
current user and her group. “Group” means anyone
holding the same role as the user.

2. Inthe Inbox menu bar, click the Edit icon ().

Determine what your goal is: in this example, the Supervisor knows that the
default Assignee is herself. She wants to know ONLY the information in the SAAR
Title, the SAAR Assignment date, and the SAAR expiration date.

Next, launch AMPS.
Display the Inbox. The default view is the My Tasks view.

AMPS displays the Edit Inbox Settings dialog (see
Figure 63).

o od
. _1 / 1:..; Fuie 3 = - . l|-.-..... -';-.p.!. a:.;... Prigetry 3
Inox A i 3EE) i -
Ao e ————— i e
Whws ; o
The default view shows the Title and
the Assigned date, but not the
Expiration date. In addition, this
view shows Number, Creator, and
Priority.
Figure 61: Inbox and My Tasks View
Number and Creator are not used
| T by AMPS. The Priority setting is 3 by
default but can be changed in the
2 b 4 T, A T e o) task list if the user wants to sort by
it / : : : priority. See the subsection in this
o A S i et S P70 Guide entitled “Sample View: High
ki — Priority” for instructions.

Figure 62: Inbox Menu Bar - Edit Inbox Settings Icon
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3. The Edit Inbox Settings dialog contains several

options for changing the display of the currently BN ST *
selected view. 3a * Show Columns Awvailable Columns Selected Columns
For this example, you will use the following options: /k #Application Context i Title
Assignees ~ Number
a. Show Columns Category ®  Creator
b.  Sort options Custom Date 1 39 Assigned =
jori P
c Sort Order Custom Date 2 Priority
Custom Mumber 1 =
Custom Number 2 4
4.  You can change the number of SAARs displayed Ez:ﬁ: zaﬁ ; @2 AMPS determines the left-to-
:It on:tlmefby |Ecrea5|;1g Or: decreasing the Due Date v right column order in the task
umber of tasks per fetch. antifiar :
P ekt : T display by the way the columns
Title will always appear as first column irrespective of its position chosen abo . .
~N are listed from top to bottom in
A “fetch” represents the act of pulling a set number 3b 4( Sortby | Created — the Selected Columns list.
of SAARs from the database. In this case. The higher /
Then by  Mumber wv| T
?e r;umzer ofSAC/;\Rs),/ the /onge; AMP; must Zake to In this sample, the Title column
isplay the records. You can reduce the number o, ; .
piay . f Thenby  Tide A will be the left-most column,
records by reducing the Number of tasks per )
fetch. Thenby  Priority aa followed to the right by the other
! columns in the list.
\%ort Order Descending | 3c
Otherwise, with the default setting of 20, AMPS \
displays 20 tasks. As you scroll down the list, AMPS 4 / Number of tasks per fetch 20
fetches another 20 until all tasks that match the A
. o . Hide Task Details Panel []
view criteria are displayed.
Display task details in @) External Window () Same Window
Use language settings of () Browser (8) Identity Provider
Default View | Inbox
OK || Cancel
Figure 63: Edit Inbox Settings
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5. Starting at the Selected Columns text list, select
the column you want to remove by clicking the Edit Inbox Settings *
column name. * Show Columns Awvailable Columns Selected Columns
Application Context Title
. . Assignees 5 Number
6. Click the remove icon (€ ) to move the column . g ory ”Creamr
name to the Available Columns list. Custom Date 1 Assigned =
Repeat Steps 5 and 6 to remove one column at a Custom Date 2 Priority -
time Custom Number 1 s
Custom Number 2 6 % =
Custom String 1 /
These actions remove the selected column from the Custom String 2 ﬂ Remaove selected items from list ]
view. Due Date v
: TAantifiar
Title will always appear as first column irrespective of its position chosen abowve
Sortby  Created - o
Then by  Number 7 A
Thenby  Title 7 a
Thenby  Priority aa
Sort Order Descending
Number of tasks per fetch 20
Hide Task Details Panel [ ]
Display task details in @) External Window ) Same Window
Use language settings of (") Browser () Identity Provider
Default View Inbox
| OK || Cancel |
Figure 64: Select and Remove Columns
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7. Toadd a column, select a column name from the
Available Columns text list by clicking the
column name.

8. Click the add icon (& ) to move the column name
to the Selected Columns list.

This action adds the selected column to the view.

In this example, the user has selected the third of
the three columns to be displayed.

Edit Inbox Settings

* Show Columns Available Columns

Composite Distinguished Name
Compaosite
Compaosite Version 8
Start Date
Acquired By
Approvers
Created
End Date

7  Expires

Sortby  Created
Then by  Mumber
Thenby  Title
Then by  Priority
Sort Order Descending v |
Number of tasks per fetch 20

Hide Task Details Panel [

Display task details in @) Extemal Window

Default View Inbox

b

Same Window

Use language settings of () Browser ®) Identity Provider

Selected Columns

Title
Assigned

e
Move selected items to other list h
v

oo

- o

You can click a double angle
A bracket to move all columns
o from one list to the other.
NS

OK | | Cancel

Figure 65: Edit Inbox Settings - Select and Add New Columns
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9.

10.

Change the Sort selections.

In this example, you want to sort by the expiration
date only.

You can create a hierarchical sort order by selecting
additional sort criteria in the Sort section.

Change the Sort Order: click the Sort Order drop-
down box and click Ascending.

In this example, you want to see the tasks that expire
first at the top of the task list. Sorting the Expires
date column in Ascending order provides the result
you want.

F -

Edit Inbox Settings *

* Show Columns Available Columns Selected Columns

Application Context Title
Assignees ~ Assigned
Category Expires
Creator

Custom Date 1

Custom Date 2

Custom Number 1

Custom Number 2

Custom String 1

Custom String 2 v

M NMiata

Title will always appear as first column irrespective of its position chosen above

K4 b Pl

Be ¥v

9 (Sﬂ‘tby' Expires L N )
/ Thenby  None 7 o
Thenby None 7 A
Thenby  None e
=/ =

Mumbe

msmh 20 E J

Hide Task Details Panel []
Display task details in (@) External Window ) Same Window
Use language settings of () Browser (@) Identity Provider
Default View Inbox

(oK| [ cancal |

Figure 66: Edit Inbox Settings - Change Sort Criteria and Sort Order

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
63 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

11. After you have selected all the display criteria
needed to help you develop the default view you
want, click the OK button.

AMPS closes the Edit Inbox Settings dialog and
returns to the My Tasks list on the Inbox screen.

Edit Inbox Settings
* Show Columns Available Columns

Application Context
Assigness
Category

Creator

Custom Date 1
Custom Date 2
Custom Number 1
Custom Number 2
Custom String 1
Custom String 2

Pura Miaka

W

& o

o o

Selected Columns
Title

Asszigned

Expires

Title will always appear as first column irrespective of its position

Sortby  Expires
Thenby  MNone
Thenby  None
Thenby  MNone
Sort Order Ascending
MNumber of tasks per fetch 20

Hide Task Details Panel [ ]

Display task details in @) External Window

Use language settings of (C) Browser () Identity Provider

Default View Inbox

o
N
N
ol

Same Window

il OK || Cafeel
—_—

k<4 P B

n above

To create a view, you must select
one or more columns.

If the Selected Columns list does
not have at least one column
name, AMPS displays an error
after you click the OK button.

Figure 67: Edit Inbox Settings - Complete the View Changes
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12. Onthe Inbox screen, click the Assignee drop-

- T &
. . . [ TR [T
down list and click Me from the selections. ]
Views. + 7 T TPy e v ol Ee Y
. . . At Tt Mumbsey  Cremios  Assigeed Priity
To ensure that the tasks listed in this view are - 12
assigned only to you, select Me. Inbox s @ BASE #TTONN - tems LY S0 vm— oz R TETT TR T
| ity Tasks ) 5] SASR SSTHRAN - A Acosurt Revidulion Hrase S S T3 ATIPWA ¥
E_‘ S Nema L Rguedt Y JT0Rd dun 3 23 4 20PN 1
|:' B A Acoount Ressidnon S DLARFORM. 2000540 Jun 2 1023 ATl PM ¥
AR L] FROVEROAIRCT W
anl Cimy
Fan] Vel
Pani Wosh
aa ] e
N Tren
PEM DTG _AFPROAVRLS WiEW
Figure 68: My Tasks List - Change the Assignee
13. AMPS has changed the columnar data and the sort )
. . P | B W
order to match the criteria you have set.
n + 7 o Mmme 8 O u,qf:_j vllnrrwi w K ]
® Tae Ak Fagires
x |; S RO - N L S agasal Yar A SRea el g ar 5T ONT dut S 2r) 4248 Fu FIT R FaRiE ]
.M N,
13 1] Tkt i raRbR Al ATt Hilidadan T Dk Caganitian Tmivics A i MNETAZIFM Jam 31 3001 B2 1T
| L |'_. TS i T | Poe Lised S a el fer E0A) DRI 17 37 XD O hw & 2 ) dum X700 &
Views D =] Tl ML IRESIY - defriael A d i 1 Hevainlalds Ha D04 Pl RT3 OPTBATIDN s 7 20wl oa il I, B R XY
Doe Faan
High Prioety

MAANUAL _PROIVISCRIAD VW
Pas Dy
Pam v
P W s
Fam (e

M Faic

PRI _APPeCAR _AD

Figure 69: New View for the My Tasks List

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
65 of 540



Account Management and Provisioning System (AMPS) User Documentation: User Guide

My Profile: AMPS Information

The clickable tile labeled My Information enables you to view and manage information about yourself, your roles, and your accounts.

What you can do: | If youneedto... Navigate this path to this specific screen...

Identify the roles assigned to you through AMPS, or, as a Supervisor, check Self Service (Home page) > My Information > Application & Roles tab > Current Roles
the current roles assigned to a direct report. (See below for Direct Reports.)
Check the status of a pending role request. Self Service (Home page) > My Information > Application & Roles tab > Pending Requests
Review or modify basic information or contact data. Self Service (Home page) > My Information > User Information > User Information

Self Service (Home page) > My Information > User Information > Contact Information
Manage your password or challenge questions (external users only). Self Service (Home page) > My Information > User Information > Change Password

Self Service (Home page) > My Information > User Information > Set Security Questions
Update your Organization (internal users only). Self Service (Home page) > My Information > User Information > Organization
Change your Supervisor. Self Service (Home page) > My Information > User Information > Supervisor
View your Direct Reports (Supervisors only). Self Service (Home page) > My Information > Direct Reports

Where to start: | Launch AMPS to start these procedures on the AMPS Home page.

How to View and Manage Your AMPS Information

What you can do:

The section labeled User Information on the My Information screen contains identifying personal, location, and job-related data.

Some of the data is displayed during the role request process and may affect the types of roles you can request. For example, if the User Type is
Civilian, Military, or Contractor, AMPS displays only roles that provide access to systems those three user types require during the role request
process. Similarly, if the User Type is Vendor or Public, AMPS displays roles available to these two types of users only during a role request (vendors
have access to vendor and public roles).

Much of this information is maintained in an Active Directory account for internal users who have such accounts, and it is updated in AMPS periodically.
However, you can update data that appears in modifiable fields on the My Information screen, as needed.

What about Social Security Number
(SSN) and Date of Birth?

The user’s Date of Birth (DOB) and Social Security Number (SSN) are no longer required entries for a role request.
AMPS no longer collects this information.

Neither of these values are stored with a user’s profile in the system. AMPS does not provide the means to enter and store these values anywhere.
Where these fields are present, they will be “grayed out” and display non-editable faux data.

Where to start: | Start by clicking the My Information tile on the Self Service Home page. The screen displays the User Information screen by default.
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View the User Information Screen through My Information

1. Loginto AMPS.
cul gt !
AMPS displays the Self Service Account Management and Provisioning System (AMPS) Sy Manage |
Home page. Your ID is displayed —
in the banner to indicate you are s
the /ogged—/n user. ANES Mews: For rbip. contecs ol G0 a0 84D DA WL P (Bd-J4T-205T) " Poaid 5. Db apeRa of 80l D-L-A

DiLA Servios Portal | mi gniy) Rips \'dia senvicenowpanaces mibsp Twzanden Yiou com sisp submit an emud ta DISA GED
Erail (non-agent Boosd Megues]] tsd Dobal senioedesk mizs. da-boior equasiSmad mi

2. Onthe Self Service Home

page, click the My Information
tile.
s
AMPS displays the My m
Information screen. —_—
»

N

My information Role Request
LAanage your profile Request 2 role for access
pasFRCds e Chalenge

qUESTGNS

Coprrgt £ 2001, 2019, Oracie adior iy BMkaled A3 PO Pibtrvid

g pree g | da mdiderecty Apset ok

Figure 70: AMPS Self Service Home Page - My Information Tile
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Internal User: User Information

3. Enter changes or new entries in the
modifiable data fields.

3a. Fields marked with an asterisk (*)
are required entries.

3b. Any of the bordered fields in User
Information and Contact
Information are modifiable. These vary
depending on your account type. To
modify data in non-modifiable fields,
contact the Service Desk (see page 9).

3c. Optional: Click the Update
Organization command above the
Organization Name fie/d to update
your Organization (internal users only).
The IA Officers and Security Officers
listed correspond to the selected
Organization. These persons are
approvers in the AMPS role request
process.

3d. Optional: Click the Update
Supervisor command above the
Name field to update your AMPS
Supervisor name and information.

The Direct Reports tab (not pictured)
is for AMPS Supervisors who have staff
members reporting directly to them. An
AMPS Supervisor handles all approval
requests and other changes to AMPS
records for staff members listed under
Direct Reports.

4. Click Save to save your changes.

AMPS displays a confirmation message
indicating your changes are saved (not
shown). Click the OK button in the
message box to close the message

3a

Home X @ My Information x
Display Name Dave Seville Teck (DDT0019)

User Information Applications & Roles

v/User Account Information
User ID
First Name
Middle Name
Last Name
EDIPI/UPN
Email
* Title
* Cyber Awareness Certification Date
Annual Revalidation Date

DDT0019
Dave
Seville
Teck

Dave.Teck@dla.mil
Analyst
04/01/2017
7/9/2018

¢

~/User Contact Information
* Official Telephone 888-555-7878

Official Fax
3b /

DSN Phone
DSN Fax
Mobile

.

# Update Organization
Organization Name DFAS Columbus
Security Officer(s) HD Smith (MHD7777)
Albert Soff (DAN0013)
Charles Soff (DCS9809)
1A Officer(s) CB Smith (DCB7777)
Albert Soff (DAN0013)
Brad Inao (DBI0001)

~/Organization

I
Set Security Questions | Change P; d|  cancel|Save| 4 |
Account Status Active
* User Type Civilian
* Grade (GS-12 [v]
* Citizenship |US [v]
B
Office/Cube INFORMATION OPERATIONS
* Street | 8000 JEFFERSON DAVIS HIGH
PO Box
* City | Richmond
* State Virginia EI
* Postal | 23297-5002
Code
* Country UNITED STATES V|
~ISupervisor I
# Update Supervisor 3d
Name Selena Teck
User ID DST9219
Title Analyst
Organization DFAS Columbus
Email Selena.Teck@dla.mil
Phone 888-555-1212

Figure 71 : Internal User’s User Information Screen
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How to Update User Information: Internal Users
Enter changes or new entries in the modifiable data fields.

Fields marked with an asterisk (¥) are required entries.

1. Modify the followfmg f|e|c_is in the Wome x| @ My Information x B
Use'r Account Information Display Name Dave Seville Teck (DDT0019)
section, as needed: ~
1 User Information Applications & Roles
1a. Title: Enter your job title. This Set Security Questions | Change Pas 2 :
data item appears as part of the ¥/User Account Information
id L PP i p User ID DDTO0019 Account Status Active
i ent/ﬁ/‘mg /ﬁforma.t/on to your First Name Dave - + User Type Civilian
Supervisor in the Direct Reports Middle Name Seville s . Crade [T o
. rade |
screen, as well as to all approvers in Last Name Teck ]
\ * Citi ip US v
the role request approval workflow. DIPI/UPN Citizenship
An approver handling your role = Email Dave. Teck@da.mi
Ppt ‘ f f?’ o ' . * Title | Analyst RS
request may require this data.
q v req 1b * Cyber Awareness Certification Date 04/01/2017 [£0) /
- Annual Revalidation Date 7/9/2018
1b. Cyber Awareness Training Date:
your last certification date. ~|User Contact Information
DFAS users (& External users): /f * Official Telephone 888-555-7878 Office/Cube INFORMATION OPERATIONS

this field does not display the correct e e rsmeetggeeese e

date, update it. AMPS saves the date
in its database. Figure 72 : User Information Section—Internal Users

DLA users: This date field is read-

only. User Type: Available values for internal users are Civilian, Military, and Contractor. User Type information appears as part of your

identifying information in the role request approval workflow. The following list describes the additional User Type fields available under

1c. User Type: The values available each of these user types:

for external users are Civilian,

Military, and Contractor. e Civilian User Type fields: Grade (required) - select your grade from the drop-down list AMPS displays for this user type.

e Military: Branch (required) and Rank (required) - select a branch and rank from the drop-down lists AMPS displays for this

DLA users: This field is read-only.
user type.

(External users: If this field does not
display the correct user type, update
it.)

e Contractor: Contract Number (required), Contract Company (required), Contract Expiration Date (required) - enter this
data in the text fields AMPS displays for this user type.

1d. Citizenship: Select your
citizenship type from the drop-down

list. Note:

If you need to change a field that is not modifiable, please contact the DISA Global Service Desk.

2. Click Save to save your changes.
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How to Update Contact Information: Internal Users

1. Enter changes or new entries in the * Cyber Awareness Certificatio

modifiable data fields. Annual Revalidation Date 7/9/2018
1 . x/User Contact Information
* icCi u -
2. Modify the fields, as needed: Official Telephone 888-555-7878 Office/Cube  INFORMATION OPERATIONS
) . Official Fax * Street | 8000 JEFFERSON DAVIS HIGH
. Most fields are modifiable text DSN Phone PO Box
fields. =
DSN Fax * City | Richmond
H b
e The State and Country fields Mobila ) * State Virginia v
are modifiable drop-down lists * postal |23797-5002
of predefined entries. Code
* Country |UNTTED STATES v
NOt e: ~/Organization o ~/Supervisor .
M
All fields marked with an asterisk (*)
require entries. AMPS displays an Figure 73 : Contact Information Section
error if you attempt to leave the
User Information screen without
ensuring that all required fields have
valid entries.
Field Descriptions: +  Official Telephone: (Required) Displayed on role request approval e  Street: (Required) Stored for information purposes.
screen and stored for information purposes. e PO Box: Stored for information purposes.
Official Fax: Stored for information purposes. e City: (Required) Stored for information purposes.
»  DSN Phone: Stored for information purposes. e  State: (Required) Stored for information purposes.
»  DSN Fax: Stored for information purposes. e Zip: (Required) Stored for information purposes.
*  Mobile: Stored for information purposes. e Country: (Required) Stored for information purposes.
e  Office/Cube: Stored for information purposes.
3. Click Save to save your changes.
(See step 2 of Figure 72 to see the
location of the Save button. It is
located at the top right area of the
screen beside the Cancel button.)
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How to Update the Organization: Internal Users Only

An Organization name is a required field on the My Information screen and on the User the My Information screen, and the new Organization assignment then appears on the User
Information screen in the Role Request sequence. Information screen in the Role Request sequence.
An Organization is assigned to an internal user during account setup. If the Organization Please note that if you are an external user, you cannot change your organization.

information requires a change, the following procedure enables you to make the change on

1. Click the Update Organization k
command above the Organization = Organization
Name field. /Updn‘lé Organization ) 1
Organization Nam 3 L
Security Officer(s) Albert Soff (DANODLT) '

IA Officer(s) Brad Inao (DBIN0O1)

Figure 74: Organization Information

2. Enter part or all of an organization -
name in the Organization Name « ¢, Find an Organization -]
field. ekt ol crganieation below.,

2 Organization Mamae DFAS

3. Click Search. 1 Seanch| 3 I

. . 0 o
AMPS displays search results in the . ;
. A DFAS Alexandria (Mark Center)
Organization table. BFAS Cleveland
DFAS Cohembbus
o o . . OFAS Eunopes
4. Inthe Organization results list, click
ganizat 4 DFAS Indianapols
a new organization name to select DFAS Japan
it. DFAS Lirmestone
DFAS Rome
) DFAS Texarkana
5. Click OK.

AMPS closes the Find an
Organization dialog and enters the

new selection in the Organization ¢ 5 Cancal
Name field (see Figure 76). #

Figure 75: Search and Select Organization Name Dialog

6. Click Save (not shown).

~ Organization
2 Update Crganizration
See step 2 of Figure 72 to see the {(Organization Name [rAS Indanapols
location of the Save button on the Security Officar(s) Albul Soff (DARGO13) - F
. LA Offcer(s) CB Smith (DCRIFT)
My Information tab. Brd T (DBIOOOL)

Figure 76: Organization Name Change Result
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How to Update the Supervisor: Internal Users Only

Supervisor Name is a required field on the My Information screen and on the User e Role Request
Information screen in the Role Request sequence. An AMPS Supervisor is assigned to an
internal user during account setup. In addition, the information for each user assigned to an
AMPS Supervisor is displayed in that AMPS Supervisor's Direct Reports tab.

e My Information
e  User Approval

Note, also, that if you must change your Supervisor's name after submitting role
requests, and the role requests are still not approved by the former Supervisor, AMPS
performs the following tasks:

If your AMPS Supervisor or Supervisor’s status changes, the following procedure enables you
to enter a corrected Supervisor name on the My Information screen, and the new Supervisor
assignment then appears on the User Information screen in the Role Request sequence.

¢ Notifies the new Supervisor of the SAAR or SAARs that require action. This

Note that the Supervisor selected must maintain an active account. The screens in the L )
notification occurs automatically.

following list prompt the user to select a new supervisor if the current one is disabled or
deleted: . Replaces the former Supervisor's information with the new Supervisor's name on the
SAAR itself.

1. Click the Update Supervisor command above ) |
the Supervisor Name field. « Supervisor

A Usilate Supervisos
Mamd, Coleen Super ';T_'I
Ukeer D DOSSE0H
Tithe Supensor (DFAS)
Organlzation DFAS Aleandria (Mark Cenber)
Emall Coleen, Super, chefnomal_mil
Phome 1-555-555-1212

Figure 77: Supervisor Information

2. Enter supervisor search criteria in the Name

and/or User ID fields. Find a Supervisor
Select your supervisor below. Contractors must specify the COR/COTR for your contract.
3. Click Search. First Name
2 / Last Name Super
4. Inthe search results list, click the Supervisor you User ID
want to select. Search| s |
User ID ‘Last Nan._ = |First Name Email
5. Click OK. DWNO0000 Newsupermess... William William.Newsu...
4 DANOO14 Super Austin Austin.Super._ci...
The update to the assigned Supervisor is displayed DCs9808 Super Colleen Colleen.Super.c...
in the Supervisor Name field (see Figure 79). DM50067 Super Marjorie Marjorie.Super...
5 QgJ Cancel ‘
< pa >
Figure 78: Search and Select Supervisor Name Dialog
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6. Click the Save button in the My Information

screen (not shown). ~ Supervisor

(See step 2 of Figure 72 for the location of the Save ‘4’ Ulpdate SUPEIVISOT

button. It is located at the top right area of the Name Austin Super

screen, next to the Cancel button.) User ID DANDD14

After you click the Save button, AMPS saves the new Title Senior Manager

Supervisor’s information to your profile and notifies Organization DFAS Columbus

the new Supervisor of all your “in-flight” SAARs that Email Austin.Super.civ@notmail.mil

require his or her approval. Phone 1-734-555-1212

Figure 79: Supervisor Name Change Result
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Internal Supervisor: Direct Reports
l

1. LOg in to AMPS. HomeX @ My Information X . [iE]
If you have the AMPS Supervisor role, the Display Name Colleen Super (DC59808) /
system displays a Direct Reports subtab on 4 | B Information  Applications & Roles  Direct Reports
H rts for Colleen Super
your My Information tab. ,--"'; e |First Name |Middle Name |Email | Title |street |aty |state |Zip Code
Albert Albert.Soff.civ@notmail.mil Security Officer 100 Main Street Miami FL 99999-9999
Austin Austin.Super.civ@notmail. mil Senior Manager Route 62 Fort Camp VA 99999-9999
This tab automatica//y lists all the users who 2 F" mg%n ) Rupert Rupert.Teck@dla.mil Financial Analyst 401 North Yearling Roa... Columbus OH 43218
have selected you as their AMPS Supervisor. / -
The following information is available for each
entry in the Direct Reports table.
. User ID
e Last Name
e  First Name Figure 80: Internal Supervisor - Direct Reports Tab
¢ Middle Name
. Email
o Title
. Street
e City
. State
e Zip Code
e Phone
. Fax
e DSN Phone
. DSN Fax
° Status (status of the user account)
2. Click the user's ID to open the direct
report’s details screen.
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3. Inthe User Information tab, AMPS

displays a view of the user's account View Direct Report Details L] ~
information, contact information, Display Name Rupert Tack [DRT0021)
organization, and supervisor in read-  ppiEmsbiizes - Lziiizuic
only format. ~ User Account Information
User ID DRTOO021 Account Status Active
First Mame Rupsrt User Type Civilian
Middle Name Grade G5-12
Last Mame Tack Citizenship US
EDIPI/UPN
Email Rupert. Teck@dla.mil
Title Financial Analyst
Cyber Awareness Certification Date 06/01/2017
Annual Revalidation Date 7/25/2018
= User Contact Information
Official Telephone £88-555-1212 Office/Cube DFAS
Official Fax Street 401 North Yearling
DSM Phone RoadWhit=hall, Chio 43213
DSN Fax PO Box
Mobile City Columbus
State Chio
Postal Code 43218
Country UNITED STATES
= Organization =|Supervisor
Organization Name DFAS Columbus Mame Colleen Super
Security Officer(s) HD Smith (MHD7777) User ID DCSS3808
Albert Soff (DANDD13) Title Supervisor (DFAS)
g;‘gggﬁé_;’fﬁ:‘;émm Orgarization DFAS Alsandria (Mark Center)
Johnson (DFI0012) Email Colleen.Super.civ@nomail.mil
1A Officer(s) C3 Smith (DCE7777) Phone 1-555-555-1212
Albart Soff (DANDO13)
Brad Inac (DEIODO1)
Francis-DFAS-1A0 Johnson
(DIFD043)
Figure 81: Direct Report Details - User Information
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4. Click the Applications & Roles tab.

AMPS displays a read-only view of the
direct report’s role status.

5. Click the Direct Reports tab.

If the user has the AMPS Supervisor
role, the system displays a list of any
direct reports assigned to the user.

If the user has no direct reports, the
system displays the following message:
“User has no direct reports at this
time.”

Click the close icon in the upper right
corner to close the Details screen.

Hame x ‘ My Information x

 User Information
~|Direct Reports f
UserID Las

SABRS ACID (UserlD)
DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 (UseriD) 7554

|current + &8 | Apphicat E |Role Type ]
> DFAS SABRS Prod - DFAS Security-Tables SAERS-018 DFAS SABRS PROD USER
I DFAS S4BRS Prod - DFAS Systems Maint Team SABRS-020 DFAS SABRS PROD USER >
~ Additional Role Role Type
Role Name |attribute |value | USER
DFAS SABRS Prod - DFAS Security-Tables SABRS-018 USER

System Type

Access

|System Name |

DFAS PROD - SABRS PROVISIONER
DFAS PROD - SABRS PROVISIONER

DFAS Prod - SABRS
DFAS Prod - SABRS

SABRS-018 TKA#SABL, TKA#SAB3, M3USR160, USERS
SABRS-020 TKA#SABL, TKA#SAB3, TSO$, ROSCOES, USERE, THASSA..

oD DLA 01D DRTO021
» Pending Requests
SAAR ID|SAAR Type Resourca(s) Status Dmrlwmr|mt |Em-enme|m“ "ﬂ""‘"|
106077 RoleRequest  DSS Distribution Prod - NON DLA - INQUIRY ONLY D... TICKETED Provisioner 3/14/2017 5/14/2017
~ Request History
SAAR # |SAAR Type | (s) | Status |Last Adivity |
RS EEREEEE 106083 Role Request  DRAS Prod - BI Publisher Developer DFAS-E01 REJECTED 5/15/2017
106067 RoleRequest  DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 COMPLETED  9/14/2017
106074 RoleRequest  DFAS SABRS Prod - ADHOC wjo Cmd Line SABRS-00S CANCELLED  9/12/2017
101323 RoleRequest  DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 REJECTED 3/27/2015
101305 RoleRequest  DFAS SABRS Prod - DFAS Schedulers SABRS-019 REJECTED 5/7/2018
101335 RoleRequest  DFAS MOCAS Prod - Prompt Pay Account Tech MOCAS-010 CANCELLED  6/10/2015
101335 RoleRequest  DFAS SABRS Prod - Update Additional Attributes SABRS-599 PROCESSED  §/9/2018
101307 RoleRequest  DFAS SABRS Prod - DFAS Security-Tables SABRS-018 COMPLETED  6/6/2016

Figure 82: Direct Report Details - Applications & Roles

[58 Home x| My Information x
Display Name Colle=s

~|Direct Reports f
e i

View Direct Report Details
Display Mame Rupart Tac' ‘~"7""
User Information | # 5

[Title

g

User has no direct reports at this time.

Figure 83: Direct Report Details - Direct Reports
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External User: User Information

1. Enter changes or new entries in the
modifiable data fields.

1a. Fields marked with an asterisk (*) are
required entries.

1b. Any of the bordered fields in User
Information and Contact Information
are modifiable. To modify data in non-
modifiable fields, contact the Service Desk
(see page 9).

1c. Required: Enter email addresses for
each of the following external approvers:

=  External Supervisor
=  External Security Officer
=  External Authorizing Official

Note:

These external approvers must be
three distinct and separate
individuals with different email
addresses.

2. Click Save to save your changes.

AMPS displays a confirmation message
indicating your changes are saved (not
shown).

Click the OK button in the confirmation
message box to close the message.

Home X @ My Information x
Display Name Zorba Fitzgerald (EZF0023)

User Information Applications & Roles

v/User Account Information

User ID EZF0023
* First Name Zorba
Middle Name
1a * Last Name Fitzgerald
/ EDIPI/UPN
* Email | zfitz@mail.com
* Title Analyst
* Cyber Awareness Certification Date |04/01/2017 [£0)
v|User Contact Information
* Official Telephone 888-555-1212 Office/Cube
Official Fax * Street
1b DSN Phone PO Box
DSN Fax * City
Mobile * State
* Postal
Code
* Country

v External Security Officer
* Email  zorro.soff@email.com

v/External Supervisor
* Email zardoz.super@email.com

A

1c

Set Security Questions | Change Pass 2

Account Status Active

* User Type Civilian El
* Grade GS-12 V|
* Citizenship US E‘

8/8/1980
789 Forlorn Street

Richmond
Virginia
23200

UNITED STATES

v/ External Authorizing Official
* Email zenda.eao@email.com

Figure 84: External User's User Information Screen
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How to Update the User Information Section: External Users
Enter changes or new entries in the modifiable data fields.
Fields marked with an asterisk (*) are required entries.

1. Modify the following fields as Home % @ My Information %
needed: Display Name Rupert Teck (DRTD021)
1a. Title: Enter your job title. This 1 User Information Applications & Roles
data item appears as part of the /| user Information Set Security Questions | Change Passw 2 4 Save
identifying information to your User ID DRT0021 Account Status Active
Supervisor in the Direct Reports ‘ First Name Rupert 1c * User Type |Civilian
screen, as well as to all approvers in Middle Name /
= Grade |GS-12
the role request approval workflow. Last Name Teck
An approver handling your role 'DIPI/UPN DFAS123456 * Citizenship |US
request may require this data. & Email Rupert.Teck@dla.mil
/ * Title | Financial Analyst R /
15, Fy ‘.’erAwareness_ Training Date: 1b * Cyber Awareness Training Date |6/1/2016 [y /
If this field does not display the Annual Revalidation Date
correct date, update it. AMPS saves
the date in its database and displays ~|Contact Information
this date to the IAQ who may review Office/ Cube | DFAS
your role requests if you are part of
an organization that requires IAO
review. The IAO can update this field, Figure 85 : User Information Section—Internal Users
as needed, when you submit a role
request.
User Type: Available choices are Civilian, Military, and Contractor. User Type information appears as part of your identifying information in
Note that no IAO review is the role request approval workflow. The following list describes the additional User Type fields available under each of these user types:
required for DLA systems. e  Civilian User Type fields: Grade (required) - select your grade from the drop-down list AMPS displays for this user type.

e Military: Branch (required) and Rank (required) - select a branch and rank from the drop-down lists AMPS displays for this user
type.

. Contractor: Contract Number (required), Contract Company (required), Contract Expiration Date (required) - enter this data
in the text fields AMPS displays for this user type.

1c. User Type: Available choices for
external users are Civilian, Military,
and Contractor.

1d. Citizenship: Select your
citizenship type from the drop-down

list.
Note:
2. Click save to save your changes. If you need to change a field that is not modifiable, please contact the DISA Global Service Desk.
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How to Update Contact Information: External Users

1. Enter changes or new entries in the Reva fe
modifiable data fields.
~|Contact Information

Office/Cube DFAS

2. Modify the fields, as needed: 1 * Official Telephone 888-555-1212 * street |401 North Yearling RoadWhitehall
e Most fields are modifiable text Official Fax PO Box
fields. DSN Phone 2 / * City | Columbus
e The State and Country fields DSN Fax 1 * State |Ohio [v]
are modifiable drop-down lists Mobile + zip [43218

of predefined entries.
* Country |UNITED STATES [v]

T P M T R e

Figure 86 : Contact Information Section

Note:

All fields marked with an asterisk (*)
require entries. AMPS displays an
error if you attempt to leave the
User Information screen without
ensuring that all required fields
have valid entries.

Field Descriptions: o  Official Telephone: (Required) Displayed on role request approval e  Office/Cube: Stored for information purposes.
screen and stored for information purposes. e  Street: (Required) Stored for information purposes.
e  Official Fax: Stored for information purposes. e PO Box: Stored for information purposes.
e DSN Phone: Stored for information purposes. e City: (Required) Stored for information purposes.
¢ DSN Fax: Stored for information purposes. e  State: (Required) Stored for information purposes.
e Mobile: Stored for information purposes. e Zip: (Required) Stored for information purposes.

e  Country: (Required) Stored for information purposes.

3. Click Save to save your changes.

(See step 2 of Figure 85 for the
location of the Save button. It is
located at the top right area of the
screen beside the Cancel button.)
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How to Update the Supervisor: External Users Only

External Supervisor is a required field on the My Information screen and on the User
Information screen in the role request and role attribute update procedures. You, as an
external user, can identify an AMPS External Supervisor first during the user registration by
entering an email address in the External Supervisor field.

Supervisor Email Address Changes

You can change your Supervisor's email address, or identify a different External Supervisor
with a new email address, after submitting role requests or attribute change requests. If

requests are not yet approved by the previous Supervisor, AMPS performs the following tasks:

e  Redirects the SAAR or SAARs from the prior Supervisor's approval work queue to the
new Supervisor's work queue.

* Notifies the new Supervisor of the SAAR or SAARs that require action. AMPS delivers
this notification by email automatically.

e  Replaces the former Supervisor email address with the new Supervisor's address on
the SAAR.

Supervisor Contact Information: Name and Telephone Number

The Supervisor's contact information makes up a part of the External Approvers' Portal (EAP).
The first time a Supervisor receives an approval request for a SAAR, the EAP presents fields
that require the Supervisor to verify the email address and fill in the Supervisor’s first name,
last name, and phone number. The Supervisor can correct this information when he or she
receives an approval request.

If your Supervisor changes or if your current Supervisor's email address changes, the following
procedure enables you to enter the correct Supervisor email address on the My Information

screen, and AMPS then displays the new email address in the User Information screen of the
role request and attribute change procedures.

1. After you login to AMPS, click the
My Information tile on the Self
Service Home page.

AMPS opens the My Information Hama
screen (see Figure 88). A Mews: For

Erma

»

My Information
handge your profile,
PasSwinds A% Challenge
gueslians

hitpsipereampsT.dla mid dennty Teces homed

Account Management and Provisioning System (AMPS)

Copraght © 2000, 2015, Oratie sno'er I3 afkaies. A0 rghis peserved

FREHM0D w
cu

Role Request

Redquest & mobs 0 Sooess

Figure 87: Self Service Home Page - My Information Tile
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2. Locate the External Supervisor 1 . RLT A
section in the User Information Lo My In -

subtab. Display Name Dez Eteck (EDEDZ54)

User Information Applications & Roles
Set Security Questions | Change Password|  Cancel | Save |

= User Account Information

User 1D EDE0254 Account Status Active
* First Name Dez * User Type Crvilan 1[
Middle Name * Grade GS-12 v
* Last Name Eteck * Citizenship U5 v
EDIPI/UPN

* Email | clark.etecki@gmail.com
* Title External User for Testing
* Cyber Awareness Certification Date 04/01/2017

= User Contact Information

* Official Telephone B88-555-1212 Office/ Cube

Official Fax * Street 123 Any Street
DSH Phone PO Box

DSN Fax * City Richmond
Mohile * State Virginia E]
* Postal 73000
Code
* Country UNITED STATES E‘
2 (: External Supervisor = External Security Officer ~|External Authorizing Official
* Email extsuctriddla.mil * Email ext.so@email.com * Email edt.ac@emal.com

Figure 88: My Information - Supervisor Section
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3. Inthe Supervisor section, enter
the Supervisor's correct email
address.

The email address must be accurate.
AMPS sends all notifications resulting
from your requests to this email
address.

4.  Click the Save button.

If all required fields on the User
Information tab page have
appropriate entries, AMPS displays a
confirmation message

(see Figure 90).

Mroms & § by lidesmation a3
Display Nams Dwr Ereck (EDEOTSE)
Wy Enbormation pplcations & Rokey
et Soxanky Questons | Change | a it a
= e Account Infosmation
Upser 1D EDEOIS Account Status Acle
® First Mame [es * Uner Type Coden W)
Hiddlr Hame * Grade 0517 bl
* Lant Hame Frock * Citizenship 115 ]
(AE L T
® Ewall vk eteciol omasil oom
= Tihe Extornal B for Testing
* Dylsr Awareness Cotificatlon Date 40000017
= Ui Contact Information
= oificial Telephesng 58 5551712 Ot il
Offhcial Fax * Sereet 110 Ay Street
N Phane
N Fax = Gty e
il * State Wrores [w]
= Postad 2000
Code
* Comnbry UNITED STATES |
(-m-msup-m = External Security Officer - Extermal Authariring Oficial
® Fmmall ol suger@omail oom ® Fmall @or codiemald com * Ermall et il oo

4

Figure 89: External Supervisor Name Change Result

5.  Click the OK button to close the
Information message.

AMPS saves the new Supervisor’s
email to your profile, reassigns your
SAARs awaiting Supervisor approval
to the new Supervisor's Work Queue,
and notifies the new Supervisor of all
your “in-flight” SAARSs that require his
or her approval.

[ veme m Wy Imbvemation =
Dinplay Mame Des Eteck [EDEDTEA]

ke Informaiion Aippibcatsons & Aok

= Uger Account Information
Uner ID [DHE254 . Seali Aot
Flest Mame: e T information o Type Crn
Middle Name o s R P Grade 0513
Lant Mame Frrck il
EDIFIUPN

Emmall chaf steckiBg
Title: Extzreal User for Testng
Cyber Awarcness Contfication Date (47012017

= Uhier Contact Information
Official Telephomne 885-555-1200
Dificial Fax
DN Phome
5N Fax
Mobde

= External Supsrvisor
Emall ool wipsfsemel com Emall out cofemai com

= External Security Officer - External Authoriding Official
Emadl ent acfomail com

et Securny Questonss | Charge Password | Cascell| San |

&

Ofice | Cubse
Strest 177 Any Seat
PO Box
Gty Ruchmond
State Wroens
Porstal Code 73000

Coustry UNITED STATES

Figure 90: Change Confirmation Message
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How to Update the Security Officer: External Users Only

External Security Officer is a required field on the My Information screen and on the User
Information screen in role request and role attribute update procedures. You, as an external
user, can identify an AMPS External Security Officer first during user registration by entering
an email address in the External Security Officer field.

Security Officer Email Address Changes

You can change your Security Officer's email address, or identify a different External Security
Officer with a new email address, after submitting role requests or attribute change requests.
If requests are not yet approved by the previous Security Officer, AMPS performs the following
tasks:

e  Redirects the SAAR or SAARs from the prior Security Officer's approval work queue to the
new Security Officer's work queue.

* Notifies the new Security Officer of the SAAR or SAARs that require action. AMPS delivers
this notification by email automatically.

e  Replaces the former Security Officer email address with the new address on the SAAR.

Security Officer Contact Information: Name and Telephone Number

The Security Officer’s contact information makes up a part of the External Approvers’ Portal
(EAP). The first time a Security Officer receives an approval request for a SAAR, the EAP
presents fields that require the Security Officer to verify the email address and fill in the
Security Officer’s first name, last name, and phone number. The Security Officer can correct
this information when he or she receives an approval request.

If your Security Officer changes or if your current Security Officer's email address changes, the
following procedure enables you to enter the correct Security Officer email address on the My
Information screen, and AMPS then displays the new email address in the User Information
screen of the role request and role attribute change procedures.

1. After you log in to AMPS, click the
My Information tile on the Self
Service Home page.

Homs

AMPS opens the My Information
screen (see Figure 92).

-

My Information
Manage your prodle
passwords. and chalenge
Guestions

it g e 5 | e Ra e e

Account Management and Provisioning System (AMPS)

Copyaght € 2000, 2018, Dracks sadior s MRales. AN ights essrved

Cu

i o DGR G0

Raole Request
Request a role fof socess

Figure 91: Self Service Home Page - My Information Tile
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2. Loca?te t‘he External Securit_y Officer Evea® & sty Information x [
section in the My Information Display Name Dez Eteck (EDE0254)
screen.
User Information Apphcations & Roles
Set Security Questions | Change Password|  Cancel| Save |
= User Account Information
User ID EDED254 Account Status Active
* First Name Dez * User Type Civilian |
Middle Name * Grade G5-12 hdl
* Last Name Eteck * Citizenship US vl
EDIPTfUPN
* Email  dark.etecki@gmail.com
* Tithe |External User for Testing
* Cyber Awareness Certification Date 04/01/2017
= User Contact Information
* Official Telephone 888-555-1212 Office/ Cube
Officlal Fax * Street 123 Any Street
DSN Phone PO Box
DSN Fax * City Richmand
Mobile * State Virgina El
* Postal 23000
Code
* Country UNITED STATES vl
* External Supervisor 2 ('r External Security Officer ~|External Authorizing Official
* Emall colleen.superi@emamoeme * Emall ext.sofbemail.com ® Emall extaciemail.com
Figure 92: My Information - External Security Officer Section
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3. Inthe External Security Officer
field, enter an updated email
address.

4.  Click the Save button.

If all required fields on the User
Information tab page have
appropriate entries, AMPS displays a
confirmation message

(see Figure 94).

0 voma w0 iy mdratien = fir]
Desplary Mt Dot Ptk (EDE02%4)
Uy Tnbosrmmat bon Apphcstions & Aokes
et ety st | Chang 4 m
= Ut Actouant Informaticn
W 1D ETEOTSA Account Stafus A
* Firsk Hasse Cor * Uner Type Crefian %
Middle Rame * Grade G512 >
* Last Mame Ereck * Citirenship U5 |
FDIPLUPH
* fmnall clienechifomad com
@ Tide Esternal Usev o Famng
* Cylor Aowaeress Cortifoation Date | (=401/1017
= Liner Contact Information
* Dffickal Tebepleoaee B35 5551717 i Dl
Offlckall Fax * Streat 127 Ay Sves
1t Phone i e
D5 Fax * Ly | Richemorsd
Mohile * Sdabe Vrores -
* Postal 000
Cosde
* Country UMITED STATES
= Extevnal Supsrviy meom = Extemnal Authoriring Official
* Emall ooloin wge 3 [‘ Emall calins soff B com = Emall ot so@omal oom

L

Figure 93: External Security Officer Name Change Result

5.  Click the OK button to close the
Information message.

Mviemas § sy Inbarmation = e
Diisplay Mama Do Ered (EDEOZ3)
User Tnbormation  Applcabons & Boles
= User Account Information
Ustw ID EDEO2SS i Indormation B Status Acees
First Name [=r i Type Crolian
Biddidbe Name Foaur charges have been Gray 512
nrend, B,
Last Name Flock
EDIPL/UPH | i 5 l
Emall clark steckiigmail mom -
Tithe Extarmad Lsor for Testing
Cybeer Awaremess Cortification Date 04000017
= Useer Comtact Information
Ofkchal Tebephasne B58-555-1212 Ok | Carbsr
Oificial Fax Strest 129 Ary Strest
[N Phane PO Box
DN Fax CHy Echennd
Muibibe Stabe Vignia
Postsl Code 21000
Country UNITED STATES
= External Supervisos = External Security Officer = External Authorizing Official
Emall colisesn super@ amsl oom Emaill calists soffSemal com Emall et soifemal com

Figure 94: Change Confirmation Message
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How to Update the External Authorizing Official: External Users Only

External Authorizing Official is a required field on the My Information screen and on the
User Information screen in role request and role attribute update procedures. You, as an
external user, can identify an AMPS External Authorizing Official first during user
registration by entering an email address in the External Authorizing Official field.

The External Authorizing Official field is required for roles that require an EAO approval. If
you do not have an EAO email address entered through the User Information interface,
AMPS requires you to enter this information in the role request's User Information screen
while you are creating certain role requests or attribute change requests.

External Authorizing Official: Change in Orientation

With the release of AMPS 17.2.0, the External Authorizing Official (EAO) is no longer an
additional role attribute. EAOs are now a required part of an external user’s profile, and
external users manage their EAOs through the User Information screen.

EAO Email Address Changes

You can change your EAO's email address, or identify a different EAO with a new email
address, after submitting role requests or attribute change requests. If requests are not yet
approved by the previous EAO, AMPS performs the following tasks:

e  Redirects the SAAR or SAARs from the prior EAQO's approval work queue to the new EAO's

work queue.

e Notifies the new EAO of the SAAR or SAARs that require action. AMPS delivers this
notification by email automatically.

e  Replaces the former EAO email address with the new address on the SAAR.

EAO Contact Information: Name and Telephone Number

The EAO's contact information makes up a part of the External Approvers' Portal (EAP). The
first time an EAQ receives an approval request for a SAAR, the EAP presents fields that require

the EAO to verify the email address and fill in the EAO's first name, last name, and phone
number. The EAO can correct this information when he or she receives an approval request.

If your External Authorizing Official changes or if your current EAO’s email address changes,
the following procedure enables you to enter the correct EAO email address on the My
Information screen, and AMPS then displays the new email address in the User Information
screen of the role request and role attribute change procedures.

Note:

The External Supervisor, External Security Officer, and External Authorizing Official must
be three separate and distinct individuals with different email addresses.

1. After you log in to AMPS, click the $ Account Managemant and Provisioning System (AMPS) e e [

My Information tile on the Self
Service Home page.

AMPS opens the My Information
screen (see Figure 96).

Rigls Reques!

Bl & o b scori

Figure 95: Self Service Home Page - My Information Tile
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2. Locate the External Authorizing
Official section in the My
Information screen.

[ thome = My Information =
Diisplary Waawe Doz Eteck (EDE0ZSA)

Useer Indormation Agpbcanons & Roles

= User Account Information
Wser 1D EDEO2H
* First Mamae Dez
Midelle Mame
* Last Mame | Eteck
EDIPIjUPH

* Emall | darksteck@gmal.oom
* Tithe External User for Testing

* Cyber Awaranass Cortification Date 04/01,/2017

| ]
» User Contact Informathon
* official Telephone BES-555-1212
Official Fax
5N Phone
DSH Fax
Fhbile

= External Supervisor
= Emall collesnsuperBemal. com

@

Office/ Cubse

Sat Secunty Cusstions | Chasge Password |

iF]

Cancel | Sava |

Account Status Active
" User Type Challan ﬂ
* Grade G512 |

* Stremt | 123 Amy Street

PO Box

* City | Richmand
* Stabe Virginia [

* Postal 23000
Cobe

* Cosnlry LWITED STATES

= External Securiby 2
= Emall  callsta. sofii@e

= Emadl | et s @emal.com

(VFﬂhrnIMI'nﬁiiglll'ﬂtial ]

b
=

Figure 96: My Information - External Authorizing Official Section
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3. Inthe External Authorizing
Official field, enter an updated
email address.

Note:

The external approvers must be
three separate and distinct
individuals with different email
addresses.

4. Click the Save button.

If all required fields on the User
Information tab page have
appropriate entries, AMPS displays a
confirmation message

(see Figure 98).

R W
Dbplay Masses (42 Pk (EDEDIH)

Sb Jifuer inealimai eyl ik i

= Uy Acromnt Informaticn

User 1D EDEOZS Actoued Satun Aot
= First Name Do " il Typs Chllan W
(VTR &y . = Gande =17 w
© Lait Manez | Beck * Cilivwmhip L5 |
TP UPN

* sl e aied hiQgnaliam
" pihe Esbesmil LSt Ve Teamng

* Dyleenr Avarmrvess Comrt il sthom Dutes 004511017 .l
"
= User Comtal Dnformal lom
* el Vebophems [0 555 1717 AT vl
Tl Fam " treel 171 Aoy essl
[VSH Pl P B
PR * ity Wx hyevmeni
Bt * s Vrginia w
" iPosital ja000
Tazaht
* Commtry UMITED STATES ~
= Extermal Sapersor = [ xtermal Sewyrite O, (-mmmuﬁuﬂ
" Emal colearn mparEee 6l ram T Famal cabia sl 3 T sl HEe pesBarl oo

58 Tty Quasena | Ouan 4 /‘_-F*
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Figure 97: External Authorizing Official Name Change Result

5.  Click the OK button to close the
Information message.

Ll vame s Py Defrstionn =
Compilasy Misrme Cies Frock (FOE 0004
Al i o s BBt

= Uird Aerieiiied |l s

e T T - B B SLabus v
* Flrst Mama Da: Type Dslan W
Vimet ehangts have been

Mkl Mame sl © ke rmry

)
* Last Mama e 5 ]
B
* Emall clsrcsbaci@gmaionm

* Tie | Extemal User for Taating
* Cybar Avesrsnsys Cortiention Dabe (L0001 £

+ Unrr Conkad Indormation

= Oificisl Tolephesms BA0-335 1202 P i
il Fam * ks | 171 Arvy Sveat
Do Pliscains O Rax
LR = iy | Eschvmaead
[ " Shle Ve w

" Poslted G000
o

= Cpuntry LNITED STATES ]
= Fwternasl Superdisor = Emtermal Sevurity Difiorr - Futemmal Asthaorizineg Oifiod
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Figure 98: Change Confirmation Message
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How to Change Your Password

An alternate means of authenticating an external user’s identity in AMPS requires the use of a
user ID and password. While the identity of an internal user, and certain external users, can be
authenticated with a CAC or other certificate authority, most external users register for an
account in AMPS, which includes authentication setup.

Note:

For users with accounts in applications that AMPS automatically provisions, the password
change set for AMPS is also set for any applications that are automatically provisioned.

If you have auto-provisioned application accounts and do not want all applications to have
the same password, first change your AMPS password. Then, call the Service Desk for
assistance in changing application passwords.

1. After launching AMPS, click the My
Information tile on the Self Service Home

page.

AMPS opens the My Information screen and
the User Information tab screen
(see Figure 100).

2. Click the Change Password button.

An external user creates a password, sets up answers to three security questions for backup
authentication, and acquires an AMPS-generated user ID during the AMPS registration
process. Internal users have the option of setting up passwords and security question
responses after they have an account set up for them. However, because internal users have
CACs to use for authentication, the user ID and password are not necessary for this purpose.

Internal and external users can follow the same procedure to maintain their passwords and
their security questions. The following sections explain how to maintain passwords and
security question responses.

To create a valid, strong password, refer to Appendix C: Password Rules.

Figure 99: AMPS Self Service Home Page - My Information Tile

Display Name Alais Eteck (EAE0215)

User Information

~|User Account Information

* Cyber Awareness Certification Date | 04/01/2017

~|User Contact Information

Applications & Roles

- @
ount Status Active

* User Type Civilian ﬂ

User ID EAED215
* First Name | Alais

Middle Name * Grade GS-12 ﬂ
* Last Name | Eteck * Citizenship US [v]
EDIPI/UPN
* Email | a.eteck@email.com
* Title | Analyst

Figure 100 : My Information Screen - User Information Tab
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3. Fillin the Change Password dialog as follows:
-- Enter your current password.
-- Enter a new password.
-- Reenter the new password to confirmit.

Note:

Remember that this password affects all
application passwords, if the applications are
auto-provisioned by AMPS.

Contact your Supervisor if you have questions
about your application passwords.

4.  Click OK.
AMPS displays an Information message box to
confirm the change.

Note:

If you include one or more invalid characters in
the new password entry, AMPS displays an error
message and identifies the invalid characters.
You can change the character to a valid entry
based on the password rules provided in the
dialog and retry saving the new password.

5. Inthe Information message box, click OK.

AMPS closes the message box, updates your
password to the new one just created, and expires
your current session. Use the new password the
next time you log in to AMPS.

6. Close your current browser.

Note:

Even though your browser may remain open,
AMPS has expired your session. If you try to
continue in the open browser, AMPS displays the
Single Sign-On Authentication screen

(see Figure 23). You must log back in with your
User ID and new password to re-authenticate.

[ Home = § My Information x
Display Name Alais Eteck (EAE0215)

changell-assword

1 \ Old Password seesssssssssssss
m Fm.‘l (I I RIS R TTIRY ]

"/ m“ SRR EREEEEREREEE

®y

= Lister LAMILALL LIUTTITaLI

* Official Telephone 888-555-4545

Your new password must contain the following:

1) Minimum kength of 15 Characters

2) Madmum length of 32 Characters

3) Minimum of 4 Alphabetic Characters

4) Minimum of 2 Numeric Characters

5) Minimum of 2 Lowercase Characters

&) Minimum of 2 Uppercase Characters

7) Minimum of 2 Spedal Characters

&) Must begin with an Alphabetic Character

9) Must not use any of your previous 10 passwords

10) Valid Characters: a-z A-Z0-9 + | # ~;, ~-

11) Must not contain your login name, first name, last name or
efmail address

Office/Cube |

Figure 101: Change Password Dialog

Display Name Alais Eteck (EAED215)

= User Account Information

* First Name
Hiddle Name

* Last Name Eteck
EDIPI/UPN

* Tithe Analyst
* Cyber Awareness Certification Date 04/01/2017

= User Contact Information
* Official Telephome | 855-555-4545
Official Fax

User Information Applications & R paceword Change Successiul ]
Your password has been changed.

You will be logged out of this session,
User ID  and need to log back in.

* Email a.eteck@email .com

ions| Change Password|  Cancel| Save|

Account Status Active

. * User Type |Chilian ||
% * Grade |G5-12 v

* Citizenship US v

Office/ Cube
* Street 8000 Jefferson Davis Hwy.

Figure 102: Password Change Confirmation Message
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How to Set Security Questions

Any time you forget your password or user ID, AMPS provides you with the option to recover
your ID or reset your password. To authenticate your request, AMPS presents three question-
and-answer pairs called “Security Questions.” You must answer these questions in order to

proceed. During the AMPS account registration process, you set up answers to three different
security questions. This procedure shows you how to choose different questions and reset the
answers. This capability adds a layer of security to your login process.

1. After launching AMPS, click the My
Information tile on the Self Service Home

page.

If AMPS displays a Privacy Act Statement, read the
text and click Accept to proceed. AMPS then
displays a My Information tab (see Figure 104).

0
'n-lﬂ'l'

Q Account Management ana.F;rc-'.-lsmnung System (AMPS)

Reoiw Hagues!
Shanage youm oA Gy 3 o b Koea
P b R U B L

ATy

WU E I T (i mrihe B FTe LD g el

P s e e e el

Figure 103: AMPS Self Service Home Page - My Information Tile

2. Click the Set Security Questions button.

AMPS displays the Manage Security Questions
dialog (see Figure 105).

[ Home = o My Information =
Display Name Alais Eteck (EAE0215)

User Information Applications & Rodes

* Cyber Awareness Certification Dabte 04/01/2017

=/User Contact Information

* Official Telephone 8388-555-4545 Officef Culke

2 W dhange Password|  Cancel| save|
=User Account Information A J

User ID EAED21S Account Status Active
* First Name Alais * User Type Cniban  ~)
Michdlle: Marme * Grade GS-17 [w]
* Last Name Eteck * Citizenship US [v]

EDIPT/UPN
* Emall |aeteckiermail.com
* Tithe | Anabyst

Figure 104 : My Information Screen - User Information Tab

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
91 of 540

AMPS User Guide Ver 7.3.5.pdf




Account Management and Provisioning System (AMPS)

User Documentation: User Guide

3. Click the drop-down box for each of the three

ti t lect a diff t opti - il & w * -
uestions to select a different option.
a P Display Name Alais Eteck (EAE0215) i
. . . . User Information Applications & Roles
Options include the following questions:
What is the ity of bt Set Security Questions | Change Password|  Cancel | Save|
y atisthe city ofyour birth: ~|User Account Information
e Whatis the name of your pet? Manage Security Questions ]
e  Whatis your favorite color? ’
, , * Question 1 What is the name of your pet? kd = Answer 1 Lisa
e  Whatis your mother's maiden name? . it
* Question 2 What is your favorite color? v Answer 2 | Fose
- = o 3 Richmond
N te: Question 3 KUICA T What i your mother's maiden name? rﬂ-
ove:. What is your favorite color? 0K | Cancel|
3 What s yo other's maiden
The asterisk (*) beside each question and —
answer field indicates that a selection and entry Cyber Aware 4ss Certification Date 04/01/2017
are required. You must select three questions
and enter three answers that you can */User Contact Information _ v
remember. ( * (rificial Telanhone E85-555-4545 fice e }
Figure 105: Manage Security Questions
4. Zzzi;ie(l)rr]]answer for the newly selected = B my B B
' Display Name Alats Eteck (EAE0215) )
Note . User Information Applications & Roles
‘ Set Security Questions | Change Password|  Cancel| Save|
Each answer must contain three or more = User Account Information
alphanumeric characters. Manage Security Questions -]
lick * Question 1 What is the name of your pet? [w| * Answer 1 Lisa
> ClickOk. * Question 2 What is your favorite color? | * Answer 3 Rose
If the answers are valid, AMPS closes this dialog. 6“1“"—“50“3 What ts your mother's maiden namei 4 /Lm STt
’ el
If the answers lack the minimum number of three — °
charqcters, AMPS d/sp/gys an error message and = Cyber A Certification Date |04/01/2017
provides the opportunity to correct the answers.
Repeat Steps 4 and 5, as needed. i f ton <
Ensure you have memorized these answers in = pfficial Telenhnone |§68-555-4545 Office i Cubes

case you need them. The Service Desk cannot help
Yyou recover these answers.

Figure 106: Manage Security Questions - Answers
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6. Inthe Information message box, click OK. A
User Information Applications & Roles
AMPS updates the answers to your security (@ Information L) :estjons‘ Change Password] Cancel| Save]
question. ~/User Account Information Security Questions have been updated.
User ID e rto Active
* First Name ° Civilian  [V]
Middle Name * Grade GS-12 v
* Last Name Eteck * Citizenship US E
EDIPI/UPN
* Email a.eteck@email.com
* Title Analyst
* Cyber Awareness Certification Date 04/01/2017
v/User Contact Information
* Official Telephone 888-555-4545 Office/Cube Vv

Figure 107: Security Question Reset - Confirmation
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All Users: Applications and Roles
How to Check Your Role Status

1. Launch AMPS.

The user ID in the banner indicates the identity of
the currently logged-in user.

2. Onthe Self Service Home page, click the My
Information tile.

AMPS displays the Privacy Act Statement
(Not shown. See Appendix A).

3. Click Accept in the Privacy Act Statement
screen to proceed (not shown).

AMPS displays the My Information screen
(see Figure 109).

4. Click the Applications & Roles tab.

AMPS displays the Applications & Roles screen
(see Figure 110).

N

+
My Information Role Request

Ranage youl profey Rorcparst & o o BECEES
pEswOr Bh3 Chalens

T R

Coopryright & B0l Jrid Swese arviva i pinie, id sghin masrend

hegEe provampa e micderin-Sece hurred

3 Liis U 1
L= 1]
@ Account Management and Provisioning System (AMPS) m g Mnage | ) [

Figure 108: AMPS Self Service Home Page - My Information Tile

[ vomex  § My Information
Display M==a 0 Teck (DATO0Z)

user 4 agplications B Roles
— R
User ID DRTO021
First Name Rupst
Micldle Mame
Last Mame Teck
EDIPIJUPN DFEASIZ3458
Email Rupest. Teck@ s mil
* Tithe | Financial Analyst
* Cyber Awareness Training Date 612016 B
Annual Revalidation Date

Set Security Questions | Change Password
Account Status Sctie
* User Typa Chalian
* Grade G5-12
* Citizenship U5

= Contact Information
e lruha | nEss

Figure 109: My Information - User Information

W

|
Canel| Save
]
-
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5. Review the Current Roles section to view the
roles you are currently assigned.

AMPS displays the following information:
- Role name
- Application

Home X
Display Name Rupert Teck (DRTO021)

@ My Information x

User Information Applications & Roles

Request Role| Remove Robe|

’ Current Roles

- Environment (Production)
- Role Type (User or Admin)

6. Review the Pending Requests section to
check the status of a role request according
to SAAR number.

AMPS displays the following data (reposition cell
borders, as needed, to see complete entries):

Role MName Application Environment |Role Type

DFAS SABRS Prod - DFAS Security-Tables SABRS-018 DFAS SAERS User Role
Additional Role Attributes Update Additional Attributes |
Role Name Attribute |‘u’alue |

DFAS SABRS Prod - DFAS Security-Tables SABRS-018 SABRS ACID (UserID) 98765

- SAAR ID Provisioned Accounts

- SAAR Type —

- Role Name System Type System Name Provisioned Access

- Status DFAS PROD - SABRS PROVISIONER DFASProd-SABRS ~ SABRS-018 TKA#SABL,..
- Current Approver o1 DLA OID DRTO021

- Request Date

- Expiry Date 6 ’ Pending Requests Cancel Request

- Last Activity Date (not shown)

By checking this data, you can
determine the current approval
status, the expiration date of the
current SAAR, and the date of the

last approver’s action. Using this ’

Request | Expiry
SAAR ID [SAAR Type Status Current Approver Date Date

101309 Role Request DFAS SABRS Prod - DFAS Schedulers SABRS-019 ~ PENDING APPROVAL  Security Officer  2016-.. 2016-
< >

Role Name

information, you can track the progress of a
SAAR (see Approval Process Summary for
more information about the role request
approval process).

7. Review the SAAR History section to review
SAARs that have been completed, cancelled,
rejected, or otherwise terminated.

 SAAR History
A s |SAAR Type |Role Name Status |Last Activity Date |
101307 Role Request  DFAS SABRS Prod - DFAS Security-Tables SABRS-018 COMPLETED  6/6/2016
101287 MNew IT User R... AMPS BASE USER ROLE COMPLETED  6/2/2016

Figure 110: Applications & Roles Tab Page
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Role Request Process

The Role Request process enables you to select and enter information required to submit a that help you trace your location in the sequence. Click the name of any screen already visited
role request. At the end of the process, AMPS creates an automated SAAR, gives it a number, to return to it, and add or correct information before submitting the request. The current
and submits the SAAR to the approval process. The request process displays four information screen’s name is displayed in bold text:

entry screens in sequence. At the top of each role request screen is a series of screen names

—8 -

Userlnf_ormatinn Select Roles  Justification :_

Figure 111: Role Request Navigation

Roles are sorted into the following categories: A Note on Additional Attributes
e Role Types: Additional Approver, Data Owner, Information Assurance Officer, Some roles provide a table for entering one or more Additional Attributes. For example,
Security Officer, Segregation of Duties Reviewer, Supervisor, Total AMPS Provisioner, attributes can include a training certification date, an identifier, or a DoDAAC. AMPS labels
various User types each attribute to indicate what a valid entry is, and whether or not the attribute entry is
e Role Levels: User, Administrator (Admin) required:
e  Role Environments: Dev (Development), Prod (Production) * Y meansanentryis required.
e Role Hierarchies: Primary, Primary and Additional, Additional Only, Not Applicable ¢ N meansan entry is optional.
Your Supervisor can clarify which categories are applicable to your role choice. These Follow your Supervisor's or Application Owner's instructions explicitly when you enter an
categories are also visible on the role description panel (see Figure 116 for an example). attribute. AMPS does not validate the characteristics of any attribute, such as character count
Approvers can check the option to Display Admin Roles to add administrator roles to the or character type. See Figure 118: Request Role - Justification - Additional Attribute Sample for
Select a Role list panel (see Figure 116). an illustration.

How to Request a Role: Internal User

1. Loginto AMPS. o 1
AMPS displays the Self Service Home page. Your ID is * Account Management and Provisioning System (AMPS [ e S
displayed to indicate you are the currently logged-in T
user. HELS
L] N.ml.l
Figure 112: AMPS Self Service Home Page
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2. On the Self Service Home page, click the
Role Request tile. cu
Account Management and Provisioning System (AMPS) i, Manage
If this action is the first time during the current — :
session when you request a role, AMPS displays a s
Privacy Act Statement. Read the statement and o )
click the Accept button to proceed. For more bbbl by b ok o e b s vt g PR
Informatlon/ see When is the Privacy Act Emmind (-l il DOk il Sebl ol S esh k. e E.?I-L«'J\.H-:h.'g..talb:ﬂ‘ll i
Statement Displayed in AMPS? in Appendix A.
2
My lnformation
Marage your profie.
passaTeds B.I'IIICMH'I'QE
queshons
Copgrel & D031 Hri9. Owacks st #y SRR L0 roPal i syl
s e | s e ety M e haened
Figure 113: AMPS Self Service Home Page - Role Request Tile
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3. Onthe Request Role > User Information screen,
enter or correct the Title entry (required).

4. DFAS users, enter your most recent Cyber
Awareness Certification Date (required).

This date must fall within the previous 12 months.
DLA users: this date field is read only.
5. Your Date of Birth is no longer required.

AMPS does not save or store the Date of Birth for
any user. Where this field is present, it will contain
non-editable faux data.

6. Your User Type is a non-modifiable field. Follow the
instructions below concerning the additional user
type fields for each user type (required):

a. Civilian: select your Grade in the field displayed
when you select this user type.

b. Military: select your Branch and Rank from
the fields displayed when you select this user
type (see Figure 115).

c. Contractor: enter your Contract Number,
Contract Company, Contract Expiration
Date, and Contract Officer (optional) in the
fields displayed when you select this user type
(see Figure 115).

7. Update Contact Information, as needed.
See How to Update Contact Information: Internal
Users for instructions.

8. Update your Organization, as needed (internal users
only).
See How to Update Organization Information for
instructions.

9. Update your Supervisor, as needed (internal users
only).
See How to Update Supervisor Information for
instructions.

10. Click the Next button.

Herie: Reguest Role «

[ ]
User Information

= User Account Informat)

* official Telephone
Official Fax

DSN Phone

DSH Fax

Malbile

/

= Drganization
8
organizaven s
Security

14 Officer(s)

jon

User Iy DATOOZ1
First Mame Rupest

Middle Mame

Last Name Teck
EDIPI/UPH

Email Rupert. TeckBdla mil |

* Tithe Financial Anakyst

* Cyber Awareness Certification Date 05/01/2017
¢ Annual Revalidation Date

= User Contact Information

B8B-555-1212

Update Organization
DFAS Columbus

(%) HOD Smith (MHD7777)

Albert Soff (DANDOLI)
Charles Solf (DCS0809)
CB Smith (DCRYT?T)
Albert Soff (DANGHLI)
Brad Inao (DSI10001)

Account Status Actve
Date of Birth | 1/1/9555
6a User Type Criian

/ * Grade G512

* Citizenship US

3|
@& —

Office/Cube DFAS
* Street 401 North Yearling Roadywhits
PO Box
* City Columbus
= State Cihis
* Postal 43718
Code

* Country UNITED STATES

= Supervisor
& Update Supervissr
Name Austin Super
Usar ID DANOGOL4
Titde Senior Manager
Organization DFAS Columbus

Emall Austin,Super.civnotmail. mil

Phone 1-234-555-1212

el $

@&

10 ;_G*““li'ﬁ

Mo longer collected,

£

9] ~/

Figure 114: Request Role - User Information

6b User Type Military

* Branch USAR

[=]

* Rank | 15GT |+

6¢ User Type Contractor

* Contract Expiration Date 1/31/2016
Contract Officer  Charlotte Coff

Contract Number DD123456789CT
* Contract Company Contracts R Us

Figure 115: User Type Samples - Military and Contractor
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AMPS Displays the Select Roles Screen

The Select Roles screen features two methods for locating a particular role name: Search and Browse.

The following procedure tells you how to use the Search method to find a role name. To browse for a role, see the section entitled How to Browse for a Role.

11. Inthe Select Roles screen’s Search Roles section,
enter all or part of any search criteria you have
available.

For example, if you have the role name, you can
enter part of the name in the Role Name field.

12. Click the Search button.

AMPS displays the names of all roles having a name or
other criteria that match the Search string.

13. Locate the role you want to request in the Select a
Role / Role Name panel:

a. To verify your choice, click the Expand button
to display the role description panel. This panel
lists details about the role that help you verify
your role selection.

b. EBSusers: If you select an
Additional role without first requesting and
receiving a related Primary role, AMPS displays
an error message.

14. Click the role selection and then click the right arrow
(—) button.

AMPS copies the role name to the Selected Roles /ist
panel on the right.

To request multiple roles, repeat steps 8 through 11

if you do not require, or already have, a primary role.

15. Click the Next button.

13

/|

o Home x| (5 Request Raole x

—a
User Information Select Roles

Browse Roles by Application

b= AMPS Administrative
DFAS Applications
DLA Aviation Applications
DA Enterprise Applications

Energy Apphcations
Information Operations

b
-

b

E- DALA Enterprise Business System (EBS)

b DLA Logistics Information Services Applications
=
-

Select a Role

[ Display Admin Rodes (for Suparvisor and Approval Access)

Role Name

W DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020

11 / Search Roles

Role Name SABRS-020
Role Description

Enterprise Application

Application
Environment |
Primary “ale -ﬂ
12 ﬂ;ﬂﬁfﬂ

/

14 '—# | |selected Roles
#— | - DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020

Enterprise DFAS Applications
App

Application DFAS SABRS
DFAS Systems
Maintenance Team,
SABRS (Update),
Lecal Tabbe, Limited

Central Table,
TARBREC Tack Raninn

Environment PROD

Primary Role Mot Applicable

Rola Type LSER

Figure 116: Request Role - Select Roles
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AMPS Displays the Justification Screen

16. In the Justification screen, fill in the Bromx v i)
following information: P ’
) e 18 ;
a. Enter comments in the Justification User Information Sebect Reles Justification. Summary ﬂ 2
field to clarify the request (required). Request Justification & Supporting Detalls
Notg tth thg regqest may be rejected if G * Justification | need this role to perform my job tasks, Optional Information | have received training in this applcation,
the justification is inadequate. Contact // Certificate is attached.|

your Supervisor if you have questions. 16b

16a

b. You can enter comments in the
Optional Information text box to /
further support your request. :

/

Attachment 1 Certificate of Completion.pd! _Update... 17
NOte" Attachment 2 | Browse... .
] . Artachment 3 Browse...
Comments and file name shown in the ! _Browse... |
) ) Attachments must be PDF files, smaller than M8 each.
sample screen are for illustration purposes (%% cantaining PersonaWy T8awinatle Tnformation (PIT) Svall ok BF Gpiosand 14 S5, DB, W) ) "

only. Please enter information relevant to
each specific request.

Figure 117: Request Role - Justification

17. Optional: Click the Browse button to locate
and attach a supporting document. Repeat

this procedure to attach up to three files. G Home x| Request Roke X &
TR M= —
; User Information  Select Roles Justification Summary g
Note that any PDF file you upload may NOT
include PII. Request Justification & Supporting Details
Each attachment must be a PDF < 2MB. * Justification | need this role to perform mry job tasks. Optional Information | | have receted traising in this apphication.

Certificate is attached ]

18. Click the Next button.

ﬂoles with Additional Attributes\
Some roles require or request additional Attachment 1 Centificate of Completion pdf _Update... |
attributes to be supplied by the requestor Attachment 2 | [
during the role request process. One example is Attachment 3 [ T
a Department of Defense Activity Address Attachinents must be POF files, smaller than 2MB each.
Code (DoDAAC) number. Another example is Files containing Personally Identifiable Information (PIT) shall not be uploaded (l.e, 55H, DOB, etc).
an Accessor Identification (ACID) code. ol Attributes
AMPS displays an additional section, called = A roiec o] — Hegures
DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 SABRS ACID (UserlD) 87654 ¥

Role Attributes, on the Justification screen
for each role that calls for additional attributes.
(See Figure 118 for a sample view.)

A letter Y in the Required column indicates the
attribute value is a required entry; N means the
entry is optional. Enter the appropriate value,
as needed.

Figure 118: Request Role - Justification - Additional Attribute Sample
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AMPS Displays the Summary Screen

19. Review the information in the Summary DT 0 et = &
screen. P
20 Cancl| Back
- Click the Back button to return to Las SNONEOD - TRiAct FEM  JUMIEMION. | SUER VAT / —
previous screens and make corrections, as 19 Role Request Summary
needed. — / Please rendew the information below before submitling this request
Uisw the Black buttan o changs any dormatan, and usa tha Saibred buson to complate thes ragquast

- After making corrections, click the Next ; : -
. . User Fupert Tec Uhser Chvlian
button or the Summary node in the train IR, q'::: R
to return to the Summary screen. Supervisor Austin Super (DAND0L4)

Organization DFAS Columbus
Cyber Awarcness ©1/2017

20. Click Submit to complete the role request. Certification Date
Requested Role(s) DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020
Justification 1 need this rede to pedform my jobs Comments | have received training in this
Note: tasics. application. Certificate is attached.

Attachments Certificate of Completion.pdf

Click Cancel to discard this request and start

again, as needed. Robe Attributes
Rode Altribute Walue
DFAS SABRS Prod - DFAS Systens Maint Tesm SABRS-020 SABRS ACID (LserlD) BT654

Figure 119: Request Role - Summary

AMPS Confirms the Role Request

21. Note that the SAAR number is listed here,
along with role name and status information

on the Role Request Confirmation screen. Role Request Confirmation
Your request has been submitted for approval. The following SAARs have been created:

] Home x ) Request Role x i)

Your status notifications and Pending SAAR Role
Requests record will refer to this SAAR 21 106067 DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020
number. / - _ _

AMPS will notify you by email message regarding the status of each SAAR,

If you need IT assistance, please contact the DISA Global Service Desk by calling todl free 844-DISA-HLP (844-347-2457) or DSN 8§50-0032
22. Click the OK button in the Role Request (press 5, then speak or enter D-L-A) or visit the DLA Service Py tal (.mil only) at hitps://dla.servicenowservices.mil/sp?id=index

Confirmation screen.

AMPS adds a listing for the new SAAR in the user’s

Pending Requests table (see Figure 110). Figure 120: Confirmation
23. (Optional) Follow the instructions in the section Note'
How to Check Your Role Status (page 94) to :
determine the status of your SAAR in the Initially, the SAAR goes to the Supervisor for approval, unless the customer’s organization requires a prior Segregation of
approval process. Duties (SOD) review of this role request type.
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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How to Request a Role: External User

DLA and DFAS offer application access to various types of external users. These user types are .
provided to identify users who are not employed by DLA or DFAS but who require some kind
of limited access to computer applications offered and maintained by these organizations.
External users include the following user types, which are subject to the specified
requirements and characteristics:

¢ Military: An external user who is required to supply contact information for an
External Security Officer and an External Supervisor. Persons with this user type are
assigned to an external organization.

e  Civilian: An external user who is required to supply contact information for an Note:
External Security Officer and an External Supervisor. Persons with this user type are ‘

Vendor: An external user who is a DLA or DFAS vendor. Persons with this user type
are assigned to an external organization. This user type is not modifiable in the
user's profile. Vendors do not have to supply name and contact information for an
External Security Officer or External Supervisor.

Public: An external user who is a member of the public interested in information
about goods available to the public. This user type is not modifiable in the user’s
profile. Members of the public do not have to supply name and contact information
for an External Security Officer or External Supervisor.

assigned to an external organization.

Your external approvers must be three separate and distinct individuals with different

e Contractor: An external user who is required to supply contact information for an email addresses.

External Security Officer and an External Supervisor. Persons with this user type are
assigned to an external organization.

1. Loginto AMPS.

AMBPS displays the Self Service Home page. Your ID is LA
displayed to indicate you are the currently logged-in Account Management and Provisioning System (AMPS) iy, Manape
user.
Hourmes
2. Onthe Self Service Home page, click the Request
Role tile.
The first time you request a role in the current session,
AMPS displays the Privacy Act Statement
appropriate for your organization (see Appendix A).
Click the Accept button to proceed.
AMPS opens the Request Role tab, beginning with the
User Information screen (see Figure 122). My Information Role Request
Manage your paofie Fosvpuest & roke hor BOCESS
pasiwords and chalenge
QuEstons

hiepric/iipiire g |dla melrlostity Recei ol

Copyrght € 2001 2010, Qeacis and/or B afales. AN sighty reserved

1 ERIO00

Figure 121: AMPS Self Service Home Page - Role Request Tile
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3. Complete all required fields, including your latest
Cyber Awareness Certification Date.

The Cyber Awareness Certification Date must fall within
the previous 12 months. If it does not, AMPS displays an
error message.

4. You no longer need to enter your Date of Birth.

AMPS does not save or store the date of birth for any
user.

NOTE: External users who authenticate their access
identity with a user ID and password no longer need to
enter the Social Security Number (SSN) when an SSN
field is displayed.

These data are no longer collected by AMPS.

Where these data fields are present, they will display
non-editable faux data.

5. Select your User Type and values for the additional
user type fields from the following choices
(required):

a. Civilian: select your Grade in the field displayed
when you select this user type (required).

b. Military: select Branch and Rank from the
fields displayed when you select this user type
(see Figure 123).

c. Contractor: enter Contract Number, Contract
Company, and Contract Expiration date in the
fields displayed when you select this user type
(see Figure 123).

6. Update Contact Information as needed to ensure
required fields are completed.

7. Update your External Supervisor email address, as
needed.

8. Update your External Security Officer email, as
needed.

9. Update your External Authorizing Official email, as
needed.

10. Click the Next button to proceed. It is located beside
the Cancel button.

Home  Request Role
)

User Information

= User Account Information

Midhdle Name

User 1D EDTOIFY
* First Nammwe  Denny

* Last Name Teck

=
n i)

(Mo fongar collacted,

Account Status Acdive

4 / Deate of Birth | 1)1/ 2800

* User Type Miitary v
* Branch US4F v

3
— / i * Rank 1stlt [v]
* Email  denny teckiBemail.com :
* Citizenship US bd
* Tithe Anahyst
* Cyber Awareness Cerification Date 04/01/2017 &y
= User Contact Information
* (ficial Telephone 014-828-555-1234 Office/ Cube
Official Facx * Stroet | 123 Barkeley
DSH Phone PO Boo
6 DSH Fax = City Londan
Mabile * State |Armed Forces Europe, Africa, Canada, Middle Ea-;t'_h_"?
* Postal Q00000
Code
* Country UNITED KINGDOM
= External Supervisor ~ External Security Officer - External Authorizing Official

S Emall  marge.super@dla.mi 8

&

~

—

Email | Heden, soffida,md 9 /mﬂ ligibbsfnomail com

Figure 122: Request Role - User Information

5¢ * User Type Contractor El

5b * User Type
USAR

15GT =]

* Branch

* Rank

Military  [=]

[=]

A‘ltractﬂumber DD123456789CT
* Contract Company Contracts R Us
* Contract Expiration Date 1/31/2015

Figure 123:

User Type Samples - Military and Contractor
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AMPS Displays the Select Roles Screen

The Select Roles screen features two methods for locating a particular role name: Search and Browse.

The following procedure tells you how to use the Search method to find a role name. To browse for a role, see the section entitled How to Browse for a Role.

11. In the Search Roles section, enter all or part of any

search criteria you have available.

For example, if you have the role name, you can enter
part of the name in the Role Name field.

12. Click the Search button.

AMPS displays the names of all roles having a name
or other criteria that match the Search string.

13. Locate the role you want to request in the Select a

Role / Role Name panel:

To verify your choice, click the Expand
button ( I>) to display details
about the role.

14. Select the role and click the right arrow

(—) button, also known as the Add button.

AMPS copies the role name to the
Select Roles /ist panel on the right.

To request multiple roles, repeat steps 12 through 15
if you do not require, or already have, a primary role.

15. Click the Next button to proceed. It is located

beside the Back button.

13

p

O] Home % (5) Request Role x . E;
—a 15 } Ba
User Information Select Rolas Justif
Browse Roles by Application 11 + Search Roles
L= AMPS Administrative / Role Mame DIMSHAY-00F
&= DFAS Applications Role O ioti
= DLA Aviation Applications
o= DLA Enterprise Applications Enterprise Application
== DLA Enterprise Business System (EBS) Application
= DLA Logistics Information Services Applications —
- Energy Applications Environment 12
== Information Operations Prima  @ole [+]
12 Search | Reset |
Select a Role
[ Display Admin Reles (for Supervisor and Approval Access) .
RoleMame 14 g|=*]| [electedRoles
7 DFAS DIMS Navy Prod - Navy Input User Field DIMSHNAV-0C, ‘ 4= | L= DFAS DIMS Navy Prod - Navy Input User Feld DOMSNAV-007

Enterprise DFAS Applications Environment FROD
App

Primary Role Mot Applicable

Appllci\tlm DFAS DIMS Navy Role Type USER
Field view pay
Description  accounts. Input EFT
trans.
Figure 124: Request Role - Select Roles
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AMPS Displays the Justification Screen
The Justification screen requires you to enter complete reasoning for requesting the current
role. Ensure your comments are complete, or an approver may reject your request for lack of

justification. You can also enter more information in the Optional Information text area, and
attach as many as three PDF files to support your request.

16. In theJusFlflcatlop screen, fill in the T S— ]
following information:
. . . a Cancel| Bach 2
a. Enter comments in the Justification text User Information  Select Roles Justification A
area to clarify the request (required). . Request Justification & Su i - ;
Note that the request may be rejected if * Justificathon || need this rebe to perferm my tasks, Optional Informathon | have completed training in this application. See

the justification entered is inadequate. attached certificate.

Contact your Supervisor if you have

questions. gea / 16h /

b. Optional: You can enter further

comments in the Optional Information
text area to further support your Amtachment 1 Centificate of Completion.pdf _Update... | [

request. Attachment 2 | [ 17 l

Artachment 1 | Browse... |

No‘;e' Aftachments must be POF files, smaller than 2ME each.
Files containing Personally Identifiable Information (PII) shall not be uploaded (l.e. S50, DB, etc).

Comments and file name shown in the

sample screen are for illustration purposes Fi 125: R Rol ificati
only. Please enter information relevant to igure 125: Request Role - Justification

each specific request.

[ vome x5 Request Roke = !
Attachments are NOT required. Each S _
attachment must be formatted as an Adobe User Information Select Roles Tuestification Summary 1 f‘-&'@
Portable Document Format (PDF) file of two Request Justification & Supporting Details
megabytes or less in size. You must not attach = Dustifhcation || peed this rede to perform my tasks, Optional Information || ave omgleted training in this apglication. See
attached certificate.

any file containing Personally Identifiable
Information (PlI).

(Roles with Additional Attributes \ Attachment 1 Certficate of Comgletson pf Update.. | i

Some roles require or request additional Artachment 2 | Browse... 17

attributes, such as a DoDAAC number or Attachment % | Browst...

ACID code, from the requestor during a role Attachenents mst be POF files, smaller than 2MB each.

request. AMPS displays an additional section, it La- — Sl b i R,

. Iy . Attributes

called Role Attributes, on thejustlflf:gtlon noie(s) = ks Ragarad

screen for each role that calls for additional D45 DIMS Navy Prod - Mavy Inpat User Field DIMSNAY-007 P ey -
\attributes. (See Figure 126 for an example). j / DFAS DIMS Navy Prod - Mavy Input User Fisld DIMSNAY-007 LIIC Mmber UCe ¥

Figure 126: Request Role - Justification - Role Attributes Sample
Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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17. Optional: Click the Browse button to locate
and attach a supporting document. Repeat this
procedure to attach up to three files.

Note that any PDF file you upload may NOT
include PII.
Each attachment must be a PDF < 2MB.

If you receive an error message, follow the
instructions provided.

18. Click the Next button to proceed. It is located
beside the Back button (see Figure 126).

AMBPS saves the Justification information and
any additional Role Attributes data, and
displays the Summary screen (see Figure 127).

AMPS Displays the Summary Screen.

19. Review the information in the Summary
screen.

- Click the Back button, beside the
Cancel button, to return to previous
screens and make corrections, as
needed.

- After making corrections, click the Next
button or the Summary node in the
train to return to the Summary screen.

20. Click the Submit button to complete the role
request. It is located beside the Back button.

Note:

Click the Cancel button to discard this request
and start again, as needed.

19

(] Home 3 Request Role iF]
a

User Information Select Roles Justification  Sumimary 20 Cancel | Bac

Role Request Summary

Please review the infosrmation bebow belore submitting this request
Uiser the Back button to changs any information, and use the Submit button to complete this request
External Supervisor marge.superdla.mil

External Security Officer  Helen soffdla.mil
External Authorizing Official [jgbbs@nomall.com

User Denny Teck
User [ID EDTOIT
Organization DLA External

User Typa Mdtary
Branch USAF
Rank Ist Lt

Requested Role{s) DFAS DIMS Navy Prod - Navy Input User Fleld DIMSNAV-007
Justification I need this role to perform miy tasks. Comments [ have completed training in this
Attachments Certificate of Completion,pdf application. See attached certificate.

Role Attribartes

Role Attribute |value

DFAS DIMS Navy Prod - Navy Input User Field DIMSNAV-007 EDIFI 0967654321
DFAS DIMS Mavy Prod - NMavy Input User Fleld DIMSNAY-007 UIC Numbser L1000

Figure 127: Request Role - Summary
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AMPS Submits the Role Request for Approval.

21. Note that the SAAR nurr.wber |s‘ listed here Fm 3 %) Request Role x i)
the Role Request Confirmation, along with 5
role name and status information on the Role Role Request Cnnﬁrrn_atmn :
. . Your request has been submitted for approval. The following SAARs have been created:
Request Confirmation screen.
Your status notifications and Pending Requests SAAR Role
records on the Applications & Roles screen 21 106086 DFAS DIMS Navy Prod - Navy Input User Field DIMSNAV-007
refer to the SAAR number. / T ; ;
AMPS will notify you by emaill message regarding the status of each SAAR.
If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032
(press 5, then speak or enter D-L-A) or visit the DLA Service Pc-tal (.mil only) at https://dla.servicenowservices. milfsp?id =index
22. Click the OK button on the Confirmation
screen.
Figure 128: Confirmation
23. (Optional) Follow the instructions in the section Note:

How to Check Your Role Status (page 94) to
determine the status of your SAAR in the
approval process.

Initially, the SAAR goes to the External Supervisor for approval.

AMPS Sustainment
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Role Request Subprocesses
How to Update Your Organization: Internal Users Only

What you can do: | Your Organization assignment affects the list of roles that appear in the Select Roles screen during a role request. DLA users, for example, see only DLA roles, while DFAS
users see only DFAS roles. Lists of roles are further delimited by the sub-organization you select. If your Organization is incorrect, use this procedure to find and select

the name of the correct Organization. When you submit the completed role request, AMPS saves the updated information to your profile and directs your role request to
the correct Security Officers and Information Assurance Officers.

Where to start: | Begin the process of creating a role request and start on the User Information screen.

Role Request: Find the Update Organization Command.
1. Click the Update Organization

Hame  Reguest Role = I:i
command on the User Information ~ :
screen. User Imfarmation Cancel | Next

= User Acoount InTormation

AMPS displays the Find an Organization User 1D DRTD0Z1 Acoount Status Active
. . First Mame Fupet Date o Berth 0 oooo Mo kangar cofleried
dialog (see Figure 130). - P
Ui Typa Cratlian
Last Mame Teck .
ERIFL/UPN * Grade C5-12 bd
Emaill Rupest. Teckgda,mil * Citizenship US |
= Tithe Finascial Snalyst
* Cybser Awareness Cortifbcation Date 060132017 [y,

Anmuasl Revalidation frate

= User Contact Information

* official Tebephone #52-555-1312 Office/ Cube DFAS
Official Fax * Strent 401 North Yearfing Roaddhit
DSN Phone PO Box
SN Fax * City Columbus
Haobile = Stale R W)
* Postal 2370
Coda
* Comntry UNITED STATES )
< rganlz - Superdisor
1 " A Update Supardsar
oy DFAS Mamse Austin Super
Sncaricy Off - Wser 1D DANDOLA
Albert Solf (DaMI01T) Thle Senior Manager
. zams:n (DCssa0g) -
ABart Soff (Dis3013) Email dustin Supar.chadnotemail. ma
Brad Inao (DEI0001) Pheome 1-334-555-1212

Figure 129: User Information - Update Organization
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2. Enter all or part of an Organization
name in the Organization Name
field. User Inform Find an Organization

__Hnmex |fﬁllequ5tllnlex

- Select your organizatiop-bales
3. Click Search. 7 "= organization Nanie

AMPS displays matching Organization |Organization
names in the search results list
(see Figure 130).

DFAS Europe
4. Select the name you want to use DFAS Indianapolis

from the Organization section. + Cyber Awi DFAS Japan
DFAS Limestone

. DFAS Rome
5. Click OK. . |DFAS Texarkana

AMPS enters the selected name and
corresponding information in the
Organization Information section of
the Role Request’s User Information
screen (see Figure 131).

Figure 130: Select Organization - Search
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6. Review the Organization update
and proceed with the role request.

When you update the Organization,
AMPS automatically identifies the
updated organization name and
populates the Security Officer and 1A
Officer fields with the names of the
current organization’s Security Officers
and IAOs.

Heme  Reguest Role =

ser Information Select Roles Justification  Summary

= User Account Information
User Iy DRTO0ZL
First Mame Rupert
Middle Mame
Last Mame Tock
EDIPI/UPN

Email Rupert.Teckidla.mil

* Title | Financiad Anabyst
* Cyher Awareness Certification Date 06/01/2017
Annual Revalidation Date

= User Contact Information
* Official Telephone B88-555-1212
oificial Fax
D5NH Phone
DSN Fax
Mobils

nization

& Update Organization
Organization Name DFAS Cleveland
security Officen(s) Albert Soff (DANK013)

1A Officer(s) ©8 Smith (DCETT77)
Brad Inag (DEI0G01)

Account Status Active
Date of Birth | 1/1/9593

Ulser Type Cralian

* Grade G512
* Citizenship Us
@
Office/Cube DFAS
* Street 401 Modth Yeading RosdWhit
PO Box
* Ciity Columbus
= State Ohio
* Postal 43718
Coaler
* Country UNITED STATES
= SUpErvisor
¥ update Supervisor

Hame Austin Super
User ID DANDDLS
Title Senior Manager
Organization DFAS Cofumbus

Email Austin.Super. chofnotm ailmil

Phone 1-234-555-1212

7]

Cancel | Next|

Mo longer collected.

< &

Figure 131: Select Organization - Search Results
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How to Update Your AMPS Supervisor - Internal Users

What you can do: | Follow this procedure if you are a user submitting a new role request and you need to correct your AMPS Supervisor. AMPS updates this information in your profile.
The following business rules apply to the process of selecting an AMPS Supervisor:
e Every Organization must have one or more AMPS Supervisors to handle role request approvals for their users.
e Each user who requests a role must have an AMPS Supervisor. Use the Update Supervisor function to select an AMPS Supervisor if the Supervisor area is
blank.
¢ Internal users can select only another internal user as an AMPS Supervisor.
¢ Auser cannot select a contractor as an AMPS Supervisor. Only government employees can be Supervisors in AMPS. AMPS controls the selection process
by restricting the display of Supervisor names to government employees, either Civilian or Military.
e Auser can select an internal user from another Organization as a Supervisor.
e  All AMPS Supervisors must request and be granted the AMPS Supervisor role. However, a user can select a user who does not have the Supervisor role.
An AMPS Supervisor who does not have the appropriate role sees a message in the Pending Approvals list under the My Tasks tab for the SAAR that awaits
an approval. The message advises the Supervisor to request the AMPS Supervisor role in order to address and complete any role request approval action.

Where to start: | Begin the process of creating a role and start on the User Information screen.

Locate the Update Supervisor Command on the User Information Screen.

1. Click Update Supervisor. ‘ Howt | Boaa B -]
. . . e ¥ ..dn.d'_ﬂl.k". A
AMPS displays the Find a Supervisor s
dialog (see Figure 133). < e Acit Dberuation
User 10 CRTOZ Accound SEMus Los
First Hammer Soped Dot of Birth | |0 oo Mo longer collsmed
it Mg
Loat Mo Tack LU R S
EDIPL 0P " Grada G512 i
Il Eapat Tackis * Citipenabip 17 et
" Tithe ¥
* Cyber Awsremses Certificstion Date ©6/017017 Ty
Annmal Revalsation Dals
= Uiy ConBact Imfesrmaiion
* Okl Telsphone =28 555 LELD Oiifice S Cubse 05 A%
Okl Fan " SEPa 400 Mt Y aarteeg Roadiihe
Ol Pt O o
L City Cour
Mukile " Ststa -
= postal 431
Lo
* Comnibry UNITID STATES w
- Cppanization - St Pt !
Ut Seganisdain ¥ 5 i R 1
Organization Mame 1945 Ciovsnd Ausalany sb_
Srrity Gificnr{s] 2ot 5o | DANDIT3) hser IF DANSOTA
1A Oificer(s] ©8 Sevth (CCRTTIT) e Terin Minage
Brad [npo (CEIHIN] brgeairmtiom [FLT Crlmbos
Emal Acbn Sope clp Qagdmal il
Phaina 2349051312 fot

Figure 132: User Information - Update Supervisor Command
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2. Enter all or part of any one or more
of the following search criteria:

a. First Name,

b. Last Name, or
c. UserlID
3. Click Search.

AMPS displays matching names in the
search results area (see Figure 134).

Figure 133: Find a Supervisor - Search Criteria

4. Click the name you want from the B & howct ke = [-]

search results. -

Fimd 3 Supervinos
. ! VOOOUM ity supenmar Beiper, Conlrpcters mesk erky ve COR/TOTE bar yor conly sct

5. Click OK. e

AMBPS enters the selected name and ger T

corresponding information in the Sowen|

. . ] Lk M

Supervisor section of the role request’s e wstaparmati. WA

User Information screen (see Figure .

135).

Figure 134: Supervisor Search Results
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6.

Review the Supervisor Information
section to ensure you selected the
correct supervisor.

See the section on How to Update
the Supervisor: Internal Users Only
for instructions on updating your
Supervisor information through My
Information.

When you complete the role request
procedure, AMPS will update your
profile with the new Supervisor’s
information and notify the new
Supervisor of all your “in-flight”

SAARSs that require his or her approval.

Proceed with the role request for the
selected user.

Home  Reguest Role x
-

User Information Select Roles Justification Sur

= User Account Information

User I DETO021
First Name Rupert

Middle Namea

Last Name Teck

EDIPI/UPH

Emaill Rupert.Teck@dla.mil
* Tide Financial Analyst

* Cyber Awareness Certification Date 06/01/2017 [&

Annual Revalidation Date

= User Contact Information
* official Telephone B838-555-1212
Oificial Fax
DSN Phone
DSN Fax
Mobile

= Drganization

& Update 0rganicmmems
Organization Name DFAS Columbus
Security Officer(s) w {MHD7777)

Soff (DANOOL3) Title Supervisor
Clis sull (DCu) DLA Information Operations-
1A Officer(s) CB Smith (DCB7777) Organbetion . @ ond-J6
Albert Soff (DAMOOL3)

Brad Inao (DEIOGGO1)

]

Account Status Active
Date of Birth  1,/1,/9999 By
User Type Chalian
* Grade G512

* Citizenship Us

No lenger collected.

<l (<]

OfficefCube DFAS
* Street 401 North Yearling RoadWhits
PO Box
* City Columbus
* State OChio El
* Postal 43218
Code

* Country UNITED STATES

—
= Supervisor

6
&7 Update Superviser
Name Marjorie Super
User ID DMS0H0GT

Email Marjorie. Super@da,mil
Phone B888-555-1212

Figure 135: User Information - Supervisor Updated
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How to Browse for a Role

What you can do: | Follow this procedure if you are browsing for a role name, rather than using the Search function.

Follow this procedure if you are a Supervisor submitting a new role request for a subordinate and you want to browse for a role, rather than use the
Search function.

Where to start: | Begin the process of creating a role, starting on the User Information screen, and navigate to the Select Roles screen.

1. Inthe Select Roles scrc.een§ = x @ e ]
Browse Roles by Application .
section, expand the application User Information Sedect Roles 1 o Sy
category that contains your
application name. Srowse Roles by Application Search Roles
1 / DFAS Applications Roke Hame
. — lal
AMPS displays the names of all A g:: e Role Description
roles assqaa;)‘eci- Wllth theR I OFAS AFT Enterprise Application
category in the Select a Role area. DFAS CAPS-W :
DFAS CCAS Appmtion -
5 Select licati DFAS DBMS Environment [
. Selectyour application. || mssspooocw T
y pp DFAS DCDDOW Primary Role ™
AMPS displays all roles associated ﬁz EE S
with the application in the Select a DFAS DCPS
Role area. DFAS DDARS
2 DFAS DDS -
3. Locate the role you want to request.
a. To verify your choice, click the (Select a Role \
Expa\.nd button (>) to display [T Risiir A wole Fabsd (Tis: Stkompitons a8l Acoroval Access) \\4 \
details about the role. PR ~
b. If you select an Additional 3 DFAS DDS Prod - Administrative Supervisor DDS-011 :} ~ [1— = DFAS DDS Prod - Administrative Supervisor DDG-011 )
role without first selecting a — / = DFAS DDS Prod - Configuration Management DDS-009
related Primary role, AMPS L~ DFAS DDS Prod - DSSN 5570 Additianal Entry Point Request DDS-008
o y [= DFAS DDS Prod - DSSH 5570 Fisld Paying Agent DOS-003 [
Isplays an error message. L= DFAS DDS Prod - DSSN 5570 Field Cashier DDS-001 1
4. Select the role and click the right L= DFAS DOS Prod - DSSN 5570 Field Certifier DDS-002
arrow (—) button. AMPS copies the L~ DFAS DDS Prod - DSSH 5570 Field DDO DA DDS-005
role name to the Select Roles list b DFAS DUS Prod - DSSN 5570 Field Input DOS-004
. L DFAS DDS Prod - DSSN 5570 Field Office Manager DDS-007 bt
panel on the right. e e s e
5. To request multiple roles, repeat
steps 1 through 4. i
(EBS users must have an Figure 136: Request Role Select Roles
application-specific primary role
assigned before proceeding.)
6. Click Next to proceed with your
role request.
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How to Cancel a Request: End User

What you can do: | Follow this procedure if you have submitted a role request, and you need to cancel the request. Reasons for cancelling a request vary, but often the
problem is requesting the wrong role. You can cancel an existing request during the approval phase only. During the provisioning phase, the status
field indicates the request is “TICKETED" and you cannot cancel the request through the AMPS interface. After a provisioner has provisioned your
account, you must request a role removal (see page 283 for information on role removal).

Where to start: | Obtain the SAAR number for the request you want to cancel. Check your email notifications to obtain the SAAR number or find the SAAR on your
Pending Requests table. This table is located on the Applications & Roles tab of the My Information screen. You may start the Cancel Request
procedure on this screen.

1. Check your AMPS email notification Sample User Notification: Confirmation

to obtain the SAAR number for the
1 Subject: Notification: SAAR #106074 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DFAS SABRS) 09/12/2017 16:19:11 GMT
request you want to cancel.

The text of the sample email at right Body: Your request for role DFAS SABRS Prod - ADHOC w/o Cmd Line SABRS-005, with access to DFAS SABRS, SAAR 106074 has been submitted for approval.

is provided to illustrate email
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk

formatting only.
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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2. Launch AMPS and open the = T i)
Applications & Roles tab of the - 4
My Information screen. Displey Mums it Teck (ORT0821) -
Each role request is submitted as a Usern 2 Applications & Rolog
SAAR with an assigned SAAR number. | Curreft Rl Request Role | Remave Rale
Current Roles | Application [Ervironmant  |Rale Type
SAARs moving through the approval L~ DFAS SABRS Prod - DFAS Security-Tables SABRS-018 DFAS SABRS PROD USER
workflow are listed in the Pending
Requests table with their current = Additional Role Attributes . . Update Additional mlﬁl
DFAS SABRS Prod - DFAS Security-Tables SABRS-018 SABRS ACID (UserID) 67654
~ Provisioned Accounts
System Type |System Name |Provisioned Access
DFAS PROD - SABRS PROVISIONER DFAS Prod - SABRS SABRS-018 TKAZSABL, TKAZSABS, MEUSRIED, USERS
oID DLA 01D DRTO021
/ = Pending Requests Cancel Request
e | | | |
SAAR ID [SAAR Type Robe Mame |Status \Current Approver| oSt !Expma Date [ N
106074 Role Request  DFAS SABRS Prod - ADHOC w/o Cmd Line 5... PENDING APPRO.. Supenviser  9/12/2017 10/2/2007 9122017
106067 Rale Request  DFAS SABRS Prod - DFAS Systems Maint Tea... PENDING APPRO... Supervisor 9/12/2017 10/2/2017  9/12/2017
~ Request History
SAAR # |SAAR Type |Resource(s) |Status [Last Actrvity
101323 Role Request  DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 REJECTED 9/27/2016
101309 Role Request  DFAS SABRS Prod - DFAS Schedulers SABRS-019 REJECTED 9/7/2016 W
101339 Role Request DFAS MOCAS Prod - Frompt Pav Account Tech MOCAS-010 CANCELLED B0 2016
Figure 137: Applications & Roles - Pending Requests
3. InPending Requests, select the
SAAR you want to cancel. x/Pending Requests . F‘Lﬁm&l
SAARID SAARType  Role Name |status Curment Approver L oa T | Expire Date Lo A
3 Role Request  DFAS SABRS Prod - ADHOC w/o Cmd Line S... PENDING APPRO.. Superviser  S/12/2007 10/2/2017  9/12/2017
06057FRole Request  DRAS SABRS Prod - DFAS Systems Maint Tea... FENDING APFRO... Superviscs SZENT 10017 912017

Figure 138: Pending Requests - Select a SAAR

4. Click the Cancel Request button.

AMPS displays a confirmation
message (see Figure 140).

= Pending Requests
1
SAAR ID |SAAR Type

106067 Fole Request

4
| Rl o Am“
Date ‘ Date

!ﬂ.?. T i_?_ﬁjl'-_?-
9122007  10/2/301T  W1dr2007

1
Rushe Marmse | Status |Current Approver

DFAS SABRS Prod - DFAS Systems Maimt Tea.. PENDING AFPRO... Supervisor

Figure 139: Pending Requests - Cancel Request Button
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5. Click the Yes button to confirm the
cancellation request.

AMPS displays an information
message confirming the SAAR has
been cancelled (see Figure 141).

Figure 140: Message - Confirm Cancel Role Request
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6. Click the OK button to close the
Information message box.

AMPS removes the cancelled SAAR
from the Pending Requests table
and adds a record for the SAAR to the
SAAR History table. The status of
the SAAR is changed to CANCELLED.

8 Home ® @ My Information
= Current Roles Request Rele | Remove Robe
_lcumentRoles Application _ Enviranment __|Role Type
- DFAS SABRS Prod - DFAS Seeurity-Tables SABRS-018 DFAS SABRS PROD USER
= Additional Role Attributes Update Additional Attributes |
Rty Hame () Information L=}

DFAS SABRS Prod - DFAS Security-Tables SABRS-018
SAAR: 106074 has been
= Provisioned Accounts cancelled.
OFAS FROD - SABRS FROVISIONER DFAS Prod - SAe.o B TKAFSABL, TKAFSARS, MSUSRIG0, USERS
olD DLA 0ID — 1
~ Pending Requests
| | | |
SAAR ID|SAAR Type  |Role Name \status |Current Approver Reduest |E=-wﬂ Dote |mm

106067 Role Request  DFAS SABRS Prod - DFAS Systems Maint Tea... PENDING AFPRO... Supervisor 9/12/2017 10/2/2017 9{12/2017

=/ Request History
106074 Role Request
101323 Role Request
101309 Robe Request
101339 Robe Reguest
101335 Role Request
101307 Role Request

|Resource(s)
DFAS SABRS Prod - ADHOC w/io Omd Line SABRS-005
DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020
IDFAS SABRS Prod - DFAS Schedulérs SABRS-019

DFAS MOCAS Prod - Prompt Pay Account Tech MOCAS-010
DFAS SABRS Prod - Update Additional Attributes SABRS-9%0
DFAS SABRS Prod - DFAS Eeturl'f'Tahles SAERS-018

|Status  |Last Activity
CANCELLED afizfaony

REJECTED 9f27/2016

REIECTED 972016

CANCELLED 6/10/2016

PROCESSED 692016

COMPLETED 6/6/2016 W

Figure 141: Role Request Cancelled
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Role Request Approval Process

AMPS handles notifications and the role request approval process by supporting approval
business processes that are followed by the DLA and DFAS user communities. These business
processes include the submission of requests for roles that provide access to computer
applications maintained by various organizations. To initiate the role request process, the
user logs in to AMPS, completes several online screens, and submits the data in those screens
to the AMPS SAAR approval process.

At that stage, AMPS automatically creates and numbers a SAAR, and forwards the SAAR to a
sequence of approvers who have been assigned the appropriate AMPS administrative roles
authorizing them to approve or deny requests. If the data warrants approving the request, the
approvers approve the request in sequence, from the Supervisor to the Security Officer to the
Data Owner, and—in the case of DFAS applications—concluding with the Information
Assurance Officer. Additional approvers—such as a Segregation of Duties Reviewer or
External Authorizing Official—may also be required for some roles.

The only exceptions in the DLA application standard sequence occurs when AMPS determines
that conditions warrant a Security Officer bypass or an automatic approval. A Security Officer
bypass may be set by Security Officers on an as-needed basis for individual users. An
automated approval, however, must meet certain conditions, each of which is outlined in the
Security Officer sections located throughout SO approval sections in this User Guide. DLA
requests for non-sensitive (NS) roles do not require a Security Officer approval.

In the default setup of user security clearance information, the Security Officer sees only the
first role request from a user until the user’s account is submitted for revalidation or is
otherwise flagged for the Security Officer’s attention. Additional requests or any request for
non-sensitive (NS) unclassified roles by DLA users bypass the Security Officer unless the flag
for review is set (see Figure 183 for an example). The Security Officer bypass ensures that
Security Officers are not inundated with multiple role requests that require the same data
entries already set in a previous approval process. The Security flag, on the other hand,
ensures that a Security Officer can cancel the bypass function in the case of a user whose
record must be reviewed continually or out of the normal sequence.

To receive an automatic approval, a role request must generally meet certain criteria:
e  The useris a member of the DLA organization or any organization under DLA.
e  The user's record must not be flagged for review by a Security Officer.
e Therole being requested must not be a Classified role.

e  The position sensitivity of the requested role cannot exceed the current position
sensitivity of the user.

e  The user must have a value recorded for the four clearance-related fields that AMPS
tracks, including the following fields:

= Security Clearance

=  Position Sensitivity (formerly IT Level)
L] Background Investigation Type

L] Last Investigation Date

e  The user's recorded Position Sensitivity satisfies one of the following conditions:

»  If the user's Position Sensitivity is critical sensitive (CS) or non-critical sensitive
(NCS), the date of the user’s investigation must be less than 5 years old, or . ..

] If the user’s Position Sensitivity is non-sensitive (NS), the date of the user’s
investigation must be less than 10 years old.

All approvers receive email notifications, which AMPS automatically sends to their official
email addresses. Each approver has 20 days to act before a role request expires. AMPS sends
reminder email messages to each approver every day until the approver completes an action
on the request. AMPS handles the sequential submission for approval to each approver
automatically, and then submits the approved request for provisioning.

Approver Roles

The following AMPS administrative personnel are part of most approval workflows. Each of
the approvers who have AMPS accounts must have specific administrative roles assigned to
their accounts to ensure that AMPS can send role requests to the appropriate approver.
External approvers for external users do not require these roles, as noted in the following list.
This list identifies administrative roles that each approver must be assigned in AMPS:

Approver AMPS Role

SOD Reviewer (optional) SOD Reviewer role defined for the reviewer's

organization (additional approver).

Supervisor AMPS Supervisor, required only for internal users.
External Supervisors do not require the AMPS

Supervisor role.

Security Officer Security Officer role defined for the organization
(standard approver except for non-sensitive (NS)
unclassified role requests in DLA applications,

which do not require SO review).

External Security Officers do not require an
organizational Security Officer role.

Data Owner Data Owner role defined for the resource

(standard approver).

Information Assurance Officer IAO Approver role defined for an organization
(standard approver for DFAS or customers other

than DLA applications).

External Authorizing Official
(external users)

The EAO does not have an AMPS account, and
therefore does not require an AMPS role to
perform approvals for external role requests.
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External Approvals: Authentication Rules and Practices

The approval process for external user requests has one significant variance from the process
implemented for internal users: the requests of external users are submitted for approval to
their external Supervisors and external Security Officers whom the users themselves identify
and for whom the users provide an email address. The external users themselves must
identify their assigned Supervisor and Security Officer during their account setup. Unlike
internal approvers who must log in to AMPS and present authentication credentials, external
approvers get access to online approval forms through a separate module that is external to
AMPS itself.

As a consequence, neither the external Supervisor nor the external Security Officer must have
an account set up in AMPS, and no standard authentication credentials to AMPS at login are
required. Instead, the external approval process for these two approvers occurs outside the
AMPS application in a separate module. The module sends the approval information it collects
to AMPS where the system forwards the approval request to the role application Data Owner,
the next approver in the role request approval process.

Rather than presenting AMPS credentials, the external approvers authenticate to the external
approval module instead. This authentication process ensures a secure process by preventing
external users from approving their own requests and by preventing the same user from
applying approvals in multiple stages. In other words, a user cannot be his or her own
Supervisor or Security Officer. The requesting user and the two approvers must be three
distinct individuals. Please see Appendix G or the External Approver Guide for detailed
information about approver authentication.

Authentication Rules

Rule Description

Approver setup in AMPS When an external user registers for an account in
AMPS, he or she also identifies an external security
officer and an external supervisor. The user is
responsible for updating the contact information

through the My Profile>My Information screen.

CAC-enabled external approver An external security officer or supervisor who logs
in to the External Approval Portal with a CAC or
other smart card supported by AMPS requires the
approver to use the CAC or smart card for all

subsequent approvals.

Non-CAC-enabled external
approvers

For external approvers who do not use a CAC or
other smart card, AMPS captures the approver’s
email address. The user and approver are
responsible for maintaining the accuracy of their
contact information (see Procedure for External
Supervisor Approvals for an example).

Supervisors: Internal Users

AMPS requires each user to have an AMPS Supervisor identified and assigned to the user’s
account. The Supervisor reviews the user's role request and determines whether the
requestor has chosen the correct role for the completion of related application tasks. If not,
the Supervisor can reject the user’s request and advise the user on how to proceed with a
correct request, if necessary.

Unlike the case with other approver roles, a user has only one AMPS Supervisor. This
Supervisor must request and obtain the AMPS Supervisor role before he or she can
administer role request approvals (see How to Request the AMPS Supervisor Role).

Note:

For quick instructions on obtaining the AMPS Supervisor Role, see AMPS Snapshot: Request
the AMPS Supervisor Role. This document is available from the AMPS Help screen.

Supervisor Setup in AMPS

During the setup of administrative roles, each organization and sub-organization must
determine who has the highest Supervisory level. This determination is required because of
the hierarchical nature of the supervisory structure in AMPS. That is, each user must have a
Supervisor, these Supervisors must also have Supervisors, and so on up the hierarchy.
However, the final responsibility must rest with the appropriate person in the Supervisor
hierarchy. In each case, this person is assigned a Supervisor role by a system administrator,
without a requirement for a Supervisor to be assigned to his or her account.

Supervisors: External Users

All external users, except members of the public, must identify an External Supervisor in
AMPS. This Supervisor does not require an AMPS account or the AMPS Supervisor role to
perform the duties of an External Supervisor. However, an External Supervisor must supply
contact information, through the external user, to ensure he or she receives email
notifications of role request approvals.

Note that an external user cannot identify himself or herself as the user’s External Supervisor;
AMPS business rules prevent users from approving their own role requests.

An external user in one of the following categories must identify email address for an External
Supervisor:

e Military
. Civilian
. Contractor

The External Supervisor must supply the following information through the External Approval
Portal (EAP) when AMPS assigns an approval task:

. First Name
. Last Name

e  Telephone Number
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When an external user in one of the specified categories requests a role, AMPS sends an email
notification to the External Supervisor advising the supervisor of an action required in AMPS.
The notification includes a URL that, when entered in a browser instance, takes the supervisor
directly to an AMPS work queue containing links to requests that require action.

The section on how to approve an external role request explains the procedure an External
Supervisor uses for approving or rejecting a role request from an external user.

Security Officers: Internal and External SO Review
Requirements

The DLA has altered requirements for Security Officer reviews to streamline DLA role request
processes while maintaining the appropriate security safeguards. Some requests do not
require a Security Officer review, while others can be automatically approved. Still other
requests do require a Security Officer review. Moreover, conditions differ according to
whether the user is a DLA user or a DFAS user.

As a quick reference, the following table summarizes the conditions that apply for each of
these review scenarios:

Scenario Security Officer Review Requirement

A DLA user requests a DLA Unclassified
NS role.

SO review is not required.

A DLA user requests a DFAS Unclassified
NS role.

SO review is not required.

A DFAS user requests a DFAS NS role. SO review from a DFAS Security Officer is required.

A DFAS user requests a DLA NS role. SO review from a DFAS Security Officer is required.

An external user requests a DLA or DFAS
NS role

External SO review is required.

NS = Non-Sensitive (formerly IT3)

The following sections provide more detailed descriptions of various scenarios to explain how
and when Security Officer reviews are either bypassed, automatically approved, or required.

Security Officer: Internal Users

The Security Officer is responsible for ensuring that the role requestor’s clearance level meets
or exceeds the requirement as defined in the requested role. The Security Officer can reject a
role request if security standards are not met. The Security Officer is advised in email
messages of each initial request for a role submitted by a user. After conducting a security
review and entering the required data, the Security Officer can approve the request.

The Security Officer who reviews each user’s requests is part of a group that is assigned within
the user’s organization. A user’s organization has multiple Security Officers, all of whom
receive role request email notifications forwarded by AMPS to their official email addresses.
However, a role request needs the review and approval of only one SO.

Not all DLA role requests require a Security Officer review. See the following sections to
understand when AMPS does not require a Security Officer review and when AMPS can apply
an automatic approval.

Security Officer Approval: Not Required for Non-Sensitive (NS) Roles

In specific circumstances, a Security Officer review is not required in certain role requests or
role extension requests. If the role or extension request meets the following criteria, a
Security Officer review is not required:

e  Therole is Unclassified.
e  The position sensitivity of the role is Non-Sensitive (NS).
e  The user who requests the role or role extension is a DLA user.

Note: for DLA User Requests - - -

For a case in which a DLA user’s security information is incomplete in AMPS and the role
specified in an original request or an extension request is also Non-Sensitive (NS) and
Unclassified, AMPS does not require completion of security clearance information fields.

Email Notifications

AMPS does not send approval stage email notifications to a user when a Security Officer
review is not required.

Audit Log Entries
When a Security Officer is not required, AMPS captures and stores the following information
in audit logs:

e  The Security Officer's approver ID is not recorded in the audit logs. That is, the entry
is blank.

e  The Status recorded in the audit logs is “NOT REQUIRED."
e  The comment in the audit logs states, “Security Officer approval is not required for
DLA user requesting an IT3 role.”
Automatic Security Officer Approvals

AMPS can apply an automatic Security Officer approval to a role request, role expiry request,
or role extension request that meets specific criteria. The automatic approval speeds the
approval process for role requests that present no specific content requiring an immediate
security review.

For role requests, role expiries or extensions, and attribute change requests, AMPS can
automatically apply an approval for a Security Officer, if all of the following conditions are met:

e  Therequesting user is a DLA user.
e The useris not flagged for review by a Security Officer.
e Therolein question is not a Classified role.

e The Position Sensitivity of the requested role is critical Sensitive (CS) or non-critical
sensitive (NCS). This condition applies to DLA and DFAS roles available to DLA users.
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e The Position Sensitivity of the requested role does not exceed the current Position
Sensitivity assigned to the user.

e  The user has a value recorded for the four clearance-related fields that AMPS stores,
including the following fields:

e Security Clearance
*  Position Sensitivity (formerly IT Level)
e Background Investigation Type
e  LastInvestigation Date
e The user has a Position Sensitivity of critical sensitive (CS) or non-critical sensitive
(NCS) and the most recent Investigation Date is less than five years old.

Email Notifications

After a user submits a role request that receives an automatic Security Officer approval, the
next email notification a user receives is either the next step in the process or the final email
notification if the automated approval is the last step in the process.

Audit Log Entries

When an automatic approval occurs, AMPS logs the approval with the following data:
e The approver's user ID, normally reported in the audit logs, will be blank.
e  The Status recorded in the audit logs will be “AUTOAPPROVE.”

e The audit log comment contains the following statement: “This request has been
automatically approved by AMPS, per the conditions specified by the DLA CIO (the
Designated Approving Authority [DAA]) per the DLA Account Management Policy -
Signed 6 Nov 2014."

Note:

AMPS reports date and time stamps in the audit log in Coordinated Universal Time (UTC).

Security Officer: External Users

All external users, except members of the public, must identify an External Security Officer in
AMPS. This Security Officer does not require an AMPS account or the AMPS Security Officer
role to perform the duties of an External Security Officer. However, the external user must
provide an email address for the External Security Officer during new user registration to
ensure he or she receives email notifications of role request approvals.

Note that an external user cannot identify himself as his own External Security Officer; AMPS
business rules prevent users from approving their own role requests.

An external user in one of the following categories must identify the email address for an
External Security Officer:

e Military
e  Civilian

. Contractor

The External Security Officer must supply the following information through the External
Approval Portal (EAP) when AMPS assigns an approval task:

. First Name
. Last Name
e  Telephone Number

When an external user in one of the specified categories requests a role, AMPS sends an email
notification to the External Supervisor advising the supervisor of an action required in AMPS.
After the External Supervisor approves the role request, AMPS moves the role request to an
EAP work queue specifically set up for the External Security Officer. Then, AMPS sends an
email notification to the External Security Officer advising the Security Officer of an action
required in AMPS. The notification includes a URL that, when entered in a browser instance,
takes the Security Officer directly to the EAP work queue containing links to requests that
require action.

The section on how to approve an external role request explains the procedure an External
Security Officer uses for approving or rejecting a role request from an external user.

Data Owner (DO)

The Data Owner is responsible for reviewing the request of a role associated with an
application. Because each role is associated with a specific application and role-owning
organization, requests for these roles are submitted to the Data Owners associated with the
same application and role-owning organization. One of the Data Owners reviews and either
approves or rejects requests for these roles.

An organization may have multiple Data Owners, all of whom receive role request email
notifications forwarded by AMPS to their official email addresses. However, a role request
needs the review and approval of only one Data Owner. In addition, Data Owners handle all
requests from users, internal or external.

Information Assurance Officer (IAO)

No IAO review is required for DLA systems, but some AMPS customers, such as DFAS, employ
an IAO for approvals. The primary responsibility of the Information Assurance Officer is to
verify the requestor’'s compliance with Department of Defense information assurance training
initiatives, now called Cyber Awareness Training. When a group of IAOs receive notification of a
DFAS or external role request SAAR, an IAO opens the SAAR, verifies the entry of the user’s
Cyber Awareness Certification Date and ensures the date is the most recent date and that it is
accurate. The IAO may check other details in the SAAR, but the Cyber Awareness Training
Certification Date is the data AMPS requires for approval of a SAAR by the IAO.

An organization that employs IAO approval has multiple IAOs, all of whom receive role
request email notifications forwarded by AMPS to their official email addresses. However, a
role request needs the review and approval of only one IAO. In addition, IAOs handle all
requests from users, internal or external.
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Additional Organization- or Application-Specific Roles

Some organizations or application owners have specific additions to the approval process. In
the current version of the system, the additional approver added most often is a Segregation
of Duties (SOD) Reviewer.

SOD Reviewer

Some roles are set up in AMPS with a requirement for an additional reviewer who checks for
conflicts of interest between a newly requested role and existing role assignments. This
additional reviewer is the first in the approval sequence to see a role request. If a conflict
between a requested role and a current role exists, the SOD Reviewer enters an explanation
of the conflict and completes the review. After SOD Review completion, AMPS forwards the
role request to the requestor’'s Supervisor and subsequent approvers, each of whom can
reject the role request based on the conflict of interest noted by SOD Reviewer.

External Authorizing Official (EAO)

A number of roles available to external users require an extra approver called an “External
Authorizing Official” or “EAO.” External users identify an EAO with an email address entry in
the user's My Information screen or during a role request.

Top-level Manager Roles

AMPS also provides a top-level role, called a "Manager" role. A Manager role serves a
particular purpose in the overall approval process. In the majority of cases, a role request
proceeds through the steps described in the Approval Process Summary section, and each
request is reviewed by a predefined approver in prescribed approval stages. These approvers
are identified in AMPS as users who have been assigned specific roles, such as Security Officer
or Role Data Owner.

However, if a staff member is not assigned to the appropriate approver role to receive role
requests for action, AMPS must have a way to redirect role requests to a contingent approver

with an appropriate role. This contingent approver role is called a Manager role. For example:

A DFAS user requests the Prompt Pay 101 role, AMPS forwards the request to the SOD
Reviewer. After the SOD Reviewer completes the assessment and submits a recommendation
as a part of the completion of the review, AMPS sends the role request to the requestor’s
AMPS Supervisor.

After the Supervisor approves the request, AMPS sends the request to the organizational
Security Officer. After the SO approves the request, AMPS sends the request to the Prompt
Pay 101 Data Owner for approval. This Data Owner should be predefined and assigned the
appropriate Data Owner role in order to receive AMPS notifications and exercise the authority
to administer approvals.

If no staff member has been assigned to Prompt Pay 101 Data Owner role, for whatever
reason, AMPS sends the request to the Prompt Pay 101 Data Owner Manager for approval.
That person has two responsibilities:

e  Approve or deny the request.

e  Find out why the request came to the Data Owner Manager, rather than a Data
Owner associated specifically with that role.

To correct the situation and ensure that AMPS can forward role requests for Prompt Pay 101
to the appropriate Prompt Pay 101 Data Owner, the Data Owner Manager makes sure that
one or more staff members, with the appropriate responsibilities and credentials, requests
and receives the Prompt Pay 101 Data Owner role.

When staff members receive the Prompt Pay 101 Data Owner role, AMPS can direct the
approvals for associated Prompt Pay 101 role requests to the correct Data Owner, rather than
the Data Owner Manager.

AMPS contingency coverage also includes an SOD Reviewer Manager, a Security Officer
Manager, an Information Assurance Manager, and a Provisioner Manager. Staff members who
hold these roles have the same type of responsibilities for handling contingent role requests
that have no corresponding approvers.

Cross-organizational Role Request Approvals

In the AMPS user community, some users may need access to systems outside their own
agency. For example, a DFAS user may need access to a DLA system, or a DLA user may need
access to a DFAS system. Typically, users do not have access to roles beyond their own
agencies, but the unique relationship between DLA and DFAS requires AMPS to accommodate
inter-agency users. Therefore, roles for applications associated with one agency have been
published in a way that enables a user from one agency to request one or more roles for
applications associated with the other agency.

A cross-organizational request is a role request, including an attribute update request, that
meets one of the following criteria:

e ADLAuser requests a DFAS role or an attribute update for a DFAS role.
e  ADFAS user requests a DLA role or an attribute update for a DLA role.

e Anexternal user requesting any role.

Approval Constraints for Cross-organizational Role Requests

DLA and DFAS have different standard approval paths for role requests. For example, AMPS
does not require an approval by an Information Assurance Officer (IAO) from any DLA user

who submits a DLA role request. However, DFAS requires IAO approvals for roles providing

access to its systems.

Because the two agencies have different rules for handling requests, AMPS first identifies the
requesting user’'s organization—DLA or DFAS—and follows the rules set up for that
organization when determining how to direct an approval for a cross-organization request.
This organizational distinction excludes external users. These users belong to a single
organization called “DLA External,” whether they are DFAS or DLA users, and DLA External
does not have assigned IAOs to receive approval requests. AMPS determines which
organization the role belongs to, and follows the IAO approval rules for that organization.

For a cross-organizational role request, AMPS uses the following criteria to determine which
organization has priority in determining the rule set to follow:

e  For external users who submit cross-organizational requests . . .

o  AMPS always routes Security Officer approvals to the user’s External
Security Officer.
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o  AMPS routes approvals to IAOs based on the organization of the role:

= For a DFAS role request, AMPS forwards the request to an IAO
group for approval.

=  For aDLArole request, AMPS bypasses the IAO approval stage.

e  Forinternal users who submit cross-organizational requests AMPS determines the
role’s organization and follows the rules set up for that organization.

Annual Revalidation Requests and Cross-organizational Roles

Starting with AMPS release 17.2.0, DLA internal users are required to submit annual
revalidation requests on their specified anniversary dates. DFAS users will be required to
submit annual revalidation requests at a later date. Some DLA and DFAS users may hold
cross- organizational roles. However, AMPS determines which approval path rules to follow
based on the user’s organization. Hence, DLA annual revalidation requests follow DLA
approval requirements; and DFAS annual revalidation requests will follow DFAS approval
requirements.

The following subsections describe how AMPS resolves the differences in approval paths for
cross-organizational role requests.

Security Officer (SO) in Cross-organizational Requests

DLA has a more complex set of rules for directing approvals to Security Officers. The aim of
these rules is to simplify and streamline the approval procedure by skipping the Security
Officer approval step in many circumstances. The AMPS User Guide explains these rules in
detail in the section entitled Security Officers: Internal and External SO Review Requirements.

These rules are also applicable in cross-organizational requests:

If a DLA user requests a DFAS non-sensitive role, SO approval is not required.

If a DFAS user requests a DLA non-sensitive (NS), non-critical sensitive (NCS), or
critical sensitive (CS) role, DFAS requires an SO approval; the approval is performed
by a DFAS Security Officer.

All external user role requests for any DLA or DFAS roles are required to have
External Security Officer approval.

Information Assurance Officer (IAO) in Cross-organizational Requests

Per DLA policy, AMPS no longer forwards any type of request to Information Assurance
Officers when DLA users submit role requests involving DLA roles. Although DLA no longer
requires direct approval of any role request by an Information Security Officer, DFAS approval
paths continue to require an approval by an IAO. To resolve the difference in approval
requirements, the two agencies have agreed to manage IAO role request approvals for in-
organization and cross- organization requests in the following manner:

If any user requests a DLA Role, AMPS skips the IAO approval step and marks the
request approval as not required by an IAO.

If a DFAS internal user requests a DFAS Role, AMPS assigns the IAO approval to the
user’'s DFAS IAO.

If a DLA or External user requests a DFAS Role, AMPS assigns the IAO approval to the
role’s DFAS IAO.

Approval Process Summary

The procedures in this section describe how each approver handles the approval of a role
request in AMPS. The procedures include the text of sample email notifications that AMPS
sends to users and approvers at each stage of the approval process. Only users who have
been assigned one of the AMPS roles identified in Table 1 can follow these procedures.
Although the AMPS screens look different, the process is very similar to Legacy AMPS.

In AMPS, the approver. ..

Receives a notification that an action is required on a role request.
Logs in to AMPS and navigates to a list of pending tasks.

Selects the pending task to open the approval decision screen.
Selects or enters data in required and optional fields.

Approves, rejects, or cancels the role request.

Table 1 summarizes approvers and their tasks.
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This Administrator-... Is assigned...

Segregation of Duties | To your
(SOD) Reviewer organization.

Table 1: Role Request Approvers and Provisioners

Notes

If a role requires a review to ensure segregation of duties policies are
enforced, the SOD Review is defined as part of the role itself. The SOD
review provides a point of entry to the approval process for roles that
require an SOD check for each role request.

e Segregation of Duties Review
Segregation of Duties Reviewers:

e Segregation of Duties Reviewers

e Segregation of Duties Review

to which you belong.

two or more Security Officers assigned. You can identify them during the
role request process.

External users identify a specific External Security Officer in their User
Information and can update the External Security Officer information
during a role request.

Supervisor To your account If a change occurs that is not reflected in AMPS, you can change your Users:
when the account is Supervisor in AMPS during the role request process. . How to Update Your AMPS Supervisor
created initially. If a SAAR is assigned to Supervisor whose account is Deleted or Disabled, the Supervisors:
SAAR is automatically approved and sent to the next approver in the workflow. e  Supervisor Approval
External users identify a specific External Supervisor in their User Information ¢ How to Reject a Role
and can update Supervisor information during a role request. . How to Suspend a Role Request
Security Officer To the Organization | You cannot change this assignment. However, Organizations may have Users:

e How to Request a Role

¢ How to Update Organization Information
Security Officers:

e  Security Officer Approval

¢ How to Reject a Role Request

e How to Suspend a Role Request

External Authorizing
Official (EAO)

To a role request by
an external user.

This approver affects only an external user who requests a certain type of
role.

Users:
e How to Request a Role
External Authorizing Officials:
o External Authorizing Official Approval

Data Owner To the application Data Owners see all role requests for access to their application data. Users: Ask your Supervisor if you have questions about
associated with the the Data Owner.
role you are Data Owners:
requesting. o Data Owner Approval
e How to Reject a Role
e How to Suspend a Role
Information To the Organization You cannot change this assignment. However, Organizations may have Users:
Assurance Officer to which you belong. | two or more IAOs assigned. You can identify them during the role request e How to Request a Role
(IAO) process. Some customer applications do not require IAO approval, in IAOs (not applicable to DLA systems):
which this administrator task is not applicable. DLA systems do not « Information Assurance Officer Approval
require an IAQ review. (applicable only to customers that require
IAO administration)
e How to Reject a Role
e How to Suspend a Role Request
Total AMPS To the application In the manual provisioning method, a provisioner creates a user account Total AMPS Customers, Users, and Provisioners:
Provisioner associated with the based on information provided in a Total AMPS ticket or Remedy ticket. e  Provisioning Process: Total AMPS
role you are In the automated provisioning method, AMPS works directly with the
requesting. application’s system to set up the account.
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External Approvers Authentication Error Messages: CAC Users Only

External users must enter the email addresses of the following three external approvers in his
or her My Information profile:

e  External Supervisor
e  External Security Officer
e  External Authorizing Official

Note:

The external approvers whose email address you enter or update must be
three separate and distinct individuals with different email addresses.

Error Message: Non-matching Email Addresses

These addresses are associated with the external user's account and provide a component in
the authentication process for external approvers. Some external approvers use a CAC or
other smart card to authenticate their identities. CACs and other smart cards store the card
owner's authentication data. When an external approver attempts to gain access to a user's
request approval screen, AMPS reads and compares this with the information it has stored for
the approver. The role of the “Action Required” email message to the approver is key to the
authentication process.

This process starts when an external approver receives an email notification indicating that a
request has been submitted for approval (see step 1 in the following procedure).

The email instructs the approver to copy and paste the URL from the email message to a
browser instance. This URL contains an encrypted copy of the approver’s email address, which
was provided by the requesting user. AMPS captured and stored this address after the user
entered it during registration. The user can also update this information later (see How to
Update the Supervisor: External Users Only).

If the email address detected on the approver’s smart card does not match the approver email
address stored in the requesting user’s profile, AMPS displays an error message and prevents the
approver from opening the SAAR's approval decision screen.

The first procedure in this section describes the error message that AMPS displays if the system
detects a discrepancy between the two email addresses. The instructions in this procedure also
explain how to resolve this error.

Error Message: Incorrect CAC Certificate

During the process of opening the External Approval Portal, a smart card-enabled approver
may attempt to authenticate with a CAC or other smart card. As part of the process, the
system asks the approver to choose a certificate. With the implementation of the DoD’s CAC
modernization directive in AMPS, CAC-enabled approvers should choose their
“Authentication” certificate, also referred to as the “PIV” certificate. If the approver chooses
another certificate, the system may display an error message.

If you see this error message, follow the instructions in the procedure to start over and
choose the correct certificate. Refer to the second procedure in this section for details on how
to resolve this error.

Error Message: Missing Authentication Certificate

During the process of opening the External Approval Portal, a previously authenticated, smart
card-enabled approver must authenticate with a certificate selected from their smart card. For
CAC users, this should be the “Authentication” certificate. If the approver closes or cancels out
or the security dialog without providing their certificate, the system will display an error
message.

If you see the error message, follow the instructions in the procedure and restart the process.
Select the correct certificate when prompted. See the Missing Authentication Certificate
procedure below for more details.
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Non-matching Email Addresses

1.

Review the email notification
requesting an approval action.

The email provides a URL that leads to
the external approver’s work list.

From the email message, copy and
paste the URL into a browser.

After pasting the URL into the
browser’s address bar, press Enter.

The email address stored on your smart
card certificate must match the email
address in the user’s profile (see the
user's My Information screen).

If these email addresses do not
match, AMPS displays this error
message.

4

I E 4 Approval Systern X 11

5 C FULL AMPS lssue Tracker ... [3p CORLs - All Docurnents @ AMPS - DLA J6 Wiki

Sample External Approver Notification

1 Subject: Action Required: SAAR #106420 - Request User Access for zoltan zvendor (EZZ0024) (DLA External) (DFAS SABRS) 10/18/2017 07:44:00 GMT

Body: SAAR #106420 - Request User Access for zvendor, zoltan (EZZ0024) (DLA External) has been submitted for approval.
This request for DFAS SABRS Prod - MC General User SABRS-001 was submitted in AMPS on 10/18/2017 07:44:00 GMT.

Please visit AMPS at this URL:

https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
d / flow.xml&ApprovallD=7425%3AN7f3dfitXAVJU%2BYqDo8Sj9j9mBaNeEx%2BDETmMIcWxmCQ%3D

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 11/07/2017 06:44:10 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil

only) at https://dla.servicenowservices.mil/sp?id=index

3 B wtpe//ampsdilamillesponalfaces/sdf tack -flow?adf Hidz esportal-flowSiadf HDas

-@c ] Search...

File Edit View Favorites Tools Help

¥

J:u} - Eﬂ * [ mm - Fagev Safety = Tools = ﬂvﬁm

.AHPS- Approval Work Quene

O Error

Certificate email doesn’t match request approver email

The email address listed on your certificate does not match the email address an record.

Please salect the appropriate certificate at logon.

For mare information ses the Bdemal Approver Guide

If you nead IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press
5, then speak or enter D-L-A) or visit the DLA Service Portal {mil only) at https:{/dla.servicenowservices.mil) spFid=index

0% -

Figure 142: URL Entry and External Approval Work Queue
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4. Review the error message and follow =

the instructions below.
ﬁ hitps famps.dia.mil/ eapartal faces/ adf task- flow? adf tfld = caportal-flowdiasdf tflog: - i@ & || Search... B2~

An email address mismatch may occur

if the user changes the approver’s | © AMPS Approval System ¢ |

address in their profile after the File Edit View Favortes Tooks Help

approval task in question was created. iz ER FULL AMPS lssue Tracker ... £3» CORLs - All Documents @ AMPS - DLA J6 Wiki " K v B v sm v Pagev Sefetyv Took~ ig~ [ O
It may also be caused by a certificate

error. In either case, AMPS blocks -AH PS Approval Work Queune

access to the approval task.
@ Error
5. Close your browser.

4 ¢ Cartificate email doesi®t match reguest approver amail
/ The amail acddress listed on yvaur cartificate does not match the email sddress an recard,
6. Open anew browser and log in using
the URL provided in the email. Be
sure you select the appropriate For mose information see the Extemal Approver Guide
certificate.

Please sebact the appropriabe certificate at |-f'|-.:|-.’||"|.

If you need [T assistance, please contact the DISA Global Service Desk by calling toll free B44-DISA-HLP (B44-347-2457) or DSN 850-0032 (press

7. Next Steps (not shown): If, after 5, then speak or enter D-L-&) or visit the DLA Service Portal [ mil only) at hitps://dla.servicenowsenices. mil/spFid=index

following the above procedure, you [ #100% -
are still unable to access the approval
task, call the Service Des.k, and report Figure 143: Certificate Email Error Message
the problem to the Service Desk

agent.
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Authentication with the Wrong CAC Certificate

During your log in to AMPS, you must choose the correct certificate when the system displays When you choose the wrong certificate while opening the External Approval Portal, the system
a security dialog requesting a certificate choice. AMPS is configured to support only a few responds with an error message. Step through the following procedure to exit the message
certificate types. If you have authenticated in AMPS with a CAC (or other smart card), you must and clear the certificate issue.

provide that certificate whenever you log in.

1. Review the email notification

) ; Sample External Approver Notification
requesting an approval action.

1 Subject: Action Required: SAAR #106421 - Request User Access for zoltan zvendor (EZZ0024) (DLA External) (DFAS SABRS) 10/18/2017 07:44:01 GMT

The email provides a URL that leads to

. Body:
the external approver’s work list.

SAAR #106421 - Request User Access for zvendor, zoltan (EZZ0024) (DLA External) has been submitted for approval.
This request for DFAS SABRS Prod - HQMC CTAB SABRS SABRS-002 was submitted in AMPS on 10/18/2017 07:44:01 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xml&ApprovallD=0457%3AVH%2FCyYdFHWdxFNpHCMpmLaClgCSctFbU3toHYOrsZ48%3D

2. From the email message, copy and
paste the URL into the address bar of
a browser.
Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 11/07/2017 06:44:09 GMT.
Press the Enter key.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
AMPS displays a Windows Security https://dla.servicenowservices.mil/sp?id=index
dialog (see Figure 145).

— O X
2 A{‘% https://amps.dla.mil/eaportal/faces/adf task-flow?adf fl O ~ & C) (& AMPS Approval System
';F /Edit View Favortes Tools Help
AN% -
Figure 144: Sample Browser Address Bar
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3. Inthe Windows Security dialog, ‘ B — ><
select the appropriate certificate. . _ Selecta Certificate
Site ampst.use2.ad.dla.mil needs your credentials:
In the sample dialog, the approver
p 24 pp ID - W
has selected an unsupported
certificate Issuer: DOD ID CA-41
’ Valid From: 7/30/2017 to 7/29/2020
Click here to view certificate properties
For CAC users, the correct certificate
for AMPS authentication is the Morcchaices
Authentication certificate issued b g -
f Y Issuer: DOD ID CA-41
the DoD. Valid From: 7/30/2017 to 7/29/2020
: R / . PR e T
4.  Click the OK button. <suer: DOD 1D CAd1
If you select an unsupported Valid From: 7/30/2017 to 7/29/2020
certificate, AMPS displays an error Signature - EINENS. RS FEIPEE
. Issuer: DOD EMAIL CA-41
message (see Figure 146). Valid From: 7/30/2017 to 7/29/2020
4 [ | oK |]I Cancel
A 5
Figure 145: Sample Certificate Selection
5. Review the error message and follow
the inStrUCtionS beIOW' G [ .a Ptpas/ amiphdla.mil’ sapartal Tece’ sdl task-Tlow Tadl Aid= eaponal-flowload! De - E [ ] ] Seach.. _.Iﬂ -
4 AMPS Approval System X [L1]
In this message, the system confirms : :
z L
that AMPS does not support the i (3 FULL AMPS lssue Tracker ... (b CDRLs - All Documents @ AMPS - DLA J6 Wiki T B = & v Page~ Safetyw Tock~ i~ B O

certificate selected.

.N’-‘IPE Approval Work Queue

D Frror

[ AMPS does not support the certificate you selected.

Make sura when you choose a cerificate that yow are using the appropriate certficate.
‘fou should see an option to display more choices when you are selecting a certificate at logan.

For mare infarmation see the Extaimal Approver Guide

If wou nead IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032
(press §, then speak or enter D-1-4) or visit the DLA Service Portal (.mil anby) at hitps://dla.servicenowsenvices.mil/spfid=index

Figure 146: Unsupported Certificate Error Message

w 100%
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6. Close your browser.

X X e ..:i,."‘thﬁ arnps.diamal esportal/faces/ adl Lask-Flowadl.td = eaportal-flow&adf Do - @c Search.. _.G -
7. Repeat the access process, beginning —
with step 1 in this procedure. I AMIPS Appeoeat Sysiemn
Ensure that you select a certificate in -
the Windows Security dialog that is v KR FULL AMPS kisue Tracker .. £Js CDRLs - All Documents @ AMPS - DLA I Wiki fi =~ B - #m = Page= Safety= Took~= = JB O
supported in AMPS. |
PP HAMPQ Approval Work Queue
8.  Next Steps (not shown): If, after @ Error

following the above procedure, you
are still unable to access the approval

task, call the Service Desk, and report Make sure when you choose a certificate that you are using the appropriate certificate.
the pr0b|em to the Service Desk You should see an option to display more choices when you are selecting a certificate at lagan.
agent. For more information see the External Approver Guide

AMPS does not support the certificate you selected.

If you need [T assistance, please contact the DISA Global Service Desk by calling toll free B44-DISA-HLP (844-347-2457) or DSM 850-0032 (press 5,
then speak or enter (D-L-A) or visit the DLA Service Portal {omil onby) at hitpsyidla.servicenowservices, mil/sp?id =index

-

0% -

Figure 147: Unsupported Certificate Error Message - Browser Exit

Missing Authentication Certificate

During your log in to AMPS, you must choose a certificate when the system displays a security
dialog requesting a certificate choice (see steps 3 and 4 above). AMPS is configured to support
a few certificate types. If you have previously authenticated in AMPS with a CAC (or other
smart card), you must provide that certificate whenever you log in. CAC users should use their
“Authentication” certificate.

If you choose to cancel or close the security dialog requesting a certificate while opening the
External Approval Portal, the system responds with an error message. If you see the below
error message, close your browser, and restart the process with a fresh browser (Note: you
may need to clear your browser’s cache). Select the correct certificate when prompted by the
security dialog.

1. Ifyou see the error at right, close
your browser. HAMPS Approval Work Queue

2. Repeat the access process, beginning

with step 1 in the previous @ Error

procedure. You must present a Certificate to authenticate.

Ensure that you select the correct For more Info External Approver Guide (Procedures for Using the External Approver Portal)

certificate in the Windows Security

dialog. If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press
3. Next Steps (not shown): If, after 3, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

following the above procedure, you

are still unable to access the approval
task, call the Service Desk, and report
the problem to the Service Desk
agent.

Figure 148: Missing Certificate Error Message
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Required Approvals and Time Limits

The AMPS process for submitting and approving a user’s role request is called a “workflow.” A
workflow automates the process of sending notifications of required actions and of
forwarding action items to approvers in sequence. The AMPS approval workflow automatically
tracks and reports on the status of each approval request.

After a user submits a role request, AMPS forwards the request to the approval workflow.
During the workflow process, several approvers review the request before the role is
provisioned to the user's account.

Approval Period and Automatic Cancellation

From the time an approver receives the initial email notification for a role request approval,
AMPS provides 20 days for the approver to complete an action on the request: either approve
or deny. After the initial notification, AMPS delivers additional email notifications every day to
the current approver until the request is approved or denied, or the 20-day approval period
expires.

The number of approvers who review a request is defined in AMPS, and the number may vary
according to which application and role make up the request. As AMPS forwards the request
to each approver, AMPS also sends each user email notifications indicating the request's
current status and pending approval requirements. Each approver receives email notifications
from AMPS for role requests that require his or her action.

If an approver does not act on a request before the end of the approver’s time limit, the SAAR
expires. AMPS then notifies the requestor that the request has expired. If the requestor still
needs the role, he or she should consult a Supervisor and, if necessary, submit a new request.
The following chart summarizes approvers in the workflow, approval requirements, and
approval time limits.

Note: ifa request is submitted to an approver type, but there is no one assigned to the associated approver role, AMPS immediately escalates the approval to the next approver type in

the hierarchy before the 20-day timeout period begins. A timeout results in a rejected SAAR.

Table 2 : Required Approvals and Time Limits

Required Approvals Role/Application Reminder Notifications

Time Limit for

Approval

All internal role requests for applications that require an SOD
Segregation of Duties (SOD) Reviewer Review to ensure Segregation of Duties policies are enforced | Every day after initial notification. 20 days.
before the role request is approved.
Supervisor All role requests for all applications. Every day after initial notification. 20 days.
All internal that require an SO review. External role requests
for all applications.
Security Officer (applicable only when AMPS does not All role requests from users flagged for an additional Security - _—
. ) . Every day after initial notification. 20 days.
apply an automatic approval) Officer Review.
Role requests that qualify for automatic approval are
approved immediately.
External Authorizing Official Requests by external users for certain roles preset to include Every day after initial notification. 20 days.
the EAO as an approver.
Data Owner All internal user role requests. Every day after initial notification. 20 days.
All internal user role requests for customers that require IAO
Information Assurance Officer (applicable only to i
4 . 5 PP 4 approval. Not apphcable.to DLA system.s. Every day after initial notification. 20 days.
customers who require IAO approval) Roles requests that qualify for automatic approval are
approved immediately.
Information Assurance Manager (applicable only to . o o
. Requests for an IAO role. Not applicable to DLA systems. Every day after initial notification. 20 days.
customers who require IAO approval)
Provisioners (System Administrators, Database All Total AMPS Solution requests approved during the . I No expiration of the
. Once a week after initial notification. ticketed provisioning
Administrators) approval workflow. request
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How to Request the AMPS Supervisor Role - Internal Users Only

What you can do: | Follow this procedure if you are an AMPS Supervisor but you do not have the AMPS Supervisor role assigned to your account.
If you do not have the AMPS Supervisor role, AMPS displays a screen like the sample in Figure 149 when you click a user's SAAR in your My Tasks

Note' list.

The Supervisor role is reserved for Mame  boe % | SAAR SULEMEDS - Heqpemsi il a o
internal AMPS Supervisors only. SAAR #U340818 - Request User Acoes fof N — ) Defenae Logistics Agency Headquariers) (HRSD) 041043 b s - R T TTT T T— .
— /i r
External approvers do not need to i woar Nimithod ol i Hetochati v s Mfiie Suervise. Hampset you By sk cumeoitiy Jesiasd e “INPY Supsrvionr rol i AAIPE witich i o b oo Hogiicarent .
request this role. M S ML S iy =
TF wom are g weet's pupe - - - " L KT e e LA " 7
. g REE raET F ]
(e ST p i) i
AMPS Supervisor Role Check: RANR Infcrmatiin
BAAR, I Bowin e Task Aasigneeis) A O itk R SOURCTL 4 Y
If you see the below message, click the OK SRR Typar s Rt Vask Creation o454 12:01 P4 T+ i Task Stabers Sossie
Roguent Date &4/ 2204 Dt Ll Ukt 28Tl 1381 R0 AT I
button and refresh your AMPS Inbox. Date Tash G874 1701 P T 1
Bagirey
Uner Mgstification Fasssary [u masajs ujsas iscileen] el lassfialon sl | s e
Ubier Oypiessl
AMPS Supervisor Role Check L] [nfrmuticn
@ You currently do not have the "AMPS Supervisor Role": E— .
SAAR needs to be updated; Please "Refresh” inbox and gpeebond Malle HRED D - Srdcetiny WD Case Maragamat - Casarsl [nguwy HESD-107
click the SAAR again. Al i ED Classifenthss  UsAEmes
| mviromret (5.
Aaiwas Tygm  faslhie el
Primnary Balle 4000 00 and Py i
Sarrwalaity
- Uy Samsmary
sy 1y P
Pz Iman Qeami
Cferine (agpedes Sgsniy il
Srguaiination el i e 4 Annoal Revalldatien 501200
Dok Thig 19 Speogsl [T
Proition Sensdtieity foo o d e T
Lartifarabice Duto
- Requestor Informalion
W 1D Jols Tithe HF Specaiar
P Fhane
Danes wagises I daml
Organtsation =1 LIS Sy el 2 A

Figure 149: Supervisor Role Notification

AMPS displays this notification if you do not have the AMPS Supervisor role.

Where to start: | AMPS provides the following three options on the Supervisor screen:

a. Click the close icon if you do not already have the AMPS Supervisor role assigned to your account: follow the instructions in this
section to request this role. This role request must be approved during the role approval process described in the next section: How to
Approve a Role Request.

b. Click Have Supervisor Role only after you have acquired the AMPS Supervisor role: after the AMPS Supervisor role has been assigned
to you, AMPS displays this role in the Current Roles table (see Figure 158). You can reopen the approval task that triggered the screen
shown by example in Figure 149. After you click Have Supervisor Role, you can proceed with the role request approval.

c. Click Not a Supervisor only if you are not the requesting user’'s AMPS Supervisor: if you click this option, AMPS marks the user's
request as rejected and notifies the user of the reason for the rejection. The user must select a different AMPS Supervisor.
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Request the AMPS Supervisor Role

In the following AMPS Supervisor role request procedure, all data entry fields marked with an asterisk (*) are required fields.

1. Login to AMPS.

AMPS displays the Self Service Home
page. Your ID is displayed to indicate
you are the currently logged-in user.

2. Onthe Self Service Home page, click
the Role Request tile.

If this role request is your first during
the current session, AMPS displays a
Privacy Act Statement appropriate for
your organization. Click the Accept
button to proceed.

AMBPS displays the Request Role:
User Information screen
(see Figure 151).

Account Management and Provisloning System (AMPS)

Hoirs

Wy Informaticn ok Reguast
REnags Ll frodes Clegpsrd @ dghe o S00ESs
iR @0 Chibeae
T

ol B S0 TR Deede wnbie i @ Wisken &) gt el

s e e | rle e B e e

Figure 150: AMPS Self Service Home Page - Role Request Tile
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3.

Enter your Cyber Awareness
Certification Date (required). This
date must fall within the previous 12
months.

e DFAS users: update this field to
display the latest date.

o DLA users: this date is read-only.

You no longer need to enter your
Date of Birth.

AMPS does not save or store the DOB
of any user. This data is no longer
collected by AMPS. When present, this
field displays non-editable faux data.

User Type is a nonmodifiable field.

However, there are fields associated

with your user type that require an

entry:

a. Civilian: select your Grade in
the field displayed (required).

b.  Military: select Branch and
Rank from the fields displayed
(see Figure 152).

Update your contact Information, as
needed.

See How to Update Contact
Information: Internal Users.

Update your Organization, as
needed.

See How to Update the
Organization: Internal Users Only
for more instructions.)

Update your Supervisor, as needed.
(See How to Update Your AMPS
Supervisor - Internal Users for more
instructions.)

Click the Next button to proceed. Itis
located next to the Cancel button.

o

Home  Regquest Role x

-
User Information

= User Account Information

User ID DTTOO014 Account Status  Active

First Mame Theodaore Date of Birth | 1,1,0992
Middhz Hame
e ok 5a / User Type Chilian .
EDIPI/UPN * Grade G512 v|
Emaill Theodore. Teckgdla.mi * Citizenship US v
* Tithe | Anabyst
* Cyber Awareness Certification Date 04/01/2017 &
Annual Revalidation Date
+ User Contact Information
* Official Telephone §53-555-1212 OfficefCube INFORMATION OPERATIONS
6 Official Fax * Street 8000 JEFFERSON DAVIS HIGH
R DSHN Phone PO Box
DSMN Fax * City | Richmond
Mabile * State Virginia
* Postal 33397-5002
Code
* Country UNITED STATES
~ Organization |~ Sunervisor
& Update Organization 7 " Update Supervisor :
Organization Name DFAS Columbus Hame Marjorie Super
Security Officer(s) HD Smith (MHD7777) User ID DMS0067
Albert Soff (DAN0013) Title Superviser
Charles Soff (DCS960) DLA Information Operations-
A Umemre) (5 S o ) Organization o, 1 mond-6
Brad Inag {DB.EI:‘BM[ :l} Emall Marjorie.Superbdla.mil

Phone 888-555-1212

N
£
L4
’
(]

. fm)

o longer collected,

/

Figure 151: AMPS Supervisor Role Request - User Information

5b User Type Military

[=]

* Branch USAR
* Rank | 1SGT [+

Figure 152: User Type Sample - Military
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AMPS Displays the Select Roles Screen

In the Select Roles screen, you have two choices for locating the role name you want to select: Search and Browse. The following procedure tells you how to search for the AMPS Supervisor
role.

10. Inthe Search Roles section, enter

AMPS in the Role Name field. RIS | R Ruuust foke x : " -
—a Cancel 15
User Information Select Robes Justification  Summary
|

11. Click the Search button. Browse Roles by Application Seanch Roles
o= AMPS Adeministrative Role Name AMFS 10
AMPS displays the names of all roles :: E:sf;;ilr:i:r;ﬂuqns Role Description S
having AMPS in the Role Name. b DLA Enberpeise Agylications Enterprise Application )
B DLA Enterprise Business System (EBS) Application
. . = DLA Logistics Information Services Applications -

12. Click :[he checkbox next to.DlspIay &> Energy Applications Environment vl
Admin Roles (for Supervisor and & Information Operations Priman ok v
Approval Access). Search| -

11 arch | Reset|
Checking this option /
displays AMPS approver
role names, including the

AMPS Supervisor role.

Select a Role
13. Locate and click the 12 4 b Display Admin Roles (for Supenvisor and Approval Access) \
AMPS Supervisor role / |Rale Hame 14 —+ | |Selected Roles
in the Select a Role / Role Name list. = AMPS DEFAULT SEPARATION OF DUTIES

L"_'.'._! = BMPS SUPERVISOR
& AMPS PROD - BASE REPORT USER AMPS-300 DATA OWNER
L AMPS Frod - Base Report Uiser AMPS-300
&= AMPS SECURITY OFFICER
14. Click the right arrow (—) button, also B AMFS SECURITY OFFIOER USER BT ROLE q

known as the Add button. 13 p L AMPS SUPERVISOR

/ i AMPS_DEPLOYMENT_TEAM

AMPS copies the role name to the L= DFAS ALEXANDRLA (Mark Center) LAD APPROVER
Selected Roles /ist panel on the right. = [DFAS ALEXANDRIA (Mark Center) SECURITY OFFICER i

MO AT T LT AT TR A CECED W T

15. Click Next.

Figure 153: AMPS Supervisor Role Request - Search for the AMPS Supervisor Role
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AMPS Displays the Justification Screen

In the Justification screen, enter comments relevant to the AMPS Supervisor role request. These comments explain to approvers why you need the AMPS Supervisor role.

16. Enter comments justifying this role - = )
. e Home % Request Role = i
request in the Justification text area. e L ® I
User Information Select Roles Justifiation Summany ':'a_“':ﬂ! 17
Note: Request Justification & Supporting Details »
The comment provided is for 16 ) ° Justification [ need the AMPS Supervsor role to approve the Optional Information
illustration purposes only. Please / requests submitted by my direct reports.

enter specific content related to the
AMPS Supervisor role request.

Attachment 1 | Browse...
17. Click Next. Attachment 2 | Browse...
Attachment 3 | Browst...

Attachments must be POF files, smaller than 2MB each.
Files containing Persanally Identifiable Information (PIT) shall not be uploaded (i.e. SSN, DOB, etc).

Figure 154: AMPS Supervisor Role Request - Justification
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AMPS Displays the Summary Screen

18. Review the information in the Role

Request Summary screen.

a. Click any node in the Request
Role train to return to
previous screens and make
corrections, as needed.

18

/

b. After making corrections, click
the Summary node in the
train to return to the
Summary screen.

19. Click Submit to complete the role

request.

[ Home =% ) Request Role x

&
User Information Select Roles Justification  Summany

Cancel|

Role Request Summary
Plaase review the information below before submitting this request
Usa the Back button fo change any information, and use the Submit button to complede this request
User Theodore Teck
User ID DTTO014
Supervisor Marjorie Super [DMSODGT)
Organization DFAS Columbus

Cyber Awareness 4/1/2017
Certification Date

User Type Chilian
Grade G5-12

Requested Rolefs) AMPS SUPERVISOR
Justification 1 need the AMPS Supendisor role to

approve the requests submitted by
my direct reports.

Attachments

rm_‘

Figure 155: AMPS Supervisor Role Request - Summary

AMPS Displays the Role Request Confirmation Screen

In the Confirmation screen, review the confirmation data to ensure AMPS created a SAAR for the AMPS Supervisor role, and that the SAAR has been submitted.

20. Review the Role Request
Confirmation data.

Note:

The SAAR number associated with
your request appears in the
confirmation data.

21. Click OK to close the Confirmation

message and proceed.

o Home % {5) Request Role x

Role Request Confirmation
Your request has been submitted for approval. The following S5AARs have been created:

SAAR Role
106093 AMPS SUPERVISOR

AMPS will notify you by email message regarding the status of each SAAR.

If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032
(press 5, then speak or enter D-L-A) or visit the DLA Service Pa-tal (.mil only) at https://dla_servicenowservices. milfsp?id=index

Figure 156: AMPS Supervisor Role Request - Confirmation
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Check the Status of the Supervisor Role Request in Pending Requests

1. Onthe Self Service Home page, click
the My Information tile (not shown)
to display User Information and
Applications & Roles tabs.

2. Click the Applications & Roles tab.

3. View the Pending Requests section
to check the status of your request as
it proceeds through the approval
process.

Check Pending Requests to determine
the location of any SAAR in the
approval process.

Figure 157 illustrates the status of the
sample SAAR created in this procedure.

o

U roma My Information = &
Display Hame Theodore Tedk (DTT0014)
User Informaticn & Rokes
= Curment Robes Request Role | Remere Robe
Current Rodes A | Apphication Emdronment | Role Type |
Usier has mo roles at w /
= Additional Role Altribules Upclate Additsonal Altributes
Flode Maemst | Attribatte |walue |
Liser has ro rodes with Additional Attribates to display.
Systermn Typa | System Mame | Prosisioned Arcess
oD DLA OID DTTO014
= Pending Requests Cancel Roquest’
SAAR 1D | SAAR: Type Rode Name Status Cusment Approver m’t Expire Date
106093  Role Request AMPS SUPERVISOR PENDING AFPROVAL Supervisor w8017 .JD."-B.’NI?
< >
= Request History
SAMR & [SAAR Type Resource(s) Satus [Last Activity
106050 Role Removal  AMPS SUPERVISOR COMPLETED /1872017
101464 Role Request  AMPS SUPERVISOR COMPLETED 6/21/2016

Figure 157: User's Applications & Roles Tab - Pending Requests
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Check Current Roles to Confirm the AMPS Supervisor Role is Assigned

4.  After you have been notified through
an AMPS email message that the
request approval is complete, check
the Current Roles section on the
Applications & Roles tab.

This section shows that the AMPS
Supervisor role has been assigned to
Yyour account.

5. Check the Request History section
on the Applications & Roles tab to
verify the SAAR has been completed.

5|

Home X @ My Information x &
Display Name Theodore Teck (DTT0014)
~
User Information Applications & Roles Direct Reports
~/Current Roles Request Role| Remove Role’
‘Current Roles ‘Applicat‘mn ‘Envirnnment ‘ Role Type |
k > AMPS SUPERVISOR AMPS PROD SuP
/ ~|Additional Role Attributes Update Additional Attributes
Role Name |Attribute |value |
User has no roles with Additional Attributes to display.
v/ Provisioned Accounts
System Type ‘Mem Name |Provisioned Access I
OID DLA OID DTT0014
~/Pending Requests Cancel Request
SAAR ID |SAAR Type Role Name Status Current Approver Rogﬁ:eﬂ |Expire Date ;l;:e i
User has no pending requests at this time.
< >
~/Request History
SAAR # |SAAR Type |Resource(s) |status |Last Activity |
/ 106093 Role Request AMPS SUPERVISOR COMPLETED 9/18/2017

Figure 158: Applications & Roles
The Current Roles table on the Applications & Roles tab lists all the roles currently assigned to your account,
including the newly assigned AMPS Supervisor role.
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Reopen the SAAR and Proceed with Approval

1. Return to the My Tasks view in your
Inbox and reopen the SAAR task (see
How to Approve a Role Request for
more information).

AMPS opens the Supervisor
notification screen for the selected
SAAR.

B8 Home x @ My Information X & Inbox x

Views

Inbox
My Tasks (1)
Views
Due Soon
High Priority
Past Day
Past Week
Past Month
Past Quarter
Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals

& | MyTasks(l) v Qv  Me&MyGroup All[v] Assigned v] »

Number Creal Assigned
5 841816

&

Sep 18, 2017 2:37 PM

Figure 159: Approval Details - My Tasks
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2. Click Have Supervisor Role to
continue with the approval.

&

Home x = @ MyInformation x &y Inbox x SAAR #106091 - Request Us... X
SAAR #106091 - Request User Access for Teck, Zachariah (DZT0001) (DFAS Columbus) (DFAS DIMS Na\ 2

AMPS he S . ’ The user identified below has selected you as Supervisor. However, you are not currently assigned a Supervisor role in AMPS.
opens the Su pervisor's If you approve this request in AMPS before you have been assigned a Supervisor role, AMPS automatically rejects this request.
Decision screen, enab/ingyou to Please choose one of the following actions:

continue the appr oval pr ocedure. 1. If you are this user’s supervisor, please request and obtain the Supervisor role through AMPS and then select the Have Supervisor button above.
2. If you are NOT this user’s supervisor, please reject this request. AMPS notifies the user that the request has been denied.

See How to Approve a Role Request Deadline:
. . This request will expire on 10/08/2017 at 02:37 PM EDT. If the request expires, AMPS automatically rejects the request and notifies the user that the request has expired.
for more information.

~/SAAR Information

SAAR ID 106091 Task Assignee(s)
SAAR Type Role Request Task Creation Date 09/18/2017 02:37 PM GMT-04:00 Task Status Assigned
Request Date 9/18/2017 Date Task Expires 10/08/2017 02:37 PM GMT-04:00 Last Updated 09/18/2017 02:37 PM GMT-04:00

User Justification 1 need this role to perform my tasks.
User Optional See attached certificate.
Information
~/Role Information
Requested Role DFAS DIMS Navy Prod - Navy RC SAR Report Inquiry (NAVYSAR) DIMSNAV-002

Application DFAS DIMS Navy Classification Undassified
Environment PROD Access Type  Authorized
Primary Role Not Applicable Role Position Non-Critical Sensitive (NCS)
Sensitivity
v/ User Summary
User ID DZT0001 Phone 888-555-1212
Name Teck, Zachariah Email Zachariah.Teck@dla.mil
Organization DFAS Columbus Supervisor (DTT0014) Teck, Theodore
Job Title Analyst Annual Revalidation
Date

Position Sensitivity Non-Sensitive (NS)
Cyber Awareness 4/1/2017
Certification Date

v/Requestor Information
User ID DZT0001 Job Title Analyst
Name Teck, Zachariah Phone 888-555-1212
Organization DFAS Columbus Email Zachariah.Teck@adla.mil
Figure 160: Supervisor Role Notification
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How to Approve a Role Request

What you can do: | Follow this procedure if you are a designated SOD reviewer or approver, and have received an email notification indicating a SAAR awaits your action

in AMPS. You must have the appropriate SOD reviewer role to receive the email notifications and have access to the SAARs.

Where to start: | To begin the process of reviewing or approving a role, review relevant email notifications, log in to AMPS, and click the Inbox command.

Segregation of Duties Review

A Segregation of Duties (SOD) Review is an optional stage in the approval workflow, required
only by certain customers and organizations for certain roles. If the request does not

go to the Supervisor Approval section. The following procedure explains how to complete
an SOD review of a role request in AMPS for compliance with SOD business practices.

require an SOD review as part of the approval workflow, you can skip this section and

1. Afterauserrequestsarole, AMPS — Sample User Notification: Confirmation
sends an email notification
. Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
confirming the request
submission and indicating 1 Body: Your request for role DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319, with access to DSS Distribution, SAAR 106077 has been submitted for approval.
the role request is ) ) o ) i i )
awaiting approval AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by calling
g app ' toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
2. AMPS also sends an email Sample User Notification: Status
notification to the user indicatin
. . g Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
the role request is waiting
for the SOD Reviewer's 2 Body: SAAR #106077 is awaiting Segregation of Duties Review approval.
comments and action. This request was submitted in AMPS on 09/14/2017 09:27:35 GMT.
No action is required from you at this time.
This task expires on 10/04/2017 09:27:50 GMT.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by calling
toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
3. Afterauserrequestsarole, AMPS  Sample Review Notification: Action Required

sends an email notification to the
Segregation of Duties

(SOD) Reviewer indicating 3
that a SAAR has been

submitted for an SOD review.

Subject: Action Required: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

Body: SAAR #106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) has been submitted for approval.
This request for DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 was submitted in AMPS on 09/14/2017 09:27:35 GMT.

Please visit AMPS at this URL: https://amps.dla.mil/
Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/04/2017 09:27:50 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by calling
toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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4. The SOD Reviewer clicks the Inbox -
command from their User ID drop- cam r
down menu. Account Management and Provisioning System (AMPS) S e
AMFS Regarting Tool /
AMPS displays the Inbox tab. By | Home ki
default, this screen opens with the ' i S I 4 intox
My Tasks view displayed s A Sarves Pt oy W 138 betanosecress mnp <. Yoscon ao mrs gl Aot
(F/gure 762).' ,,My Tasks” refers to the Ermind {nierusginl s pouiih Seid S0l arviiadaih mi S-Sat-teouiitimsl fd
. : Ot
tasks assigned to the logged-in user. i
“
My Information Role Request
Manage your peodie. Fequest a noke for aCCEss
Passworts and chabe
queEstions

Copyright © 2001, 2019, Oraths asdier fs aflaies. AN fghty reserved

Figure 161: Inbox Command

5.  On My Tasks, click the SAAR entry )
indicated in the email notification. B ome x| @ tabon
Views S Nl meamoopay] sopet 3] B - @
. SAAR MIDG0TT - Request Teck Rupert (DRTONZY
AMPS displays the .-um-;:ln!....-.n.,-a,::::q:,\:il,}.l:.l:.’:;..'::;:;“-::;ll::;l.' :rp:jl-.lr:;'; EOT I Musier Cresbsr  Assigned Pricefty
Segregation of Duties Reviewer - ' ik Sep 14, 2007 1036 A0 3]
screen for the specified SAAR R L
. My Tasks (2}
(see Figure 163).
Views
b Crse So0n

Figh Prieity f

Parst Dy

Pk Wesk

Pask Mionth

Past Quarter

Manusl Privisionisy

Py St Tasks

Mew Tasks 5

Perling Aoprovals. £ »

Figure 162: Approval Details - My Tasks Tab
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6.

Review the Role Request Details
tab information to help
determine whether an SOD
conflict may exist.

More information about the
request is available in the
Additional Information and
User Information tabs (See Figure
164 and Figure 165).

Usseer Optional
Information
Additional Irformation User Information
= Role Tnformatio
6 Requested Role D55 Distribubion Prod - NOM DLA - INQUIRY ONLY DS5T-319
y Application D55 Distribution Classification  Usclsafied
/ Environment PROD Access Type  Autherioed
Primary Robe Primary Only Roke Position Nor-Sersithee (NG}
Seraitiiy
« Liser Sunumnary
User ID DETO0Z1 Phone B88-555-1212
Nama Tedk, Rupert Emall Rupait. TeckSdla.md
Organization DFAS Columbus Supervisor [DCS9608) Super, Colleen
Job Tithe Fnancial Anabyst Annual Revaldatbon
Position Sensitivity  Nor-Sersitive (N5) Date
Cyber Awssreness 6/1/2017
Certification Date
» Reguestor Information

B rome x
SAAR 2106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbiis) (DSS Distribution) 09714/ 2017 09:27:35 EDT
~ Role Request - Separation of Duties Decision

+ SAAR Information

User Justification [ need this role to perform mry tagio,

O bt =[] SAAR #106077 - Request Us... x

Comiments

SAAR ID 106077
SAAR Type Fole Request
Request Date 9/14/2017

Task Assignea{s) 55 DISTRIBUTION PROD - S0D REVIEWER
Task Creation Date 05/ 142017 059:28 AM GMT-04:00
Date Task Expires 10/04/2017 09:28 AM GMT-04:00

Task Status Assigned
Last Updated 09/14/2007 09:28 AM GMT-04:00

User 1D DRT0O021
Mo Teck, Rupét
Organization DFAS Columbue

Job Titde Finanoa Anatyst
Phone BEE8-555-1212
Email Rupert. Teck@dla mi

Figure 163: Segregation of Duties Reviewer Comments Screen
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7. tS:{I)ect the Additional Information Wi (et & = = e ™)
' SAAR #106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) (0SS Distribution) 0914/ 2017 09:27:35 EDT _Cgmplate |
AMPS displays the following = Robe Request - Separation of Duties Decision
information: Coummbnts
= Links to any supporting
documentation the requesting
user may have submitted.
=  SAAR Approval History: the
SOD reviewer's contact data,
and decision information will be = -
) . . SAAR ID 106077 Task Assignea(s) 055 DISTRIBUTION PROD - SOD REVIEWER
included in the SOD row ‘f’f this SAAR Type Role Request Task Creation Date 051472017 09:28 AM GMT-04:00 Task Status Assigned
table after the SOD decision has Request Date 9/14/2017 Date Task Expires 10/04/2017 09:28 AM GMT-04:00 Last Updated 09/14/2017 09:28 AM GMT-04:00
been completed. User Justificatbon 1 need this role to perform my tasks.
User Optional
. . Infor ~athon
SAAR approval history is
ava/'/ab/e in o SAAR report Role Re 7 Additional Information User Infarmation
through Bl Publisher. = LISEr SUTmTe itional Supporting Documentation
Thera are no attachments for this SAAR ' |
Note: ~ SAAR Approval History
Approval Type |First Mame |Last Name |Emall |Phone Number | Activity Dake | Cutcome |Comments
AMPS reports all date and SO0
time stamps in reports and
on screens using Eastern
Time: Eastern Standard Time
or Eastern Daylight Time,
depending on the time of
year.
Figure 164: Segregation of Duties Decision - Additional Information
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8. Select the User Information tab.
AMPS displays key data about the
requesting user:

Account information

User Contact information
Supervisor contact information
Requesting user’s organization
Requesting user’s current roles
Requesting user’s pending
requests, including the current
request.

After making a determination, you
have the option to fill in the
Comments field explaining the
review decision.

You can enter comments to support
the completion of the review. AMPS

passes these comments to the next

approver after the reviewer submits
the completed review.

Note:

The Comments text shown in
sample screens is for demonstration
purposes only. Please enter
comments applicable to the current
request.

10. Click Complete.

AMPS automatically . . .

Sends the SAAR to the Supervisor
for approval and

Removes the SAAR as assigned
to the SOD Reviewer from the
My Tasks tab.

0 o = G tobon % ] SAAR #108077 - Reguest Us. =

SAAR #106077 - Requast User Access for Teck, Rupart ([DRT0021) {DFAS Columbus) (D55 Distribution) 09142017 09:27:35 EDT
= Role Reg

] b

P of Dubies Decisi
Comments Revigwed the role regest for this wer, No cocficns detected.

i+ SMAR Information
SAAR ID 106077
SAAR Type Role Reguest

Reguest Dats 91472017
User Justification [ need this role to perform my tasks,

9

Task Assignes{s) 055 DISTRIEUTION PROO - SO0 REVIEWER
Task Creation Date 03/14/2017 0%:28 AM GMT-04:00
Dais Task Explres 10/04/2017 0528 AM GMT-04200

Task Status Assigned

User Optional
Informaticn i
Rele Request Detads Addwicaal Information 8
= User Accosnt Information
User ID DETHOZ1 Status At
First Mame Ruper User Type Cvilian
Middle Name Grade G5-11
Last Name Tick Citizenship US
EDIFLIUPH

Email Rupert. TeckBdla.mi
Tithe Financial Arabes
Cyber Awareness Certification Date 06/00/ 7017
Amnual Revalidation Dane

= User Contact Information
Official Telephons £88.355.1212 Offece/ Cubs  DFAS
Oficiall Fax Sereat 400 Heah Vearkng
DSM Phone Readibitehall, Ohio 43213
O5H Fax PO Box
Habile City Cobumbun
Srate O
Postal Code 41118
Comnury UMITED STATES
= Crrpanization = SupErVEOr

Ohrganizaticn Hame DFAS Columbus
Security Officer(s) HD Smith (MHD7777)
Albart Soff (DANDOLI)
Chyris (DESa809)
IA Officar(s) CB Smich (DCBTTTT)
At (DANDGL)

Hame Colles Super
Usar ID DC55808
Tithe Sugarvisor (DFAS)
Emaill Colless Soper . cvilnomal.mil

Last Updated 09/14/2017 05:28 AM GMT-04:00

Brad Tae (DBIOOO1) Phone 1-5556.555.1212
= Current Roles
Current Roles Application | |Reole Type |
+ DFAS SAERS Prosd - DFAS Seourity-Tables SABRS-018 DFAS SABRS FROD USER
= Pending Regquests
ARSI |SAMR Type !m.un. Seatus !mwlmlﬂ i Mmm!
1

106077 Rioda Ragusse D55 Dierbarion Prod < RO DUA - INQUIRY OMLY DSST-315
1060ET  Role Reguest DFAS SABRS Prod - DFAS Systems Maint Tean SABRS-020

]
PEMDING APPRO.. Separaton of D_ 9/14/2007
PEMDING APPRO..  Supervisor 1L M7

102017 alfa01r
ILHIT  WiaRnT

Figure 165: Segregation of Duties Decision - User Information
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11. After the SOD review decision is submitted,
AMPS sends an email notification to the user
regarding the approval's status.

AMPS also notifies the Supervisor of a pending
approval action on the SAAR.

12. In addition, AMPS displays SAAR information
and status in the user’s Pending Requests
table.

(See How to Check Your Role Status on
page 94).

11

Sample User Notification: Status

Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35
GMT

Body: The Segregation of Duties Reviewer has completed an approval task for SAAR #101765 regarding your request for the following role: DSS
Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 with access to DSS Distribution.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service
Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
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Supervisor Approval
The following procedures explain how a Supervisor approves a role request.

Procedure for Internal Supervisor Approvals

This procedure explains how an internal user’s Supervisor handles a role request approval.

1. After a User requests a Role, AMPS sends Sample User Notification: Confirmation
an email notification confirming the

request submission and indicating the
role request is waiting for approval.

Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

1 Body: Your request for role DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319, with access to DLA DSS Distribution, SAAR 106077 has been

submitted for approval.
This type of notification appears ONLY if

there has been no prior SOD approval AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service

administered. Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. AMPS sends an email notification to the Samp[e User Notification: Status
user indicating the role request is waiting

>, Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
for the Supervisor's approval.

2 Body: SAAR #106077 is awaiting Supervisor approval.

This request was submitted in AMPS on 09/14/2017 09:27:35 GMT.
No action is required from you at this time.

This task expires on 10/04/2017 12:25:03 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

3. After a User requests a Role, AMPS sends Samp[e Approver Notification
an email notification to the User's

Supervisor indicating that a SAAR has
been submitted for the Supervisor's 3
approval.

Subject: Action Required: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

Body: SAAR #106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) has been submitted for approval.
This request for DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 was submitted in AMPS on 09/14/2017 09:27:35 GMT.

Please visit AMPS at this URL
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/04/2017 12:25:03 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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4. Inthe AMPS banner, click your User ID to -
open the User ID drop-down menu, then =1 =
click Inbox from the menu. Account Management and Provisioning System (AMPS) e O e

AU Rapoing Toal k
AMPS displays the Inbox screen. By default, Heme i
this screen Opens with My Tasks d/'sp/ayed AMDS Warars: For tobip COMBCT vl Gl G p DISAHLP (B4 T-245T) —Pridd 5 o S0008 O i & e
(see Figure 167) DA Sofvets PSIB [ el Sy | FSpd SO JMvcansewiaivion Sl Tdefiie. You Ca5 o P
Lrdil irgruegenl Boon! rageel’ Sl gislba parvosdeak mbs da-toue < eguditigmad i
Shigey ot
“My Tasks” refers to the tasks assigned ;
to the logged-in user.
ﬁ
My Information Fole Request
Marage your peolie, Request 3 role for access

PESSWINGS BN (haSengl
CRESLIGTS

Capyight § 008 2018, Onacls andicn iy afsien ANl sights 1ossrend

Figure 166: Inbox Command

=
5. Inthe My Tasks list, click the SAAR entry R e 36| & Dbos: X
indicated in the email notification. Views - || MyTads(l) | - | S G » | Me s My Group Al v | Assigned [l »*

AMPS displays the Supervisor thumber -£.a Assigned Priority

L L B8 J0GOTT » Request User Aoegs fior Teck, Rypert (DRTH F 841761 Sep 14, 2017 12:25P4 3| v|
Application Access Decision Inbox
screen for the specified SAAR My Tasks (1)

(see Figure 168).

Views

Dise Saan |
High Priarity i
Past Day

Past Week

Past Maonth

Past Quarter

Marmual Frowisioning

My Staff Tasks

Hew Tasks

Pending Approvals £ >

Figure 167: Approval Details - My Tasks Tab
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Standard Approval Screens: Supervisor

Most approval screens for Supervisors have standard content as shown in the sample screens. EBS Supervisors see a screen with an additional Segregation of Duties/Governance, Risk and
Compliance (SOD/GRC) section that reports possible SOD conflicts. See Appendix F: SOD/GRC Reports in the Role Request Approval Process for more information.

6. Fill in the required fields, as

[ Home xS mbocx (75 SANR #106077 - Regeest Us... = ir ]
needed. . SAAR #106077 - Request User Acoess for Teck, Rupert (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 EDT Befect |_approve |
a. Start Date (required and a L =
auto-filled): this entry must be [ ROREE S A Eni: BN cOn
no earlier than the current & ok P S VYL il Ot 8/ 0044
B / Comments
date.
b. End Date (required and auto-
filled): adjust as needed.
Note:
EBS Supervisors, see Appendix F for
information about the SOD/GRC Wikl fEISE eibeF @ COMmenent bo reject this request.
report section < GAAR Information
(not shown). SAAR TD 106077 Task Assignea(s) Coleen Super
SAAR Type Role Request Task Creation Date 09/14/2017 12-25 PM GMT-04:00 Task Status Assigned
Request Data 3/14/2017 Date Task Explres 10/04/2017 12:25 PM GMT-04:00 Last Updated 09/14/2017 12:25 PM GMT-04:00

User Justification | need this rob @ tasks.
o

7. Review the Role Information to I e e

verify the user has requested the , ' - L
correct role. // Requasted Roke D55 Distribtion Prod - NON DLA - INGUIRY DALY DSST-319
Application 0SS Distribution Classification  Unclassfied
8. Click Additional Information. Environment FRO0 Aconss Type  Ruthorized
Primany Role Frimary Only Role Position Mon-Sensitive | NS)
Semitivity
AMPS displays the Additional = User Summary
Information tab (see Figure 169). Lisiar 10 DRETOOZL Phone B3R-TE1700
Name Teck, Rupset Emaill Rupert. Teck@dlamil
Organization DFAS Columbus Supervisor (DCS980E) Super, Collesn
Job Tithe Financial Anabyst Annual Revalidation
Position Sensitivity Non-Sensitive [NS) Date
Cyber Awareness 6/1/2017
Certification Date
= Requestor Information
User ID DRTO0Z1 Job Tithe Fnancial Analyst
Namee Tk, Rupet Phome 888-555-1212
Organization 0FAS Columbus Email Rupert. Teck@dlamil
Figure 168: Supervisor Decision Screen - Role Request Details
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151 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

9. Asan option in the Additional
Information tab, you can
download and review any of the
documents the user has included
as supporting information.

& rome x

To view a document, click
Download and Review
Document.

AMPS downloads the PDF file and
automatically opens the document in
Adobe Reader (not shown).

10. Click User Information.

AMPS displays the User Information
tab (see Figure 170).

L

d nbox % [ SAAR 106077 - Request Us.., %

SAAR 2106077 - Request User Access for Tedk, Rupert (DRTD021) (DFAS Columbus) (DSS Distribution) 0914/ 2017 09:27:35 EDT

= Hobe Request - Supervisor Decision

* Start Date 09/14/2007
Comments

* End Dabe 09/09/2037

o must enter a comment o neject thits request.

= SAAR Information

SAAR ID 106077
SAAR Type FRole Request
Request Date 9/14/2017

Task Assignee(s) Colleen Super
Task Creation Date 0% 142017 12:25 PM GMT-04:00
Date T & Expires 10/04/2017 12:25 PM GMT-04:00

d

( Additional mfnrmathun) User InfGrmason

User Justification 1 need this role to perfanm mry tasks.

User Opthonal
Information

| User Submitted Additional Supporting Documentation [\'3 I
There are no attachments for this SAAR

= SAAR Approval History

o

Approval Type |Farst Hama | Last Mama Email |Phone Number | Activity Date | Ot ome
U
SO0 David Sod Canid. Sod. o, 1-444-555-1212 9/14/2017

COMPLETE

i
Beject _ppprove |

Task Status Assigned
Last Updated 09/14/2017 12:25 PM GMT-04:00

| Comments

Revieveed the role request fo...

Figure 169: Supervisor Decision Screen - Additional Information
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11. In the User Information tab, review
the user account, contact,
organization, and supervisor
information to help verify the
correct user is requesting the role
specified in the Pending Requests
table (see bottom of screen). You
can also enter Comments as follows:

12. As an option, enter supporting
comments in the Comments text
area.

Comments are not required for an
approval but will be passed to the next
approver in the Additional
Information screen.

Note: “

Comments text shown in sample
screens is for demonstration
purposes only. Please enter
comments applicable to the current
request.

13. Click Approve.

AMPS automatically sends the SAAR to
the next approver.

= Role Request - Supervsor Decksion
" Seart Date |09/14/2017
CommentE Acorowid by the vupardner]

</

= SAAR Information
SAAR ID 104077
SAAR Type Bole Reguest
Reguest Date 3/1472017

ﬁ Home X &Iﬁmk [ SAAR #106077 - Request Us.., *
SAAR #10E077 - Request User Access for Teck, Rupert (DRTOOZ1) (DFAS Columbus) (D55 Distribution) 0914 2017 05:27:3% EOT

" End Dave 03/09/2037

Yom) RSt enber & OommAand 10 rect s request.

s Justification 1 nesd this: role to perform my tasks,

Task Assignee(s] Colean Super
Task Creation Date O 1472007 12125 PM GHT-04:00
Date Task Expires 10/04/2007 12025 PM GMT-04100

Task Status favgred
Last Updated 09/14/3017 12075 PM GMT-04000

Organization Hame DFAS Colusla
Sacusty M icens) l-m:—'.n;ma[ummr]
Al Soff (DANDD13)
Charles Soff (DESSE09)
IA Ddficer(s) CE Smish [DCETTTT)
Albert Soff (DANGD13)
Brad Grao (010031

= Cuirrent Roles

Usaer drptional
——
= User Accsiunt Information
Usar ID DRTOOIL Aoiaht Statud Aot
“ First Mama Fuopan User Typa Cholian
Hiddle Hams Grada 05-12
Last Hame Tack Citizenship US
EDIPTI PN
Emaid Ropest TaceBdl.mi
Tithe Firancial Anshus
Cyber Awaraneis Cortification Date 06012017
Anngal Revalidation Date
= User Contact Information
Oificial Telephons BEE-555-1212 O#ficelCube DFAS
Official Fax Streat 401 North Vg
DSH Phone Resibieahall, Ohis 43213
k5N Fax PO Box
Habile City Cahumius
State Ohio
Postal Code 41118
Cowntry UNITED STATES
= Dirganization - Bupereisor

Nama Collean Suzsr
Usas 1D DOSHBOE
Titks Sugsnviar {DFAS)
Organization DFAS Alaxsedris (Mack Canter)
Emuail Collesn Sosaf cvfnomal.mi
Phone 1-555-555-1212

|Cerrant Roles | Mppdatiee Erv v Drement Eicke Toypa
% DPFAS SABRS Pro - DFAS Secaricy- Tabkes SABRS-018 DFAS SABRS PROD SR
+ Pending Requests
SAAR 1D |SAKR Type Fole Hame {otan 'nmwwm"‘ Expire: Da |2 Aty
105077  Rok Requess D55 Déstribastson Prod « MOH DLA - INQUIRY OHLY D5ST-319 FEMDING AFFRD. ST E SILA2017 02017 9f14/EN7

105067 Role Request DFAS SABRS Prod - DFAS Symterms Maint Team SABRS-0010

PENDING AFPRD.. Superviscer WAXIT  INIRNT  WILINT

Figure 170: Supervisor Decision Screen - User Information Tab
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14. After the approval is submitted, Sample User Notification: Status

AMPS sends an email notification
to th ding th I Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
0 the userregarding the approvats Body: The Supervisor has completed an approval for SAAR #106077.

status.
14 / The outcome for this task is APPROVE.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by calling
toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
15. In addition, AMPS displays SAAR information and status in the user’s Pending Requests All role requests for DFAS users go to the Security Officer automatically.

table. (See How to Check Your Role Status on page 94).

If the requestor is a DLA user and the current request is the requestor’s initial role request for Note.
the application, the status shows the SAAR has been forwarded to the Security Officer for ‘
approval. In DLA applications, if the Security Officer is bypassed or an automatic approval is granted,

AMPS automatically sends the role request to the application Data Owner for approval.

For DLA users, the Security Officer may be bypassed, or AMPS may administer an automatic
Security Officer approval under some circumstances.
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Procedure for External Supervisor Approvals

An External Supervisor does not have an AMPS account. Instead, AMPS maintains a separate
work queue for each External Supervisor; the work queue is accessible from a URL

approval request. The procedure in this section provides the steps for getting access to an
External Supervisor work queue and addressing the action required to approve a role request.

incorporated in the “Action Required” email notification sent to an external approver for each

1. After an External User requests a Role, AMPS Samp[e User Notification: Confirmation
sends an email notification to the external user
confirming the request submission and Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54
indicating the role request is waiting for the GMT
External Supervisor's approval. Body: Your request for role DFAS DJMS Navy Prod - Navy Input User Field DJMSNAV-007, with access to DFAS DJMS Navy, SAAR 106086 has
been submitted for approval.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
2. AMPS also sends an email notification to the Samp[e User Notification: Status
external user indicating the role request is
. 8 . ,q Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54
waiting for the External Supervisor's approval. GMT
Body: SAAR #106086 is awaiting External Supervisor approval.
This request was submitted in AMPS on 09/18/2017 09:36:54 GMT.
No action is required from you at this time.
This task expires on 10/08/2017 09:37:10 GMT.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
3. After an External User requests a Role, AMPS

sends an Action Required email notification to
the user's External Supervisor indicating that a
SAAR has been submitted for the External
Supervisor's approval.

Each approval notification
contains a unique URL that leads
to a corresponding External
Supervisor's AMPS work queue.

Sample Approver Notification: Action Required

Subject: Action Required: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017
09:36:54 GMT

Body: SAAR #106086 - Request User Access for Teck, Denny (EDT0379) (DLA External) has been submitted for approval.
This request for DFAS DJMS Navy Prod - Navy Input User Field DJMSNAV-007 was submitted in AMPS on 09/18/2017 09:36:54 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xmI&ApprovallD=1597%3Avn90ZwVpp8Q3GinRj9Fn6%2FasHA8Cz56VulQMi6UeadM%3D

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/08/2017 09:37:10
GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
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4. Copy the URL provided in the Supervisor's M
Action Required notification, paste this URL into
a browser instance, and navigate to the AMPS

View Favorites T
Approval Work Queue. col tecdd Lt e i

4 4|2 hetpsfamps.diamild esportalf B -+ 2 New tals x
- /i

AMPS displays the Approval Work Queue, which
lists all the pending approval actions assigned
to the External Approver (see Figure 172).

Figure 171: Browser Instance

5. Locate the SAAR you want to approve and click

the link in the Approval Action column. -mmwmm Logout |
cul

AMPS displays one of two possible screens:

= Verify Approver (see Step 6), or

= The Supervisor Application Access
Decision screen for the specified SAAR
(see Step 7).

Approval Request Date | Approval Request Expires
182017 1078 2017

Figure 172: AMPS Approval Work Queue

6. If this approval is the first request to the
Supervisor from the identified Requestor, AMPS
asks the Supervisor to verify his or her identity as

h | . Verily Approver I
the external user’s Supervisor. marga supan@dlamil 5 aertfied 83 the Exernsl Supsrvser foe Danny Tack, Pl dick ity 1o skeswisdos you are margs smpergidlamil or it to rajic | * » 6

ﬁ!u:ounl Management and Provisioning System (AMPS) AMPSEXTERNALSERVICE 'O
cul

If the approver’'s name in the Verify Approver Supervicor Emall marge supergla mi r
screen is the name of the logged in Supervisor, w“:ﬁ ”*"'"I“:" )
w e L4 mad coam
the approver should click the Verify button. - e uu-";usﬁ:u e
To proceed, click the Verify button.
This step eliminates the possibility that any other
P P i y Figure 173: Verify Approver - Supervisor
approver can act on the named requestor’s role
requests in the future.
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf

156 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

7. Edit the required fields, as needed:
a. Start Date (auto-filled): this entry
must be no earlier than the current date.
Adust as needed.
b. End Date (auto-filled): adjust as needed.
External User role assignments are limited
to 365 days.

8. Click the Additional Information tab.

AMPS displays the Additional Information screen
(see Figure 175).

i.ﬁmﬂ Management and Provisioning System (AMPS)

cul
- eqquest - External Supervisor Decision
7 = start Date 051972007 [
pr— Commenls

* End Date 031872008 O

Yiou must enter 8 comment bo repect this reguest

= SAAR Information
SAAR ID 106085
SAAR Type Fole Request
Request Date 9/18/2007
User Justification [ meed this robe to perform my tasks.
User Oplional 1 krve completed training in ths spphisten. Soe sttached certhate.
Informaticn

Task Asshgnee(s) murge tupe @ dle md
Task Creation Dabe O5/18/2007 0537 AM GMT-04:00
Date Task Expires 10/08/2017 09:37 AM GMT-04:00

Approver ID 4873%3AKWapOUS %2BeT 1% 2FbEMT L evowmmw(2 TEL: DI TWH %30
Approver First Name Marge Approver Email marge wperd daomd

pprover Last Mame Super Approver Phome B58-555-5078
Role Request Details Additionsl Enformaton User Infonmation
= Fiole Triormation Y
Regquested Role ® Ny Prod - Navy [npet User Feeld DIMIENAY 00T
Applicati’ Ny Classification  Usclassified
Enwironment Acoess Type Authonred
Frimary Role Mot Apploable Role Pessiion Mon-Critical Sersitive [ HCS)
Sermitivity
= User Summary
User 1D EDTOI7S Phone 014-858-555-1134
Mame Teck, Denny Emall denmry teckf emal com

Organization DUA Externyd
Job Title Ansbyst
Position Sensitivity Mon-Critical Sensitive [ NCS)

Cyber Awaremess 4712017
Certification Daste

= Additional Robe Attributes

Abtribute [Vihse

EDIP CRBTESA32L
LIC Mumber (%]

= Requestor [Information

Usper [D EDTOI7S
Mamse Teck, Desny
Organization OLA External

Job Tithe Anahyst
Phome 0014-553-555-1134

Emall denny beck emasl com

External Supervisor Supsr, Marge [margesuperPdlamnd)

AMPSEXTERNALSERVICE O

_Gamcel | Beect | gpprove |

Task Status Assigred
Last Updated 09/18/2017 09:37 AM GMT-04:00

Figure 174: External Supervisor Approval Screen - Application Access Decision
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9. Inthe Additional Information screen, note the
option to download and review attached

immmtammsmm

documents. cur
« Role Request - External Supervisor Decision
10. Click the User Information tab. ® e Dot | AR By TEnavem NI W
Comments
AMPS displays the User Information screen
(see Figure 176).
Yt st enter & comment to reject this request,
= SAAR Information
SAAR ID 106086 Task Assignee(s) margesuper@dlami
SAAR Type Fole Request Task Creation Date 05/18/2017 09:37 AM GMT-04:00 Task Status Assigned
~ Request Date /182007 ; Date Task Expires 10/08/2017 09:37 AM GMT-04:00 Last Updated 05/18/2007 05:37 AM GMT-04:00
 User Justification 1 need this role to perform my tasks.
m:

Figure 175: External Supervisor Decision - Additional Information
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11. In the User Information screen, review the
User Account Information and other data to
verify the user’s request.

Note that this screen contains identity and
contact information for all external approvers.

12. As an option, enter any comments relevant to
the approval.

Comments are optional for an approval. Entering
text in the Comments field activates the Reject
button.

13. Click Approve.

AMPS automatically . . .
e  (loses the External Supervisor

Decision screen, 1

e Sends the SAAR to the next approver, ——— /

e Removes the SAAR as assigned to the
External Supervisor from the Supervisor’s
AMPS Approval Work Queue, and

e Displays a Task Completed message
(see Figure 177).

inmunmw and Provisioning System (AMPS)

= Rale Reguest - External Supervisor Decision
* Skt Date | D1H 2017 W * End Dt | U318/2008 WY
Comments iopecreed by the Externs! Suzerwmor.

12
Yioun mugnt enber & oormemant bo reject this reguest,
= SAAR Indormation
SAAR 1D 108084 Tank Assigness) mange wper@idiamd

Tash Creation Dabs {57 1B/200T (537 AM GHT-04:00
Dute Task Explres 10/08/2017 0937 AM GMT-04:00

SAAR Typs Fole Aeguest
Request Date /302007
Whiter Pusbifbcation | e thes robe b perform sy tasbs,
- L
nmr Opptioasl | have completed trasning im thi spg
Approver I 487 1% AAAW oL 1le Tr dFBAME Librvowsmerre 2 Til: S A T a1 0
Apprever First Hamse Marge Apprtreer Email macg e Ede sd
Aggprover Laat Hamss Supsr Approver Phone 0052559876

Fucle Faquss! Dwtads

Tt attuched certd

= User Account Information
Wser 1D EOTOOTS Acoount Skahes Actres
First Mame Coooy Uit Typa Milltary
Middle Hame Branch LEAF
Lt Hasms Teck Rank 1Lt
EDIPT/UPH 1286572493 Citizenship L5
Emngall pherany, echfarvad oo,
Tithe Analyt
Cybar Awnremess Cartilication Dabe 04017017
= Uger Contact Information
Official Telephone ©14-805-555-1704 Office | Culee
Official Fax Strest 123 Barkoley
GSN Phone PO o
G Fax City Lenden
Hiokals Shwte A Foroes Evrops, Afmcs, Canads, Madds East

Patal Codde CO0000
Country UNITED KIMGDOM
= Extternal Security Officer = External Austhorizimg Official

Emnadl Halers. o/l rd Emmaill Rgybdbalnamal.com
Firgt Manss Halen Firgt Mamas: Laroy
Lait Hansn 5o Lot Marme b

Phoms J8-555 1212 Phons $88-555-4564

- External Supervisor

Emial o o, super Bfla.
First Hames Margs
Lot Harse Super

Phons BRES55-MITG

AMPSEXTERNALSERVICE O

Task Stabus Adigned
Lot Updalted 09/ L8/2017 07 AN GMT-000

= Current Rokes
Coreetbedes e f [Roks Ty
& DFAS DS Mavy Prod « Rawy Saquary Usasr Faald COMENAV-00% DFAS DIHE Mavy PROD usER
= Pending Reqoests
SAAR 10 5AAR Type Rods Mame {atun me” Expars Date mm

LElEE  Role Raguert CF S DIME My Prod - Harey Dnpet User Fesld DOMSMAV-0S7

Figure 176: External Supervisor Decision - User Information
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14. Click the link labeled Return to the External

Approval Worklist. Task Completed

Approneal task for SAAR 106086 has completed.
AMPS displays the refreshed approval work 14 it
Queue (see Figure 178). /

[retp/rampt dla. il eapartal Tages adf tik-Tlow? sl = eapertal-flow.. |

Figure 177: AMPS Message - External Approval Completed
15. When finished with the approval work queue
for the current session, click the Logout -*““‘5 Approval Wark Queue
button. cur
Approval Requests
; : ; Approval Action Approval Request Date Approval Request Expires |

’(L‘M P f__ .d’SP /?/759;] logout confirmation message Thers are no pending approvals awalling your attention. Tf you need [T assistance, plaase contnct the DISA Global Service Desk by calling tol
see Figure .

free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Partal (.mil only) at
hitps://dla.servicenowservices, mil/spid=index

Figure 178: Approver Work Queue

16. Review the logout message and close the

16
browser. e B hitpsampet. el ad dlamil'eap 0 ~ & O 3 AMPE &pproval Systemn K
File E_an View twnqs_ 'hp-m: Help -
!AMPS Approval System "~

¥ou have bean lngged out of the AMFS Approval Systam. Fleasa usa the URL prowided in your email natfication tn raturm
ta thes systam and perfarm any addmaonal approvals.

If you need IT assistance, please cantact the D154 Clabal Service Desk by calling toll free 844-DISA-HLP [844-34 2-2457
0OSH 850-0032 (press 5, then speak or enter D-1-4] ar wesit the DLA Service Portal (.mil only} at
dla.servicenowservices.mal spAd =mdex

Figure 179: AMPS Approval System - Logout Message
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17. After the approval is submitted, AMPS sends Samp[e User Notification: Status
an email notification to the user regarding the

aporoval's status Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT
PP ' Body: The External Supervisor has completed an approval for SAAR #106086.
17

The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

18. In addition, AMPS displays SAAR information and status in the user’s Pending Requests

tes
table. (See How to Check Your Role Status on page 94). /(/0 ‘
After a SAAR has been fully approved or rejected, AMPS moves this listing to the SAAR
A user can check SAAR listings in Pending Requests to track the progress of any open SAAR. History table.
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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Security Officer Approval

The procedure for Security Officers in this section explains how to approve a role request for
roles that require a Security Officer review.
Security Officer Bypass: Approval Not Required

Note that a DLA Security Officer may not necessarily see every role request submitted by a
DLA user. The Security Officer may be bypassed under the following conditions:

e  The user has already submitted a role request with a valid investigation date.
e All clearance-related required fields in the user’s profile have valid values entered.
e The user's account has not been flagged for additional Security Reviews in future

requests.

e Therole requested is not a Classified role.

When these conditions are met, the role request bypasses the Security Officer and goes
directly to the Data Owner. See also the section entitled Security Officers: Internal and
External SO Review Requirements for more information about Security Officer review
requirements.

Security Officer Automatic Approval

For DLA users, a role request is granted an automatic Security Officer approval if the user’s
account fulfills certain conditions. See the section entitled Security Officer: Internal Users in
this user guide for more details.

Procedure for Internal Security Officer Approvals
This procedure explains how an Internal Security Officer handles a role request approval.

1. After a User's Supervisor Sample User Notification: Status of Supervisor Approval
approves a ro!e req.l.fest., AMPS Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
sends an email notification to the
user indicating the outcome of Body: The Supervisor has completed an approval for SAAR #106077.
the Supervisor's decision.
The outcome for this task is APPROVE.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
2. After a User's Supervisor

approves a role request, AMPS
sends an email notification to the
user with the request's status,
indicating the role request is
waiting for the Security Officer's
approval.

Sample User Notification: Status of Security Officer Approval
Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

Body: SAAR #106077 is awaiting Security Officer approval.

This request was submitted in AMPS on 09/14/2017 09:27:35 GMT.
No action is required from you at this time.
This task expires on 10/04/2017 12:45:53 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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3.

After a Supervisor approves a
role request, AMPS sends an
email notification to the
user's organizational
Security Officer
indicating that a SAAR has been
submitted for the Security
Officer's approval.

In the AMPS banner, click your
User ID to open the User ID drop-
down menu, then click Inbox
from the menu.

AMPS displays the My Tasks tab
in the Approval Details screen
(see Figure 181).

“My Tasks" refers to the tasks
assigned to the logged-in user.

In the My Tasks tab, click the
SAAR number indicated in the
email notification.

AMPS displays the Security Officer
Application Access Decision
screen (see Figure 182).

-/

Sample Approver Notification: Action Required
Subject: Action Required: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

Body: SAAR #106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) has been submitted for approval.
This request for DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 was submitted in AMPS on 09/14/2017 09:27:35 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/04/2017 12:45:53 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by calling
toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

Figure 180: Inbox Command

& nbox = &
Py Tagha(1) F 4 Q@ -

3 vome =
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Figure 181: Approval Details - My Tasks Tab

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf

163 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

6. Fillin the required and optional
fields, as needed:

a. Start Date (required and filled
in by the Supervisor): this entry
must be no earlier than the
current date.

b. End Date (required and filled
in by the Supervisor): adjust as
needed.

c. Position Sensitivity (required):

select the requestor’s Position
Sensitivity from the drop-down
list.

d. Clearance Level (required):
select the requestor’s
Clearance Level from the drop-
down list.

e. Type of Investigation
(required): select the
investigation type conducted
for the requestor from the
drop-down list.

f. Date of Investigation
(required): enter the
requestor's most recent
investigation date.

g. Security Review Flag
(required): DLA Security
Officers can accept the default
if they do not need to review a
request from the user on every
request. This flag does not
affect DFAS Security Officers.

Note:

The user's Date of Birth is no
longer collected by AMPS. This
field only displays faux data.

6c-f

Howme  Inboc ¥ SAKR @106077 - Regieest Us... =

=E s Request - Seourity Officer Dedision
6a-b * Start Daba 09/14/2017

e A commenns

= SAAR Information
SAAR IO 1060077
SAAR Type Role Request
Resjuest Date 9142017
User Justification [ need this role to perform my tasks.

User Dptianal
Infrmation
« Security Information
* Position Sensitivity Non-Sensitive [NS) ]
/ * Clearance Level Secret

7. Click Additional Information.
AMPS displays the Additional
Information tab (see Figure 183).

Addeional Information

l
Requasted Role "~
Applicatioc A Jl
Enwiranm,
Primary Role ry Only

= Lhsisr Surmimary
User [0 DRTO0Z]
Name Teck, Rupet
Organization DFAS Columbius
Job Tithe Fnancial Analyst
MNon-Sensitive [ NS)

Ruole Request Details

= Reqquestor Information
Useer ID DRTO0Z]
Nama Teck, Rupaert
Organization DFAS Columbus

SAAR 2106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) (DSS Distribution) 09/ 14/ 2017 00:37:35 EDT

* End Date 093/09/ 2037

You must enter a comment to reject this request.

Task Assignen(s) DFAS COLUMEBLS SECURITY OFFICER
Task Creation Date 09/14/2007 12:46 P GMT-0:00
Date Task Expiress 10042017 12:46 P GMT-0-:00

* Typa of Investigation 5581 b=

| * Dabn of Investigation 0<4/01/2014

User Enformation

Prodd - NOBM DLA - ENQLARY OhLY DSST-319

Classification  Unclassfied
Access Type  Authorized
Role Position  Mon-Sensitive [ NS)
Sensitivity
Phome BS8-555-1212
Emadl Rupert. Teck@dlmi
Supervisor (DS9S] Super, Collaen

Annaal Revalidation
Date

Cyber Mwareness 612017
Certification Date

EDIPT/UPN
Note

Job Tithe Financial Anabyst
Phone BS8-555-1212
Emadl Rupert. Teckdlumi

Task Status Assigned
Last Updated 05 14/2007 12:46 P8 GMT-04:00

'MWHQ Flagged for Review [

Dabie of Birth 11/%9949

a
Bejoct _gpprowe |

Figure 182:

Security Officer Decision Screen - Role Request Details
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8. Asan option in the Additional
Information tab, you can
download and review any of the
documents the user has included
as supporting information.

B omex G o x

Comments

To view a document, click
Download and Review
Document.

AMPS downloads the PDF file and
automatically opens the document

in Adobe Reader.
= SAAR Information

9. Click User Information.

User Opticnal
Information

= Security Information

AMPS displays the User
Information tab (see Figure 184).

Fode Request Details

SAAR D 106077
SAAR Type Fole Request
Risquest Date /142017
User Justification 1 need this role to perform my tasks,

= Position Sensitivity  Mon-Sensitive [ NS) °
* Clearance Level Secret

[ SAAR #106077 - Request Us... =
SAAR #106077 - Request User Aocess Tor Teck, Rupert (DRTD021) (DFAS Columbus) (D55 Distribution) 00/ 14/ 2017 09:27:35 EDT

= Role Request - Seourity Officer Decishon
* Start Date 09)/14/2017

* End Date | 09/09/2037

You must enter 3 comment o reject this request.

Task Assignee(s) DFAS COLUMBLS SECURITY OFFICER
Tacsk Creation Date 0971412007 12:46 PM GMT-04:00

Date Task Expires 10/04/2007 12:46 PM GMT-04:00 Last Upsdabed

* Type of Investigation 5560 e
* Date of Imestigation 04/01/2014

Additional Information User Information

= SAAR Approval History
Approval Type

S0

su

So00

= User Submitted Additional Supporting Documentation L
8 There are no attachments for this SAMR

]

First Marms [Last Mame | Emall Phwone Number  |Acthvity Date | Cutcome
Collean Super Collesn. Super.cv@ng... 1-555-555-1212 9/14/2017 APPROVE
Drreicd o Darad. Sod. crefnomal... 1-484-555-1212 /1473017 COMPLETE

Taesk Status Assigned

= Security Review Flag Pagoed for Revdes

OO/ 1472007 12:46 PM GMT=04:00

Comments

Approved by the supenvisor.
Riedieved the role request for this user_..

Figure 183: Security Officer Decision - Additional Information Tab
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10. Inthe User Information tab,
review the user account, contact,
organization, and supervisor
information to help verify the
correct user is requesting the role
specified in the Pending Requests
table (see bottom of screen,

Figure 184).

11. As an option, you can enter
comments at any time during this
procedure to support the decision.

Comments are required on a request
decision only when you want to use
the Reject button to

reject the SAAR.

Comments are not required for an 10
approval but will be passed to the
next approver in the Additional
Information screen.

12. Click Approve.

AMPS automatically . . .

= Sends the SAAR to the next
approver, and

= Removes the SAAR as assigned to

the Security Officer from the My
Tasks tab.

[ pome x| Jadnbox =[] SAAR #106077 - Request Us... x
AN #10607F - Requast User Access For Tk, Rupert ([DRTB021) (0FAS Columbus) (058 Distribation) 09] 14/ 2017 09:27:35 EOT 12
~ Role Request - 5 y OFficer Deci —
" Start Date 091472007 " Und Date 0002037
Commants Azpoooed by the Security 0ficer,
A /
Fons ok anter 5 commant B seject thin nigoint.
SAAR Inbormatsan
SAMR ID 108077 Task Avsignes{s] DFAS COLLMBLS. SEOURITY OFFICER,
SAAR Type Fols Regquest Task Creation Dot (/142007 1246 P GMT-0000 Task Status Aspgrad
Request Date 5142017 Clatw Tash Expires 10/04/2007 12045 P GMT-0400 Lasn Updated 03/ 142007 12145 PH GHT-0400
Wper Dustification [ nassd ship rols s parform my tank,
User Oprinal
Inlarmation
= Security Information
* Pedition Serostivity  Hum Sarmisve | P 1'?_'! * Type of Investigstion 5551 = * Seurity Review Flag Flagged o R w|
* Claarancs Loval e Ei * Dwte of Inveatigation 040172014
Fols Raguest Duetsdy Addiconal Iaformation Uner Enformasion
= User Actoant Information
Usar I CETOOIL Actaunt States Lo
Firsr Mams Fupan Wgar Typa Colies
Fliddle Hasse Grade G512
Lawt Name Tock Cinizenship LS
EDIPLUPH
Emsdl Bt Tockeibdinmd
Tithe Firecial Aradmr
Cylar Awarenais Cortifscation Date 0£31/2007
Annual Revalidation Dare
= User Contact Infarmation
Offecial Tebaphone S53.555-1112 OffsceCube DFAS
Official Fax Sxrpwt 401 Hooth Vearkeg
—— Rpsdirhizabul, Sh 41213
DSH Fax P ilex
Hobile Ciy Cobimbus
State Dha
Postal Code 43218
Countey UNITED STATES
= Durganiratics = Supsirits
Organication Mame OFAS Cohomlbo Hama Colain Suser
Security Officar{s) HD Srih (MHDTFTT) User ID DCOESO0E
Al Soff (Dakibdnl] Title Supwreiier (DFAS)
Chirdes m‘“f:‘:;“- Orgaairstion DFAS Alscsndrs, [Mark Cantir]
Ta officen(s) 1-‘1 mmajz; Email Colaan Soparcrilinomul mi
B b (DEIDOEL) Phone 1-555-885-1012
= Current Koles
|Curvarn Boles ppiatan [Emiroeenare  |Rols Trpa
e DFAS SABRS Prosl - EFAS Secority-Table SABKE 118 DFAS SABRS PO e
= Pending Requesis
1 " \ I I "
SAAS D SAMRTipe Raletreme s Comnnapprrvar (000" | Expire Dot | o A
HSETT Riok Reguest D55 Disrbution Frod - WO DLA - DWQUIRY OWLY DSST-319 PENDING AFPROVAL Swcurity Offices W7 AT 4T 9
L5867 Fols Reguen CFAS SAERS Prod - DFAS Symrems Mases Tewn SABRS-010 FENDING APPRIOAL Sopoisrutit SILIETY  ILRET  ANEdT

Figure 184: Security Officer Decision Screen - User Information
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13. AMPS sends an email notification Sample User Notification: Status

to the usler regarding the Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
approval’s status.

Body: The Security Officer has completed an approval for SAAR #106077.

13 / The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by calling
toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

14. In addition, AMPS displays SAAR information and status in the user's Pending Requests A user can check SAAR listings in Pending Requests to track the progress of any open SAAR.
table. (See How to Check Your Role Status on page 94). Note:
After the Security Officer approves the request, the status shows the SAAR has been forwarded After a SAAR has been fully approved or rejected, AMPS moves this listing to the SAAR
to the Data Owner for approval. History table.
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Procedure for External Security Officer Approval

An External Security Officer does not have or need an AMPS account to administer a security The procedure in this section provides the steps to follow for getting access to an External
review of a role request. Instead, AMPS maintains a separate work queue for each External Security Officer work queue and addressing the action required to approve a role request.
Security Officer that is accessible from a URL through a browser instance.

1. After a user's External Supervisor Sample User Notification: Confirmation
approves a role request, AMPS sends

an email notification to the user
indicating the request has been
approved by the Supervisor.

Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT

1 Body: The External Supervisor has completed an approval for SAAR #106086.
The outcome for this task is APPROVE.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service

Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. After a User's Supervisor approves a Samp[e User Notification: Status
role request, AMPS sends an email

notification to the user with the

request’s status, indicating the role 2
request is waiting for the External

Security Officer’'s approval.

Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT

Body: SAAR #106086 is awaiting External Security Officer approval.
This request was submitted in AMPS on 09/18/2017 09:36:54 GMT.

No action is required from you at this time.
This task expires on 10/09/2017 09:58:00 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

3. Aftera Supervisor approves arole Sample Approver Notification: Action Required
request, AMPS sends an Action

Required email notification to the
user-specified External Security
Officer indicating that a SAAR has
been submitted for the Security
Officer's approval.

Subject: Action Required: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT

3 Body: SAAR #106086 - Request User Access for Teck, Denny (EDT0379) (DLA External) has been submitted for approval.
This request for DFAS DJMS Navy Prod - Navy Input User Field DJMSNAV-007 was submitted in AMPS on 09/18/2017 09:36:54 GMT.

Please visit AMPS at this URL:

https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xmI&ApprovallD=4141%3AatbBWr4PLzynMDEbn2x5YAqE%2FZOzwOH5fL6qMr9SILc%3D

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/09/2017 09:58:00 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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4. Copy the URL provided in the Security [
Officer's Action Required notification, - -
paste this URL into a browser instance, 2 i hupe)aps darml) B =3 | B Bank Page ®
and navigate to the AMPS Approval — Edit Veew Favorites  Tools  Help
Work Queue.

- ] ¥

If the AMPS displays a Consent to
Monitoring screen, review the content
and click OK to proceed.

AMPS displays the Approval Work Queue
listing SAARs that require action from the
logged in External Security Officer (see
Figure 186).

Figure 185: Browser Instance

5. Inthe Approval Actions list, click the
SAAR number that was included in the
email notification.

B 10 apneavat work quewe Logout|
Approval Requests

AMBPS displays one of two possible " —rme e T e
screens: 5 WMWW- LD T
/
= Verify Approver (see Step 6), or /
= The Supervisor Application Access
Decision screen for the specified
SAAR (see Steps 8).

Figure 186: Approval Work Queue - Select an Approval Action

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
169 of 540



Account Management and Provisioning System (AMPS) User Documentation: User Guide

. C,)PTIONAL STEP: If this approval I,s the n.lu:mun-t Management and Provisioning System (AMPS) AMPSEXTERNALSERVICE ©
first request to the External Security p
Officer from the identified Requestor, iy A i KU

AMPS asks the Security Officer to verify

his or her identity as the external user’s

halensafigdla.mil is idertfied as the External Seomty Ofoer for Denny Teck.  Flease dick Verify o adomowledge you are helanaafigdla.mil or Rieject o reject Eeject |
i i Serurity Officer Emadl halem sa8Tdla md !
Security Officer. / i /

Regquestor Mamss Doy Tadk A
If the approver's name in the Verify Fonpesarti Emall ey thckgGemat com

Approver screen matches the name of Nepmetor Bhons HEMEHERN /
the logged in External Security Officer

for this requestor, the approver should Figure 187: Security Officer Verification

click the Verify button.

This step eliminates the possibility that
any other approver can act on the named
requestor’s role requests in the future.

Choose one of the following options:

e Click Verify if you ARE the
requestor’s Security Officer

e  Click Reject if you ARE NOT the
requestor’s Security Officer.

7. To proceed with the approval, click
Verify.

AMPS displays the Application External
Security Officer Approval screen
(see Figure 188).
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8.  Fill or correct entries in the required

fields:

= Position Sensitivity: select the
requestor’s Position Sensitivity
from the drop-down list.

=  Clearance Level: select the
requestor’s Clearance Level from
the drop-down list.

= Type of Investigation: select the
investigation type conducted for
the requestor from the drop-down
list.

= Date of Investigation: select or
enter the requestor’s investigation
date.

= Security Review Flag: DLA
Security Officers can accept the
default if they do not need to
review a request from the user
more than once a year. This flag
does not affect DFAS Security
Officers.

9. C(lick the Additional Information tab.

AMPS displays the Additional
Information screen (see Figure 189).

-—

iu:munl Management and Provisioning System (AMPS)

Comments

Teu merl eabar

= SAAR Tnloematicn
SAAR ID 106086
SAMR Type Fole Reguest
Request Date 5182007

Appresrer Firdt Mams Helan
Apprever Last Mams Soll

- Sacurity Information

* Clearsmie Lewel roct

+ Poalon Senalvity oo-Criticel Senaitie | ROS) !l

cur

= Role Request - Extemnal Security Odficer Decision
" et Date 897157017 O

* End Dabe 050872018 [y

i commant b nigect thia nogueil.

Taak Assipnee(t) helen coffildsmid
Task Creation Dabe 09/ LHT017 0958 AM GHT-IH00
Dabe Tosk Uxplres 10/0%/7007 050 AM GMT-04:00

Tash Status Assgoed

Ut Jurstificalion 1 nesd thil rele 1o perform mry Laska,
Uier Opticaal 1 heve completed aining in this applcaion. See sttached cortificats.
Foamation

Approver IID 79 70% 38U PG SaTIWTE TG BvoftUinbo VR osE3sgH % 2 FpG 30

Approver Email helen cofg dlami
Appeover Phone BE5-055.1012

* Type of Investigation 201 ]
(vl = Dabe of Inwestigaties | 04/21/2002 ®

= User Summary
User I EDTIOTS
HWame Teck, Denry
Drganicabien DLA Extemal
Job Tithe Anabys

= Adidateonal Rode Artribaites
Alrsbite

ECIF1

MIC Rumber

= Roguestor Information
User ED EDTOOTS
Rame Tedk, Denny
‘Drganization [LA Lxtemal

Pokitinn Senslivity Mon-Criticsl Seasitiee | NCS)

e : Wl'l i
= Rl T cermnalicn h‘

Regueted Roke Pty Prod « vy Dt Lhier Field DIMEARGBOT
Applicaty o iy Clansification  Unclassfied
Enviror Accens Type  Awthorized
[Primary R, Aﬁ“’* Reoke Position  Hoe-Critiea] Seridhos | NCS)
Secmiivity

Pleosme 054-B35-555-124
Emmaill donsy feck@enal com
External Superviser Seper, Marge (s pe.super Bdlamil)
Cyber Amareness 412017

Certification Date
WSETESARTL
[l

b Title Anslps

Plepsne 004-B38-555- 124
Emaill denay teck@omad com

AMPSEXTERMALSERVICE O

Lisst Updated 05192007 05:50 AM GMT-0400

* Gecurity Rewiew Flag fst Flagged for Sraea %/

EDIFI/UPH 1386572497
Date of Birth 1)1/ w00y

Figure 188: External Security Officer Decision - Role Request Details
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10. Inthe Additional Information screen,

note the SAAR Approval History.

After the External Security Officer’s
decision is complete, AMPS displays
identifying contact information, the
decision outcome, and any comments
added to the SAAR History table.

Also note the option to download and
review any attached documents.

11. Click the User Information tab.

AMPS displays the User Information
screen (see Figure 190).

im Management and Provisioning System (AMPS)

= Robe Requast - External Security Officer Decision

'MM!HHW 2% * End Date 51872008 [

|
You st enber a comment ba reject this request.
= SAAR Information
SAAR D 106086 Task Assignee(s) helen coffgela.mil

Task Creation Date 04/19/2017 05:58 AM GMT-04:00
Duate Task Expires 10/03/2017 09:58 AM GHT-34:00

User Justfication | seed this ol to perform my tasks
 User Optional 1 have completed training in this application. See attached censicate.

ey s r

Task Status Assigned
Last Updated 03152017 09:58 AM GMT-04:00

Figure 189: External Security Officer Decision - Additional Information
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12. As an option, enter comments to
support the decision.

Comments are not required for an
approval, but AMPS passes them to the
next approver when they are entered.

Comments are required ONLY for a
Reject action. If you must reject the role
request, AMPS requires you to enter text
in the Comments area.

im“ o

13. Click the Approve button.

AMPS automatically . . .

e Sends the SAAR to the next approver,

e Removes the SAAR as assigned to the
Supervisor from the AMPS Approval
Work Queue, and

e Displays a Task Completed
message (see Figure 191).

t and P ing System [AMPS)

= Robe Request - External Security Officer Decision
* Staek Dabe 03132017 @
Commenis

=

Wit ezt enher i Commant b neject B reget

* b Dabe | 05182018 i

= SAAR Informatson
SAAR ID 1LOG0EG
SAME Typa Fols Regueit
Request Dabe 518/ 7017
Uer Juibificateosn | ~odd th robe b perlorm oy Bakas.
e Dptiomal [ bave comphited rameg i thes applcaiion, See sitsched certfaate.
Tk st

Taak Assignaa(s) haber scff§dmil
Task Creation Dats 0915217 05:58 AM GHT-14:0
Date Task Expires 10/05/2017 09158 AM GHT-04000

Approver ID TS0 U TWGISpTWIE
Approver Farst Basme Helen
Approver Laat Hames 5of

Agrprerver Ermadl beclen . soff 5 dlard
Approver Phoms F83-555-1712

= Seurity Information
* Position Sensdivity ron-Crits| Sensithe (NCS] ) * Typa of Investigation 5250 |
o PR | —— | ® Date of Tnvestigation | o4/01/1012 '3

Ry s Doplaste Akl Triperraton

= User Account Enformation
User I EDTOITS
First Blasne ety

Asceunt Stabes  Actsa
Dats of Birth 119055

Hidiiie Pl Usar Typa Mdtary
Last Masse Teck Branch LSaf
EDIPT{UPH Rank Lut Lt

Eongll danry tecifamad com Citiesnahip L5
Tithe Anabyst

Cyhew Nwaransss Cortifecation Date 04012017
= User Contact Dnformation

Dificial Telepheona 014-588-555-173 ifice [ Ciskee
Official Fax Strest 117 Derkeley
DEN Phone PO Box
DSN Fax ity London
Feohils Stwte Armand Foroes Borope. Ao, Canada, Maddig East
Postal Code (00000
Comuntry UMITED KINGDOM
=|Extermal Superviior = External Security Officer =~ External Authorizing Official
Email e g, sugeen @ dle. md Email el wol e md Email Bt @norad com
First Nama Marge First Mama Halon First Nama Leroy

Lask Nama Super
Phona £38-555-987%
= Current Roles
_Curent Roles
== DFAS DUMS. Masy Pread - Marvy Dngury User Flalel DXMMESHAY-00E
= Pending Reoquests

Last Nama Soif
Phona £38-555-1717

Last Nama Gibi
Phons 3250554564

AMPSEXTERMALSERVICE O

Task Status Adagred
Last Updated 05152017 05053 AM GMT-000

* Smomrity Ravievs Flag Mot Fgged for R )

| mpplcaton |Erveronment  |Rale Type |
DFAS DIMS My PROG [re
I [ [ i

e m et a bttt -}-.'m,,mﬁ -iq;\g_.':z-ﬁ-;",!- -'gnllﬂ,_z-dj-?

Figure 190: External Security Officer Decision - User Information
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14. Click the link that reads Return to the — 3 -
External Approval Worklist.
PP b B mitpsarnpitte. O - @3 @ Task Completed X

AMPS displays the refreshed AMPS
Approval Work Queue (see Figure 192).

Task Completed

Mpproval task for SAAR 106086 has completed.

14 / Feturn to the External Approval Worklist

Figure 191: Approval Completed

15. If you have completed work for the

current session, click the Logout P vees approval work queve & ot |

button in the AMPS Approval Work al

Queue window. Approval Requests
Approval Ackion Approval Request Date Approval Requast Expires |
There are no pending approvals awaiting your attention. If you need [T assistance, pleass cantact the DISA Global Servics Desk by calling toll

i free 844-DISA-HLP (844-347-2457) or DSN B50-0032 (press 5, then speak or enter O-L-&) or visit the DLA Service Portal {.mil only) at
AMPS ‘d/sp/ays a logout message hitps:/Jella. servicenowservices.milispTid—index
(see Figure 193).

Figure 192: Approver Work Queue

16 *
G 2 Metpswnpstanel sddlamil'esp O = @G B AMPS dpproval System a /

File Edt Yeew Fovortei Tooli Help

!mﬂﬁnppmv.ﬂ System A

16. Review the logout message and close
the browser.

You hawe boean lagned s of the AMPS Approval System. Floats ute the URL prowided in your emad nosdbeatsan 1o returm
te thes eystemn and perferm aay addmonal approvals

If yeui need T ssustance, plasts cantact the D154 (labal Servce Deck by calling toll fros B44-DISA-HLP [B44-340-2457)
of OSSN 850-0002 (peest 5, then speak ar enter D=L-&} ar veil the DLA Senate Portal C.mil only] ab

hitpe i/ dla carve onovrervst e il fup fid=andex

Figure 193: AMPS Approval System - Logout Message
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17. After the approval is submitted, AMPS Samp[e User Notification: Status

sends an email notification to the user
. , Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT
regarding the approval's status.
17 Body: The External Security Officer has completed an approval for SAAR #106086.
/ The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index

18. In addition, AMPS displays SAAR information and status in the user’s Pending Requests A user can check SAAR listings in Pending Requests to track the progress of any open SAAR.
table. (See How to Check Your Role Status on page 94).
After the External Security Officer approves the request, the status shows the SAAR has been Note:
forwarded to the External Authorizing Official for approval. If there is no External Authorizing After a SAAR has been fully approved or rejected, AMPS moves this listing to the SAAR
Official for the role being requested, the next approver in the queue is the Data Owner. History table.
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External Authorizing Official Approval

An External Authorizing Official (EAO) is required as an approver for certain roles available Note:
to some external users. AMPS notifies this approver of a pending approval action after the :

Security Officer submits an approval for the role request.

Your external approvers must be three separate and distinct individuals with different

The procedure in this section provides the steps to follow for getting access to an External email addresses.

Authorizing Official work queue and addressing the action required to approve a role

request.

Procedure for EAO Approval

1. After a User's Security Officer
approves a role request, AMPS
sends the following email
notifications to the user with the
request’s status, indicating the role
request is waiting for the External
Authorizing Official’s approval.

Sample User Notifications: Status
Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT

Body: The External Security Officer has completed an approval for SAAR #106086.

The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT

Body: SAAR #106086 is awaiting External Authorizing Official approval.
This request was submitted in AMPS on 09/18/2017 09:36:54 GMT.

No action is required from you at this time.

This task expires on 10/09/2017 12:32:26 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. After a Security Officer approves a
role request, AMPS sends an email
notification to the user-specified
External Authorizing Official
indicating that a SAAR has been
submitted for the EAO’s approval.

Sample Approver Notification: Action Required
Subject: Action Required: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54 GMT

Body: SAAR #106086 - Request User Access for Teck, Denny (EDT0379) (DLA External) has been submitted for approval.
This request for DFAS DJMS Navy Prod - Navy Input User Field DJMSNAV-007 was submitted in AMPS on 09/18/2017 09:36:54 GMT.

Please visit AMPS at this URL:

https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xmI&ApprovallD=0210%3Ay1Rq24i%2BQEQ3KDaRobgXRHVLMWXFTm@j2iRA8qVufK4%3D

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/09/2017 12:32:26 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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3.

The EAO copies the URL provided
in the EAO's Action Required
notification, pastes this URL into a
browser instance, and navigates to
the AMPS Approval Work Queue.

AMPS displays a link to the SAAR that
requires an action from an External
Authorizing Official (see Figure 195).

B o= | S plank Page

2 hitpe/fampr.dlamilsaportall
/ File Edn View Fovoribes Tecl  Help

Figure 194: External Approver’s URL

In the Approval Actions list, the
EAO clicks the SAAR indicated in the
email notification.

AMPS displays one of two possible
screens:

= Verify Approver (See Step 5),
or

= The External Authorizing
Official Approval screen for
the specified SAAR
(see Step 6).

-AMPS Approval Work Queue
CUI

Approval Requests

Approwval Request Date
19017

Approwal Action

Approval Request Expires
1052017

Figure 195: Approval Work Queue - Select an Approval Action
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5.

OPTIONAL STEP: The EAO reviews
the content of the External
Authorizing Official Verify
Approver screen, if it is displayed.

If this approval is the first request
for the External Authorizing Official
from the identified Requestor,
AMPS asks the EAO to verify his or
her identity as the external user's
EAO.

If the approver is the correct
External Authorizing Official for this
requestor, the approver should
click Verify.

This step eliminates the possibility
that any other EAO approver can act
on the named requestor’s role
requests in the future.

ﬁ.ﬁ.ﬂ:\uun: Management and Provisioning System (AMPS)

Verify Approver

Authorizing Official [gibbs@nomail.com
Emadl

Requestor Name Danmy Tack
Requestor Email denny lackZamail cam
Requestor Phome 014-888 5551104

lgibbegnomal com: b5 identified a5 the External Authorizing Official for  Denny Tack Pease click Verify to acknowkedgs you are ligibbs@nomall oom or F

AMPSEXTERNALSERVICE =

Cul

Figure 196: Verify Approver Screen - External Authorizing Official
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6. The EAO fills in the required fields,
as needed, and reviews the role
and user information to ensure the
user has requested the correct
role.

7. The EAO clicks the Additional
Information tab.

AMPS displays the Additional
Information screen (see Figure 198).

’imnt Management and Provisioning System (AMPS)
Cut

~Ro  Request - External Authorizing Official Decision
6 = Start Date 09/15/2017 [ * End Date 09/18/2018 [

—— Commeants

You must enber 3 commant to reject this request.

* SAAR Information
SAAR ID 1060856
SAAR Type Fole Requist
Request Date 5/18/2017
User Justification [ need this role to perform my tasks.
User Optional 1 have completed training in this application. See attached certificate.
Information
Approver [D 07 A0 EBWmROySofnvgsefealmBxl 1c2uQTdGIopBP Tvwie3D
Approver First Name L. > Approver Email ljpbbs@nomail.com
Approver Phone 838-555-4564

nformation User Information

ke

Task Assignee(s) Hpbbs@nomall.com
Task Creation Date 09%/19/2017 12:32 PM GMT-04:00
Date Task Expires 10/09/2017 12:32 PM GMT-04:00

AMPSEXTERNALSERVICE O

wlﬂmﬂ Approve

Task Status Assigned
Last Updated 09/19/2017 12:32 PM GMT-04:00

Name Teck, Denny
Organization DLA External

DFAS DIMS Mavy Prod - Navy Input User Fleld DIMSNAY-007
Application DFAS DIMS Mavy Classification  Unclassified
Environment PROD Access Type  Authorized
Primary Role Not Apphcable Role Position Mon-Critical Sensitive [ NCS)
Sensitivity
= User Summary
User ID EDTOZT Phone 014-E88-555-1234
Hame Teck, Denny Email denny.tecki@email.com
Drganization DLA External External Supervisor Super, Marge (marge.supendlamil)
Job Tithe Analyst Cyber Awareness 4/1/2017
Position Sensitivity Non-Critical Sansitive [(NCS) Certification Date
= hdditienal Role Attributes
Atribute Value
EDIPL ET654321
UIC Mumber WICoo
= Requestor Information
User ID EOTO37 Job Tithe Anabyst

Phone 014-888-555-1234
Email denny.tecki@email.com

Figure 197: External Authorizing Official Decision - Role Request Details
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8. Inthe Additional Information
screen tab, note the SAAR
Approval History.

The SAAR Approval History table
records the identifying contact
information for the current role
request. Entries for the current
approver are entered after the
approver completes and submits a
decision.

Also note the option to download and
review any attached documents.

9. The EAO clicks the User
Information tab.

AMPS displays the User Information
screen (see Figure 199).

iﬁ.ﬂmmt Management and Provisioning System [AMPS)
Cul

= Role Request - External Authorizing Official Decision
* Stark Date 097192017 O = End Date 05/1872018 O
Comments

Wiond must anter a commaent (0 reged this reguest.

= SAAR Information
SAAR D 106086
SANR Type Fols Reguest
Request Date 9182017
Usar Justification [ need this role to perfomn my tasks,
\Usar Optional [ have completed training in e application, See attached certificate.
Informaticn

Task Assignes{s) labbs@nomal.com
Task Creation Dabe 09192017 12:32 PM GMT-04200
Desbe Task Expires 10/09/2017 12:32 PM GMT-04:00

Approver ID 0320% 1A4r0EW ROy g7 Bl 1 chaTAGInpEETwwSeID
Approver First Mame Leroy o Approver Email lipbbeBnomad, com
Approver Last Mame Apprower Plome 8085554564

Role Request Details additicnal Information User ation
= s Submitted tation h‘
Certificate of Completion.pdf Downioad and Riview Document | I
= SAAR Approval History
Approval Type | First Brame |Last Name |Emadl |Phane Mumbsr | Actiaty Date
(1]
ESO Hielon soff Helenusoffigedla. . BSS-555-1212 /192017
ESU Hange Super margesupeng . EEE-S55.5836  9M16M2017

| Duteome | Comments
AFPROVE
APPROVE Appeoved by the Extamal Supén

AMPSEXTERNALSERVICE o

Gaeced | Eepect | Approve

Task Status Assigned
Last Updated 09/15/2007 12:32 PM GHT-04:00

Figure 198: External Authorizing Official Decision - Additional Information
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10. Asan option, the EAO can enter
comments to support the decision.

Comments are not required for an
approval, but AMPS passes them to
the next approver after the approval
is submitted.

Comment text is a required entry if
you want to Reject the user’s
request. These comments are
forwarded to the user in an email
that notifies the user about the
request’s rejection.

11. The EAO clicks the Approve button.

AMPS automatically . . .

e Sends the SAAR to the next
approver,

e Removes the SAAR as assigned
to the EAO from the AMPS

Approval Work Queue, and
e  Displays a Task Completed
message (see Figure 200).

iﬁmﬂunl (A RTEEE and Provisioning System (AMPS)

= [P Fuesgueest = Excternal Awthorizing Official Decesion
* Shact Dwbe fh1WTNT 0B * End Date 3918/1018 Oy
Commetals hpprend by the Exbernal Authorzing Official,

= 4

o mast enter & comement to repect Bhis request.

- SAAR Information
SAAR T 106065 Tash Assignees) fpbtagnomal com
SAAR Type Fole Request Toak Creation Date §9/15/1017 12:12 PH GMT-04:00
Request Dabe %/18,2017 Darbe Task Expires 10/037017 12:37 PMI GMT-04:00
User Justification | need thin role be perform my tasks.
ey Opitiaanad | harve completed iraneng in this appleation. See stached cersficabs.
Informatem

Approver 1D DS dAer D00 madOySolnvgnefpalmc ] 1c2u T dGlopd Tem e 30

Perstal Code  B00000
Country UNITED KINGDOH

Approver First Hame Leoy Appr Email fgbbat . coem
Apprower Lant Hamne (bl Pl SEE-555-AEA
g =)
= User Acoesint Tnformaticn
User IDN EDTOO7S Acoant Sabus Aoive
First Hame Dy User Type Mibtary
Middle Hame Bramch USAF
Last Name Teck Aank IstLE
LOIFL{UPN Citizenship US
Ewnail dencry tockforad com
Tithe Anshyt
Cyber Awareness Certilication Date 04/012017
= User Contact Information
Odficial Tebephone O] 4-858-555-124 Cfice | Cube
Dificial Fax Strest 123 Berkaley
[N Fhone PO Bow
SN Fax Oy London
ki Sxate Armed Foves Euroes, Ancs, Canads, Middle Exst

= External Supensisor = Exbirnal Sacurty Dificer = Exchosrnal Agsthesrizing Official
Eonadl marge. super Gdamd Eomail Helan soffgdamd Email hopbbr@nomad com
Firsl Hame Harge First Nasme Helon First Name Loy
Lact Hamwe Super Lask Hame Soff Last Name Gibbs
Pl 538.555-9076 Plone B33.555-1717 Phone B.555-4554
= Current Fokes.
| Current Roles . i i | Appicabion |Emsironment | Role Type
- DFAS [0S Marvy Presd « Ny Ddusiy Ui il CUMESIAN-005 OFAS BIMS My PO LSER
= Pending Requests A
SAMAID|SAAR Type [Role Mame | status Current Appecver m"" Expire Date ﬁm
106085 _Role Reguest DS DOMS Mavy Prad - Mavy Input User Fiekd DOMSIAY-007 PENDING APPROVAL  External Autherizing Offical SIALT  10/92007  S/15E01T

=)

Task SEatws Azsigned
Largt Upelalod 097192017 12:33 PH GMT 0ek:08)

Figure 199: External Authorizing Official Decision - User Information
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12. The EAO clicks Return to the
External Approval Worklist in the
Task Completed message.

AMPS returns to the Approval Work
Queue (see Figure 201).

Task Completed
lpproval task for SAAR 106086 has completed,

n*.emun.uhﬂmai%mmﬂmﬂﬂ

12

/

Figure 200: Approval Completed

13. The EAO clicks the Logout button

in the AMPS Approval Work
Queue window.

AMPS displays a logout message (see
Figure 202).

nAMPS Approval Work Queue

{
_ Logout |

13

Ccul

Approval Requests

Approval Action ] | Approval Request Date | Approval Request Expires
There are no pending approvals awaiting your attention, If you need IT assistance, please contact the DISA Global Service Desk by calling toll
free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal {.mil only) at

https://dla.servicenowservices.mil/sp?id=index

Figure 201: Approval Work Queue - Logout Button

14. The EAO reviews the logout
message and closes the browser.

e 2 heps

File  Edt  View

eladdlamil'esp O - B © B APS Approval System
Teshi  Help

!mﬂ Approval System

You haws Boan goed sl of ths AMFS Approwal Sywtem. Flosts uts the UIRL provided in your ama e 3Te%E TE FELET
to thes wystomn and perform sy adddonal approvals

If yaui Aeed [T ssustance, pleate camact the DISA Cabal Serace Deck by calling toll Free B4 DISA-HLF [BE4-34 0045 T)
of DSN B50=0007 (pies 5, then speak af enter D=L=A4] ar vast the DA Seraie Poartal (.mil only) at

hitps: ) dla. serv enornermom. mil/sp fid =andex

Foverdri

Figure 202: AMPS Approval System - Logout Message
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15. After the approval is submitted,
AMPS sends email notifications to
the user regarding the approval's
status.

15

Sample User Notification: Status
. Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54

GMT
Body: The External Authorizing Official has completed an approval for SAAR #106086.
The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

Subject: Notification: SAAR #106086 - Request User Access for Denny Teck (EDT0379) (DLA External) (DFAS DJMS Navy) 09/18/2017 09:36:54
GMT

Body: SAAR #106086 is awaiting Data Owner approval.

This request was submitted in AMPS on 09/18/2017 09:36:54 GMT.
No action is required from you at this time.

This task expires on 10/09/2017 13:48:31 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

16. In addition, AMPS displays SAAR information and status in the user's Pending Requests A user can check SAAR listings in Pending Requests to track the progress of any open SAAR.

table. (See How to Check Your Role Status on page 94).

After the External Authorizing Official approves the request, the status shows the SAAR has
been forwarded to the Data Owner for approval.

Mote:

After a SAAR has been fully approved or rejected, AMPS moves this listing to the SAAR
History table.
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Data Owner Approval

The following procedure explains how to approve a role request by starting at the AMPS
Home page.

This procedure applies to internal user and external user role requests.

After the Security Officer
approves a role request, AMPS
sends an email notification to the
user with the request’s status.

After the Security Officer
approves a role request, AMPS
sends an additional email
notification to the user
indicating the approval of the
request has been forwarded to
the Data Owner.

Sample User Notification: Status
Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

Body: The Security Officer has completed an approval for SAAR #106077.
The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at https://dla.servicenowservices.mil/sp?id=index

Sample User Notification: Status
Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT

Body: SAAR #106077 is awaiting Data Owner approval.

This request was submitted in AMPS on 09/14/2017 09:27:35 GMT.
No action is required from you at this time.
This task expires on 10/04/2017 13:04:52 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at https://dla.servicenowservices.mil/sp?id=index

After the Security Officer
approves a role request, AMPS
sends an email notification to the
application’s Data Owner,
indicating that a SAAR has been
submitted for the Security
Officer's approval.

Sample Approver Notification
Subject: Action Required: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35
GMT

Body: SAAR #106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) has been submitted for approval.
This request for DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 was submitted in AMPS on 09/14/2017 09:27:35 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/04/2017 13:04:52 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at https://dla.servicenowservices.mil/sp?id=index
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4. Inthe AMPS banner, click your
S

User ID to open the User ID drop- [T
Account Management and Provisioning System (AMPS)

down menu, then click Inbox
from the menu.

AMPS opens the Approval Details
screen to the My Tasks tab
(see Figure 204).

by informstion Role Request

TS age ol piotks Hegiersl 3 108 v Sl0838
pnaci 2wl chabengs

RN

gyt & 004 XA Do mranr i Pales 18 igiis s

Figure 203: Inbox Command

5. Onthe My Tasks screen, click the .
' Inbax i
SAAR number indicated in the @ romex | & 2 @
email notification. Viovars = || MyTasks(t) - Q)= Me& My Group A] Assigned [~ B - "
]
AMPS displays the Data Owner 5 y
Application Access Decision Mol
screen for the SAAR My Tasks (1)
(see Figure 205). Views
Duse So0n
High Priority g
Past Day
Fast Wk
Past Month
Past Quarter
Manual Provesoning
My Staff Tasks
New Tasks
Pending Approvali
< >
Figure 204: My Tasks
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Data Owner Decision Screen and Tabs

Most approval screens for Data Owners have standard content as shown in the sample screen (see Figure 205). EBS Data Owners see a screen with an additional Segregation of
Duties/Governance, Risk and Compliance (SOD/GRC) section that reports possible SOD conflicts. See Appendix F: SOD/GRC Reports in the Role Request Approval Process for more

information.

6. Inthe Data Owner Decision
screen, complete the entries for
required fields.

a. Start Date (auto-filled):
Required entry. The Start
Date must not be earlier
than the current date.

b. End Date (auto-filled):
Required entry. Change
this date, as needed.
External User role
assignments are limited to
365 days.

c¢. Comments: As an option,
enter comments to support
the decision. Comments are
not required for an
approval, but AMPS passes
them to the next approver
when they are entered.

Comments appear on the
Additional Information tab.

7. Click the Additional Information
tab.

AMPS displays the Additional
Information screen
(see Figure 206).

User Documentation: User Guide

SAAR #106077 - Request Lk... = &
SAAR #106077 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbas) (DSS Distribution) 09/14/2017 09:27:35 EDT Reject |_sipprove |

=k e Request - Data Owner Decision
* Start Date 09/14/2017

6a-c
— / Comments

[Home- nbax

* End Date 09/09/2037

You must enber 3 comment to reject this request.

=/ SAAR Information
SAAR ID 106077
Request Date © 2017
User Justification N S ple to perform nmy Gasks.
User Optional
Information

Addiionial Information Lissr Enfgamation
~ Rode Informatio L

Raquested Rola D55 Distribution Frod - NON DLUA - INGUIRY ONLY DSST-319
Application £S5 Distribution Classification  Unclassified
Environment FROD Aooess Type  Authorired
Primary Role Frimary Only Roke Position Non-Sensitive | HS)

Task Assignes(s) 055 DISTRIBUTION PROD - APPLICATION DATA OVWNER
Task Creation Date 05/14/2017 01:05 P GMT-04:00 Task Status Assigned
Date Task Explres 10/04/2017 01:05 PM GMT-04:00 Last Updated 09/14/2017 01:05 PM GMT-04:00

Sensiti ity
= User Surmmany
User I DT Phone E88-555-1212
Mame Teck, Rupert Emall Rupert Teck@dla.mi
Organization DFAS Columbus Supervisor [DCSSB0E) Super, Colsen
Job Tithe Financial Anabyst Annual Revalidation
Position Sensitivity Mon-Sersitive [ NS) Date
Cyber Awareness 612017
Certification Date
~ Requestor Information
User 1D DRT0OZ1 Job Tithe Financial Ansbyst
Mame Teck, Rupert Phone E88-535-1212
Organlzathon DFAS Columbus Emall Rupert Teck@dia.mi

Figure 205: Data Owner Approval Screen
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8. Asan option in the Additional o
Information tab, you can | — et
download and review any of the SAAR 2106077 - Request User Access for Teck, Rupert (DRTO021) (DFAS Columbus) (DSS Distribution) 09/ 14/ 2017 0:9:27:35 EDT Beject | Approve |
documents the user has included | Role Reguest - Data Owner Decision
as supporting information. * Start Date 09/14/2017 * End Date 09/09/2037
Comments
To view a document, click
Download and Review
Document.
AMPS downloads the PDF file
and automatically opens the Yiou must enter a comimsent to reject this request.
document in Adobe Reader. - SAAR [nformation
SAAR ID 106077 Task Assignee(s) DSS DISTRIBUTION PROD - APPLICATION DATA OWHNER
SAAR Type Role Request Task Creation Date 09/14/2017 01:05 PM GMT-04:00 Task Status Assigned
Request Date 9/14/2017 Date Task Expires 10/04/2017 01:05 FM GMT-04:00 Last Updated 05/14/2017 01:05 PM GMT-04:00
9. Click the User Information tab. User Justification [ need this rode to perfor ks
User Optional 9
Information
. g
AMPS d/sp!ays the User Aok Request Detalls Additionsl Information [re
Information tab +/User Submitted Additional Supporting Documentation &
(see Figure 207). There are no attachments for this SaaR
(- |
/ </ SAAR Approval History

Approval Type First Mama Last Name Email Phone Number | Acthity Date Oustcoeme Comments

oo

S0 Albert Soff Albert.Soff.civ... 54321 9/14/2007 APPROVE Approved by the Security Offi...

su Colleen Super Colleen.Supér.c... 1-555-555-1212  9/14/2017 APPROVE Approved by the supersor.

S00 Canid Sod David. Sod.civi... 1-444-555-1212  9/14/2007 COMPLETE Reviewed the robe request for...

Figure 206: Data Owner Decision Screen - Additional Information
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10. Inthe User Information tab,
review the user account,
contact, organization, and
supervisor information to help
verify the correct user is
requesting the role specified in
the Pending Requests table
(see bottom of screen, Figure
207).

As an option, enter supporting
comments in the Comments
text area.

Comments are not required for
an approval but will be captured
in the Additional Information
screen that is passed to the next
approver.

11. Click the Approve button.

AMPS automatically . . .

= Sends the SAAR to the next
approver, if applicable, and

= Removes the SAAR as
assigned to the Data Owner
from the My Tasks tab.

10

Homs Inbox x

SAAR B1DG0TT - Reqguest Us..

SAAR # 106077 - Request User Access for Teck, Rupert [DRTD021) (DFAS Colambius) (DSS Distribution) 03] 14/ 2007 09:27:35 |

g " Role Request - Dala Orerner Decision
" Seasy Date 0%/14/2017
Commants Apceoend by tha Data Owowr,

* Gl Dt 0803017

Wi EET SROAT § COTERL 0 PR S P

+ SAAR Information
SRAR ID 124077
SAKR Typs Rl Racuast
Reguest Date 5147017
Unar hantification [ saed tha role t partorm e taska
Uner Ghptmmal

Wls Mg Detmdy dchirgn gl T

Taok Assbguenl(s] £33 DEFTICRLTION PROC - APPUICATION DATA CWVNER
Tank Craaticn Dwte 05/147017 9105 b GMT-L0-00
Date Task Eupired 1304017 0100 P GHT-O0:00

= Secwrity [nfoemation
Positioen Semslivity Moo Seostive [ M5)
Clearanoe Level Secr

= Chganiration
Drpanirstis Hasse 0FAS Doom b
Secwrity Offices(s) HD S=ah (W00

Arqgapnt Soabes Lo
Ui Ty Collan
Grade T 127

Oifece/Cube DA%
Serent 431 Nt Vel
Bppdtiboatall Chan 410110
PO Baw
Ciy Codburrbns
Supte Ot
Postal Code 41500
Commtry WNITID STATES

Type of [nvestmanoa 400
Dot of [wvestmation 0401 00

= Saapadyines

Wy Colesn e
Usar 1D DCTNP0H

Task Status Lisgred
Lt Updated £% 142017 01505 PO GNT 4000

11

Tate

Albrn Solf 11} Ttk Sogarviis (DHAS)
Charles Soff (DCSRE0Y) P A— mmmﬁ [Mark Cammne))
ey T
A g e el fmall Coloan.Supar Cviioomalmd

[ Phoas 155555511101
= Currenl Rakes
== DFAS SABRS Peced - DFAS Security-Talved SARRS-OLR CoFdS SARRS PR USER
& Iq.ﬂlqltq-lﬂ: . T T
TAAR ID[SAMK Tipe  |Aoke Hama Sratan et Moprover (GO iy ot | A
I6ETT Role Regquast 035 Distribucion Prod - NOM DULA - RGRARY ORLY DS5T-J19 PINDDNG APPROVAL  Duta Dwmar VIATHT AT WA
1T Role Ragoait DF S SARBRS Peod - DFAS Syiters Maett Taws SAEES-520 S I ABePDr AL Sl WY IR Wil

Figure 207: Data Owner Decision Screen - User Information Tab

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090

188 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

12. After the approval is submitted, Sample User Notification: Status

AMPS sends an email notification
to the user regarding the
approval’s status.

12 The outcome for this task is APPROVE.

/

Subject: Notification: SAAR #102046 - Request User Access for Simon Teck (DST9218) (DFAS Columbus) (DFAS SABRS) 08/01/2016 10:56:57 GMT

Body: The Data Owner has completed an approval for SAAR #106077.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by
calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at

https://dla.servicenowservices.mil/sp?id=index

13. In addition, AMPS displays SAAR information and status in the user's Pending Requests
table. (See How to Check Your Role Status on page 94).

If the role is a DLA role...

The status shows the SAAR is TICKETED. This approved request is forwarded to the
application Provisioner for action.

If the role is a DFAS role...

The status shows the SAAR has been forwarded to the Information Assurance Officer for
approval.

Mote:

After a SAAR has been fully approved or rejected, AMPS moves this listing to the SAAR
History table.
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Information Assurance Officer Approval (DFAS users only)

The following procedure explains how to approve a role request by starting at the AMPS
Home page. This procedure applies only to customer applications, such as DFAS
applications that require an IAO approval.

Note:

DLA applications do not require IAO approval.
However, if a DLA user requests a DFAS role, an approval by a DFAS IAO is required.

1. After the DFAS Data Owner approves Samp[e User Notification: Status
a Role Request, AMPS sends an email

notification to the User indicating
whether or not the request has been
approved.

Subject: Notification: SAAR #106077 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DSS Distribution) 09/14/2017 09:27:35 GMT
Body: The Data Owner has completed an approval for SAAR #106077.

1 The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. After the DFAS Data Owner approves Samp[e User Notification: Status
a Role Request, AMPS sends an email

notification to the user with the
request’s status. 2

Subject: Notification: SAAR #106067 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DFAS SABRS) 09/12/2017 10:15:37 GMT
Body: SAAR #102046 is awaiting Information Assurance Officer approval.

This request was submitted in AMPS on 08/01/2016 10:56:57 GMT.

No action is required from you at this time.

This task expires on 08/21/2016 14:03:43 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

3. After the DFAS Data Owner approves Samp[e Approver Notification
a Role Request, AMPS sends an email

notification to the user’s Information
Assurance Officer (IAO), indicating
that a SAAR has been submitted for
the IAQO’s approval.

Subject: Action Required: SAAR #106067 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DFAS SABRS) 09/12/2017 10:15:37 GMT
Body: SAAR #106067 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) has been submitted for approval.
This request for DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 was submitted in AMPS on 09/12/2017 10:15:37 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/04/2017 15:00:32 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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4. Inthe AMPS banner, click your User
ID to open the User ID drop-down
menu, then click Inbox from the
menu.

AMPS displays the Inbox tab and
automatically opens the standard My
Tasks view for the currently logged in
user (see Figure 2009).

(=]

Account Management and Provisioning System (AMPS)
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Figure 208: Inbox Command

5. Inthe My Tasks screen, click the
SAAR number indicated in the email
notification.

AMPS displays the SAAR approval tab
for the selected SAAR
(see Figure 210).

3 Home x

Winmars

Inbsox

My Tasks (1)

Views

D So0n

High Priaity

Past Day

Past Wk

[Past Honth

Prast Quearter
Manual Provisioning
My Stalff Tasks
New Tasks
Pending Approvals

35 Inbox =

Q-

45 | MyTasis(l) -

=/

M & My Group A | Assigned

Figure 209: Approval Details - My Tasks
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6. Inthe Information Assurance Officer
Application Decision screen, fill in the
required fields:

e Cyber Awareness Training
Date (auto-filled from user
record, if available): Enter or
select the correct date for the
requestor’'s Cyber Awareness
Training Date, as needed.

e DLAusersonly:an IAO
approval for role requests is not
required.

7. Click Additional Information.

AMPS displays the Additional
Information tab (see Figure 211).

[ vomew Jyisbox =[] SAKR #1DG0ET - Request s, =

SAAR 2106067 - Request User Actess for Tedk, Rupert (DRTO021) (DFAS Columbus) (DFAS SABRS) 09123/ 2017 10:15:37F EDT

= Rode Request - Information Assarance Officer Decision
* Start Date 05 14/2017 * End Dabe (015072037
Comenents

Yiou st enter 3 i1 Tequest.
* Cybeer Awareness Cotification Date ©/1/2017

SAMR IDy 1007
CAME Typse P Qoguest

Task Assignee(s) [FA5 COLUMBLIS LAD APPROVER
Task Creation Date 05/14/2017 63:00 PH GMT-04:00

Request ety A Date Task Expires  18/04/2007 03:00 PH GMT-04:00
User Jetification > to parform my job taesks,
Uhaer Oiptional [ § traising in this sppbcation, Certificabe i sttached.
Inlarmation

 ——
Rcde Request Daetads aditional bréormation Usar Indformation
= Role Inlormation
Requested Role DFAS SAEET Prod - DFAS Systesd Maish Team SABRT-(09
Application OFAS Sagel Classification  Unclasssied

Environment  FROD Aooess Type  futhonized
Primary Role Yot Apphoable Role Posltien  Mon-Critical Sensitive | MCS)

s Sensitivity
User ID DATOOE Phone 588-555-1213
Mame Teck, Rupert Email Rupest Teckihds md
Owpanizatsn DFAS Codumibis Supersor (DCS5808) Super, Collaen
Job Title Financial Anabest Amnual Revaledateon
Posdticn Senslhvity Moo Seoities [ S]] Date:
Cyber Awareness. /172017
Certification Date

= Audditional Robe Attribubes
SAERS ACTD [UkelD) BPes4
= Rsquesttor Information
User ID DRTHZE Job Tithe Financial Al

Mame Teck, Rugert
Ovganization [FAS Columbu

Phane §36-555-1011
Emall Rugert. Teck@dla =l

]
Beect |_ggorove |

Tosk Status Assigned
Laest Updalted 0571472007 (0200 PH GMT-04:00

Figure 210: Information Assurance Officer Decision Screen - Role Request Details Tab
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8.

As an option in the Additional
Information tab, you can download
and review any of the documents the
user has included as supporting
information.

To view a document, click Download
and Review Document.

AMPS downloads the PDF file and
automatically opens the document in
Adobe Reader.

Click User Information.

AMPS displays the User Information tab
(see Figure 212).

v x | Snirbor® (2] SAAR #106067 - Request Us.. * [iF
SAAR & 106067 - Request User focess for Teck, Rupert (DRT0O021) (DFAS Columbus) (DFAS SABRS) 0912/ 20017 10:15:37 EDT

= Robe Request - Information Assurance Officer Decision
* Skark Dwte | &5/ 14720107 * End Date (3/0772057
Comments

You must enber & comment (o repect this. request.

* Cylser Avareness Certilication Dabe | 6/1/2017
= SAAR Information
SAAR I 106067
SAAR Type Role Fequest
Request Date 571272017
User Justification [ eeed this role to perform,. . o
User Dptional 1 have receed training in the,
Information

Task Assignee(s) DFAS COLUMBUS TAD APPROVER
Task Crestion Date 09/ 14/2007 03:00 PM GMT-04:00
Nate Task Expires 102007 03:00 PM GMT-04:00

Task Status Assiged
Lot Updaed 051472017 05:00 P GMT-04:00

Certificate is attached,

|Phaonee Mumber | Activity Diate | Outooeme |Comments

#1407 APPRONVE
1472017 APFRONE

Asprovel Type [First Name Lot Mane Emad
LA
]
50
T 142017 APPRONVE

Figure 211: Information Assurance Officer Decision - Additional Information Tab
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10. Inthe User Information tab, review
the user account, contact,
organization, and supervisor
information to help verify the correct
user is requesting the role specified
in the Pending Requests table (see
bottom of screen).

11. As an option, enter supporting
comments in the Comments text
area.

Comments are not required for an
approval but will be passed to the next
approver in the Additional Information

screen.
10

12. Click Approve.

AMPS automatically provides the
customer’s provisioning service per the
application’s service agreement with
AMPS: either a provisioning ticket
directed to application provisioners or
automated provisioning through an
AMPS-to-application connector.

[ bome [y tebosn [ SAMR #L0GDGT - Baquees Us. =

= Robe Request - Inf il Officer D

SAAR @ IDG06T - Request User Access for Teck, Rupert (DRT0021) (DFAS Columsbus) {DFAS SABRS) O8] 12/ 2017 10:15:37 EDT

= Start Dabe 05)14,2007
Cosmmaenits

11

* Cybar Awareness Cortification Dubs £/1/2017
= SAAR Information
SAAR TD 106067
SAAR Type Rols Reduat
Requait Date 5/12/2807

Enformatea

¢ = Ubser Aceount Information
Usar I DRTOGIE
First Mama  Auget
FMiddle Hama
Lawt Mama Teck
EDIPTSUPH

Title Firwrcial Snakyt
Cyber Awarenses Cortification Date 06017017
Annual Revalidation Date

= User Contact Information
Oificial Tolephone 883-11%-1212
Dficial Fax
(D Plepan:
D5 Fax
Mobils

= Security Information
Pocsltion senaliivily Moe-Sensibye [ M5]
Clearasstn Lavel F=ret

= Drgamitalicn
Deganization Nases [FAS ol
Security Officer{s} HD Seih [MHDTTTT)
At 5o (DANOO1T)
Charkes Self (DCS3805)
TA Officasr{s} T8 Sk (DCBTT7)
At ol (DAND01T)
ifrad irac (EIDI0L)

* Endfl Dwbe | 09/072007

Ermil Aot Tociofa. rmd

Yiou mumt enter & commant to reject thin reguest.

Task Assignee(s) DFAS OOLUMELS A0 AFPROVER
Tk Creaticn Dabe 814,20 07 0300 P8 GMT-04:00
Diaba Taik Expiees  10/04,/20107 0300 P60 GuT-04:00

Task Status Aaigned

Usar Justification | nesd ths role bo parform my job tasls.
Uinaer Opbicnal | bt ¢ oo rieng o b igpietee Cortiuptn o atlschaed,

s e

Acoount Stabes Acties

Usar Typs Crelan

iGrada LT
Citiremship U5

OfficaCube [R5
Streat 431 Morth T.
Fasadwhishall, Chey 43113
PO Box
Oty Cobembas
State ki
Postal Code 41218
Commtry UNITED STATES

Type of Investigation 5580
Dats of Investigation 04,01/ 2014
= Sapervisor
Mama Collesn Sups
U 1D DeC55008
Titla Sopervmor (DFAS)
Ouganization CFAS Alandns (Merk Canbar)
Emall Collean Supe covilteomil i
Phona 1-255-585-1313

Lt Upclabied £9/ 14,2007 0350 B8 G8T-04:00

= Current Roles

I+ EMAS SABRS Prod - DAAS Security-Tables SABRI-SLE BFAS SABRS ) T

= Pemding Requests

TAARID AR Type  [Roke Mame Staten 'n.mwg'_?"“ Expirn Duty (L ACtRy
UDG0TT Mol Faquest D55 Cestribution Prod - NON DLA « INGUEET OHLY D55T-010 TOETID Provecesr W4T

1DEDET  Hasba Ryl DFAS SRERS Prodl - DFAS Syvlemd Ml Tasm SABRS-00)

PEHDING APPRD..  Dslormatos A5 S{1ZT007

LO0AT S48 7

Figure 212: Information Assurance Officer Decision - User Information Tab
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13. AMPS sends an email notification to Sample User Notification: Status

the user regarding the approval's
status & J PP Subject: Notification: SAAR #106067 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (DFAS SABRS) 09/12/2017 10:15:37 GMT

Body: The Information Assurance Officer has completed an approval for SAAR #106067.

13 / The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by
calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

14. AMPS displays information from a

completed SAAR in the Current RS § Wyin S -
Roles and Request History tables of Display Name Rupert Teck (DRT0021) o
the user's Applications & Roles tab User Information Applications & Roles
on the My Information screen.
> oles vest Role | Remove Ride
If, however, the access requires f:u":nttl;:es [Appacation Emumne:?q e
S e . L | Ype
rovisionin ,theSAARWlIl Stl” be in B bt b ot it — e S — L= o L= g =
P . & 14 ¢ = DFAS SABRS Prod - DFAS Security-Tables SABRS-018 DFAS SABRS PROD USER
the Pending Requests table. /
=« Additional Role Attributes Update: Additional Attributes |
In the example (Figure 213) the Role Name Attribute | value
listing shows the SAAR has been DEAS SABRS Prod - DFAS Security-Tables SABRS-D18 SABRS ACID (UserlD) 87654
approved but not yet provisioned.
The SAAR status is “TICKETED”. = Provisioned Accounts
System Type |System MName |Provisioned Access |
. o DFAS PROD - SABRS PROVISIONER DFAS Prod - SABRS SABRS-018 TEA#SAB]L, TEA#SABS, M...
After the role is provisioned, the system olo OLA OID DRT0O21
name and account are listed
in the Provisioned Accounts section. = Pending Requests Cancel Request
i i i i
SAAR 1D |SAAR Type Role Name |Status |Current Approver gﬁtfe“ [Exp
See the section entitled What Comes 106077 Role Request  DSS Distribution Prod - NON DLA - INQUIR... TICKETED Provisioner 9/14/2017
After the Final Approval? (page 196) 106067 Role Request  DFAS SABRS Prod - DFAS Systems Maint T... TICKETED Provisioner 9/12/2017
for more information. —
* Request History
SAAR # [SMRType  |Resource(s) [Status |Last Activity
106074 Role Request DFAS SABRS Prod - ADHOC wifo Cmd Line SABRS-005 CANCELLED 9f12/2017
101323 Role Request DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 REJECTED Q272016 W
101309 Role Request DFAS SABRS Prod - DFAS Schedulers SABRS-019 REJECTED af7r2016
Figure 213: Applications & Roles - Provisioned Accounts and Current Roles
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What Comes After the Final Approval?

At this stage, the role approval process is complete. The next stage involves provisioning the
role, which includes the following processes:

e  Creating the user's account in the application.

e Assigning the appropriate permissions to the user’s account, which enables the user
to perform tasks in the application.

Provisioning methods vary by customer:

e If your application is set up for automated provisioning, AMPS will complete that
process and notify you when your application account has been created based on
the role you requested. As a user, you will be able to access your account
approximately 20 minutes after AMPS sends the notification.

e  Other customers prefer to perform provisioning themselves in one of two ways:

o Remedy Ticketing: Receive a Remedy ticket, generated by AMPS, with
provisioning data included in it.

o Total AMPS Ticketing: Use an automatically generated AMPS ticket as a source
of information for setting up the account. This process is called Total AMPS.

Total AMPS

The Provisioning Process: Total AMPS section in this User’s Guide provides a description of
the Total AMPS procedure for provisioning a role through a ticketing process. See page 201.
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Role Request Approval Subprocesses

Role request approval subprocesses include alternate paths for handling role requests. The following table introduces a subprocess for alternate procedures described in this section.

This subprocess . . . Enables an approver to . . .

Reject a Role Request Deny a user a request for arole.
The request rejection process occurs during the approval process itself, and any approver can reject a role request. AMPS requires the rejecting
user to enter reasons for the rejection in the Comments field. The reasons entered may provide the basis for corrective action on the part of the
user or other approvers.

How to Reject a Role Request

What you can do: | In AMPS, any approver who has a valid reason to reject a role request can do so during the standard approval process. The procedures that follow
illustrate the process in AMPS and explain the few steps required to bring up a role request approval form and select a rejection, rather than an approval,
option.
e  Follow this procedure if you are a Supervisor or other approver and you need to reject a user’s role request.
e  Follow this procedure if you are NOT the user’s Supervisor, which means you are not authorized to approve the user's role request and,
therefore, must reject the role request.

Where to start: | To reject a role request, start on the Home page, and navigate to the Approval Details screen, which lists pending tasks.

If a user has requested an incorrect role, but the role has been fully approved and provisioned, a Role Removal procedure can remove the role from the
user’s account. See the section entitled Role Removal.

1. After a user submits a role request, Samp[e Approver Notification

AM P,S notifies the Supgrwsor by Subject: Action Required: SAAR #106083 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (AMPS) 09/15/2017 14:15:50 GMT
email of a pending action.

Body:
1 SAAR #106083 - Request User Access for Teck, Rupert (DRT0021) (DFAS Columbus) has been submitted for approval.
This request for DFAS Prod - Bl Publisher Developer DFAS-801 was submitted in AMPS on 09/15/2017 14:15:50 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/05/2017 14:15:58 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by
calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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2. Inthe AMPS banner, click your User
ID to open the User ID drop-down cul -
menu, then click Inbox from the Account Management and Provisioning System (AMPS) e I e
menu. nees Rapstng Taa |
| g [ Amearep .
AMPS opens the Inbox tab screen. 2 Ieds '
AMPE Newa: For help, contact T GE0 o (344) DES HLF (844: 34T 2457} “Fross & T Spai o
DaLA Gietvan Port | il ity ] g Ao dafvicitira Bnadil Ml g alendEn You Canh ST A
L. . Ermail inor-upend bocet requlal) Sa Jiobal BeraoRtesk mite. g Sokt-regusl Sma m
The SAAR is listed in the =
Sign Dl
My Tasks list (see Figure 215).
ﬁ
My Information Rols Request
IAanage your prodie, Rieqieesl a rode 1Ol A0cess
pasEwonds and chalienge
UESIIOS
Cogrpnght & 2000 J019 Oracis aralion dn afikales A3 rghiy ressreed
Figure 214: Inbox Command
3. Inthe My Tasks list, click the SAAR
number indicated in the email 3 x| & Inbox x &
notification. Views o || My Tasdsll) 4 Q|  mes My Growp A[w] Asigned [*] B~ =»
.. Y B Title Mumber Creator Assigned Prior
AMPS opens the Approval Decision 3 @ 5AAR 2106083 - Request User Access for Teck, Rupert (DRTO2L) (Fs 841605 Sep 15, 2017 Z16PM  3[w
screen for the appropriate approver Inbax / Lz
(see Figure 216). My Tasks (1)
Views
In the example provided in this Due Soan
procedure, the approver’s screen High Pricrity 3
illustrated is the Supervisor Decision Past Dary
screen. However, the same steps apply Past Week
to other approvers. Past Honth
Past Quartier
Manisal Provisoning
My Staff Tasks
New Tasks
Pending Approvals Y < >

Figure 215: Inbox Tab - My Tasks List
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4. After making a determination to
reject a role request, the approver
must enter text to summarize the
reasoning for the rejection.

This text goes in the Comments text
area. Entering this text activates the
Reject button.

AMPS saves these comments as part of
the SAAR record.

Note:

The text in the Comments in Figure
216 is for illustrative purposes only.
Please enter text relevant to the SAAR
before clicking the Reject button.

Note:

An approver can also review data on
the Additional Information or User
Information tab before making the
decision to reject the current role
request.

5. Click Reject.

AMPS displays a confirmation request
(see Figure 217).

U Heee = Oy lemex ® ] SAAR 8106083 - Request U x

i

SAAR #106083 - Request User Access Tor Teck, Rupert (DRT0021) (DFAS Columbus) (AMPS) 09152017 14:15:50 EDT 5 Fioje ove |

= Hoke Rexpeest - Supervisor Decision

'iwm : :

Rtpinctid this requiest. User selected the wrong nole. See the
4 Supervisor for more information.
Mmﬂﬂﬁacmﬂﬂlure}eﬂﬂuslmﬂ_ i
= SAAR Information
SAAR ID 106083 Task Assignea{s) Colleen Super

SAAR Type Fole Request Task Creation Dabe 091572007 02:16 PM GRIT-04:00
Request Dabe 5152017 Date Task Explres 10/05/2007 02:16 PM GMT-04:00
Usiar Justification 1 was instracted to request a BT Publisher robe to read reports.
User Optional 1 hawve training in this application. See attached certficate.
Information

Rode Requaest Detalls Additional Information
« Role Information
Ragisestd Rolea DFAS Piod - Bl Publsher Developss DREAS-B01
Application 4P5 Classification  Unclassfied
Enwironment FROD Acoess Type  usthorized
Primary Role Not Applcable Role Position  Mon. Sersitive | HS)

User Infioemation

S Senaitivity
User Iy ODETOOZ] Phone B89-555-1212
Hame Tedk, Rupst Ernaill Fupert. Teck@dami

Organization GRS Columbus Supervisor (DOS9808) Super, Colleen
Job Titbe  Financial Analyst Annual Revalidation
Position Sensitivity Moo Sensitive | MS) Dt
Cyber Aveareness 6172017
Cortification Date

= Requestor Information
User 1Dy DETOGE21
Name Teck, Rupert
Crganlzation 0FAS Columbus

Job Tithe Financial Analyst
Phone 288-555-1212
Emall Rupert. Teckfda, mil

Task Status Assigned
Laxst Updabed 09152017 02:16 PM GMT-04200

Figure 216: Approver's Decision Screen
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6. AMP§ displaysa requgstf_or _ B Bwbas @sane : _— )
confirmation of the rejection action. SAAR #106083 - Request User Access for Teck, Rupert (DRTO021) (DFAS Columbus) (AMPS) 09/15/2017 14:15:50 EDT Raject | pppoove |
= Rode Request - Supervisor Decision
7.  Click OK to confirm the rejection. * Start Date 09152017 * End Date 09/10/2037
Comemeants Repectd this request. User selacted the wieag roke. See the
Superssor for more infarmation.
AMPS automatically . . .

e Removes the SAAR as assigned to the
current approver from the approver’s
My Tasks tab.

e Stores the number of the rejected SAAR
and its information for display
in the user’s role status tab.

foa magst enber 3 com
~ SAAR Information
SAAR ID 106083
SAAR Typs Fole Request
Rquasst Date 97153017

= R Information

Application AMPS
Environment FROD
Primary Rohe fot Appheable

=/ Lser Summary
User [D DRTO021
Nama Tk, Rupart
‘Organization DFAS Columbus
Job Tithe Financial Analyst
Position Sensitivity Mon-Sensitive [MS)

= Requestor Information
User T DELTOG21
Name Teck, Rupert
‘Organization DFAS Columbus

g / Mescage feen webgage

User Justification | was instnacted to reguest a 61 Publishi
Usor Opthomal [ hawve training in this application.
Information

Rola Request Detalls Additional Infammation Lier [nformanon———

Raquested Role DEAS Prod - B Publisher Devaloper DFAS-801

& reguast,

Task Status Assigned

'@ ‘
ATy ot YR 10 Pl el cpailn] Last Updated 09/15/2007 02:16 FM GMT-04:00

S 7

classification
Access Type  Authorized

Role Position Mo Sersitees [(NS)
Sensitivity

Unclasified

Phone B88-555-1212
Emall Rupert, Teck@da,mil
Superdisor (DCSSE0E) Super, Cobeen
Anneal Revalidation
Dt
Cyber Awarensss 6/1/32017
Certification Date

Job Tithe Finarscial Anabyst
Phona 888-555-1212

Emall Ruspert. Teckda,mi

Figure 217: Confirmation of the Reject Request

AMPS sends an email notification to
the user regarding the outcome of
the request.

Sample User Notification: Rejection Notice
Subject: Notification: SAAR #106083 - Request User Access for Rupert Teck (DRT0021) (DFAS Columbus) (AMPS) 09/15/2017 14:15:50 GMT

Body: The Supervisor has completed an approval for SAAR #106083.

Check with your Supervisor
to correct any deficiency

in your request and
submit a new role request.

8 The outcome for this task is REJECT.

/

https://dla.servicenowservices.mil/sp?id=index

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by
calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
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Provisioning Process: Total AMPS

When a Provisioner for a user's organization receives a notification to assign a user to an
application with a certain role, the request for that role has been approved. The Provisioner's
task is to assign the user the requested role. Users should check with their Supervisors for
more information about how provisioning tickets are handled for an application. This section
discusses one ticket-handling method called “Total AMPS.”

Total AMPS represents a ticketing method that provides an alternative to Remedy ticket
procedures for customers who perform manual provisioning. The procedure in this section
furnishes the steps a Total AMPS provisioner takes to perform the following tasks in AMPS:

e Open a Total AMPS ticket,

e  Fillin comments to indicate work in progress, as needed, as well as work completed,
and

e  Complete the Total AMPS ticket.

A provisioner can open the ticket, enter comments, and save the commented ticket without
completing it, if necessary, to document the provisioning process.

AMPS notifies the user through email when provisioning of the role is complete.

Note:

Manual provisioning takes place outside the AMPS provisioning process itself; completing
a ticket within AMPS signals to the system that provisioning is complete. Records of
completed Total AMPS tickets appear on AMPS reports.
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How to Provision a Role through Total AMPS

1. AMPS sends the requesting user an
email notification indicating the
SAAR has been submitted
for provisioning.

Sample User Notification
Subject: AMPS Application Processing for SAAR #106067

Body:
AMPS Application Processing request for SAAR 106067 has started.

Request For:

DLA Login: DRT@@21

Name: Teck, Rupert

Phone: 888-555-1212

Email: Rupert.Teck@dla.mil
EDIPI/UPN: 1286972493

Access Information:

SAAR #: 106067

Effective Date: ©9/12/2017
End Date: 09/07/2037

Add Job Role: DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020

Applications and Access:
Resource: DFAS Prod - SABRS
Add: CICS$TST
Add: M$SABSAT
Add: M$SABSIT
Add: MQ$SAT
Add: ROSCOE$
Add: SABRS-020 TKA#SAB1
Add: TAK@CICS
Add: TJOBS$
Add: TKA$SAB1
Add: TKA$SAB5
Add: TKA$SABA
Add: TPANUSR$
Add: TS0$

Data Owner Comments: (none)

Justification: I need this role to perform my job tasks.

Optional Information: I have received training in this application.

Role Request SAAR requested by Rupert Teck on ©9/12/2017

Certificate is attached.
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2. AMPS sends the application’s
Provisioner an email notification
indicating a SAAR has
been submitted
for provisioning. 2

Note:

If the Data Owner added any
comment text to the Data Owner
approval screen, those comments are
included on the Total AMPS
provisioning ticket for a role request.

Sample Provisioner Notification
Subject: AMPS Application Processing for SAAR #106067 requires your attention.

Body:
AMPS Application Processing request for SAAR 106067 requires your attention.

Request For:

DLA Login: DRT@@21

Name: Teck, Rupert

Phone: 888-555-1212

Email: Rupert.Teck@dla.mil
EDIPI/UPN: 1286972493

Access Information:

SAAR #: 106067

Effective Date: 09/12/2017
End Date: ©9/07/2037

Add Job Role: DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020

Applications and Access:
Resource: DFAS Prod - SABRS
Add: CICS$TST
Add: M$SABSAT
Add: M$SABSIT
Add: MQ$SAT
Add: ROSCOE$
Add: SABRS-020 TKA#SAB1
Add: TAK@CICS
Add: TJOBS$
Add: TKA$SAB1
Add: TKA$SAB5
Add: TKA$SABA
Add: TPANUSR$
Add: TS0$%

Data Owner Comments: (nhone)

Justification: I need this role to perform my job tasks.

Optional Information: I have received training in this application.

Role Request SAAR requested by Rupert Teck on 09/12/2017

Certificate is attached.
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3. Inthe AMPS banner, click your User B
ID to open the User ID drop-down o =
menu, then click Inbox from the Account Management and Provisioning System (AMPS) P
, AP Ragermng Trol t
menu. |
— A g
e
AMPS displays the My Tasks A Mo i
view for the current Provisioner = e
(see Figure 219).
My Information Role Reguest
Lianage youl peoiie Requesl @ roie for scorss
pasanoids Bnd chalengs
QUESIONS
Capaight @ 2001 3018 Onpde wrekts B fGsten 4 sghis resac
Figure 218: User ID Drop-down Menu - Inbox Command
4. The Provisioner checks the list of =
L . . . 58] Home X Inbox x e
provisioning tickets listed in the My & &
Tasks view. Views | MyTasks(13) + /2 Qv Me&MyGroup Al[v] Assigned v B~ @
- & Title Number Creator Assigned
5. The Provisioner clicks the number s g i AS PR RS PRO R R 841791 Sep 14, 20173:24 P
and title of the SAAR that oty fug L7, 2081 250 M.
ds to the notificati 4 My Tasks (13) f SAAR #105871 DFAS PROD - SABRS PROVISIONER Request for Soff, Charles (DC59809) 841251 Jul 20, 2017 2:49 PM
corresponds to the notification. A [ SAAR #104814 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for Whizz, Ghee (EC 841025 2ul 5, 2017 3:38 PM
gy . [ SAAR #104811 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for Medison, James 841024 2ul 5, 2017 3:38 PM
AMPS displays the Total AMPS Due Soon [ SAAR #104813 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for nosnibor, aicrta 840802 Jun 15, 2017 3:38 PM
provisioning ticket for the SAAR. High Priority @ SAAR #104815 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for Jackson, Richan 840787 Jun 15, 2017 3:38 PM
Past Day @ SAAR #104812 DFAS PROD - DJMS NAVY PROVISIONER Remove Access for nosnibor, aidrta 840800 Jun 15, 2017 3:38 PM
Past Week [E]  SAAR #104477 DFAS PROD - SABRS PROVISIONER Request for Super, Colleen (DCS9808) 838966 Mar 1, 2017 6:16 PM
Tip: pait Masth [l SAAR #104473 DFAS PROD - DIMS NAVY PROVISIONER Request for Eteck, Dez (EDE0254) 838986 Mar 1, 2017 4:43 PM
At this point, the provisioner checks the . [E]  SAAR #104147 DFAS PROD - SABRS PROVISIONER Request for Teck, Alvin (DAT0014) 837994 Jan 17, 2017 2:26 PM
. . . & SAAR #104146 DFAS PROD - SABRS PROVISIONER Request for Teck, Alvin (DAT0014) 837967 Jan 17, 2017 1:59 PM
Manual Provisioni a
t'd“_?t detail s (see Figur € %2 0) and uses e SAAR #103691 DFAS PROD - DIMS NAVY PROVISIONER Request for Teck, Denny (EDT0379 837181 Nov 16, 2016 5:05 PM
the information to provision the My Staff Tasks
requested role for the user in the ““‘;T““ g
Py Pendi
specified resource. st . .
Figure 219: Sample Provisioner's Approval Details - My Tasks Tab
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6. The Total AMPS ticket offers the
provisioner these features. The
provisioner can. ..

a.

Click the Claim button, and
then enter comments and click
Save Comments to preserve
current work and maintain
exclusive control over the ticket
for three calendar days.

AMPS saves and closes the
request, enabling the provisioner
to close and later reopen the
incomplete ticket to perform the
prescribed provisioning work.

Enter comments and click Save
Comments to preserve the
Provisioning ticket. Reopen the
ticket, as needed, to enter final
comments in the required
Comments text box.

Click Work is Complete when
provisioning is complete.

AMBPS closes the request.

AMPS also moves a record into the
user’s SAAR History indicating
that the role has been provisioned
to the user’s account (see Figure
221).

L Co L Tl Ll S
AL F LA DAL FEOD - LAKES FROVIAIWGEE Baguest b Tech, Napert |8 T80T |
et ot

Cuurrast Vanh Ommesr)
Kt Mo Mgty (¥ 42, (9 A AT RS
i Ui e 14, JOLT 348

»

Figure 220: Sample Application Request Provisioning Ticket - Total AMPS
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AMPS completes the provisioning
process by moving the role record from
the user’s Pending Requests table to
the user’s Current Roles table in the
Applications & Roles tab of My
Information.

AMBPS lists the completed SAAR in SAAR
History.

7. AMPS sends the user an email
confirmation indicating that
administrative staff have completed
provisioning of the role.

W67
<

Eﬂmx

Role Request

= Rieguest History
|SAAR Type

Rede Regiaest
Role Request
Role Request

@ Hiy Information
Display Name Rupert Teck (DRTO021)

User Infarmation Applications & Roles
= Current Roles Request Role | Remove Role
lCurrentPobes 0 000000 _Application [Environment  |Role Type
= DFAS SABRS Prod - DFAS Security-Tables SABRS-018 DFAS SABRS PROD USER
PROD USER

,} DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 DFAS SABRS

= Additional Role Attributes

Role Name
DFAS SABRS Frod - DFAS Security-Tables SABRS-018
DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020

| Attribute [Value

= Provisioned Accounts

Systam Type 1System Narma

DFAS PROD - SABRS PROVISIONER DFAS Prod - SABRS

DFAS PROD - SABRS PROVISIONER DOFAS Prod - SABRS

01D DLA OID

» Pending Requests

SAAR 1D |SAAR Type Role Mame Status

S5 Distribution Prod - NON DLA - INGUIR... TICKETED

Resource(s)

DFAS Prod - BI Publisher Develaper DFEAS-B)1

[FAS SABRS Prod - DFAS Systems Maint Team SABRS-020
DFAS SABRS Frod - ADHOC w/o Cmd Line SABRS-005

SABRS ACID (UserlD) 87654

[Provisloned Accuss

Update Additional Attributes |

SABRS-018 TKAFSAB], TKAFSABY, MSLSRI6D, ..
SABRS-020 TKARSABL, TKARSAB3, TSOS, ROSC..,
CRETOO21

Cancel Reguest

| Requist ; L
.ﬁrn'ent Approver Date Expire Date I
Provisioner 142017 )

>

Status |Last Activiey
REJECTED 9/15/2017
COMPLETED  9/14/2017
CANCELLED 9/12/2017

Figure 221: Provisioned User's Applications & Roles Tab - Current Roles

Sample User Notification: Confirmation of Role Provisioning
Subject: AMPS Application Processing for SAAR #106067

Body: Your request for role DFAS SABRS Prod - DFAS Systems Maint Team SABRS-020 with access to DFAS SABRS (SAAR 106067) has been fully approved

7 / and provisioned.

Your account has been set up with the permissions associated with the role you requested, and you can now access the application.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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Role Maintenance

Role maintenance procedures enable you to perform the following tasks: A Note on Attribute Change Requests...

Update additional role attributes.
* paate additional role attributes Note that in past versions of AMPS, the system provided attribute changes through a vehicle

*  Remove arole from your AMPS account and the corresponding applications. called a “999 role.” With the release of AMPS 17.2.0, the system no longer uses 999 roles.

Instead, users update additional role attributes through a sequence of screens similar to a role
request.

How to Update Additional Attributes

AMPS captures a wide range of basic information in the user’s profile in AMPS that is

The following sequences illustrate Attribute Update approval paths:
required by the resources it provisions. Some roles, however, require additional

. . . . Ext I Inf ti
information, such as access codes, that pertain to resources. AMPS also captures this . . . xeernal, nrormation
. N o . X e User Category | Supervisor Security Officer Authorizing Data Owner | Assurance
information in the form of Additional Role Attributes. To achieve this aim, AMPS must store Official Officer
and manage those attributes required by the various resources that it provisions. This - -
. L . . DLA internal Yes Not required N/A Yes Not
information includes attributes such as name, telephone, email, etc., as well as the accesses user required
required on the resources. In many cases the standard set of attributes provided by AMPS -
. . L . DFAS internal Yes Yes N/A Yes Yes
is not enough to satisfy the access provisioning requirements on an external system. As an User
example, consider an IT resource that provides users with access to data specific to a
e " ¥ DLA external Yes, external Yes, external Yes, if therole | Yes Not
certain "Site ID." In these cases, the AMPS team can configure the system to collect ) i ) . )
L . . user supervisor security officer requires an required
additional custom attribute values from the user when they initiate a role request. These EAO review
additional attributes are specific to the user and related to the role the user is requesting.
. K P . q. g DFAS external | Yes, external Yes, external Yes, if therole | Yes Yes
Attribute values are also included in the role request approval process and are ultimately . . ) .
o , user supervisor security officer requires an
used to provision the user's access to IT resources. EAO review
After a user role request is approved and resource access is provisioned, access to these Vendor N/A N/A N/A Yes N/A
additional attribute values is available through the Applications & Roles screen, which a
user can access within the My Information area of AMPS. AMPS enables users to request a
modification of these attribute values without having to remove the existing role and ¢ Inthe typical approval path for DLA attribute update requests, Security Officer
request a new role. However, because modifying these attributes can affect a user’s access approvals are not required. Security Officers have no knowledge of application-
to external IT resources, an attribute change request follows the same approval path as the specific attributes; therefore, DLA does not require their approval.
original role request. The attribute update request also includes the same information as o Al DFAS attribute update requests for DFAS roles require approvals from a
the original role request, such as user information, justification, and optional attachments. Security Officer.
Approval Paths for Attribute Update Requests e  DLA attribute change requests, like other role requests, do not require an

approval by an Information Assurance Officer.
An attribute change request follows the approval path for the original role request.
However, if a group of roles share an attribute but have a different role path, AMPS uses
the path with the most required approvals.

e  All DFAS attribute update requests for DFAS roles require an approval by an
Information Assurance Officer.

In addition, DLA and DFAS agencies have different rules for some approvers, and these Shared Attributes

rules apply to attribute updates: Most users do not have two or more roles that share the same attribute. However, for
those situations where roles have shared attributes, AMPS addresses attribute updates
using these rules:
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e Iftwo or more roles share the same attribute, AMPS assumes all the roles with the
same role path also share the attribute value. AMPS generates one SAAR for each set
of roles to which the updated attributes belong.

e Some roles may have shared attributes along with non-shared attributes. In this case,
AMPS groups the non-shared attributes together on the same SAAR associated with
the role to which they belong.

Multiple Approvers: Data Owners or Information Assurance Officers

Some additional rules for attribute change requests affect how AMPS handles a SAAR with
multiple Data Owners or, in the case of DFAS roles, multiple IAOs. If AMPS identifies multiple
Data Owners for different roles with shared attributes, AMPS accepts the decision of the first
Data Owner to submit a decision.

Similarly, if AMPS identifies multiple IAOs for a DFAS role attribute change request, AMPS
accepts the decision of the first IAO to submit a decision.

Cross-organization Requests

In some cases, a DLA user or DLA external user may request a DFAS role that has attributes,
or a DFAS user or DFAS external user may request a DLA role that has attributes. Such
requests are called “Cross-organization requests.” Refer to the section on Cross-organization
Requests, on page 123 in the AMPS User Guide, for more information.

External Users: Update and Approval of Role Attributes

External users have access to the attribute change process through the My Information
screen. Beginning with AMPS release 17.2.0, AMPS presents the process of requesting an

Attribute Role Requests: Special Circumstances

Because role requests and role attribute change requests occur on different SAARS, users may
have situations in which they submit a role request or extension, and also find a need to
update attributes for the role in a pending request. The following sections describe the
conditions for these situations.

Role Request and Additional Role Attribute Updates

If a user submits a role request and decides to update attributes while the request is still
pending approval, the user has two options:

e  Cancel the role request and submit a new role request using the appropriate attribute
values.

e Wait until the SAAR approval process is completed and submit an attribute update
request.

In a different scenario, a user may have attributes set for one role in an application. If the user
adds a request for a different role in the same application with the same attributes, and does
so before the original role request is completed, AMPS must choose which attribute values to
set. In this case, AMPS sets the attributes based on the last SAAR approved.

Role Extension and Additional Role Attribute Updates

If you have an expiring role with associated additional attributes, you can request an
extension for the role, but you cannot update the attributes in the extension. However, you
can submit a separate attribute update request while the role extension request is pending
approval. The attribute update request is included in a SAAR that is approved separately from
the role extension request.

attribute update through a series of screens reviewed and filled in by the user. The
following procedure explains how an external user completes and submits an attribute
update request.

External Users: How to Request Attribute Changes
What you can do:

External users with CAC authentication, or authentication through External Certificate Authority (ECA) or Federal Bridge Certificate Authority (FBCA) open
their AMPS accounts using a CAC or other authentication card, such as a PIV card.

External users (non-certificate users): User registration, user ID, and password are required authentication credentials for non-certificate-enabled
external users. Use your ID and password to log in to AMPS.

You can update a role attribute if it is available for update through the Request Attribute Changes module. If it is not available, AMPS does not display
the attribute. Discuss the requirement for an attribute change with your supervisor.

Where to start: | Start the latest version of Edge, Firefox, or Chrome.

Authenticate your identity with the appropriate credentials and launch AMPS. The system opens the AMPS Home page automatically.
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1. Login to AMPS.

AMPS displays the Self Service Home page and
identifies the logged-in user by ID.

2. Onthe Self Service Home page, click the My
Information tile.

AMPS displays a Privacy Act Statement
appropriate to your organization

(see Appendix E, Privacy Act Statements).
Read the statement and click Accept to proceed.

AMPS displays the My Information screen (see
Figure 223).

3. Inthe My Information screen, click the

Applications & Roles tab.

AMPS displays the Applications & Roles tab (see
Figure 224).
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Figure 222: AMPS Self Service Home Page - My Information Tile

]

[ soms % My Information *
Display Name Dez Eteck (EDEOZSS)

User Inluma!hol{ Applications & Roles

= User ACCoU )
User D EDED2SS
/ * First Name Doz
HMiddle Name

* Last Name Eteck
EDIPI/UPN

Sit Security Questions | Change Password |

Cancel | Save |

Account Status Actve
* User Type Cralian ﬂ

* Grade G512 v

* Citizenship 1S [

* Emall | clark. eteck@gmail.com
* Tithe | External User for Testing

* Cyber Awareness Certification Date 04/01/2017

= User Contact Information
* Dfficial Telephone BRE-555-1212
Official Fax
DOSH Phone
DSH Fax
Hahile

= External Supervisor
* Emall colleen.super@emall.com * Email

= External Security Officer

@

Office f Cibi
® Street | 123 Ary Strest

* City |Richmond
* State Virginia vl
* Postal 23000

Code

* Country UNITED S5TATES

» External Authorizing Official

callista.soff@emad.com * Emall  blake.cao@emal.com

Figure 223: My Information
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4. Locate the Additional Role Attributes table.

This table lists all the roles associated with
additional attributes. Some of these attributes are
updates from the user.

5. Click the Edit Additional Attributes button to
proceed.

AMPS launches Request Attribute Changes
(see Figure 225).

[ Homa % @ My Information =
Display Nama Dz Eteck (EDE0254)
User Information  Applications & Roles
= Current Roles Request Role| Remove Rlole
lcumentRoles |apphcation [Environment [Role Type |
{5 ARN Prod - QAR VIM User VIMQAR-009 ARN PROD USER
L= DFAS DIMS Navy Prod - Navy Inguiry User Field DIMSNAV-006 DFAS DIMS Navy PROD USER
Additional Role Attributes 5 (—w
Role Name [Attribute [value — A
ARN Prod - QAR VIM User VIMQAR-009 (70) Db Wide Yes 4
DFAS DIMS Navy Prod - Navy Inquiry User Field DIMSNAY-{ EDIPD 22
DFAS DIMS Navy Prod - Navy Inquiry User Field DIMSNAY-{ UTC Number 54328
= Provisioned Accounts
‘System Type [System Name |Pravisioned Access

ARN PROD - VIM ACCOUNT PROVISIONER ARN PROD - ARN
DFAS PROD - DIMS NAVY PROVISIONER  DFAS PROD - DIMS NAVY
fu}in] DLA OID

= Pending Requests

VIM account request for a DCMA QAR user (AMPS Role ID: VI
DIMSHAY-006
EDE0254

Cancel Request

SAARID|SAAR Type | Resource(s) |status Cusrent W“|w‘w. |E!:plru Date {120 Sty
104473 RoleRequest  DFAS DIMS Navy Prod - Nawy Input User Fiel_. TICKETED Provisioner  3/1/2017 312017

=~ Request History

SAAR # [SAAR Type Resource(s) |Status Last Actvity |
105989 Role Request  Emergy FES Prod - A Force Seler FES-300 RENCTED  9/11/2017
105536 Role Request  ARN Prod - QAR VIM User VIMQAR-009 COMPLETED  §/16/2017
105035 Role Request  Energy FES Prod - Alr Force Buyer (see LOA) FES-302 CANCELLED  §/16/2017
101327 RoleRequest  DFAS SABRS Prod - MC General User SABRS-001 REMCTED 9/27/2016
451768 Role Request  DFAS MOCAS Prod - External MOCAS Users MOCAS-054 RECTED /12015

451770 Role Request  DFAS DIMS Navy Prod - Navy Inquiry User Field DIMSNAV-006 COMPLETED  3/13/2015

Figure 224: Update Additional Attributes - Edit Button
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6. You are no longer required to enter your Date T ——
e P b4
of Birth. e
AMPS no longer collects this data. NSy MRS Chmpas fox ez ELac =
Note: External users who authenticate their User Enformation m"bm;,':hmmﬁ Mkl an - S mEsdry 7 Cal
access identity with a user ID and password are —
no longer required to enter the Social Security =/User Account Information
(SSN) number when an SSN field is displayed. Abisewr NI EDEMDS Accoimrt Stahis. ACTve
. . . * First Namae Daz 6 L B acted. |
These data fields, when displayed, contain DAUE O BT TRRRE 0 R UimELRe I
non-editable faux data. Middie Name / * User Type [Civifan__ v
® taet e [ R S —
e ’
7. Click the Next button to proceed. * ol [Gark stadiggal.com Chizenship | IS ki
* Tithe External User for Testing
* Cyber Awareness Certification Date 04/01/2017 G
=|User Contact Information
* Official Telephone £55-555-1212 Officef Cube
Official Fax " Street | 123 Any Street
DSH Phone PO Box
SN Fax * City Richmond
Maobile * State Virgania |
* Postal 23000
Code
* Country UNITED STATES )
~ External Supervisor = External Security Officer = External Authorizing Official
* Email | collaen_superg@email.com * Emall | callista_soff@email.com * Emall | blake eao@email.com

Figure 225: Update Additional Attributes - User Account Information
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8. The Attribute Changes screen displays a
drop-down box that enables you to select the
application that includes the role or roles
assigned to your account.

To select an application, click the drop-down
box and click the application name from the
list.

Wait for AMPS to refresh the screen.

This action displays a table listing the attributes
and their associated roles (see Figure 227).

iipws iy Inkeeatien

wﬂ-qu-llltﬂn Puae Coack TOMCAYEAY

Request Attribute Changes for Dez Eteck

E— d
= User Information  Attribute Changes Justification
. Change Attribute Values

<
£
R

oo elplk
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Figure 226: Update Additional Attributes - Select Application

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
212 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

9. Use the available screen tools to update the
attribute.

AMPS displays a tool tip box that describes the
purpose of the attribute.

Some attributes may have predefined values
listed in a drop-down box. Figure 227
illustrates this type of attribute.

Other attributes may be displayed in modifiable
text fields that enable you to enter updated
values.

Hewe My Infosmation =
Digrdar Mumn Mo Crack fENERSAL

Request Attribute Changes for Dez Eteck
-

*  User Information  Attribute Changes Justfication ©

Change Attribute Values

&

® * Select Application ARN| |

w |Aftributes
R 9

~

/

(70) DoD Wide |/

A0l ETaS

KA Brod - GAR VIN User VIMGAR. 005

. |
Cancel | Back| Next H
This growp provides any registered DoD user the .
ability to view all contract data and View Contract
Shipments and Invoices Report, a5 well a5 all other . F_,
reports, | ]

Figure 227: Update Additional Attributes - Select Attribute and New Value
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10. After you select or enter the updated attribute
value, click the Next button.

AMPS proceeds to the Justification screen
(see Figure 229).

=l e

oo Wk

=l |l

1
I
u

bas

Heme My Information =
Dis=inee Minma Mins Etack (EREAIEAY

Request Attribute Changes for Dez Eteck
| ——il 4
User Information Attribube Changes Justification Summary
Change Attribute Values
= Select Application ARN|v]

Attributes | Roles

/ {700 DoD Wida o []  ARN Prod - QAR VIM User VIMQAR-00%

L

Figure 228: Update Additional Attributes - Selection Completed
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11. The Request Justification & Supporting
Details screen requires you to enter text
reflecting a complete and thorough basis for
the attribute change request.

Enter this text in the required Justification
text area.

12. Optional: Click the Browse button to locate
and attach a supporting document. Repeat this
procedure to attach up to three files.

Note that any PDF file you upload may NOT
include PII.
Each attachment must be a PDF < 2MB.

If you receive an error message, follow the
instructions provided.

13. To proceed, click the Next button.

Heme My Information *
DiEnlne Mansa Mas Chark (ONCHTEAY

Reguest Attribute Changes for Daz Eteck
”

*  User Information  Attribute Changes Justification Summary

‘; Request Justification & Supporting Details

11 * Justification 'Rode attribute has changed. Optional
Information
12 Attachment 1 | Browse...
[ Attachment 2 | Browse... |
| 4
Attachment 3 | Browse...

L
Attachments must be PDF files, smaller than 2MB each.
,‘/ Files containing Personally Identsfiable Information (PII) shall not be uploaded (Le. S5N, DOB, etc).

<

13

Figure 229: Request Update Changes - Justification
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14. Review the Summary information for

Heme My Information =

accuracy. Disminer Knmn Py Stack FERENIEAY
The Role Request Summary screen recaps the ~ Request Attribute Changes for Dez Eteck a
key information to be submitted for review and . I ]
approval. \i User Information  Altribute Changes Justification Summary
: : 14
The Changed Attributes table lists each new emkited e et _
attribute value and shows which role or roles are 1 FISRES he¥iw . Inaaon bow Bidoos SUBINAG WIS FegLess
associated with the attribute.  Usa the Back button to change any information, and use the Submé bution to complete this request.
If you need to correct any entries, click the Back IE
button to return to previous screens. L] User Dez Eteck User Type Chilian

il User ID EDE0254 Grade G5-12
| i Organization DLA External
15. To proceed, click the Submit button. | Exch 0 Sl

= External Security Officer callista.soff@emad.com
AMPS displays the Attribute Request lg  Extemnal Authorizing Official blake.eao@email.com

Confirmation screen (see Figure 231).

Justification Role attrbute has changed. Comments

Attribute Vahses| Roles
ARN Prod - QAR WM User VIMQAR-009

(70) Dob Wide No

2
1
e
n
[
Y
F
i Y
Figure 230: Request Attribute Changes - Summary
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16. Review the SAAR number, role name, and
attributes listed on the confirmation screen - Ia— —— -

and close the window by clicking on the close Request Attribute Changes for Dez Eteck 16

icon.
Attribute Request Confirmation
Your request has been submitted for approval. The following SAARs have been created:

Heome My Information =

AMPS adds the attribute change SAAR to the user’s

[
: B
Pending Requests table. | [BAAR | Role(s) Attribute(s)
106226 | ARM Prod - QAR VIM User VIMQAR-009 | ARN_70_DOD_WIDE
R |

: AMPS will motify vou by emaill message regarding the status of each SAAR. This window can now be closed. I-‘
_ If wou meed IT assistance, please contact the DISA Global Sarvice Desk by caliing toll free 844-DISA-HLP (844-347-2457)

or DSM 8500032 (press 5, then speak or enter DL-A) or visht the DLA Service Portal { mil anby) at

hittps://dla. servicenowservices. mil'spiid =index
=
s |
_AE
D
a

|
—

Figure 231: Attribute Request Confirmation

17. AMPS displays SAAR information and status in
the user's Pending Requests table. (See How to
Check Your Role Status on page 94).

The Status and Current Approver /istings reflect
the SAAR's approval stage.

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
217 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

18. AMPS sends an email notification indicating
that the SAAR has been submitted for

approval. 18

At each stage of the approval process,
AMPS continues to send email
notifications of the SAAR's progress.

Sample User Notification: Confirmation
Subject: Notification: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
Body: SAAR #106226 is awaiting External Supervisor approval.

This request was submitted in AMPS on 10/03/2017 08:54:02 GMT.
No action is required from you at this time.

This task expires on 10/23/2017 08:54:13 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

How to Approve a Role Attribute Update Request

Users: | This procedure explains how approvers handle an attribute update request. AMPS sends email notifications that alert the user about the status of the request.

A user can check their Pending Requests table to monitor the progress of a request through the approval process.

Approvers: | This procedure outlines and describes the steps for reviewing and approving an attribute update request. After a user submits a request to update role attributes,

External Supervisor Approval

AMPS submits request in the form of a SAAR to a standard approval process.

AMPS notifies each approver by email message when a user submits a request for an attribute update. This procedure features sample email notifications to illustrate
the timing and content of the email notification process.

1. After a user submits a request to update
attributes, AMPS sends an email notification
to the user's Supervisor, indicating that a
SAAR awaits the Supervisor's approval action.

Copy the AMPS URL provided in the email
notification.

Sample Approver Notification: Action Required

Subject: Action Required: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
Body: SAAR #106226 - Attribute Change Request for Eteck, Dez (EDE0254) (DLA External) has been submitted for approval.

This request was submitted in AMPS on 10/03/2017 08:54:02 GMT.

Please visit AMPS at this URL:

https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xmI&ApprovallD=3073%3A6iRNHaQYREAXOAYGtm1c6In7wgqZsCOGKjIZUkcAKu8%3D

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/23/2017 08:54:13 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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2.

Open a browser (Edge, Firefox, or Chrome)
and paste the copied URL into the address
field.

Press Enter or click the launch button that
activates the URL search.

If this occasion is the first time you have been
tasked with an approval, AMPS displays an
Approver Information Update screen (see
Figure 233).

Otherwise, AMPS opens the Approval Work
Queue (see Figure 234).

Note:

E

2 / 2 mitpss S amps.dia.mil esportal Taces/ L3 B
SR . [ 3 |

Figure 232: External Approver URL

If you have already entered this
information on a previous approval for the
requesting user, AMPS does not display the
Approver Information Update screen.

Skip step 4 of this procedure if you have
already entered this information, which
AMPS associates with the requestor.

Enter your first name, last name, and phone
number in the fields.

Click the Save button.

AMPS opens the Approval Work Queue
(see Figure 234).

Ul

Please take a moment to verify your user information before moving on to your approvals. This information will be saved for future approvals,

Approver Information Update
Email colleen.super@email.com
* First Name Colleen
* Last Name Super
* phone N ber 888-555-5555
4

Figure 233: Approver Information Update
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5. Inthe Approval Requests list, locate and
click the SAAR listing that matches the SAAR
number and requestor information in the
email notification.

For a first-time approver, AMPS opens the
Verify Approver screen (see Figure 235).

Note:

Skip step 6 if you have already verified that
you are the AMPS Supervisor for this
requestor.

Go to Step 7.

6. Click the Verify button if you are the AMPS
Supervisor for the requestor identified on
the Verify Approver screen.

AMPS displays the Attribute Change Request
-External Supervisor Decision screen
(see Figure 236).

nAMPS Approval Work Queus Logout,
CUI

RppreTal aquuet Usts ol Sowukal Regusst Siptres
10372017 102372017

Figure 234: Approval Requests - Open a SAAR

[nm;th Management and Provisioning System (AMPS) AMPSEXTERNALSERVICE O
Cul
Verily Approver
Colleen Super (colleen.super@emall.oom) is identified as the pervisor for Daz Eteck. Please dick Verfy to admowledge you are

Colleen Super (colleen.super@email.com) or Reject to reject. w ject|
Supervisor Email Colleen Super

{colleen. super@email, com)
Requestor Name Der Eteck ©
Resquestor Email carketeck@gmail.com /

Requestor Phone 828-555-1212

Figure 235: Supervisor's Approval Decision Screen - Verify Approver
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7. Review the information on the Attribute
Change Request Details tab.

If you have an issue with any of the
information, you can consult with the requestor
to clarify the purpose or content of the
information.

The External Supervisor can reject this request,
if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates
the Reject button.

Click the Reject button. This action stops the
approval process and notifies the requestor
that the change request has been rejected
by the approver for the stated reason.

8. Click the Additional Information tab.

AMPS displays the Additional Information

/ = Riode Information

imt Management and Provisioning System (AMPS)
cur

= Attribute Change Request - External Supervisor Decision
Comameenis

= SAAR Information
SAAR ID 106376 Task Assignes{s) coleen super@emal.com
SAAR Type Attnbute Change Request Task Creation Date  10{03/2007 08254 AM GHT-0-:00
Request Date 100312017 Date Task Expines 10/25/2007 05:54 AM GHT-04:00
Approver [D 65195 1AM 2t e PRI DWW GHD R eliq S 1 2 a6 2 sl FRpDnw94%.30
Approver First Manse Colleen Approver Emadl colleen. superBemal.com
Approver Lask Mamse Super Approver Plone BE8-555-5555
User Justification Fole attribae has changed.
User Optional

ﬂ@ﬁl‘bﬂ mmmm; Additicnal Information Wser Enformruaban

Rode(s) to Update ARN Frod - 0
Application ARN ®
Enwvirgnment FR00
Primary Robe Mok Apphoabh,

VIMQAR 009
Classification  Linclsssfied
Access Type  Aubhesized
Role Position Mon-Sensitive (NS
Sansitivity

« Uiser Summary

Last Updated 10/03/2007 08:54 AM GHT-04:00

tab on the decision screen (see Figure 237).

User 1D EDECIS4
Mame Eleck, Dez

Organization CLA External
Job Tithe Esxternal User for Teshing

Position Sensitivity Mon-Critical Sensitive [ NCS)

= Additional Role Attributes

Altribuste Velue
(ha) Dol Wide o
= Requestor Information

W 1D EDECIEA
Maamee Eteck, Dez
Organization DLA Edenal

Phone B38-555-1212
Envall i ebecki® g, com

Exfternal Supservisor Suger, Collean

[colleen. super@emalloom)

Cyber Awareness 4/1/2017
Certification Date

Job Tithe External User for Testing
Phane B88-555-1212

Emall daric ebeckgmad. com

AMPSEXTERMALSERVICE O

Cancel | Bejet  Approve |

Task Stabws Assigned

Figure 236: External Supervisor Decision -Attribute Change Request Details
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9. Review the SAAR A| | Hist table.
eview the pproval History table i - : (AMPS)

cul
Because the AMPS Supervisor is the first
approver to handle the SAAR, AMPS has not RS, m: S~ Extami Sparvivey Becion
recorded any approver actions yet.
AMPS will fill in the details of the Supervisor’s
action after the Supervisor has completed an
action on this decision screen. AMPS retains this
information and displays it when the SAAR is i
reopened. P — Yook &) oo o
SAAR Type Attribute Change Request Task Creation Date 107032007 0d:58 AM GHT-04:00 Task Status Assigned
Request Date 10/32017 Date Task Expires 10/23/2017 08:54 AM GHT-4:00 Last Updated 10/03/2017 08:54 AM GHT-04:00

The External Supervisor can reject this request,
if necessary, by following these steps:
e Enter the reason for the rejection in the

Comments field. This action activates the

Reject button.

e (lick the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

10. Click the User Information tab.

AMPS displays the User Information tab on
the decision screen (see Figure 238).

Figure 237: Attribute Change - Additional Information
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11. Review the information provided in the User

Information tab to finalize the decision.

As an option, the AMPS Supervisor can fill in
comments that explain or justify the approval.

The External Supervisor can also reject this
request, if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the

Reject button.

Click the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

12. To proceed, click the Approve button.

AMPS displays the Task Completed message
(see Figure 239).

11

imrt Management and Provisioning System (AMPS)

= Attribute Change Request - Extemal Supervisor Decision
Commeanls | sttribute chings approved by the External Supenvcr.

= SAAR Information

AMPSEXTERMALSERVICE

SAAR ID 106226

Request Date 1032017

Approver First Mames Colesn
Approver Last Hanss Sopar

SAAR Typs Altsileits Chists Ridguast

Task Assignesis) colsen.super@email.com
Task Craatien Dats 10/03/2017 D854 AM GMT-04:00
Datw Task Expires 10/23/2007 D854 AM GMT-04000

Task Staliss Adugned
Lt Wipdiated  10/03/3007 08054 AM GHT-04100

Apprever I 65195 JA4n 1 Inbe)% 2FavPDWH gHOplekinS 1 Je6 TaglFPplwCH %30

Approver Emall collsen supsr@emal.com
Approver Phone 0055555555

attrbute Changs Reguest Detmbs Addtioral Drfprmation

= User Account [nformation
User 10 EDEOZE Agcownt Status Actrs
Firnt Mama s Uper Typs Crokan
Hiddle Hams Grada 053121
Lot Msme Eteck Citirenship U5
EDIPL/UPH
Emnall clark.etecki@gmail.oom
Tithe Extemal User for Testeeg
Cybser Awarensss Cartification Date 04/01/2017
= User Contact Information
‘Oificis| Telephone $98-555- 1112 Office Cuba
Hficial Fax Street 1IJ Any Street
DEM Phons P Box
D5H Fax City Richmond
Maobile Stabs Virginis

Pestal Code 23000
Cownlry UNITED STATES

= External Supervisor = Extermal Security Officer = External Authorizing Official
Email colsen supsr@emasl.com Email callatn coff@emad.com Email blaks, sacieral o
First Name Colsen First Hame First Hamae
Last Name Super Lask Mames Last Hame
Phone B58-555-5555 Phone Phone
= Current Robes
|Cuarrent Roles |applcation Ervironmest Bl Type ]
B MRN Prod - QAR VIM User VIMGAR-009 ARM PROD USER
Ce DFAS OIS Mary Prod - Ny Inguiey User Fald DIMSMAN-006 CIFAS CUBMS Ravy BROD USER
= Pending Reguests
I 1
s.lwl.m'smtm !Rmmm{s] |Stabas !unmw::“ |mm :ﬁm
106226 Astribute Chan . ARN PENDING APPRD_ External Super. 10/3/2017  10/23/2017 10/3/2007
104473 Fols Rasquest DIFAS COMS Mavwy Prod = Havy Inpat User Faald DIMSRAV-007 TICKETED Prp e T T by a7

Figure 238: Attribute Change - User Information
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13. In the Task Completed message, click the
link to return to the Approval Worklist, also Task Completed

labeled as the AMPS Approval Work Queue lpproval task for SAAR 106226 has completed.
(see Figure 240). :
13 / m Workli

Figure 239: Confirmation of Completed Approval

14. If there are no approvals listed for action, or 7
you have completed work with SAARs for the -“MPS Approval Work Queue v : L_-:_:_ggt |
CuUl

current session, click the Logout button.

Approval Requests

This action closes the AMPS Approval Work BpprovalAction L | ApprovalRequestDate | Approval Request Expires |

Queue and displays a logout confirmation There are no pending approvals awaiting your attention. If you need IT assistance, please contact the DISA Global Service Desk by calling toll

message (see Figure 241). free 844-DISA-HLP (B844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices, mil/sp?id=index

Figure 240: AMPS Approval Work Queue - Logout
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15. Click the close browser icon to close the

message.

16. After you complete an approval for an
attribute update, AMPS sends an email
notification to the user regarding the
AMPS Supervisor decision.

15
Q £ httpsSampituselad diamil'esp O ~ & © || B AMPS Approval System - T
Filg  Edd  View Fowditgs Tedl  Hilp
HHHPH Approval System ~
¥ou have bean Ingged nut of the AMPS Approwal System. Pleasa use tha UKL prosaded in your email patfication tn retum

ta thes systam and perfarm any addmanal approsvals.

If you need IT assistance, please camtact the 0154 Clabal Service Desk by calling toll free 844-DISa-HLP [S44-34. - 3457
ar OSH 850-0032 (press 5, then speak or enter O-L-A] ar wsit the DLA Service Portal {.mil enly} at
hitps:/fdlaservicenoaservices mal spfid =mdex

Figure 241: Logout Confirmed

Sample User Notification: Status

Subject: Notification: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
Body: The External Supervisor has completed an approval for SAAR #106226.

The outcome for this task is APPROVE.

16
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
17. After you complete an approval for an Sample User Notification: Next Approver
attr‘lk.)ute‘ update, AMPS sends .an email Subject: Notification: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
notification to the user regarding the
status of the approval.
17

Body: SAAR #106226 is awaiting External Security Officer approval.
This request was submitted in AMPS on 10/03/2017 08:54:02 GMT.
No action is required from you at this time.

This task expires on 10/23/2017 15:11:48 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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External Security Officer Approval

After a user submits a request to update attributes, AMPS sends an email notification to the user’s external Security Officer, indicating that a SAAR awaits the Security Officer's approval action.

1. As the external Security Officer, copy the
AMPS URL provided in the email notification.

Sample Approver Notification: Action Required

Subject: Action Required: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
Body: SAAR #106226 - Attribute Change Request for Eteck, Dez (EDE0254) (DLA External) has been submitted for approval.

This request was submitted in AMPS on 10/03/2017 08:54:02 GMT.

Please visit AMPS at this URL:

https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xml&ApprovallD=0503%3AcrYBrCN8%2BEmM5SZ%2BfEsSFhSCMWBzMiNt1U6Hf%2F40%2BW9lg%3D

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/23/2017 15:11:48 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. Open a browser (Edge, Firefox, or Chrome)
and paste the copied URL into the address
field.

3. Press Enter or click the launch button that
activates the URL search.

If this occasion is the first time you have been
tasked with an approval for the requesting user,
AMPS displays an Approver Information
Update screen (see Figure 243).

Otherwise, AMPS opens the Approval Work
Queue (see Figure 244).

2 |'_:% https://amps.dla.mil/eaportal faces/ P~ 3 vt 5 @

—y. N .

Figure 242: External Approver URL
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Note:

- ful]]
If you have already entered this Please take a moment to verify your user information before moving on to your approvals. This information will be saved for future approvals.
information on a previous approval for the Approver Information Update
requesting user, AMPS does not display the Emall callista soffi@emai.com
Approver Information Update screen. * Firet Name | Calicta

* Last Name Soff

Skip step 4 in this procedure if you have * phons N
already entered this information, which 4
AMPS associates with the requestor.

4.  Enter your first name, last name, and phone Figure 243: Approver Information Update
number in the fields.
Click the Save button.

AMPS opens the Approval Work Queue

(see Figure 244).
5. Inthe Approval Requests list, locate and
click the SAAR listing that matches the SAAR -.MJPS Approval Work Queue Logout |
number and requestor information in the Cul
email notification. Approval Requests

For a first-time approver, AMPS opens the
Verify Approver screen (see Figure 245).

Approval Request Date | Approval Request Expires
10/3/2017 10/23/2017

o Request for Eleck, Dez (EDEDZ54) (DULA Extemal) (ARM) 10/03/2...

Figure 244: Approval Requests - Open a SAAR
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Note:

If you have already verified that you are the
AMPS Supervisor for this requestor, AMPS
does not display the Verify Approver
screen again.

Skip step 6 and go to Step 7.

6. Click the Verify button if you are the AMPS
Security Officer for the requestor identified
on the Verify Approver screen.

AMPS displays the Attribute Change Request
- External Security Officer Decision screen
(see Figure 246).

liﬁ.cwunt Management and Provisioning System (AMPS)

Cun

Verily Approver
Callista Solf (callista.soffiGemail.com) 5 dentified & the
Callista Soff (callista.soff@email.com) of Reject Lo rejec,
Security Officer  Callista Soff{callsta, soff @email.
Requestor Name Doz Eteck o

Requestor Email clarketeck@gmail.com
Requestor Phone  588-555-1212

AMPSEXTERNALSERVICE O

Figure 245: Supervisor's Approval Decision Screen - Verify Approver
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7. Review the information on the Attribute
Change Request Details screen.

If you have an issue with any of the
information, you can consult with the requestor
to clarify the purpose or content

of the information.

The External Security Officer can reject this
request, if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e  Click the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

8. Click the Additional Information tab.

AMPS displays the Additional Information
tab on the decision screen (see Figure 247).

i.l.l:f.‘ﬂl.l‘lt Management and Provisioning System (AMPS)
CuI

= Attribute Change Request - Extermal Ssosmty Officsr Decision
Comanenis

= SAAR Information
SARR ID 135275 Task Assignee{s) callota selBemalosm
SAAR Type Attriute Change Request Task Crestion Date 10/93/2007 03:13 PM GHT-04:00
Request Date 1832007 Dt Taik Expanes 80/23/2017 03: 13 P GHT-34:00
Apprower 1D 2185%1Ame 3] UsdecVEaR 4 T gPIRANOE s Ind 2e W Frc9BRge % 30
Approver First Name Callats Approver Email callsta soff emal com
Approver Last Namse Soff Approver Plone 885-555-1101
et Justification Raole sfinbute has changed.

User Oiptional
Infarmation
= Sagurity Information
* Pesition Sensiiuity Hon CitcelSerstive [HCS| W) * Type of Investigation 5551 ]
* Clearance Level Secret v * Dabe of Investigation o4/01/2012 [
I:um:ﬂuu:mmm«tﬂs) Addsnal [nformatod Lhser [aformatan
=« Fooke [:}
Role{s) to Update ARN Frad - O WTMQAR -5
Application 47N © Classification  Uacssfied
Environment 700 Access Type  Authoried
Primary Role Hot Apphon Role Position Hos Sersiie (NS
w b Summary
User ID EDENDSH Phose BE3-555-1712
Mame EBeck, Dez Emadll clark etedk@gmal. com
Organizatien DL Exiemnal External Supervisar Super, Colleen
Bab Thtle Exteemal User for Testing E;:;;L:“W‘FW-‘W
Penition Sarmitivity Mon-Crtieal Sanudnan (NS c‘:‘""mmmh
= Additional Role Attributes
([P0} Dol Vitde Ha
= Rpquestor Information
User ID EDEDISH Job Tithe External Usert for Testing
Mame [Eheck, Dez Phone BES-555-1712
rganization DLA Ecternal Emadll clork steck@gmad, com

AMPSEXTERNALSERVICE O

_Goweel | Beject | _pppeoe |

Task Status Assigned
Larst Updated 10/032007 $3:03 PH GMT-04:00

* Security Review Flag "ot [lapged for Reves )

Figure 246: External Security Officer Decision -Attribute Change Request Details
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9. Review the SAAR Approval History table.

The External Security Officer sees the previous
approver’s comments if any have been added.

AMPS will fill in the details of the Security
Officer’s action after the Security Officer has
completed an action on this decision screen.
AMPS retains this information and displays it
when the SAAR is reopened.

The External Security Officer can reject this
request, if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e  Click the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

=/

10. Click the User Information tab.

AMPS displays the User Information tab on
the decision screen (see Figure 248).

imnt Management and Provisioning System (AMPS)
Cul

= Attribubte Change Reguest - Extennal Seounty Officer Dedision

= SAAR Information
SAAR ID BDEI26
SAAR Type Aftribute (hange Regoest
Reqeest Date 1037017
ApE I 2165wl
Approver First Name Calists
Approver Liil Mame Toll
hser Juiification Role sttridote hin changed.

Task Assignes(s) allsty soffgemad com
Task Creation Date 10002007 00:12 PH GHT-0-0:00
Dt Takk Expires  10/733017 03:12 PH GMT-0-0:00
VG RA T T oMK nd 2 Fred@Racisln
Approver Email csflets soffgemsd com
Approver Phons BE-555-2101

Uhser Opticas]

Informaticn

= Security Information
* Pesition Sensliuly Hon-Cicsl Senstive [HOS| )] * Type of Investigation 5580 |
* Chearamce Lewel Sece wl  * Duke of Investigation 04012002 [

s ()
= SAAR Approval History ['-"@’

Agpreval Type |Fiest Nasmes Lith Hlisre: |Pheas Homber | Activity Dats
50 o 10312007
£S5 Ciolleen Super he super®. BBE-555-5555 19/32017

AMPSEXTERMALSERVICE 'O

gancel | Brject |_ipprove |

Task Status Assigaed
L.Iﬂ.LIF.IM EDOZZ017 03: 13 PM GHT-0H:00

* Sexurity Review Flag Mt Flagged for Reven |

[Comentets I

MIPROVE Attribote change approved by the External Supe

Figure 247: Attribute Change - Additional Information
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11. Review the information provided in the User
Information tab to finalize the decision.

As an option, the External Security Officer can
fill in comments that explain or justify the
approval.

The Security Officer (SO) can also check the
requestor’s security information and update the
Security Information fields, as needed. The
Date of Birth field is displayed on this screen,
but does not contain the user’s DOB. This data
is no longer collected by AMPS.

The External Security Officer can also reject this
request, if necessary, by following

1
these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e  C(lick the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

12. To proceed, click the Approve button.

AMPS displays the Task Completed message
(see Figure 249).

immmtaﬂ Provisioning System (AMPS)

= Attribute Change Request - Extemnal Security Offecer Decksion
Commmnks agppeceed bry the Securty Dffcer,

it Informataon
SAAR 1D 106226 Tadk Adisgrepals) culuts solffernd com
BAMR Type Asirkubs Chargs Reguesd Tusk Craation Diske 30/00,5017 03aLT PA GRIT-04:00 Tank Skatus Asugrad

Request Detes 10/33017 Dk Tash Expires 30255017 G312 P84 GRT-0d:00
Appravesr [0 TLET Limg T | bescboc v Gl RA T gPiR Ml ne I Fro R BRgct Al
Agrperosser Farsk Hame Calats
Apprower Last Hama 5ol
Whaar Justilication. Pols stindaste hes changed.
Unar
Epticnal

sl ipcabend 1503 0T 03043 PR GRT-04:00

AFPSEXTERNALSERVICE &

* Piosition Sansitiviy Hos CriScal Sensiive (5] v * Type of Ervastigation, w507 [~
* Dute of rvmsbigabion 047017012 2y

Acriunl Shaltus Acti

Db of Birth o longor colleod.
— Ligir Typs Crollan
Grede G511

* Security Raview Flag fict Fagged for Raven |

Fkdle Harer
Lot Mot Btk
EDIPL SR Citizenship L5
Emnail clack wtuch fgad_com
Tithe Extarnal e for Testing
Cybar Awarsnsss Cartification Duts 04/01/2017
= User Contact Information
Offirial Tedephone 553-535-1711 Difice ] Cuilee:
Official Fax Strest 131 Amy Street
DSH Phone PO B
DN Fax ity Richerond
Hebile Stabe ‘e
Pastal Code 23000
Coumitry UMITED STATES
- Exernal Superviuse - Extermnal Security Offices » Extemal Anthorizing Officil
Email collssn sperBemad com Eomall calints sl Pamal com Ermcadl  blake sscdiemad com
First Mume Colesn Farsh Hame Caliaia Forul Harme
Last Mame Supar Laat Hama 5off Laak Hamas
Phone 8855555555 Phone BAS555-T1I1 Phona
= Cusrent Roles
_ Darrent Ackes | #ppiecatan Emvrorment  RolsTyps |
{b WEN Prod - QAR VIH Uner VIMQAR 005 AEN PR USER,
¥ [DFAS CUMS Mavy Prod = Marvy Tnquiny Wser Fasldd COMSMAY-D06 DFAG DM Havy RO \SER
= IPendeng Requests
SMATD SMATyre  Basourcels) |statis t:""' B@nm:""‘m
VLI Miribute Chan. ARN PENDING AFPROVAL Entarral Securty Dficer NI HINI0T LT
LOHAT] Roke Regquast  DFAS COME Ray Proed « Ry nput Lser Fakd CUMSNAW-00T TICETID Provvisonar Wuz? Wy

Figure 248: Attribute Change - User Information
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13. In the Task Completed message, click the
link to Return to the External Approval
Worklist, also labeled as the AMPS
Approval Work Queue (see Figure 250).

14. If there are no approvals listed for action, or
you have completed work with SAARs for the
current session, click the Logout button.

This action closes the AMPS Approval Work
Queue and displays a logout confirmation
message (see Figure 251).

Figure 249: Confirmation of Completed Approval

-AMPS Approval Work Queue

Approval Requests
Approval Action

https://dla.servicenowservices.mil/sp?id=index

Cul

| Approval Request Date |
There are no pending approvals awaiting your attention. If you need IT assistance, please contact the DISA Global Service Desk by calling toll
free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at

14 , Logout |

- Apeinal Hentest Eeies 7|

Figure 250: AMPS Approval Work Queue - Logout
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15. Click the close browser icon to close the 5
message.
i} hetps tuselad.dlamilesp O « 8 © | B3 AMPS Approval System . iy

Filg Edd View Fowvoites Tesh Healpg

nﬂr-'l'l-’:i Approval Systocm Lo

¥ou have baan Ingpad ot of the AMPS Approwval System. Fleasa usa tha LIRL prosadad in your email ratfication tn raturm
to thes systam and perform any addmonal approsals.

If you need 1T assistance, please cantact the D154 Clobal Service Desk by calling toll free 844-00S8-HLP [B44-347-2457)
ar 5N 850-04032 {press 5, then speak or enter O-L-&) ar wisit the OLA Service Portal {.mil only) at

hitps: //dla. servicenoeesarvices.mal /s pfid=mdex

Figure 251: Logout Confirmed

16. After you complete an approval for an Samp[e User Notification: Status
attr'lk')utej update, AMPS sends 'an email Subject: Notification: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
notification to the user regarding the

Security Officer decision. Body: The External Security Officer has completed an approval for SAAR #106226.
The outcome for this task is APPROVE.

16
/ AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
17. After you complete an approval for an Sample User Notification: Next Approver
attribute update, AMPS sends an email . I .
L P . Subject: Notification: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
notification to the user regarding ) N
the approval. 17 Body: SAAR #106226 is awaiting Data Owner approval.
/ This request was submitted in AMPS on 10/03/2017 08:54:02 GMT.
No action is required from you at this time.
This task expires on 10/24/2017 15:28:35 GMT.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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Data Owner Approval: External Users

This procedure illustrates the steps an application Data Owner takes to approve a SAAR for
a Total AMPS-enabled application.

1. After the previous approver Sample Approver Notification

approves a role request, AMPS
PP R q . 1 Subject: Action Required: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
sends an email notification to the

application’'s Data Owner,
indicating that a SAAR has been
submitted for the Data Owner’s

Body: SAAR #106226 - Attribute Change Request for Eteck, Dez (EDE0254) (DLA External) has been submitted for approval.
This request was submitted in AMPS on 10/03/2017 08:54:02 GMT.

approval. Please visit AMPS at this URL:
https://amps.dla.mil/

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/23/2017 15:11:48 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at https://dla.servicenowservices.mil/sp?id=index

2. Inthe AMPS banner, the Data
Owner clicks their User ID to CLl -
open the drop-down menu, then Account Management and Provisioning System (AMPS) Aot TEETE deton 400

. AP Fgermng Taol
clicks Inbox from the menu.

Hanbing

AMPS opens the Inbox screen to
the My Tasks view (see Figure 253).

My Information Fiole Reguest
LEsnage youl geoiie Heguesl § fis o soess
pos s i Bhd CRaiengs

eSS

gl J001 | T8 O ek B S A0 Sghl reaeved

Figure 252: User ID Drop-down - Inbox Command
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3. Onthe My Tasks screen, click the
SAAR number indicated in the
email notification.

AMPS displays the Attribute
Change Request - Data Owner
Decision screen for the SAAR (see
Figure 254).

Home X & Inbox x

Views

Inbox
My Tasks (2)

Views

Due Soon

High Priority

Past Day

Past Week

Past Month

Past Quarter
Manual Provisioning
My Staff Tasks

New Tasks

Pending Approvals

Me & My Group All E] Assigned »

8:54: T
perations-Richmond-16) (DFD ADS) @

Figure 253: My Tasks
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Account Management and Provisioning System (AMPS)

User Documentation: User Guide

4. Inthe Data Owner Decision
screen, review the SAAR
information and change request
details.

The AMPS Data Owner can reject
this request, if necessary, by
following these steps:

e Enter the reason for the
rejection in the Comments
field. This action activates the
Reject button.

e  (lick the Reject button. This
action stops the approval
process and notifies the
requestor that the change
request has been rejected by
the approver for the stated
reason.

5. Click the Additional Information
tab.

AMPS displays the Additional
Information screen
(see Figure 255).

&

SAAR #106226 - Attribute Change Request for Eteck, Dez (EDED254) (DLA External) (ARN) 1003/ 2017 (8:54:02 EDT

= Attribute Change Reqguest - Data Owner Decision
Comments

. d

= SAAR Information
SAAR ID 106236
SAAR Type Attribute Change Request
Request Dabe 10/3/2017
User Justification Role attnbute F “aged.
User Dptional S
Information

Gﬂmcwmﬁl}cﬁh—‘) Additicnal Information
« Role Tnformation L
Role(s) to Updabe ARN Prod - QAR VIM User VIMQAR-009
Application ARN
Environment PROD
Primsary Role Mot Apphoable

= User Summary
User ID EDEGZS4
Name Eteck, Dez
Orgamization DLA Extemal
Job Tithe External User for Testing
Position Sensitivity Mon-Critical Sensitive [ NCS)

« Additional Role Altributes
Astribute [value
(70) Ded Wide o

= Requestor Information
User 1D EDED2S4
Name Eteck, Dez
rrganization DLA Extermasl

Task Assignee(s) Brenda Down
Task Creation Dabe 10/04/2017 03:28 PM GMT-04:00
Date Task Expires 10/24/2017 03:28 PM GMT-04:00

Claxsification Unelmgifiod
Access Type  Authorzed

Role Position Mon-Sensitive [NS)
Sensitivity

Phone 885-555-1212
Email dark. steco@gmail.com

External Supervisor Super, Colleen
{celleen. superiemal.com)
Cyber Awareness 4/1/2017
Certification Date

Job Tithe External Lser for Testing
Phone 885-5355-1212
Email darketeck@gmail.com

)
Refect |_Approve |

Task Stabus Reassigned
Last Updated 10/04/2007 05:03 PM GMT-04:00

Figure 254: Attribute Change Request - Details
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6. Inthe Additional Information
SANR #106326 - Altribiste Tesr ez DLA 017 08 54:00 EOT ;
tab, review the SAAR Approval Changs Riquest for Eleck, Der (EDED2SA) [DLA Exterral) (ARN) 10/03 et |_igpewen |

. = Attribute Change Request - Data Dwner Decision
History, as needed. [ —

Any comments entered by
previous approvers to support
their decisions are listed in the
SAAR Approval History table.

Tarsk Status Branssgaed

7. Click the User Information tab. Laot Updalied 10/04/2017 #6003 PH GMT-3Hc00

AMPS displays the user’s
information.
Figure 255: Attribute Change Request - Additional Information Tab
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237 of 540



Account Management and Provisioning System (AMPS) User Documentation: User Guide

8. Inthe User Information tab, you [remen | [ lbe | [ SAAR S106236 . Aliviute ... x
can review key information about SAAR #106226 - Attribute Change Request for Ebeck, Dez (EDE0254) (DLA External) (ARN) 10/03 2017 08:54:02 EDT 9
the user’s account, contact, and </ Attribute Change Request - Data Owner Dedision
security information. Comments Approwed by the Dty Cwesr.

9. To proceed, click the Approve

button.
AMPS automatically . . .
= SAAR Information
= (loses the Data Owner EARR TD 1T Task Assignes(s) Erends Down
Decision screen, SAAR Type Attribute Change Requet Task Creation Date 10/04/2017 03:28 PM GMT-04:00 Task Stakus Resasigned
Reguiast Dats 1032087 M'I'ﬂm 10/24/2017 03=28 PM GMT-04:00 lﬂw E5'D4F201 7 D603 P GRT-0:8=00
= Sends the SAAR to the next User Justification Rols attributs has cdhangsd,
stage in the workflow, and User Optional
Information
= Removes the SAAR as an ‘
Assigned item from the Data Aprbute Change Request Detads  Adebtional Information
Owner’s My Tasks tab. = Ubser Account Information
User D ECE0254 Acoont Status At
Firsk Manse Daz Usaer Typar Crikan
Fhidelle Fanae Grada G512
g / Last Manse Eieck Citizenship US
/ EDIPL/UPH
Emadl clark steck@igrmsilcom
L4 Tithe External Unar for Testing
Cyber Avwarensss Cortification Date 0404/ 2017
= Liseer Contact Informestion
Oificial Talephone 553-555-1212 Oifica Cube
Difecial Fax Seraat 123 Ay Sirest
DS Pheome PO Box
DSH Fax City Richawand
Mohile State Virgnis

Postal Cods 23000
Country LNITED STATES

- Security Information

Position Sensitivity Mon-Critical Sensitive [ NCS) Type of Investigation 5580
Clearance Level Secret Diate of Investigation 04002012
= External Supervisor = External Security Officer = Exbternal Authorizing Official
Eenad collesn imparBamad com Enadl calleits solf Semad com Ermail blaks sac@arril com
First M Colloar First Marss Callivty First Nasme
Last Mamss Suger Last Manse Soff Last Mame
Pleone 553-555-5555 Phone 855-555-2121 Phone
= Corrent Roles
L+ RN Pred - QAR VIM User VIMQAR-D0S ARM PROC r==
b+ DFAS DOMS Kavy Prod - havy Inguiny User Fisld DOMSNAN-006 DFAS DS Narvy PROC LISER
= Pending Requests
1
SAARID(SAARType | Rasourcels) Statum Current Approver o | Exgien Dt i
e Jamere ™ A e e e
104473 Role Reguest DFAS DM, Many' Prcd - Many Enpautt Liier Pl DORESRMRAN-007 TROKETED: Prerionar AT 317

Figure 256: Attribute Change Request - User Information
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10. After the approval is submitted, Sample User Notification: Status
AMPS sends an email notification

to the user regarding the
approval’s status.

Subject: Notification: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
Body: The Data Owner has completed an approval for SAAR #106226.
10 The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk by
calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

11. In addition, AMPS displays SAAR information and status in the user’s Pending Requests
table. (See How to Check Your Role Status on page 94).

If the role is for a DLA application... If the role is a DFAS role...
The status shows the SAAR is TICKETED. The status shows the SAAR has been forwarded to the Information Assurance Officer for
AMBPS forwards this approved DLA request to the Provisioning process for action. No role approval.

requests or other requests require an approval by an Information Assurance Officer.

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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12. AMPS notifies the external user that Sample User Notification:
processing for the attribute change request

Subject: AMPS Application Processing for SAAR #106226
SAAR has begun.

Body:
12 AMPS Application Processing request for SAAR 106226 has started.

AMPS has forwarded the SAAR to the
Provisioner’s task list. Request For:

DLA Login: EDE0254

Name: Eteck, Dez Phone: 888-555-1212
Email: clark.eteck@gmail.com
EDIPI/UPN: 1286972493

Access Information:
SAAR #: 106226

Attribute Change on Job Role: ARN Prod - QAR VIM User VIMQAR-009
Current Applications and Access:
Resource: ARN PROD - ARN
Access: VIM account request for a DCMA QAR user (AMPS Role ID: VIMQAR-009)
Data Owner Comments: Approved by the Data Owner.
Justification: Role attribute has changed.

Optional Information: (none)

Attribute Change Request SAAR requested by Dez Eteck on 10/03/2017

AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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Provisioner: How to Provision Attribute Updates

For a Remedy-enabled application, AMPS sends this information to a Remedy system that

This procedure illustrates the steps a provisioner takes to complete a SAAR for a Total produces a Remedy ticket for the provisioner.

AMPS-enabled application.

Applications set up for automatic provisioning do not require manual provisioning

1. After all approvers have approved a SAAR
for a Total AMPS role, AMPS forwards the
SAAR to the provisioner group.

AMPS notifies the provisioner that the SAAR
awaits action.

Sample Provisioner Notification: Total AMPS Ticket

Subject: Action Required: SAAR #106226 - Attribute Change Request for Dez Eteck (EDE0254) (DLA External) (ARN) 10/03/2017 08:54:02 GMT
Body:

AMPS Application Processing request for SAAR 106226 requires your attention.

Request For:

DLA Login: EDE0254

Name: Eteck, Dez

Phone: 888-555-1212

Email: clark.eteck@gmail.com

EDIPI/UPN: 1286972493

Access Information:
SAAR #: 106226

Attribute Change on Job Role: ARN Prod - QAR VIM User VIMQAR-009
Current Applications and Access:
Resource: ARN PROD - ARN
Access: VIM account request for a DCMA QAR user (AMPS Role ID: VIMQAR-009)
Data Owner Comments: Approved by the Data Owner.
Justification: Role attribute has changed.

Optional Information: (none)

Attribute Change Request SAAR requested by Dez Eteck on 10/03/2017

AMPS Sustainment
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2. After you launch AMPS, the system opens
Y ] Yy ‘ p el | -
the Self Service Home page. Click your Account Management and Provisioning System (AMPS) L o O
User ID to open the drop-down menu, | AMPS Ruporing Todl
then click the Inbox command from the Home [ Anostib I
menu. AMPE Mawe: Foo Rl contaci i OS50 80 (B44) DISE HLP [B44- “Fross 5 T e o @bl DL A o 2
DILA Servioe Forlad | md onfy) s frdia terncenowienaost miapdzmden You Can aso subme an emi Abat [—J
Ernasl | nan-urgiest Boion! rduesl] e pobal Senaietesh ms i LEIH-'MJHIGTIJ mi A
Sign Ot
AMPS opens the logged-in provisioner’s My
Tasks view.
ﬁ
My Information Rale Request
Manage vour profile, REgRsESE @ okt fof JCOEES
passwonds and chalenge
queslions
Copyaght © J00 1. JUNE Cwache andior By afkaien Al righty ieerosd

Figure 257: Self-Service Home Page - Inbox Command

3. Inthe My Tasks view, locate and click the

Home X & Inbox X
SAAR in the provision notation.

Views 45 A || My Tasks() |~/ Q'+  Me&MyGroup Al ] Assigned v B ~ o))

Title Assignees Assigned Created

N
Inbox 3] / @ SAAR #106226 ARN PROD - VIM ACCOUNT PROVISIONER Update Access for Eteck, Dez (EDE0254) ARN PROD - VIM ACCOUNT... Oct4, 2017 7:02 PM Oct4,2
AMPS opens the Total AMPS ticket for the

My Tasks (1)
selected SAAR (see Figure 259). Views

Due Soon

High Priority 4;
Past Day

Past Week

Past Month

Past Quarter

Manual Provisioning

My Staff Tasks

New Tasks

Pending Approvals v

Figure 258: Provisioner's My Tasks View
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4. Review the contents of the ticket.

The ticket contains the type of action
required and the details of the approved
change in the Additional Role Attributes
table.

If you, as the provisioner, need more time to act
on the request, you have the Save Comments
option.

You can enter text in the Comments area,
click the Save Comments button, and close
the ticket without completing it.

The ticket remains in your My Tasks list until

[8 Home X By Inbox X [ SAAR #106226 ARN PROD - V... X
SAAR #106226 ARN PROD - VIM ACCOUNT PROVISIONER Update Access for Eteck, Dez (EDE0254)
Application Request
Current Task Owner:
Current Resource Responsibility: ARN PROD - VIM ACCOUNT PROVISIONER
Last Updated: Oct 4, 2017 7:02 PM

* G ts:  Work completed per the attribute change on job role ARN
Prod - QAR VIM User VIMQAR-009

Request For:

Phone: 888-555-1212

Email: dark. .com
EDIPI/UPN: 1286972493
Access Information:

SAAR #: 106226

A&bﬁmmmMM:MNM-QARWMUHWM)

you click the Work is Complete button.

5. To signify ticket processing is finished,
click the Work is Complete button.

This action closes the ticket and removes it from
the provisioner’s My Tasks list in AMPS.

Some customers may generate AMPS reports
that list open tickets and ticket closures,

which makes closing each Total AMPS ticket an
important step in completing the approval
process.

Current Applications and Access:
Resource: ARN PROD - ARN
Access: VIM account request for a DOMA QAR user (AMPS Role ID: VIMQAR-009)
Data Owner Comments: Approved by the Data Owner.
Justification: Role attribute has changed.
Optional Information: (none)
Attribute Change Request SAAR requested by Dez Eteck on 10/03/2017

. Additional Role Attributes \\[
Attribute |Value |
[ (70) DoD Wide No J
“:_“’ﬁ-; oo
User ID EDE0254 Phone 888-555-1212
Name Eteck, Dez Email dez.eteck@gmail.com
Organization DLA External External Supervisor Super, Colleen
Job Title External User for Testing (colleen.super@email.com)
Pasition Sensitivity Non-Critical Sensitive (NCS) W“"j.: 4/1/2017
~ Current Roles
|Current Roles | Application |Er t  |Role Type |
L~ ARN Prod - QAR VIM User VIMQAR-009 ARN PROD USER
L DFAS DIMS Navy Prod - Navy Inquiry User Field DIMSNAV-006 DFAS DIMS Navy PROD USER v

Figure 259: Completed Provisioning Ticket
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6. The user can log on to his or her account and
check the Applications & Roles tab to
monitor the SAAR's approval progress.

Display Mame Dez Eteck (EDE02S4)

Utser Information Applecations & Roles

~ Current Roles Request Role| Remove Role
o |Cumrent Roles | Application |Emronment  |Role Type
The examp/e n F/gure 260 shows that the b ARM Prod - QAR VIM User VIMQAR-009 ARN PROD USER
current SAAR’s status is COMPLETED. The i DFAS DIMS Navy Prod - Mavy Inquiny User Fild DIMSNAY-006 DFAS DOMS Havy PROD USER
updr?t‘ed attribute is d/fp/ayed in the —_— i y (T e e
Additional Role Attributes table. Roke Hame [attribate [alue |
6 JUARN Prod - QAR VIM User VIMQAR-002 (70} DoD Wide Hn__.)
/ CFAS DIMS Navy Prod - Navy Inquiry User Field DIMSNAY-[ EDIFT nn
DFAS DOMS Navy Prod - Mavy Inquiry User Fiekd DIMSHNAY-{ UTC Mumber 54324

= Provisioned Accounts

SystemType 00 [System Name Provisioned Access 00

ARM FROD - VIM ACCOUNT FROVISIONER ARN PROD - ARMN VIM account request for a DCMA QAR user (AMPS Role [0: VIMQAR-005)

DFAS PROD - DIMS MAVY PROVISIONER.  DFAS PROD - DIMS MAVY CIMSHAY-006

ol DL OID EDED254

= Pending Requests Cancel Request

| | |

SAARID[SAAR Type | Resourcels) |statuas ;mmw!::ﬁ““ Expire Date | oot A1

104473 Role Request  DFAS DIMS Nawy Prod - Nawvy Input User Field DIMSHAV-007 TICKETED Provisioner 312007 312017

= Request History

SARR = |SAAR Type | Resourcels) | Status 2 | Last Activity

106226 Abfribute Change Request RN COMPLETED 1042017

/ 105389 Role Request Energy FES Prod - Alr Force Sefler FES-300 REJECTED 11017
105936 Ruoe Request ARH Prod - OAR VIM User VIMOAR-009 COMPLETED B/16/2017

Figure 260: User's Applications & Roles - Additional Role Attributes

7. After provisioning is finished and the Sample Notification: Total AMPS Ticket Processing is Completed
provisioner officially closes the ticket, AMPS

Subject: AMPS Application Processing for SAAR #106226
notifies the user by email that the ! PP 8

attribute update has been 7 Body: Your request to update attributes associated with your access to ARN (SAAR 106226) has been completed.
completed.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
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Internal Users: How to Request Attribute Changes
This procedure outlines and describes the steps taken by an internal user to edit role attributes.

Log in to AMPS.

AMPS displays the Self Service Home page
and identifies the logged-in user by ID.

In the main working area, click the My
Information tile.

AMPS displays a Privacy Act Statement
appropriate to your organization (see
Appendix E, Privacy Act Statements). Read
the statement and click Accept to proceed.

AMPS displays the My Information screen (see
Figure 262).

1 KEHO000 »
CuUl
Account Management and Provisioning System (AMPS) m 5, Monsge

|
—
Hiumg

AMPS News; For help, contacl Bhe G0 &1 (844) DISA HLP (844-347-2457) “Press 5, then speak of enbér D-L-A
DLA Senvica Portal | mil only) hilps da sericenvignices mispMd=ndex You can alio submil an email 1o DISA GED
Emadl inor-urgenl Boked mbquestl disa global seracedesk mitu:, Ea-bcket-request@mail mi

¥

My Information Role Request

Manage your profile, Request a role for access
passwords and challenge

questions

Copryrighl & 2001, 2015, Ovacks andior Bs afilaies. A8 rights reserved
hitps/fprov.amps 1 dla milfidentity/ isces homes

Figure 261: AMPS Self Service Home Page - My Information Tile
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3. Inthe My Information screen, click the
Applications & Roles tab.

AMPS displays the Applications & Roles tab
(see Figure 263).

[ Heme = § My Information
Display Name Alvin Teck (DAT0014)

User Information Appll;mrrﬁ;z Rales

= User Account Inform &

/L ID DATO014
First Name Ahin

Middle Name
Last Nama Teck
EDIPI/UPN 1286972493
Email Ahdn, Teck@dla.mil
* Title |Analyst
* Cyber Awareneass Certification Date 04/01/2017
Annual Revalidation Date 7/26/2018

= User Contact Information
* official Telephone E88-555-1212
Official Fac
DSN Phone
5N Fax
Mobile

+ Organization
& Update Organization
Organization Mame DFAS Columbus

Security Officen(s) HD Smith (MHD7777)
Albert Soff (DANO013)
Charles Soff (DCSB0G)
Franis-DFAS-Security Officer
Johnson (DFI0012)

1A Officen(s) CB Smith (DCB7F77)

Albert Soff (DANDO1Z)
Brad Inao (DBI0G01)
Francis-DFAS-1AD Johnson
(DIFO043)

Set Secunity Qtle-smnsl Change Password

Account Status Active
User Type Cialian

* Grade |G5-12 vl

* Citizenship US [

OfficefCube INFORMATION OPERATIONS
* Strest S000 JEFFERSON DAVIS HIGH
PO Box
* City Rechmond

* State Virginia [
* Postal 23797-5002
Code

* Country UNITED STATES [w]

= Supervisor
& Update Supervisor
Name Austin Super
User ID DANDDLS
Tithe Senior Manager
Organization DFAS Columbus
Email Austin.Super.chv@notmail. mil
Phone 1-234-555-1212

Figure 262: My Information
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4. Locate the Additional Role Attributes table.

This table lists all the roles associated with
additional attributes. Some of these attributes
are updates from the user.

5. Click the Edit Additional Attributes button
to proceed.

AMPS launches Request Attribute Changes
(see Figure 264).

4

_——

DFAS PROD - DCMS DSK APPLICATION P.. DFAS PROD - DRAS DCMS
D55 PROD - DSS DISTRIBUTION PROVIS... DSS PROD - DGS Distribution

E Haormbe ‘ My Information =
Display Name Alvin Teck (DATO014)
User Information Applications & Roles
= Current Roles Request Rola | Remove Role
|Current Roles |application |[Emdronment  |Role Type |
|l DFAS DOMS Prod - DSK Alr Force Entry DE-DAD (380100) Profiles DSK-002 DFAS DCMS PROD USER
&= D55 Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 S5 Distribution PROD LISER,
(f_
/z Additional Role Attributes ) 5
Role Mame | Axtribute value — A_
DFAS DICMS Prod - DSK Alr Foree Entry DE-DAD (380100) P DOMS DEK DE-DAQ... 16
DFAS DOMS Prod - DSK Alr Force Entry DE-DAO (380100) P DCMS DSK USERID New User
DFAS DOMS Prod - DSK Alr Force Entry DE-DAD (380100) P ZKA Cert C ;;;
222
DFAS DCMS Prod - DSX Alr Force Entry DE-DAQ (380100) P ZPA Cert C P
» Provisioned Accounts
System Type |System Name [Provisioned Access |

DSK-002 DSK Air Force Entry DE-DAD (380100) Profiles
Role-10: DS5T-319 Default Group: NONDLAA User Groups: Sl...

oI DLA 01D DAT0014

~ Pending Requests Cancel Request
|

SAAR m!s&mwpe !Rmurm{sj |Status |cum=nt Approver | oduest |Em“E o |1E;ite i.divlty'

104147 Role Request  DFAS SABRS Prod - CICSDEV Menu Options... TICKETED Provisioner  1/17/2017 117/2017

104146 Role Request  DFAS SABRS Prod - ADHOC wje Cmd Line 5... TICKETED Provisioner 1172017 117/2017

~ Request History

SAAR # |SAAR Type |Resource(s) | status [Last Activity |

106259 Role Request  DFAS DCMS Prod - DSK Alr Force Entry DE-DAO (380100) Profiles DSK-002 COMPLETED  10/5/2017

104802 Role Request DFAS ADS Prod - 5207 - 00 Central Site ADS-014 REJECTED 6/5/2017

104758 FRole Removal  DFAS Prompk Pay Prod - Support System Administrator PRFY-004 COMPLETED  5/10/2017

[

Figure 263: Update Additional Attributes - Edit Button
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6. You no longer need to enter your Date of
Birth.

AMPS no longer collects this data.

Also, external users who authenticate their
access identity with a user ID and password
must no longer need to enter the Social Security
(SSN) number when an SSN field is displayed.

This data cannot be entered or stored anywhere
in AMPS.

7.  Click the Next button to proceed.

Heme My Information =

Request Attribute Changes for Alvin Teck

| —
User Information  Attribute Changes Justification  Summary

= User Account Information
User ID DATO014
First Hame Aban
Hiddle Hame
Last Hame Teck
EDIPL{UPN
Email Abdn.Teck@dla.mi
* Title Analyst
* Cyber Awareness Certification Date 04/01/2017
Annual Revalidation Date 7/26/2018

= User Contact Information
* Official Telephone 288-555-1212
Official Fax
05N Phone
DSN Fax
Haobile

~ Orrganization

& Update Organization

Organization Name DFAS Columbus

Security Officer(s) HD Smith (MHD7777)
Mbart Soff (DANODLE)
Charles Soff (DCS9809)
Francis-DFAS-Security Officer
Johnson (DFI0012)

1A Officer(s) CB Smith (DCBTI77)

Albert Soff (DANDEL3)
Brad Inao (DEIN0O1)

Account Status Acive

A

Wa longer collected

6 /l Date of Birth | 1/1/9654
n

* Grade | G5-12 b

* Cilirenzhip [ US "-"l

Office/Cube INFORMATION OPERATIONS
* Streat S000 JEFFERSON DAVIS HIGE
PO Box
* City Richmond
* State Virginia
* Postal 737975002
Code

* Country UNITED STATES

= Supervisor

Figure 264: Update Additional Attributes - User Information

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090

248 of 540

AMPS User Guide Ver 7.3.5.pdf
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8. The Attribute Changes screen displays a
drop-down box that enables you to select the

hoems My Dndereabon =

. . . Risqueest Attribute Changes for Avin T [}
application that includes the role or roles ) o o
assigned to your account. Uses Informaticn Attribute Changes Jutéication Cancel| Back) Nt
Change Attribute Valees
To select an application, click the drop-down * Salect Application
box and click the application name from the 8
list.

Wait for AMPS to refresh the screen.

This action displays a table listing the attributes
and their associated roles
(see Figure 266).

Figure 265: Update Additional Attributes - Select Application
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9. Use.kt)he available screen tools to update the My Information ¥
tt te.
attribute Request Attribute Changes for Alvin Teck L
W —a i . [
. . . User Information  Attribute Changes hstificabon 5 ¥ ﬂ'm Heat
AMPS displays a tog/ tip box that describes the e i
purpose of the attribute.
Some attributes may have predefined values * Seloct Application DFAS DOMS |
. . . . F :
listed in a drop-down box. Figure 266 illustrates aatibutes e A T | ‘ ]
this type of attribute. * DCHS DSK DE-DAD (IR0100) 1573 af
SITE CODES
Other attributes may be displayed in modifiable 9 * DEMS DSK USERID g
text fields that enable you to enter updated o " IKA Cert C EE\: DFAS DOMS Pred - DSK Ar Force Entry DE-DAO (380100} Profles DSX-002
values. s =
“EPACERC =

g j+)

28

29

155

Figure 266: Update Additional Attributes - Select Attributes
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Account Management and Provisioning System (AMPS)

10. After you select or enter the updated
attribute value, click the Next button.

AMPS proceeds to the Justification screen (see
Figure 268).

Heme My Information ¥

e L

[ -
User Information Attribute Changes Justification Summary
Change Attribute Values

* Select Application DFAS DCMS v|
Attributes |Roles

* DCHMS DSK DE-DAD (380100)
e [16;23 |

"IKACertC 11

“IPACertC

I

* DCMS DSK USERID | Hew User
DFAS DOMS Prod - DSK Alr Force Entry DE-DAD (380100) Profiles DSK-002

Figure 267: Update Additional Attributes - Enter New Value
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11. The Request Justification & Supporting
Details screen requires you to enter text
reflecting a complete and thorough basis for
the attribute change request.

Enter this text in the required Justification
text area.

12. Optional: Click the Browse button to locate
and attach a supporting document. Repeat
this procedure to attach up to three files.

Note that any PDF file you upload may NOT
include PII.
Each attachment must be a PDF < 2MB.

If you receive an error message, follow the
instructions provided.

13. To proceed, click the Next button.

11

12

N

N

Request Attribute Changes for Alvin Teck

User Information ﬁil:rll:lu'té Changes Justification Surn_rr-ar'r

Request Justification & Supporting Details

£ Justification Adding a site code. Opticnal

Information

/ Attachment 1 Attachment1pdf Update...
Attachment 2 | Browse... |

Attachment 3 | Browse...

Attachments must be PDF files, smaller than ZMB each.
Files containing Personally Identifiable Information (PIT) shall not be uploaded (e, S5M, DOB, etc).

Figure 268: Request Update Changes - Justification
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14. Review the Summary information for
accuracy.
The Role Request Summary screen recaps
the key information to be submitted for review
and approval.
The Changed Attributes table lists each new
attribute value and shows which role or roles
are associated with the attribute.
If you need to correct any entries, click the Back
button to return to previous screens.

15. To proceed, click the Submit button.

14

/

Home My Information =

Request Attribute Changes for Alvin Teck

s = - ]
User Information  Attribute Changes Justification Summary

Vi Role Request Summary

Fiease review the informaton below before submitting this requast

Use the Back bullion 1o change any migmation, and wie the Submit butlon to complete this request

User Ahin Tedk
User ID DATO014
Supervisor Austin Super (DANDD14)
Organization DFAS Columbus

Cyber Awareness 4/1/2017
Certification Date

Justification Adding a site code.
Attachments Attachment1.pdf

Changed Attributes

DCMS DSK DE-DAD (380100) SITE CODES 16
23

—

User Type Crvilian
Grade G5-12

Comments

_ Adtribute Vakies [Reles

DFAS DOMS Prod - DK A Force Entry DE-D

Figure 269: Request Attribute Changes - Summary
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16. Review the SAAR number, role name, and
attributes listed in the confirmation and
close the window by clicking on the close
window icon.

AMPS adds the attribute change SAAR to the list
of Pending Requests on your My Information
screen (see Figure 263).

Hewe My Information =

Request Attribute Changes for Alvin Teck

Attribute Request Confirmation
Your request has been submitted for approval. The following SAARs have been reated:

SAAR

Role(s)

Attribute(s)

DFAS DCMS Prod - DSK Adr Force Entry DE-DAD (380100) Profiles DSK-002 | DCMS_DSK_DE_DAO_IB0100_SITE_CDS

&106260

AMPS will notify you by email message regarding the status of each SAAR. This window can now be dosed,

If wou nesd IT assistance, please contact the DISA Global Service Desk by calling toll free B44-DISA-HLP (B44-347-2457) or
DSN 850-D032 (press 5, then speak or enter DL-A) or visit the DLA Service Portal ( mil anby) at
hittps://dla. servicenowservices, mil'spTid = index

16 /I

Figure 270: Attribute Request Confirmation

17. AMPS displays SAAR information and status in the user’s Pending Requests table.

(See How to Check Your Role Status on page 94).

The Status and Current Approver listings reflect the SAAR’s approval stage.
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18. AMPS sends an email notification indicating
that the SAAR has been submitted for

approval.
18

At each stage of the approval process, AMPS

continues to send email notifications of the
SAAR’s progress.

Supervisor Approval

Sample User Notification: Confirmation
Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT
Body: SAAR #106260 is awaiting Supervisor approval.

This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.
No action is required from you at this time.
This task expires on 10/25/2017 11:37:59 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index

After a user submits a request to update attributes, AMPS sends an email notification to the user’'s Supervisor, indicating that a SAAR awaits the Supervisor's approval action.

1. Note the SAAR number in the email Sample Approver Notification: Action Required
Subject: Action Required: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

notification.

This SAAR number appears 1 Body: SAAR #106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) has been submitted for approval.

in the Supervisor’s Inbox,
in the My Tasks view.

This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.

Please visit AMPS at this URL:

https://amps.dla.mil/

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/25/2017 11:37:59 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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2.

Launch AMPS in a browser: Edge, Firefox, or
Chrome

The login ID reflects the identity of the
currently logged in user.

Click the User ID to open the drop-down
menu, then click the Inbox command from
the menu.

AMPS opens the Inbox screen
(see Figure 272).

In the My Tasks view, click the SAAR number
indicated in the Action Required email
notification.

AMPS opens a new tab and displays the
Attribute Change Request - Supervisor
Decision screen.

In the Supervisor Decision screen, AMPS
displays the Attribute Change Request
Details tab by default (see Figure 273).

(1]

My Information

arage your peofle
pEsswords and chalenges
N

Cogrrighi & 700 3 Dipaie wrvior @ @i, @ rphiy sewerond

Account Management and Provisioning System (AMPST

Riobe Reguest
Riesques! a 1oie for acoess

Figure 271: User ID Drop-down Menu -

Inbox Command

My Tasks (2}

Due Soon
High Pricqity
Past Dy
Past Wik
Past Month

Past Quarter

- | MyTa(l) -
a &= Tite

bl SHRILNWI mHmmem{mm}{mmumjmﬂmn 16:32:01 EDT g8 5

Marual Prowisioning

My Staff Tasks
Mew Tashs

Pending Approvals

R.

M 8 My Group Al [~]  Assigned

k- @

Figure 272: Approval Requests - Open a SAAR

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
256 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

5. Check the Additional Role Attributes
section to review the attributes and values.

The new value is shown in the Additional
Role Attributes table.

If you have an issue with any of the information
displayed, you can consult with the requestor to
clarify the purpose or

content of the information.

The AMPS Supervisor can reject this request,
if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates
the Reject button.

e  Click the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

6. To proceed, click the Additional
Information tab.

AMPS displays the Additional Information
tab page (see Figure 274).

Hviomax  Jateboen [ SARR #106308 - Abribube _ =

SAAR 21062060 - Attribute Change Request for Ted, Alvin (DATDO14) (DFAS Columbus] (DFAS DOMS) 1005/ 2017 11:37:51 EDT

= Attribute Change Request - Supervisor Decision
Comments

= SAAR Information
SAAR TD 106250
SAAR Type Aftribute Change Request
Request Date  10/5/2017
User Justification Adding a site o
User Optional 6
Informaticn

Task Assignes(s) Super, Austin CTV DFAS
Task Creation Dabe 10/05/2007 11:38 AM GMT-04:00
Date Task Expires 10/25/2007 11:38 AM GMT-04:00

Cﬁtﬂﬂwteﬂlarm anﬂbutiﬁs_) Additional Information User Information
& = Role Information [z
Role{s) to Update DFAS DOMS Prod - DSK Air Fesce Entry DE-DAQ (380100) Profiles DSK-002
Application DFAS DOMS Classification  Unclassified
Environment PROD Aocess Type  Authorized
Primary Role Hot Appboable Role Position Mon-Critical Sensitive | NCS)

Sensitivity
= LIsar Summary
User 1D DATOGL4 Phone 888-555-1212
Hame Teck, Alin Emadl Ahan, Teck@qdla,mil
Organization DFAS Columbus Supervisor (DANGD14) Super, Austin
Job Tite Ansbyst

Annual Revalidation 7/26/2018
Position Sensitivity Mon-Critical Sensitive [NCS) Dt

Cyber Awareness 4172017
Certification Date

= Additional Rode Attribubes
/ Artribute [value
D{OMS DSK DE-DAC (380100} SITE CODES ;g
* Requestor Information
User TD DATOOE4 Job Tithe Anabyst

Phome EB88-555-1212
Emadl Ahan. Teck@dla.ml

Hame Teck, Akin
Organization DFAS Columbus

i)
Reject |_gpprove |

Task Status Assgned
Last Updated 10/05/2017 11:38 AM GMT-0:4:00

Figure 273: Supervisor Decision - Attribute Change Request Details
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7. Review the information in the Additional
Information tab.

AMPS displays the SAAR Approval History on
this screen.

Because the AMPS Supervisor is the first
approver to handle the SAAR, AMPS has not
recorded any approver actions yet.

AMPS will fill in the details of the Supervisor’s
action after the Supervisor has completed an
action on this decision screen. AMPS retains this
information and displays it when the SAAR is
reopened.

The AMPS Supervisor can reject this request, if
necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e C(lick the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

8. To proceed, click the User Information tab.

AMPS displays the User Information tab on
the decision screen (see Figure 275).

T e T e

= Adtribute Change: Request - Supendsor Decision

SAAR #106260 - Attribute Change Request for Teck, Alvin (DATO014) (DEAS Columbus) [DEAS BCMS) 10/05/2017 113751 EDT Befect _ppprove |

Comnents |

SAAR IR 106260 Task Assignea(s] Super, Austin CIV DFAS
Task Creation Dabte 10/0572017 11:38 AM GMT-4:00

W |

Task Stahies Assigned
LLast Upedabed  10/05/2007 11:38 AM GHT-04:00

Figure 274: Supervisor Decision -Additional Information
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9. Review the information provided in the User
Information tab to finalize the decision.

As an option, the AMPS Supervisor can fill in
comments that explain or justify the approval.

The AMPS Supervisor can also reject this
request, if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e  Click the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

10. To proceed, click the Approve button.

AMPS closes the decision screen and tab, and
returns to the Inbox tab.

[H e w fy bten x [ SAME F10SI80 - Mlirlte =
SAAR @106260 - Abtribute Change Request for Teck, Alvin (DAT0014) (DFAS Colsmbers) (DFAS DCHS) 1005/ 2017 11:37:51 EDT
= Atribeite Change Request - Supervisor Decision

change spproed by the &
- SARR Tnformation
SAAR IO 106260 Tk Assignas{s] faper, Aot CTW DF2S
SAMR Typa dttrieste Charge Aot Task Croation Dube 10/05/0LT 10:38 A GHT-04:00 Task Status
Racpsest Dakm 10/52017 habr Expires 107352007 18:38 Al GMT-04:00
Ustr Jushificabion Addng s ste cods. Yo
U Diptional
Indarrnakion
Amrdwie Crars gt Doptadi. Adebraead [
= User Account Informeation
User 1D DATOO14 Acrount Satus Actrs
First Hama  fhan Unasr Typar Crvilan
Hididle Hame Grade 0512
Lkt Bl Teck Citipanship LS
Ermail  Abvin Teckilicia md
Title Anabeat
o Cybar Awareness Cortification Date 04073017
Anwmual Revabidation Date 7152018
® cluser Contact Information
‘Offeial Talephone E55-355-1212 Offion[Cubs [NFORMATION DPERATICNS
Oofficial Fax Strasl BO00 NFFERNOH DAVTR
BSH Phons GRAY
D5 Fax PO Box
Mobils ity Fuchererd
Stabe Vigra
Pestal Code 137975002
Comntry UNITED STATES
= Drganization = S g or
Organization Name [FAS Cobsmnbu Mame ot Super
Sacurity Officen{z) mﬂlmﬂ% Wser 1D CRAOOLS
(D003
il st Title “eprecr Maruger
Frimaca DA ity Ol Organiration [FAS Cokembu
Jabnsen (DFI0ELY) Ermiidl ot Super chviinotmail rd

LA Officmr{s) OB Seratls [DOETTTT) Phona 1-74-555-1212

Mt Soff [DAN001T)

Last Updisbed  80/05 2007 11:38 &M GMT-04:00

Brad e (DEROOOLY

Frimeori-DFAS- DAt

(Do)
=/ Current Foley
Ciarmnt Rokes | Appleation |Ermronment ok Type 1
£e WA DM rod - D Ak Foroe ity O [300300] Srofles G003 A e ] iR,
&= O Dibrbsation Prod = MON OLA « [NGUERY OMLY OS5T-31F CFith iDmptribuation R0 A,
= Pending Requests | . ’
wmlmrm [CR—— | """"““'"‘"-ﬁ-.m hh:—"“
106260  Abtribube Than  [FAS DIME PENDING APPRD_  Superviser AVSBMT  1O/ISTHET 0/5017
104147 Role Reguest  [FAS SAERS Pred - OICSDEV Maru Opbiors SASRS-(40 THCKETED Trinmiacer /17T [l )
104146 Mol Reguest  [FAS SABRS Prod - ADHINE wi's Crel Ling SABRS-S05 THORETED Tremieseer /17T [ )

Figure 275: Supervisor Decision - User Information
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11. OPTIONAL: Follow these steps to view the

completed request screen, as needed:

In the Search field, enter the SAAR
number for the decision you want to
review.

a.

In the Status drop-down list, select
either Any or Completed.

AMPS automatically initiates a search
based on the criteria entered.

In this example, the system displays the
SAAR because it also has a status of
Completed.

Click the SAAR title to review the SAAR
on screen (not shown).

12. After you complete an approval for an
attribute update, AMPS sends an email
notification to the user regarding the AMPS
Supervisor decision.

11a
y
Y.

106260

11b
Y.

Me & My Group All[v] Completed

&
@

Number Cre A
842308 o}

25 Home x g Inbox X
=

Al

/

s

Views My Tasks{1) Q|- v B ~
& Title

11c | m SAAR #106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 EDT

Inbox
My Tasks

Views

Due Soon
» High Priority
Past Day
Past Week
Past Month
Past Quarter
Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals

Figure 276: Inbox - My Tasks - Search for Completed SAAR

Sample User Notification: Status
Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

Body: The Supervisor has completed an approval for SAAR #106260.

12 / The outcome for this task is APPROVE.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
13. After you complete an approval for an Sample User Notification: Next Approver

attr‘lt.)Ute‘ update, AMPS Sends,an email Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

notification to the user regarding the

approval.

pp 13

Body: SAAR #106260 is awaiting Security Officer approval.

This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.
No action is required from you at this time.

This task expires on 10/25/2017 13:52:17 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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Security Officer Approval

After a Supervisor completes an approval for an attribute update, AMPS sends an email A Security Officer approval for DLA requests may not be required if the request is bypassed
notification to the next approver regarding an action required on a pending approval task. or automatically approved. See the section entitled Security Officer: Internal Users in this

user guide for more information.

1. Note the SAAR number in the Action
Required email notification.

The email message describes the 1
type of SAAR submitted for
review.

/

Sample Approver Notification: Next Approver
Subject: Action Required: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

Body: SAAR #106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) has been submitted for approval.
This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/25/2017 13:52:17 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. To begin the approval process, a Security
Officer logs in to AMPS.

AMPS displays the Self Service Home page
and identifies the logged in user by ID.

3. Click the User ID to open the drop-down
menu, then click the Inbox command from
the menu.

AMBPS displays the Security Officer's My Tasks
view (see Figure 278).

2 -

ﬁ Account Management and Provisioning System (AMPS] T b

R Rt party S I

Brpt mih

My information Role Regqusy
MInage youl profile Hegurid 2 mie X 00
panmacrdy a0 chalenge

WETETE

Figure 277: User ID Drop-down Menu - Inbox Command
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4. From the Title column on the My Tasks

view, click the SAAR identified in the Action | & taboxx
Required notification. Views =)l | My Tasks(s) ~ | /2 Q, |~ Me&MyGroup All[v]| Assigned [~ B ~ 55
B Title “Au Cre Ast Priority
4 AAR #106260 - Attril i 8. 0.3v|
AMPS opens the Attribute Change Request Aot ; 8. 03
. . .. My Tasks (5) SAAR #106199 - Request User Access for Grumby, Jonas (D)G0050) (DFAS Alexandria (Mark Center)) (DFAS EUD) 09/29/2017 14:05:50 EDT 8. 0.3
securlty Offlcer Decision screen @ SAAR #106142 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 09/26/2017 08:56:30 EDT 8. 5.3
(see Figure 279). Views 5] SAAR £106131 - Expire or Extend Access for Teck, Dave (DDT0019) (DFAS Columbus) (DFAS SABRS) 09/25/2017 16:11:32 EDT 8. 5.3
Due Soon
4l High Priority R
Past Day
Past Week
Past Month
Past Quarter
Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals
Figure 278: My Tasks - Security Officer
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5.

Review and update the Security
Information at any time on the decision
screen.

SAAR attribute information is displayed on
the Attribute Change Request Details tab.

If you need more information about the user in
order to update the Security Information
section, review the User Information tab.

If you have an issue with any of the information
displayed, you can consult with the requestor to
clarify the purpose or content of the
information.

Contact information for previous approvers is
included on the Additional Information
screen.

The AMPS Security Officer can reject this
request, if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e  C(lick the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

Click the Additional Information tab.

AMPS displays the Additional Information
tab screen (see Figure 280)

/]

0 v B[] RRAR 20 - Abiedie . ®
SAAR #1066 7640 - Attribute Change Roequest for Teck, Abdn

= Artribute Chandge Reguest - Security (8fioer Decision
Comemnts

= SAAR Tnformation
SAMETD 106060
SAAR Type Attribube Change Resquest
Raguest Dabe 1052017
Useer Justlificabion fddng 4 wbe code
User Opticnal
Tl nematicsn

= Sncurity Information
a * Pesiliion Sensitivity Noo-Critieal Sensitive (NCS) |
* Cloarance Lovel el )

Robes) o Update 0FAS DOMS Frod - DS A
Application 05 DOMS &
[Ermvironment PROD ,
Primary Role Mot Appiaable

= Lbarsr Sisminary
Whser IDF DATOOLS
Miamee Tk, Avin
Ovganization 0645 Colombus
Job Tithe Anstyst
PacilSon Seralily Mon-Cobica| Sanadies [NOS)

= Additisnal Role Attrilutes
P Nidue
DM D5 DDA [H100) SITE CODES 31
= Regpuestor Information
WUer 1D CATOOLE
Hame Ted, Abin

dvoanization [FAS Columbus

Task Creation Date 10/052017 01:52 P GMT-04000
Date Task Expines 102572007 01:52 P GMT 04000

<I:E-DN:I (220000 Profiles DSK-002

[DATONEA] (IHFAS Columbies] [ DFAS DOMS) 1005/ 2017 11:37:51 EDT Brget  Appeves |

Task Mssipnes(s) [FAS COUUMBLUS SEQURITY OFFICER
Task Skabtws Assgried
Last Updated  LOMIS/2017 0152 PH GMT-G4:00

o

* Type of Ievestigaton 550 * Scurity Fuviee Flag |Hot Pagged for Raies |

* Dt of Isnvestigatson (4012014 [
Uiy [forrration

Classilication  Unclessfed
More Type furhorized
Pk oo Mon Loisn] Sensitive | MOS|
Sarabiiy
Phone 8285551212
Email svin. Teck@da.mil

Suporvisor [DAMO014) Supe, farhn
.l:l'ullunhﬁhﬂ 2008

Cybar Swarenas 4717017
Certification Dabe

Job Tiths Anabyst
Phone 285551212
Emall Akin Teckda mil

Figure 279:

Security Officer Approval Decision Screen
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7. Review the SAAR Approval History table. (e || @ vbocx | G saan = = )
If the Supervisor has entered comments, AMPS ~| Altribube Change Request - Security Officer Decigion

Contact information for previous approvers is

displays them on this screen. Comments
also included.

8. Click the User Information tab.

= SAAR Information
. ) SAARID 106260 Task Assignee(s) DFAS COLUMEUS SECURITY OFFICER
AMPS displays the User Information tab SAAR Type Altribute Change Request Task Creation Date 10/05/2017 01:52 PM GMT-04:00 Task Status Assigned
screen (see Figure 281). Request Dake 10/5/2017 Date Task Expires 10/25/2017 0152 PM GMT-04:00 Last Updated 10/05/2017 01:52 PM GMT-04:00

Figure 280: Attribute Change Request - Additional Information
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9. Review the information provided in the User
Information tab to finalize the decision.

As an option, the AMPS Security Officer can
fill in comments that explain or justify the
approval.

The AMPS Security Officer can also reject this
request, if necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates
the Reject button.

e C(lick the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

10. To proceed, click the Approve button.

AMPS closes the decision screen and tab,
and returns to the Inbox tab.

Dh e Ry iees @[] RAAR PGS0 - MUt o
SAAR #106260 - Mtrilwite Change Reguest lor Took, Alvin (DATO014) (DFAS Columbis) (DEAS DOMS) 10,05 2017 11:37:51 EDT
= Attribute Change y Dificer

Coaarants dxibsite changs spproved by Sa Secarty Offcar.

10 / _H._,_‘_,EﬂL

- SAAR Dndormation
SAAR ID 106260
SAMR Type Addate Chises Saprin
Mecquent Gute 10742017
Uneer Jusbification, 2deg o ute code.
Uner Optional
Labormraticn

= Seurity Information

Tarsh Assigrae(s] [FAS COUUMES SECUSITY CFFICER,
Tarsh Crwatioon Diaber 10/05/017 £1/52 P GMT-0400
vt Tank Expires 10/24/2007 6143 P08 GMT 0850

* Posaion Surtivity Woo-{io Seealice (RCS] ] * Type ol Imvastigation 5521 ~
* Clagrpenacs Laval oot | * Dubeof Investigation 04012018 '3
Attrbutn Chuncs Fsgset Dt Actzcrad Tt Wnar Lo

= U Acwmunt Indoremation

/ hsanr D LT Aoommnk Status. bt
First Mame Ko U Type Croikinn
Hidkle Mame Grade 0512
Last Mame Tack Ctirenship U5
[T
Eonad dior Tk el md
Title heabt
Cylnr Muvrmenss Cortification Dabe (4717017
sl Aewaliclsbion Debe 7/ 262018
= Uner Coonksct Tndrmstion
Official Talaphone B8-505-1012 OFfion [ Cube DFCRMATION DPERATICNS
ioficial Fax Shreet P00 JEFFERSON DAS
D5 Phone u
054 Fax: Lt
Tudele Dy Fxchwmand
Stabe W
Postel Code 21505002
Country UMITID STATES
- Owpanirakion = S Py

Phares 1-7H-555-0117

T DA DM Pand - DS Al Faoro Erndry DE-DA) (28000 Profbes 002

2 DS Dulribeiton Srod - WOH DLA - BRCUDDY ORLY BRIT-310%

Task Stutus.
Lt Upcsbed 305/ 01 T $1:53 o GMT-Ss3)

* Bagarity Rarvbtw Flag Nt Plaggad b arverer |

FAS DaTMES
Y Dmitrbnion

frvronmari [Role T |
a0 LFSER
o na LR

DoFAS Sages P - CICSDEY M Oyt SURS-040
DFAS SARRS Prod « AT win Ced Line SARRS-00%

PERCENG APPRD_ ecartty Cfaer 1052017 BUININIT L5007
TROETED e T i) Luksnr
TIOETED Proviscne VI warar

Figure 281: Attribute Change Request - User Information
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11. OPTIONAL: Follow these steps to view the " 111/ 11b/ B
88| Home nbox
completed request screen, as needed. Start
on the Inbox tab - My Tasks view: Views = || My Tasks(1) V4 106260 Q, v  Me&MyGroup All[ ] Completed [v] B ~ o)
. A B Tite Nu Cre/
a. Inthe search field, enter the SAAR o 11c |@  SAAR #106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 EDT 8.
number for the decision you want to In /
review. A
. Vi
b. In the status drop-down list, select e
. Due Soon
either Any or Completed. - S ’
c. Click the SAAR title to review the SAAR Fast Day
Past Week
on screen (not shown). S
Past Quarter
Manual Provisioning
AMPS automatically initiates a search based on My Staff Tasks
the criteria entered. Mow Tasks
Pending Approvals
< >

In this example, the system displays the SAAR

because it also has a status of Completed. Figure 282: Inbox - Search for Completed SAAR

12. After a Security Officer completes an Sample User Notification: Status

approval for an attribute update, AMPS Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

sends f:ln email notlflcatlorl tothe U'S?r Body: The Security Officer has completed an approval for SAAR #106260.
regarding the Security Officer's decision.

12 / The outcome for this task is APPROVE.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global

Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index

13. After a Security Officer completes an Samp[e User Notification: Next Approver
approval for an attribute update, AMPS

sends an email notification to the user
regarding the next step in the approval
process.

Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT
13 / Body: SAAR #106260 is awaiting Data Owner approval.

This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.

No action is required from you at this time.
This task expires on 10/25/2017 14:22:48 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at https://dla.servicenowservices.mil/sp?id=index
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Data Owner Approval

After a Security Officer completes the approval for an attribute update, AMPS sends an
email notification to the next approver regarding an action required on a pending SAAR.

1. Note the SAAR number in the Action Sample Approver Notification: Next Approver

Requ"ed email notification. Subject: Action Required: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

1 Body: SAAR #106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) has been submitted for approval.
/ This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.

The email message describes the
type of SAAR submitted for review.

Please visit AMPS at this URL:
https://amps.dla.mil/

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/25/2017 14:22:48 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. To begin the approval process, a Data Owner R

logs in to AMPS. = 2 -
TURER : g |

< =

AMPS displays the Self Service Home page Account Management and Provisioning System (AMPS)
and identifies the logged-in user by ID. AMPS Ribgoring Tool
[ o] g i
3. Click the User ID to open the drop-down AMES News: For o5 coniact e IS0 o (S48 DUBA MLP (443472057} =Frass 5, 1 & S o
menu, then click the Inbox command from D e i — Ao
the menu. Sign Out

AMPS displays the Data Owner's My Tasks
screen (see Figure 284).

My Information Role Request

Mlanage your profike, Reques! ¥ ok i 300ess
pasEwOnds and challéngs

uestions

Cagright & 2001, 3015 Orale s 5 S8ales. AN ABhe sedereed

Figure 283: User ID Drop-down Menu - Inbox Command
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4. Inthe My‘Task‘s‘scrgen s Tltle. column,.cllck B o | & Tnbox
the SAAR identified in the Action Required
notification. Wi
AMPS opens the Attribute Change Request - 4 a
Data Owner Approval Decision screen Inbox /“
(see Figure 285). My Tasks (1)
Views
D Sy
P High Pricety |
Past Dary
Past Week
Past Month
Pt Quearter
Hanual Provefioning
iy Staff Tasks
Hew Tasks
Pending Agprovals
< >
Figure 284: My Tasks - Data Owner
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5. Review the SAAR information and SAAR
attribute information on this screen.

If you have an issue with any of the information
displayed, you can consult with the requestor to
clarify the purpose or content of the
information.

Contact information for previous approvers is
included on the Additional Information
screen.

The AMPS Data Owner can reject this request, if
necessary, by following these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e C(lick the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

6. Click the Additional Information tab.

AMPS displays the Additional Information
screen (see Figure 286).

Hvean  Jgtben = | ] SAAR FIHIG - Kliribegde . =

SARR @ 106350 - Attribute Change Roqueest for Teck, Alvin (DATOD14) (DFAS Colummbus) {FAS DOMS] 10057 2007 103751 EDT

= Attribute Change Request - Dot Ownor Daedslon
Comumaent=

Task Creation Date 10/05/2007 02:73 PH GMT-400
Dabe Task Cxpires 10752007 0020 BM GMT-04000

Classilication  Urclfed
Aootims Type  Sathorired
PRoobe Position Wen Ctical Serviswe | NCS)
Sensithity
o BE5-S55-1012
Esmadl aban Teckodiami
Superviscs [[40014) Super, Autn
u—aw TpE0E

= Uer
W [ DATEG24
Name Teck, A
Depanization [FAS Cohenbus
Dok Tithe Analvst
Paadtion Sensithvity Heo il Sermitee [0S
Oyl Awrananass 417007
Cortification Dute

= ihelitional Siobe Attributes
¢ ity Vi
DCMS D6k DE DA {0106) SITE CoDEs 15

= Reapaestor Information
Uisaor 1D DaATEOR
Rz Tecik, Al
Drganigatien DFS Colurnb

Bk Tithe Anabyt
Phoms 255551712
Ernadl dban Tick@dlimd

Task Assignen(s) DFAS DOMS PROD - AFPLICATION DATA DWHER:

fr)
Byt | spprove |

Last Updated 10/052007 00:F) M GHT-05:00

Figure 285: Data Owner Decision - Attribute Change Request Details
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7. Inthe Additional Information screen,

) . B e Bk [ SAAR #106350 - ibute . a

review the SAAR Approval History table. SAAR #106260 - Attribute Change Rquest for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 EDT i Lo |

= Abtribute Change Request - Data Cwner Dedsion
If the Supervisor or Security Officer has entered Com—a
comments, AMPS displays them on this screen.
Contact information for previous approvers is
also included.

= SAAR Information

8. Click the User Information tab. SAAR ID 106260 Task Assigrec(s) DFAS DOMS PROD - APPLICATION DATA OVAER:
SAAR Type Attribate Thange Request Task Creation Date 10/05/2017 02:2% P GMT-04:00 Taik Staltus Assgned
Date Task Expires 10/25/2017 (2:23 PH GMT-04:00 Last Updated 10/35/2017 02:23 PM GMT-04:00
AMPS displays the User Information tab
(see Figure 287).
11 APPROVE  Atiribube change spproved by the Securky Officer.
APPROVE  Asiribube change apperved by the Supsanvisor,
Figure 286: Attribute Change Request -Additional Information
AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
270 of 540



Account Management and Provisioning System (AMPS) User Documentation: User Guide

9. Review the information provided in the User B s oo | [ SARR #100188 - dtriete _ n 7
Information tab to finalize the decision. SAMR SE06I60 - Abtribute Change Request for Teck, Alvin [DATO014) [DFAS Columbns) [DFAS DCMS) 10/05/ 2007 11:37:51 00T 10 )

= Altribute Change Request - Dats Owner Decision
Commanky sty change apgdoved by the Dats Cramer,

As an option, the application Data Owner
can fill in comments that explain or justify
the approval.

The Data Owner can also reject this request, if
necessary, by following these steps:

= SAAR, Enformation
e Enter the reason for the rejection in the e oy LN
Comments field. This action activates the Ragoast Data 1052017 Duwts Taech Expiras 13/25/2017 G120 P GMT 000 Laak Upsotid L/062017 0523 PR GUT-ei)
. Upr Membalursbion Acded) & it codde.
Reject button. User Optional
e C(lick the Reject button. This action stops
the approval process and notifies the Acrivan Chaagn Rogpasst utad  Acitional Ink @
requestor that the change request has 9 | et e
User T CATTOLA Account Rstus A
been rejected by the approver for the / me Mer: ”"'ﬂ ;:-:-
stated reason. P ——— Citizmmship 115
EDIPT P
| Gl Ao Tackogcls mid
. Tiths Ansbyet
10. To proceed, click the Approve button. Cybar Awararsess Cartification Dabe 04012017
o Anrasal Rervaledation Dube 7/26/ 1018
AMBPS closes the decision screen and tab, and s
returns to the Inbox tab. CHfeciad Tebephaw 255551250 Dilhon Ciaben BFORMATION COERATIONS.
il Fas Strest BO00 EFFERSON DTS
D5 Phes HIGHWAY
D% Fax P R
7 Mobis ity Rachevanad
ke Vg

« Seurity Informuteon

Peition Sansitivity Mor-Criticel Sernifue [ WS Tywe of Emvestigation 5501
Closrance Livel Secret Dutn of Ervestigation 40172014
= Chganiration = Sapervior
Depandeshimn Hames [F45 Cibaritui Mastar Bortans Tt
Seiusrity Difenen(s] I Seth Usae TD DAR00 4
Alat Solf (L)) Tiths Sariaw Manager
':‘ Organiration 5944 Coburin
Sobrssn, [DFIE13] Emnadl Bintn % e crenotrrad md
A Dfficer(p]) CB femith (DCRTTTT) Phona §184-4550012
Soff [Cbi00d 3]
B e [CRIENRT)
Frana-DFiG-[AD
(IR0
= Currenlt Roles
Fo - — : | Appleaten [Ermarcrerars jickn Typa
oo Dl IDCREL Prod + CEK dar Forcn Enry DE-0A0 (380000 Profles DE3-031 CFAL DOne PROD [T=0
b+ D65 Cutribution Prod « NOM DLA - THGUIRY DMLY DRST-J49 5 Dtrbestion PROC WISER
= Pending Regquesty
I i I f 1
SAMLID SARATipe  Rescurcels) i Cumt Approver £RS 'h'h!zm|
106260 Alrduie Chan_ DFAS DONG PENDENG APPR0_ Dwts Ownar | I/S/200F 107252007 1075007
AT Rol Rauesst  DFAS SABRS Prod - COCSDEY M Options SARRS-040 THETED Fronecings Wa7/2037 Wamar
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Figure 287: Attribute Change Approval - User Information
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11.

12.

13.

OPTIONAL: Follow these steps to view the
completed request screen, as needed. Start
on the Inbox tab - My Tasks view:

a. Inthe Search field, enter the SAAR
number for the decision you want to
review.

b. Inthe Status drop-down list, select
either Any or Completed.

c. Click the SAAR title to review the SAAR
on screen (not shown).

AMPS automatically initiates a search based on
the criteria entered.

In this example, the system displays the SAAR
because it also has a status of Completed.

After a Data Owner completes an approval
for an attribute update, AMPS sends an email
notification to the user regarding the Data
Owner’s decision.

After a Data Owner completes an approval
for an attribute update, AMPS sends an email
notification to the user regarding the next
step in the approval process.

12

13

| Home %

Views 5 || My Tasks(] & 106260 Ql-

- lla/ 11b/ )

Me & My Group Al v | Comgleted

e el

Dua So0n

IHsgh Pricrty

Past Doy

Past Wbtk

Past Honth

Past Quarter
iyl Prowponng
My Seaff Tasks

Hew Tesks
Pending Appiovals

Figure 288: Search for Completed SAAR

Sample User Notification: Status
Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT
Body: The Data Owner has completed an approval for SAAR #102799.

The Data Owner has completed an approval for SAAR #106260.
The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index

Sample User Notification: Next Approver
Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT
Body: SAAR #106260 is awaiting Information Assurance Officer approval.

This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.
No action is required from you at this time.
This task expires on 10/25/2017 14:35:32 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index
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Information Assurance Officer (IAO) Approval (DFAS Roles Only)

After a Data Owner completes the approval for an attribute update, AMPS sends an email Note:
notification to the next approver regarding an action required on a pending SAAR. :

DLA applications do not require an IAO review. If a DFAS user requests a DLA role,
AMPS does not present the Information Assurance Officer Decision screens.

1. Note the SAAR number in the Action Sample Approver Notification: Next Approver
ReqUIred email notification. Subject: Action Required: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51
GMT
The email message describes the type of 1 Body: SAAR #106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) has been submitted for approval.
SAAR submitted for review. / This request was submitted in AMPS on 10/05/2017 11:37:51 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Review your Pending Approvals to locate the SAAR and complete the approval task. This task expires on 10/25/2017 14:35:32 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index

2. To begin the IAO approval process, an IAO

; 2
logs in to AMPS. : *
) i Account Management and Provisioning System (AMPS) =T e
AMPS displays the Self Service Home page " bty ta f
and identifies the logged-in user by ID. [aaa] e brks
3 i
. ARSI DL Burvict Pl |1 ey, Mg A oAb Ao -——/ s
3. Click the User ID to open the drop-down P A R R ——— —

menu, then click the Inbox
command from the menu.

AMPS displays the IAO's My Tasks view

(see Figure 290).
Kby Information Rids Reguest
Ifarage your prodic Hirguesl & role ol B,
pEecrdh NS Chabenge
Qoruiy
Figure 289: User ID Drop-down Menu - Inbox Command
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4. Inthe Title column of the My Tasks view,
click the SAAR identified in the Action
Required notification.

AMPS opens the Attribute Change Request -
Information Assurance Officer Decision
screen (see Figure 291).

B nomex 3 Inbeox =

Views = || My Teks(?) - S

4 ‘|gl

Iniwoor

My Tasks (2)

Views.

Dwe Soon

High Prigrity

Past Day

Past Wieek

Past Month

Pacst Cpaarter
Manaal Provisioning
My Stalf Tasks
Mewr Tashs
Pending Approvals

Me & My Group All[»|  Assigned [>] »

S DG Qg (] B42322

DULA External) (DFAS DOMS) 0912612017 842049

@

Humber Cre

Figure 290: My Tasks - Information Officer
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5. Review the SAAR information and SAAR
attribute information on this screen.

If you have an issue with any of the information
displayed, you can consult with the requestor to
clarify the purpose or

content of the information.

Contact information for previous approvers
is included on the Additional Information
screen.

The AMPS Information Assurance Officer can
reject this request, if necessary, by following
these steps:

e Enter the reason for the rejection in the
Comments field. This action activates the
Reject button.

e Click the Reject button. This action stops
the approval process and notifies the
requestor that the change request has
been rejected by the approver for the
stated reason.

6. Click the Additional Information tab.

AMPS displays the Additional Information
screen (see Figure 292).

B Homa s [ lobor® [ SAKR #1OGH0 - Attribute _ % =
SAAR #106260 - Attribute Change Request for Teck, Alvin [DATD014) (DFAS Columbus) (DFAS DOMS) 10705/ 2017 11:37:51 EDT Reject | fApprove
= Attribute Change Request - Information Asaurance Offioer Decision

Comments
* Cyber Awaneness Certilfication Date 4/1/2017 iy
= SAAR Information

SAAR ID 106260 Task Assignee(s) DFAS COLLMELS LAD APPROVER
SAAR Type Attribute Changs Flegue Task Creation Dabe 10052017 00:35 PM GMT-04:00 Task Statuss Assgned
Resrpueesst Db 10,572007 Dabe Task Expires 10/25/2017 02:35 P GMT-04:00 Last Updabed 10/05/2017 02:35 PM GHT-04:00

Ukser Justification Addng a ste

User Optional | & |
(mummmuﬂs} mt;frmm User [nformation

= Robe Information
Role(s) to Update [FAS DOMS Prod - DSX Al Force Entry DE-DAD (380100) Profikes DSX-002
Application DFAS DOMS Classification  Unclafied
Environment  FROD Acoess Type  Sathoried
Primary Role hot Apolcabie Role Position Mor-Critical Sensitive [ NCS)
Sensitivity
= Uy Susmamary
User ID DATOOL4 Phone £55-555-1212
Mame Teck, Ain Emall Abvin. Teco@dlami
Organization DFAS Columbus Supervisor (DANK14) Super, Austin
Job Title Anavst mmm 12016

Posithon Sensitivity Mon-Critscs | Sensitive (NS
Cyber Awareness 4/177017
Certification Date

= Aaddithonal Robke Attributes
/Mrhu | Walue 1

DCMS DSK DE-DA (380100) SITE CODES 15

= Requestor Informathon
User ID  DaATDO14 Job Tithe Acutyst
Mame Tech, Avin Phone EE8-555-1212
Organization DFAS Columbus Emadl A Teck@damd

Figure 291: Attribute Change Request Details - Information Assurance Officer Decision
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7. Inthe Additional Information screen, review
the SAAR Approval History table.

If the Supervisor, Security Officer, or Data
Owner has entered comments, AMPS
displays them on this screen.

Contact information for previous approvers
is also included.

8. Click the User Information tab.

AMPS displays the User Information tab
(see Figure 293).

Comments

* Cyber Awareness Certification Date 4/1/2017
= SAAR Information
SAAR TD 106260
SAAR Type Attribate Change Request
Request Date 10/5/201F
User Justification Adding a ste code,

User Optional
Inlormation

B vemex G inboxx [0 SAAR #106260 - Mtribute ...
SAAR 2106260 - Attribute Change Request for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS DEMS) 10/05/ 2017 11:37:51 EDT
= Attribute Change Request - Information Assurance Officer Decision

Y

Task Assignee{s) DFAS COLUMBLUS 140 APFROVER
Task Creation Date 10/05/2017 02:35 PM GMT-04:00
Date Task Expires 10/25/2017 02:35 PM GMT-04:00

<@

fittribute Change Request Details ( dditional Information

¢ = SAAR Approval History

Apprenal Type | First Mama Lask Mama
LA

Do Brenda ]

S0 Adbart Seff

su Austin Super

Ler Information
[Phome Mumber |acthaty Date | Dutcome
10/5/2007
Brenda.Down.c.. 1-888-355-1212 10/5/2017 APPROVE
albest.Soff.chv., 54321 10/5/2017 APFROVE
Muastin Supén.cl.. 1-234-555-1212  10/5/2017 APPROVE

)
Beject _dpprove |

Task Status Assigred
Last Updated 10/05/2007 02:35 PM GMT-04:00

Commients

astribute change apgroved by the Data Owmer.
Aktribute change approved by the Security Officer.
Arfribute change approved by the Supenvisar.

Figure 292: Attribute Change Request - Information Assurance Officer - Additional Information
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9. Review the information provided in the User B e = My x| [ S aasas - i v
Information tab to finalize the decision. SAMR S106260 - Attribute Change Regquest for Teck, Alvin (DATOOLS) (DFAS Columbus) [DFAS DOHS) 10/0%] 2007 11:37:51 EDT 10
As an option, the Information Assurance zilirbute Cuiage Reguest - Ik Loy

) TN . Comvmanly. At change spproesd by the Informaston Asunencs
Officer can fill in comments that explain or Offcar.

justify the approval.

The Information Assurance Officer can also
reject this request, if necessary, by following

* Cybar Avareneis Cartifcation Dete 2170017 iy
these steps: - SAAR Enformution
e Enter the reason for the rejection in the ,.:::: :::iu..,...,_. r.....;.._.....,..'."| :;mnmﬂ: " PR
i i i i Ragusat Date 10757017 Dusbs Tk Expires 100252017 Q050 P4 GME-04:00 Wt Wb 5 00F 0L T 00 P GRIT 0000
(;)or: m-entz field. This action activates i i
the Reject button. User Dppticeresl
e Click the Reject button. This action stops X
the approval process and notifies the e S
9 - Uy Bererapnd Infoermastion
requestor that the change request has /f User I CSTO014 Acosunt Batus. At
i Firdl Rama &hn Uhow Ty Croshins
been rejected by the approver for the s oy
stated reason. Lot Mamma: Tack Eitiranbip. 15
0P fues
| Ermad Mo Tchfle rrd
Tolibe: dmabyst
10. To proceed, click the Approve button. Cirlear Asvararvass Cartificution Dabe (4%1/2217
Anvew] Bvaladation Dabe 77280 T00E
AMBPS closes the decision screen and tab, + User Comtac Information
Gnd returns to the |nbox tab il Tedeghoses 555-555-1212 e[ Ol 1MFDEMATION COERATIONS.
ficial Fax: Strest 5000 MFFERSON DTS
D Pharss IR
DA Fax PO B
Miohils ity Aokl

- Sequrity Infomutzn

Pesition Seruaiy Men {ritical Sermstive | W05 Type of Invastigabian. 5581
Chesruncs Lavel Secret Dusks of Inwestigabian 0403208
= Chganaration = Supervisor
Depardcation Hasmes [F45 Crbenba Hirag it Tt
Security (fficen{s) HO Semth (MHEDFITT) User I D04
Mlbart Soff MDD Tithe: ‘Saricr Manager
Chasrbis. Sl [DCSSE0 )
Frarson- DAL oty Ofteier epenizpiion: v Crbemebun
Johwson (DFIC0L3) Emadl Fonte Soper crerotradled
LA Dfficer{s]) (8 Semith (DCETTTT Phasy 1-10-555-3112
Mt Soff [CANGO1 Y]
Dirasd gy [DREIC00E )
Fraracr-DFAS-LAD Tobwrdad
L)
= Currend Roles
[Cirrart Rokes | #ppheaton [Erarorenart ol Typs |
&+ DS CMES Prod « £ Mar Force Entry D00 [ 380100 Profiles DE5K-007 CFWS DO PROD T4
= D55 Deatyibatinn Proad - MOM DA, - INCUTRY ORLY DE5T-305 Lo Cemtribntiny PROC LISER
- Pending Reguests.
i L H | | sl Mcamty
SAAR [T SARR Typs < o E ] Staha Cumant g | | Epre D |,
ADEIND Astribute Charegs Rapuest DFAG DS PERCENG APPRIAL Inkrration b AS2017 NIRRT AQSI0NT
10404T ol Rt DoFis Sagied Pered - COCRDEY Manw Optons SAURS-080 TOOETED Erommrar 1uxar 1N ar
DAL Fole Ragussd DFAS SARRT Pecd - ADMOC m's O Ling SABRS-005  TOOETED [P yEimamr LT

Figure 293: Attribute Change Request-Information Assurance Officer - User Information
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11. OPTIONAL: Follow these steps to view the
completed request screen, as needed. Start
on the Inbox tab - My Tasks view:

a. Inthe search field, enter the SAAR
number for the decision you want to
review.

b. In the status drop-down list, select
either Any or Completed.

c. Click the SAAR title to review the SAAR
on screen (not shown).

AMPS automatically initiates a search based on
the criteria entered.

In this example, the system displays the SAAR
because it also has a status of Completed.

12. After an Information Assurance Officer
completes an approval for an attribute
update, AMPS sends an email notification to
the user regarding the |IAO'’s decision.

12

11a 11b

jHumeb!

S / /

Wews = My Tasks{l] = .ﬁ’i’ 106260 '-:L ¥ e B My Group Al % | Completed

R Tite

Inbox
My Tasks

Vicws
D Seooem
Hagh Pricerity
Past Dy
Past Week
Past Monith
Past Qradrier
Migniiial Prgviiioning
My Staff Tasks
Hew Tasks
Persding Sggeinvils

11c / |=- SARR £105360 - Abtriute Change Request for Teck, Abdn (DATO014) (DFAS Columbus] (DFAS DOMS) 10/05/2907 11:37:51 EDT &

i+
~ B - ]

W Crd

Figure 294: Inbox-My Tasks-Search for the Completed SAAR

Sample User Notification: Status

Subject: Notification: SAAR #106260 - Attribute Change Request for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS DCMS) 10/05/2017 11:37:51 GMT

Body: The Information Assurance Officer has completed an approval for SAAR #106260.

/ The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal

(.mil only) at https://dla.servicenowservices.mil/sp?id=index
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13. After the IAO approval is completed,
AMPS sends an email notification to the
requestor indicating that the application

provisioning has started.
13

Sample Provisioner Notification
Subject: AMPS Application Processing for SAAR #106260

Body: AMPS Application Processing request for SAAR 106260 has started.
Request For:

DLA Login: DAT0014

Name: Teck, Alvin

Phone: 888-555-1212

Email: Alvin.Teck@dla.mil

EDIPI/UPN: 0999999990

Access Information:
SAAR #: 106260

Attribute Change on Job Role: DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) Profiles DSK-002
Current Applications and Access:
Resource: DFAS PROD - DFAS DCMS
Access: DSK-002 DSK Air Force Entry DE-DAO (380100) Profiles
Data Owner Comments: Attribute change approved by the Data Owner.
Justification: Adding a site code.

Optional Information: (none)

Attribute Change Request SAAR requested by Alvin Teck on 10/05/2017

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
279 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

Provisioner Action

This procedure outlines and describes the procedure followed by a Total AMPS provisioner

for an application role defined for Total AMPS provisioning.

1. After the IAO approval is completed,
AMPS sends the attribute update
request by email to the Provisioner for
final action.

Sample Provisioner Notification
Subject: AMPS Application Processing for SAAR #106260 requires your attention.

Body: AMPS Application Processing request for SAAR 106260 requires your attention.

Request For:

DLA Login: DAT0014
Name: Teck, Alvin

Phone: 888-555-1212
Email: Alvin.Teck@dla.mil
EDIPI/UPN: 0999999990

Access Information:
SAAR #: 106260

Attribute Change on Job Role: DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) Profiles DSK-002

Current Applications and Access:

Resource: DFAS PROD - DFAS DCMS

Access: DSK-002 DSK Air Force Entry DE-DAO (380100) Profiles

Data Owner Comments: Attribute change approved by the Data Owner.

Justification: Adding a site code.

Optional Information: (none)

Attribute Change Request SAAR requested by Alvin Teck on 10/05/2017

2. To begin the provisioning process, a
Provisioner logs in to AMPS.

AMPS displays the Self Service Home page
and identifies the logged in user by ID.

3. The Provisioner clicks the User ID, to open
the drop-down menu, then clicks the Inbox
command from the menu.

AMPS displays the Provisioner’s My Tasks view
(see Figure 296).

i

S b e 1Y

ﬁ Account Managemant and Prosissoning System [(AMPS) .
e wagerey

Hrle Fpgau!

S

Figure 295: Main Menu - Provisioner
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4. Inthe My Tasks view, the Provisioner clicks
the SAAR identified in the Action Required
notification.

AMPS opens the Provisioning ticket screen for
the SAAR (see Figure 297).

B romex y Tnbox x

/
T—
Py Tazks (1)

WViews

Dhse Ssan A
High Friarity

Fagt Dy

Past Wesk

Past Manth

Manisal Prosasioning
N Tassks
Pending Appnovals <

i~ | Me sy Group Al »

Figure 296: My Tasks - Provisioner

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
281 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

5. The Provisioner reviews the Work Details and
other information on the Total AMPS ticket.

The Total AMPS ticket offers the provisioner
these features. The provisioner can ...

5a. Enter comments and click Save Comments
to preserve the Provisioning ticket. Reopen the
ticket, as needed, to enter final comments in
the required Comments text area.

AMPS saves and closes the request, enabling the
provisioner to close and later reopen the
incomplete ticket to perform the prescribed
provisioning work.

5b. Enter comments and click Work is
Complete when provisioning is finished.

AMBPS closes the provisioning ticket.

AMPS also moves a record into the user's SAAR
History indicating that the role has
been provisioned to the user's account.

SAAR #1027%0 DFAS PROD - DFAS SABRS PROVISIONER Request for Teck, Dave (DDT0O19)
Application Regquest
Current Tadk Owmer:
Current Resource Responsibility; DFAS PROD - DFAS SABRS PROVISICHNER
Uper LD Anmignad:
* Comments! | Updasbed the user's ACID code, Wirk & complstbed

/

5b

Work Details

Fotjuist For

LA Losgen | DOTROLR
Mara: Teck Davw

Phose: 888-555-TETE
Emad: Ciwve Teckdlnmd

Acoeas Information

SAAE & LOITHS

ERsctesms Dakae 18/17 2006
End Dwbir 1041772006

A Joib Roda: CFAS SABRS Prad - Updabe Addionsl Attrbubes SABRS-555

Apploatora and Aczen:
Rasowrtel DFAS PROD - DFAS SAERS
Agddl Roks Depanded

Ot Grwnar Commants: [none]
Ecla Raguent SAAR requested by Dues Tack on 10/57/2018
Cppbacencl Trafom Prasgn|

- Additional Role Attributes
ABribete ek
SABRS ACID (UisariD) §5tut

~ Lkt Sumenary
User I DOTOOLE Phone 0805557070
Mame Teck Duve Email DuwvsTockPdia.sd
Orgamization DFAS Columbus Sepervisor (D5THIY) Teck, Salens
Job Title Acalyt Annasl Revalidation
Posdtaen Semdiily b Seotios [ND Deate
Cyteer Awaraness 4/1/2016
Cortilscation Dale

- Current Rokes
Curreni Robes
b+ DFAS SABRS Prod - ADHOC wio Cmd Ling SABRS-00S

MW

/

"v ’

/

Figure 297: Provisioner Ticket Screen

6. After the Provisioner completes the work
specified in the ticket. AMPS sends a final
approval notice to the user.

6

Sample User Notification: Status
Subject: AMPS Application Processing for SAAR #102799

Body: Your request for role DFAS SABRS Prod - Update Additional Attributes SABRS-999 with access to DFAS SABRS (SAAR 102799) has been fully approved
and provisioned. Your account has been set up with the permissions associated with the role you requested, and you can now access the application.

/ AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index
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Role Removal

What you can do:

For additional
information about
removing roles:

About removing
Primary Only roles:

Where to start:

All users can submit a role removal request by selecting a role from a list of currently held roles and submitting the selection as a removal request.

AMPS notifies you at each stage of the role removal submission and approval process.

The Role Removal process submits each role set for removal to the appropriate deprovisioning process: either a Total AMPS ticket or Remedy ticket
is issued for deprovisioning, or the role is automatically deprovisioned in applications that have automatic provisioning.

Note that if you are an administrative user with access to the Application Access Removal module, you can remove a role from your own account,
but the role removal request still requires Supervisor approval. Refer to the section entitled Application Access Removal for more information on
this module.

AMPS provides a separate user interface and procedures for Data Owners to remove roles from users, remove users from roles, and to perform
such tasks in bulk. Please see the section entitled Application Access Removal for a complete description and procedural instructions.

AMPS enables you to remove a Primary Only role using the procedure in this section, but it may not be necessary. If, for example, you change jobs
and need a different Primary Only role, you can request the new Primary Only role. AMPS displays an Information message cautioning you that

you already have a Primary Only role. Close the message and proceed with the request; AMPS creates a single SAAR for removing the existing role
and adding the new role.

Begin at the AMPS Home page.

How to Request Removal of a Role

Users: | This role removal procedure gives you the capability to remove a role you no longer need. Your AMPS supervisor must approve all role removal requests.

Supervisors: | AMPS sends role removal requests submitted by your subordinates to you for approval.

1. Login to AMPS.

AMPS displays the Self Service Home page — rr
and identifies the logged in user by ID.

2. Click the My Information tile.

AMPS displays the My Information screen
with access to two tabs: User Information
and Applications & Roles (see Figure 299).

REEEE
* Accounl Managemsen] and Provisioning System (AMPFE) m 'Y 1

Rois Raquest

Figure 298: AMPS Home Page
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3. Click the Applications & Roles tab to open

Home X | § My Information %
this screen.

Display Name Dave Seville Teck (DDT0018)

3 User Information # Applications & Roles

— / User Information Set Security Quesh'ons|change Password| Cancel | Save‘

User ID DDTOO019 Account Status Active
First Name Dave

User Type Civilian
Middle Name Seville

* Grade G5-12 .v
Last Name Teck rade V]
EDIPIJUPN 1286972493 * Citizenship |US .

Email Dave.Teck@dla.mil
* Title |Ana\y5t

* Cyber Awareness Training Date | 4/1/2016 £
Annual Revalidation Date

W

Figure 299: My Information

4, Click the name of a role from the Current Blrem= § My Information
Roles list to select it for removal. Display Hame Cive Sevills Teck (DOTO01S)
iy
User Information Applications & Robes
Current Roles 5 )
5. Click the Remove Role button. Role Name. | Aecation [Ernironenent |Fowrypes |
DFAS SABRS Prod - ADHOC wio Cmd Line SABRS-005 DFAS SABRS FROO User Roke
AMPS displays the Request Role Removal g /'mmm‘mmm DFAS SAERS FROD User Aok
dialog box (see Figure 301). / Additional Riole Attributes Updatie Additional Attributes |
Fioke Mamne: | Betribuee [value |
ﬁmﬂ:mwnmwmms SABRS ACTD (UseelD) tst45
DFAS PROD - SADRS PR DFAS Prod - SABRS SABRS.003 ROSCOCS
DFAS PROD - SABRS PR, DRAS Prod - SABRS SABRS-005 TGFRADHC
o DLA OID DOTH019
Pending Requests Cancel Request
mm|mr-.pa |Rile Maene Statis Iww'mm Expiry D
o data to dispiay :
< »
SAAR History
SAAR [0 SAAR Tyoe Role Mame | Saius |Last Ackhity Date
102799 RokeRequest  DFAS SABRS Prod - Update Addbional Aftributes SABRS-999  PROCESSED  10/18/2016
102794 Roke Extersion  DFAS SABRS Prod - ADHOC wit Cmd Line SABRS-005 COMPLETED  10/16/2016
102753 Roke Reuest  DRAS SABRS Prod - ADHOC wit Crvd Line SABRS-005 COMPLETED 10/14/2016
101444 Mew IT User B AMPS RASE USER ROLE COMPLETED  &/20/2016 v
Figure 300: Select and Remove a Role
AMPS Sustainment Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf

284 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

6.

Enter text in the Justification text area to
clarify the removal request for your
supervisor. An entry in this text area is
required.

Click the OK button.

AMPS displays an Information message to
confirm the submission of the role removal
request (see Figure 302).

Note:

The Justification text featured in the sample
screen is for demonstration purposes only.
Please enter comments applicable to the
current request.

: Request Role Removal

| User ID DDTOO019
| First Name Dave
' Last Name Teck
Email Dave.Teck@dla.mil
Supervisor Name Selena Teck
| Organization Name DFAS Columbus

Remove Role DFAS SABRS Prod - ROSCOE MENU SABRS-003
6 * Justification | T do not need this role for my job.
/

Please enter the reguired information, then click OK to submit the role removal request.

Figure 301: Role Removal - Justification for Removal
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8. Inthe Information message box, note the

Hviomax Wby Enformation *
SAAR number and click the OK button to Display Name D Sl Tock (DOTO019)
close the box. e i p &
Current Roles Resgueest Roks | Remove Role |
DFAS SABRS Prod - ROSCOE MENL SABRS-003 [DFAS SABRS FRCD L Rk
Addditional Role Altributes Lpdate Additional Attributes |
Rﬁﬂ.m | ey | [ 3 |
DFAS capRe pr ) Information ]
DFAS. SARRS Pri Messages for this page are listed below.
() Your changes have been saved.
- () SAAR: 102600 has been submitted to your supenvisor for approval, The: role wil
_Whﬁm__ b remioved once your SUpenvisor approves this request., Provisoned Access |
DFS FROD - & SARRS-03 ROSCOES
DFS PROD - S4 SARRS-05 TGFSADHC
ol DL Ol LOTO0LS
rmﬂmﬂnmﬂs Cancal Request
SMRID/SMAToe  |Roke Name Status lcurrent Agprover "2 ey
SARRIDISAARTyoo  RoloMams S |Stats Last Actvity Date |
102757 Role Request
03T Roke Request  DFAS SABRS Prod - Update Additional Attributes SABRS-599 PROCESSED 101872006
102734 Role Btension  DFAS SABRS Prod - ADHOC wio Cmd Ling SABRS-005 COMPLETED 10/ 162008
103793 Roke Request  DFAS SABRS Prod - ADHOC wio Cmd Ling SABRS-005 COMPLETED 101412008
44 New IT User B M5 BASE USER ROLE COMPLETED  &/20/2018
Figure 302: Role Removal - Information Message
9. To check the status of a role removal request
see How to Check Your Role Status on Pending Requests Cancel Request |
page 94. ] i i i | i -
Mlﬂ‘&hﬁkﬁ’p& Role Name Status Current Approver Emﬁwn
AMPS lists the SAAR for the role removal 9
request and provides the Status, Current
Approver, and date information for the
SAAR.
Figure 303: Role Removal - SAAR Information
From this data, you can determine that the
SAAR awaits your Supervisor’s approval, and Note:
that AMPS will discard your request after the Do not attempt to cancel a request with a status of TICKETED. A ticketed role request is in the provisioning stages and cannot be
specified Expiry Date. If the request expires, you cancelled through AMPS. Contact the Service Desk (see page 9) if you need assistance cancelling a ticketed role request.
must resubmit the request.
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10. After you submit a role removal request, Sample User Notification: Confirmation
AMPS sends an email notification confirming

the submission of a role removal request. . a .

The email contains the SAAR number, IH Notification: SAAR #102800 - Remove User Access for Dave Teck (DDT0019) (DFAS Columbus) (DFA...
SAAR Type, Removal Type, Role name,
Justification, name, and User ID of the
administrator requesting the removal
and when the request was submitted.

Signed By ampi.user@dia o
Signed By )

SAAR #102800 has been submitted for removal of: DFAS SABRS Prod - ROSCOE MENU SABRS-003 with
access to DFAS SABRS.

No‘;e'. Mo action is required by you at this time.

AMPS sends the email in HTML format, but -
it can also be viewed in plain text. The sample 102800
provided in Figure 304 is an image

Role Removal
of the email viewed in HTML format.

U SABRS-003
:
submitted Date  |10/18/2016 19:32:29 UTC

Teck, Dave (DDT0015)

AMPS provides this message for notification only. Please do not respond to this message. If you need IT
assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP [844-347-2457) or
DSH 850-00322 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at

https:/ /dla.servicenowservices.mil {spPid=index

Figure 304: Sample User Notification - Role Removal Confirmation
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11. After you submit a role removal request,
AMPS also sends an email notification
confirming the status of the role removal

1
request.

Next Steps . . .

Sample User Notification: Status

Subject: Notification: SAAR #102800 - Remove User Access for Dave Teck (DDT0019) (DFAS Columbus) (DFAS SABRS) 10/18/2016 12:32:29 GMT
Body: SAAR #102800 is awaiting Supervisor approval.

This request was submitted in AMPS on 10/18/2016 12:32:29 GMT.

No action is required from you at this time.
This task expires on 11/07/2016 11:32:35 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index

As the notifications state, AMPS has received the role removal request, entered the request in the system, and assigned a SAAR number.

Next, AMPS notifies your Supervisor that an action on this request is pending. When the Supervisor completes this action, AMPS notifies you of the result.
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How to Approve a Role Removal Request

Supervisors: | You must have the AMPS Supervisor role to approve a role removal request.
Arole removal is listed in your Inbox as a SAAR. Role removals come from three sources:
e  User submits a role removal request. The Supervisor must approve the removal request.
e User's role expiration task expires, and the role is automatically submitted for removal. The Supervisor must approve the removal
request.
e  Supervisor submits a role removal request on the user’s behalf. AMPS automatically approves this type of request.

See the section entitled: How to Submit a Role Expiration Request.
Follow these steps to approve a role removal request starting at the Inbox.

Users: | After your Supervisor approves a role removal request, the request goes through a deprovisioning process. At that time, the role removal
request is complete, and your access to the role’s application and resources is cancelled. The role is removed from your account in AMPS.

1.  After a user submits a role removal Samp[e Approver Notification
Leq:nisatill zgl;/laPS::;::esatcf;;iuperwsor Subject: Action Required: SAAR #102800 - Remove User Access for Dave Teck (DDT0019) (DFAS Columbus) (DFAS SABRS) 10/18/2016 12:32:29 GMT
rgquired P & 1 Body: SAAR #102800 - Remove User Access for Teck, Dave (DDT0019) (DFAS Columbus) has been submitted for approval.
/ This request to remove DFAS SABRS Prod - ROSCOE MENU SABRS-0003 was submitted in AMPS on 10/18/2016 12:32:29 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/
Open your Inbox to locate the SAAR. Click the SAAR title to open the approal task. This task expires on 11/07/2016 11:32:35 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service Desk
by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https://dla.servicenowservices.mil/sp?id=index

2. Click the User ID to open the drop-down ]

menu, then click the Inbox command from ﬁ Account Mansgement and Provisioning System (AMPS) | s S ——

the menu. — :" a

AMBPS displays the My Tasks view e e et o e i o e / -

(see Figure 306). i

by rdgarmaticn Rzid Regpaant
Figure 305: User ID Drop-down Menu - Inbox Command
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3. Inthe Title column of the My Tasks view,
click the SAAR number for the role removal
request i L || My Tasal) | - | G = | men vyt (] g E k- U |

Warrbar Cresior
EIETL

AMPS displays a Supervisor Application tnbox
Access Decision screen (see Figure 307). Py Tt 1)

Faat Wk

P Tanekcn
Pancng Approaly bl <

Figure 306: My Tasks List
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4. Review the details, as needed, on the Role

Removal - Supervisor Decision screen.

Note that the SAAR number and Request
Type are listed in SAAR Information. The
Request Type identifies the SAAR as a request
to remove a role.

Enter or select the required data.

As an option, you can enter an explanation
for your decision in the Comments text box.
AMPS saves this entry with the SAAR record.

4

Click the Approve button.

AMPS returns to the Supervisor's My Tasks
tab. The approved SAAR is removed from the
list of SAARs.

Note:

The Comments text featured in sample
screens is for demonstration purposes only.
Please enter comments applicable

to the current request.

After a Supervisor approves a role removal
request, AMPS notifies the user by email of
the result.

AMPS advances the SAAR to the
deprovisioning step.

7

/

&

-

Em! &H:u-: 0] SAAR & 102800 - Rammows Uis_ =
SAAR #102800 - Remowe User Access for Teck, Dave (DDTD019) (DFAS Columbus) 10/18/ 2016 12:32:39 UTC
= Role Removal - Supenvisor Decision

Comments Fioie remorval approveed by Bug Superiser

/

5

You st enter 3 comiment Bo reject Ehes reguest.

¢ = SAAR Information
SAAR ID 102800
SAAR Type Aok Removal
Request Date 10/1872016

Task Creation Date 10/182016 12232 PM GMT-0400  Approval Quicome Assignid

Date Task Expires éﬁt:?;lrmlﬁ 11:32 AM GMT-

Last Updated 10/18/2016 12:32 PM GMT-04:00

Rode Ramoval Details Additonal Information Ui Irfiormation

= Role Information
Role to Remove DFAS SABRS Prod - ROSCOE MENU SABRS-003
Application [FA5 SABRS Classification  Unclissfed
Environment FR00 Access Type  fethorized
Primary Role Mot Applicatie Role Position Nea-Critical Sensisve (1ICS)
i
Phone 6585557878

Emadl Do TeckiBdamd
Supervisor (DSTU219) Teck, Seena

= L Sumamary
User ID COTOO19
Mame Tock, Dave
Organization DFAS Coumbus

Job Tithe Anatyst Annual Revalidation
Position Semsitivity Son-Sensitive [ KS) Date
Cyber Awareness 4712016
Certification Date
= Requestor Information
User ID COTOOLS Job Tithe Anabyst

Phone &858 5557878
Email Dave. Teck@damd

Mame Teck, Dave
Organization DFAS Columbus

/

Figure 307: Application Supervisor Approval Screen

Sample User Notification: Removal Approved
Subject: Notification: SAAR #102800 - Remove User Access for Dave Teck (DDT0019) (DFAS Columbus) (DFAS SABRS) 10/18/2016 12:32:29 GMT

Body: The Supervisor has completed an approval for SAAR #102800.
The outcome for this task is APPROVE.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil
only) at https://dla.servicenowservices.mil/sp?id=index
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8.  After AMPS prepares the request for
provisioning, AMPS sends the user an
email notification informing them that the

process of removing the role has started. e

Sample User Notification: Role Deprovisioning Process Started
Subject: AMPS Application processing for SAAR #102800

/ Body: AMPS application processing for SAAR 102800 has started for DFAS SABRS.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil

only) at https://dla.servicenowservices.mil/sp?id=index

9. After the role is deprovisioned, or removed
from the application, AMPS sends an email
notification to the user indicating the role
has been removed from the user's account
in AMPS and in the application.

The email contains the SAAR number,
SAAR Type, Removal Type, Role name,
Justification, name, and User ID of the
administrator requesting the removal
and when the request was submitted.

Note:

AMPS sends the email in HTML format,
but it can also be viewed in plain text. The
sample provided in Figure 308 is an image
of the email viewed in HTML format.

Sample User Notification: Role Removal Complete

AMPS Application Processing for SAAR #102800

Signed By amps.usernZdla.mil

SAAR 102800 has been processed.

SAAR Type Role Removal

[Role to Remove | DFAS SABRS Prod - ROSCOE MENU SABRS-003
m do not need this role for my job.
Submitted Date  [10/18/2016 19:32:29 UTC

Teck, Dave (DDT0019)

AMPS provides this message for notification only. Please do not respond to this message. If you need IT
assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-247-2457) or

DSH 850-0022 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
https: | /dla.servicenowservices. mil /sp7id=index

Figure 308: Sample User Notification: Role Removal Complete
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10. When the role has been deprovisioned, it is
no longer listed in the user's Current Roles
section of the Applications & Roles tab.

¢ The user's Pending Requests table
lists the SAAR in TICKETED status if
the role must be deprovisioned
through a Total AMPS ticket or a
Remedy ticket.

e After the provisioner has completed
the deprovisioning process and closes
the ticket, AMPS moves the SAAR
record to SAAR History with a status
of COMPLETED.

e  The user's SAAR history lists the role
removal SAAR as COMPLETED if the
role is deprovisioned automatically.

10

[ eme % § My Information

Display Mame Dave Seville Teck (DDT0019)
User Information

Current Roles
Role Name

Applications & Roles

¢
/ Additional Role Attributes

Fiole Mame

Request Role | Remove Role|
Environment [Roka Type |

| dpplication

| atribute |value |

DFAS SABRS Prod - ADHOC wjo Cmdd Line SABRS-005

Provisioned Accounts

DFAS PROD - SABRS PR_.. DFAS Prod - SABRS

SABRS ACID (UserD) tst43

olD DiLA OID DDTOo019
Pending Requests Cancil Raagust
Request |
SAAR D SAAR Type Rk Marna ISHM mmwm | Expiry D
o data to display.
£ >

102759  Role Request
102794  Role Extension
02793 Role Request
101444 Mew IT User B AMIPS BASE USER ROLE

DFAS SAERS Prod - Update Addmional Attributes SABRS-999
DFAS SAERS Prod - ADHOC wio Cmd Line SABRS-005
DFAS SABRS Prod - ADHOC wio Cmd Ling SABRS-005

10.“.']15.

COMPLETED 10/16/2016
COMPLETED 10/14/200%
COMPLETED 6f20/2016

Figure 309: User's Applications & Roles Screen - After Role Removal
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Role Expiration and Extension

AMPS roles are assigned to users with start and end dates that determine the length of time a
user retains the role before the assignment expires. The specification of start and end dates
ensures that access to any application does not continue without the user being asked to
confirm that the access rights are still needed. As an AMPS user, you can request either an
expiration or an extension of a role assignment when AMPS notifies you that a role is about to
expire. For a user who receives an email notification of an impending role expiration, AMPS
presents the following three options:

e  Submit a request for an expiration of the role, which confirms the upcoming
expiration. AMPS submits this request to an expiration approval process.

e Allow the role to expire without submitting a request for expiration. AMPS submits
this automatic expiration to the role removal process, notifies the user’s Supervisor,
and assigns a task to approve or deny the role expiration.

e  Submit a request for an extension of the role. A role extension is limited to one year
for all External User roles. AMPS submits role extension requests to the same
approval process as the original role request.

Who Determines the Duration for a Role
Assignment?

The role assignment terms for internal and external users are set by default, but certain
approvers can modify the start and end dates.

e  Forinternal users, the AMPS Supervisor and the application Data Owner determine
the start and end dates of a role assignment. AMPS automatically calculates the term
of a role assignment at approximately 20 years as each role request is submitted by
the user to the approval process. When the Supervisor receives the role request for
approval, he or she can adjust the start and end dates. Similarly, the application Data
Owner can adjust the start and end dates as needed for an internal user.

e  For external users, the application Data Owner determines the start and end dates
of a role assignment. The default period for an external user is one year (365 days),
but the Data Owner can shorten that period during the approval process.

Role Expiration

Role expiration, also called “Role Expiry,” refers to the withdrawal of a role assignment in
AMPS from a user's AMPS account and to the associated deprovisioning of the role in the
applications and resources associated with the role.

To automate the processing of role expiration, AMPS monitors the period during which each
role is assigned to a user and detects impending role expirations using the role’s expiration
date. This date is set during the request approval process and is identified as the role’s “End
Date.” During a role’s assignment period, when the current date reaches 130 days before the
specified end date, AMPS begins the role expiration process by sending an expiration

notification to the user. The notification is sent to the email address associated in AMPS with
the user’s account.

AMPS sends the email notification to the user every day until day 20 of the notification period.
After the first role expiration notification is sent, the user is responsible for exercising either a
role expiration or role extension request within the first 20 days. If the user does not respond
to the email notification by midnight Eastern Time of the 20th day, AMPS submits a role
expiration request to the Role Removal process. The Role Removal request that AMPS
generates for the expiration task goes to the user’s Supervisor for approval or other action.
See the section entitled How to Approve a Role Removal Request.

Role Extension

Role extension refers to the extension of a role assignment to a new end date. When a user
submits a request to extend a role assignment in response to the role expiration notification,
AMPS submits the extension request to a predefined approval process.

When a role extension is approved in a timely manner during the role-extension approval
process, the user's access to the role’s application continues without interruption. However, a
role extension request also carries an expiration date in the approval process, and if the
extension request expires, the user’s role may expire too.

The user is advised to monitor any role expiration or extension requests.

Role Extension and Attribute Change Request

Note that if you submit a request to extend a role with associated attributes, you cannot
update any attributes within the extension request. However, you can submit a separate
attribute change request while your extension request is pending approval.

Please see How to Update Additional Attributes on page 207 in the AMPS User Guide for more
information.

Exemption from the Role Expiration Process

Some roles may be exempt from the role expiration process, in which case the role
assignment will not expire. When AMPS detects a role that is exempt from the role expiration
process, it skips the role, regardless of the End Date assigned to the role. The base AMPS user
role is one such role, permanently exempt from expiration. Other roles may be placed on an
exemption list by the application owner, as is the case with certain DFAS roles. However, most
roles are subject to the Annual Account Revalidation (AAR) process, which requires the
user's account to be re-verified on an annual basis (see page 382).
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Role Expiration and Extension Procedures: All
Users

A user with an expiring role can make a request to expire or extend the role. The following
guidelines apply to internal and external users:

¢ Aninternal user can update profile information, update his or her Organization
designation, update the current AMPS Supervisor designated for the user’s account,
and request approval for the expiration or extension of an AMPS-managed
application role.

e An external user can update profile information, enter or change an External
Supervisor email address (if applicable to the User Type), enter or change an External
Security Officer email address (if applicable to the User Type), enter or change an
External Authorizing Official email address (if applicable to the User Type), and
request the approval for the expiration or extension of an AMPS-managed
application role.

Role Expiration and Extension Procedures:
Approvers

The following subsections summarize procedures for role expiration and extension approvers.

Approving a Role Expiration Request

e Time Limit for the Supervisor: 20 days
e  Reminder interval: Every day

Arole expiration request needs only the approval of the user’s Supervisor to be processed
immediately. After AMPS records the approval, the system removes the role and, if necessary,
generates a provisioning ticket to deprovision the role for the user.

If a user fails to respond to a role expiration notification, AMPS notifies the user's AMPS
Supervisor who can recommend the appropriate action.

Approving a Role Extension Request

e Time Limit for each Approver: 20 days
e  Reminder interval: Every day

A role extension request requires the same types of approvals as a new role request. The
user's Supervisor, organizational Security Officer, application Data Owner, and organizational
IAO address the role extension request and recommend approval or rejection.

»  DLA systems do not require an IAO review.

» DLAroles may not require a Security Officer review if they meet specific criteria.
Under the right circumstances, the review is not required, or the request is
automatically approved.

A rejected role extension request results in the removal of the role from the user's AMPS
account and the subsequent deprovisioning of the user’s account from the corresponding
application.

Note that role extension requests for external users are approved by External Supervisors and
External Security Officers. These approvers do not have AMPS accounts.

Instead, AMPS provides access to an external approval system that displays the approval
screen to the authenticated, authorized approver and enables that approver to complete a
decision without logging in to AMPS.

Variant: User Expiry Task Time Out

If the user fails to act on their assigned expiry SAAR task and the task times out, the expiry
SAAR will be forwarded to their AMPS supervisor for adjudication. However, since the user did
not provide a justification for the request, the supervisor must enter a justification in the
Comments box to approve an extension or expiration of the role and advance the SAAR in the
approval process. See the approver sections under How to Approve a Role Extension
Request for additional details.
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How to Submit a Role Expiration Request

What You Can Do

This procedure enables you to submit a request for role expiration on an expiring role.

This procedure differs from Role Removal in that a user can submit a Role Removal request at virtually any time. However, a user must respond to a Role
Expiration task or allow the expiring role to be removed without action on his or her part.

Where to Start

After reading the Action Required email notification, start by logging in to AMPS and checking your Inbox > My Tasks list.

How to Submit a Role Expiration Request: Internal Users

1. Read the extension notification and make note
of the SAAR number.

This number refers to the SAAR that requires a
response from the user within 20 days.

AMPS issues the user a reminder notification about
a pending role expiration every day.

1

/

Sample User Notification: Expiration of a Role

Subject: Action Required: SAAR #106107 - Expire or Extend Access for Charles Soff (DCS9809) (DFAS Columbus) (DFAS SABRS) 09/21/2017
07:53:26 GMT

Body: SAAR #106107 - Expire or Extend Access for Soff, Charles (DCS9809) (DFAS Columbus) has been submitted for approval.
This request to extend DFAS SABRS Prod - ROSCOE MENU SABRS-003 was submitted in AMPS on 09/21/2017 07:53:26 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/11/2017 07:53:35
GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

2. After you log in to AMPS, locate and click the
Inbox command from the User ID drop-down
menu.

AMPS displays the My Tasks view on a separate
tab (see Figure 311).

Figure 310: User ID Drop-down Menu - Inbox Command
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3. Inthe My Tasks list, locate the SAAR number for

. . A . . Home X & Inbox x
the role expiration in the Title field. r a vl = -
i . Views —+= My Tasks(1) | ~ v Me &My Group All V| Assigned v B~
You can verify the correct SAAR by its number, |
. . N & Tite Number Cre Assigned
information, and role name. 3 B s e d A or Soff 9809) (DFA AS SABR 841866  Sep 21,2017 7:53 AM

4. Click the SAAR's Title to start the Expiration
request process.

Due Soon
AMPS opens an Extend or Expire Role Access screen High Priority » /
in a separate tab in AMPS Past Day

. Past Week
(see Figure 312). Past Month

Past Quarter

Manual Provisioning

My Staff Tasks

New Tasks

Pending Approvals < >

Inbox
My Tasks (1)
Views ™ |

Figure 311: Inbox - My Tasks View
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5. Review the Role Information section to verify
the name of the role you want to submit for
expiration.

6. Review and correct any User Account
Information fields or User Contact
Information fields.

Note:

AMPS uses this screen to submit an Expiration or
an Extension request.

Your Date of Birth is no longer required for any
request. The Date of Birth field is not editable.

AMPS saves any changes you make to your account
along with the expiration request.

7. Review your AMPS Supervisor name, email
address, and telephone number, as well as your
Organization, to ensure AMPS sends your
expiration request to the correct Supervisor.

If the Supervisor name is incorrect, click the
Update option to identify and select the correct
Supervisor name. See the procedures in How to
Update the Supervisor and How to Update
Organization Information in this guide for
instructions.

AMPS does not require an entry in the Justification
text box for an expiration request.

8.  Click the Expire button.

AMPS displays a confirmation request message
before it completes the expiration request
(see Figure 313).
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Figure 312: Role Expiration Request
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9. Review the message and click the OK button to D [ ™ G e wikiava - b st i)
confirm the expiration request. SASR #106540 - Expire or Extend Access for Teck, Alvin (DATODL4) (DFAS Columbas) (DFAS ADS) 10/26/ 2017 14:34:14 EDT Epored | Bagerw |
= Role Extension Bequest
AMPS closes the Expire or Extend request screen e Khestai Foony wichimae 5
and forwards email notifications to you as the user
and to your Supervisor.
. . . e youl Sl you want e e this role?
The display is returned to the Inbox view (see e e ORI el Fo Expire i
Figure 314).
Vo et ander 3 il
- SAM Tnformation o e
SAAR D L0G5E0 ES.
SAAR Type Fods Exturids a Craation Dabs 10362007 00:24 DM GMT-04:00 Takk Slabui A
Raquest Dabe L0706/ 0017 Duote Taok Expires 10/27/ 2007 02124 P8 GMT 0400 Last Updated 107262007 02:24 PR GMT 000
Role Expirs Dabs 11/072007
- Rode Indosmation
Exbensd Rolle [FAS ALS Prod - 5107 - 00 Cantral Site ADE-014
Application OF 45 AD5 Clansification  Undassiied
Emvironmasnt  #R0O0 hicid Typa  Mathodised
Primary Raly Addeenal s Prierary Foode Pessitiom Moo Sermthes | MCS]
Sensithvity 4]
Figure 313: Expiration Message - Confirm the Expiration Request
10. Inthe screen, click the Refresh button to update =
. P Home X Inbox X
the list and remove the completed task.
Views —“= My Tasks{1)  ~ / q - Me & My Group AJIE] Assigned E 10 GB
. Eﬁ ® Title Number Creator Assigneg™ i
AMPS removes an ASSIgned task that has been SAAR #106540 - Expire or Extend Access for Teck, Alvin (DAT0014) (DFAS Col 843063 Oct 26, 2017 2:2: BEI
processed and completed by the assignee. Inbox
My Tasks (1)
Views
Due Soon
High Priority
Past Day y
Past Week
Past Month
Past Quarter
Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals
< >

Figure 314: Inbox - My Tasks
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11. OPTIONAL: Follow these steps to view the i Ly

58 Home X @ Inbox X / / &
completed request screen, as needed:
a In the Search field. enter the SAAR number Views 5 || My Tasks(1) 7 106540 Q.|+  Me&MyGroup All[v] Completed v B ~ o))
’ . ' . \ ® Tide Number Creator Assigned Priority
fOr the deC|S|0n screen yOU want to review. 11c SAAR #106540 - Expire or Extend Access for Teck, Alvin (DAT0014) (DFAS Col 843063 Oct 26, 2017 2:24 PM Bﬂ
b. Inthe Status drop-down list, select either Inbox
My Tasks
Any or Completed. Lok
AMPS automatically initiates a search based Views
Due Soon

on the criteria entered. In this example, the l ki

system displays the SAAR because it also has a Past Day ¢

status of Completed. Past Week

In the sample, AMPS displays the Completed ::z z::;her

task fOf SAAR 106540. Manual Provisiening
My Staff Tasks
New Tasks

c.  Click the SAAR title to review the SAAR on Pending Approvals
screen (not shown). < >
Figure 315: Pending Approvals - Completed Task List
12. AMPS notifies you that the expiration request Sample User Notification: Expiration Request Submitted

has been submitted for Supervisor approval.

) ) Subject: Notification: SAAR #106540 - Expire or Extend Access for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14 GMT
The SAAR number and related data in the email

. . . Body:
notification are also available in the user’s ooy ) - )
Pending Requests table. 5 SAAR #106540 is awaiting Supervisor approval.
/ This request was submitted in AMPS on 10/26/2017 14:24:14 GMT.
No action is required from you at this time.
This task expires on 11/15/2017 14:37:55 GMT.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
13. To monitor the status of your expiration request, check your Pending Requests table. Immediately after you submit a role expiration request, the SAAR for the request is listed in
(See How to Check Your Role Status on page 94.) Pending Requests with its current status.
This status changes as the role proceeds through the approval and deprovisioning process.
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How to Submit a Role Expiration Request: External Users

1. Read the expiration notification and make note
of the SAAR number.

This number refers to the SAAR that requires a )
response from the user within 20 days.

AMPS issues a reminder notification to the user

about a pending role expiration every day.

Sample User Notification: Expiration of a Role

Subject: Action Required: SAAR #106546 - Expire or Extend Access for Zorba Fitzgerald (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017
15:52:19 GMT

Body: SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) has been submitted for approval.

This request to extend DFAS DCMS Prod - DSK Air Force Entry Columbus (503000) Profiles DSK-006 was submitted in AMPS on 10/26/2017
15:52:19 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 11/15/2017 15:52:25
GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

2. Afteryou login to AMPS, locate and click the
Inbox command from the User ID drop-down
menu.

AMPS displays the Inbox screen in a separate tab
(see Figure 317).

Account Management and Provisioning System (AMFS) L] ™

ANFS Rergorng Tl

ATpE g

My Infermation Role Request
Manage poul profle Hequesl & e oy aloess
pasyords and chakenges
eevicng
Cogrergr € 100 3008 Dapos e S 58 pREes A0 IgRE e

Figure 316: User ID Drop-down Menu - Inbox Command
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3. Inthe My Ta_sk; I|st_, Iocate'the SAAR number for T
the role expiration in the Title field.
Views = My Tasks(1) ~ Z Q- Me & My Group All v ] Assigned [v] B ~ 50}
' 8 Title Number Creator
You can verify the correct SAAR by its number, - 3 SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 1 843074
. . Inl
information, and role name. - /
Views ™ |
4. Click the SAAR's Title to start the Expiration Due Soon /
request process. HROH PrioiRy .
Past Day
Past Week
. Past Month
AMPS opens an Extend or Expire Role Access e
screenina Separate tab. Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals
< >
Figure 317: Inbox Screen - My Tasks
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5. Review the Role Information section to verify
the name of the role you want to submit for
expiration.

6. Review and correct any User Account
Information fields or User Contact
Information fields.

AMPS saves the changes to your account along with
the expiration request. (AMPS no longer collects
Date of Birth data. This field is not editable.)

7. Review your External Supervisor email address
to confirm that AMPS will send your expiration 5
request to the correct Supervisor.
(It is also advisable to update the email
addresses of your External Security Officer and
External Authorizing Official as applicable.)

If the email address is incorrect, AMPS cannot send
the expiration request to the correct recipient. Enter
the correct data in the Email fields.

AMPS does not require an entry in the Justification
text area for an expiration request.

8.  Click the Expire button.

AMPS displays a confirmation message
(see Figure 319).

A

rd

Home Inbox X SAAR #106546 - Expire or ... *

~ Role Extension Request

~/SAAR Information
SAARID 106546
SAAR Type Role Extension
Request Date 10/26/2017
Role Expire Date 11/1/2017

~/Role Information
Environment PROD

/ Primary Role Not Applicable

~ User Account Information
> User ID EZF0023
* First Name Zorba
Middle Name
* Last Name Fitzgerald
EDIPI/UPN 1286972493

* Email zfitz@mail.com

Application DFAS DCMS

* Email zardoz.super@email.com

/’~mw|ﬁm

Approval Type |First Name

* Email zorro.soff@email.com

|Last Name

Justification | Allow this role to expire. No longer needed.

‘You must enter a justification to extend this role.

Task Assignee(s) Zorba Fitzgerald

Task Creation Date 10/26/2017 03:52 PM GMT-04:00
Date Task Expires 10/27/2017 03:52 PM GMT-04:00

Extend Role DFAS DCMS Prod - DSK Air Force Entry Columbus (503000) Profiles DSK-006

Access Type  Authorized

Role Position Non-Sensitive (NS)

Sensitivity

Account Status Active

SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 15:52:19 EDT

Task Status Assigned

I[_Dnho(-_'rﬂﬂl Ne longer collected. )
* User Type Civilan |V
* Grade GS-12 v|
* Citizenship US [v]

* Title Analyst
* Cyber Awareness Certification Date 04/01/2017 )
- User Contact Information
* Official Telephone £88-555-1212 Office/Cube 8/8/1380
Official Fax * Street 789 Forlomn Street
DSN Phone PO Box
DSN Fax * Gity Richmond
Mobile * State Virginia
* Postal 23200
Code
* Country UNITED STATES
~ External Supervisor ~ External Security Officer

|Email

|Phone Number

~ External Authorizing Official
* Email zenda.eao@email.com

|Activity Date |Outcome

Last Updated 10/26/2017 03:52 PM GMT-04:00

USER

10/26/2017

Figure 318: Role Expiration Request
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9. Review the message and click the OK button to
proceed.

AMBPS closes the Expire or Extend Access request
screen and forwards email notifications to you as
the user and to your Supervisor.

[ Home X Jp Inbox X [11] SAAR #106546 - Expire o ... X

SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 15:52:19 EDT

~/Role Extension Request
Justification | Allow this role to expire. No longer needed.

Message from webpage

o Are you sure you want to expire this role?

You must enter a justificatit
~/SAAR Information
SAARID 106546
SAAR Type Role Extension
Request Date 10/26/2017
Role Expire Date 11/1/2017
~Role Information
Extend Role DFAS DCMS Prod - DSK Air Force Entry Columbus (503000) Profiles DSK-006
Application DFAS DCMS Classification  Unclassified
Environment PROD Access Type  Authorized
Primary Role MNct Applicable Role Position Non-Sensitive (NS)
~|User Account Information
User ID EZFO023

Cancel

Date Task Expires 10/27/2017 03:52 PM GMT-04:00

Account Status Active

7]
_Exend | Bgire | |
X
Task Status Assigned
Last Updated 10/26/2017 03:52 PM GMT-04:00
v

Figure 319: Expiration Request - Confirmation Message

10. Inthe My Tasks screen, click the Refresh button
to update the list and remove the completed
task.

AMPS removes an Assigned task that has been
processed and completed by the assignee.

Home *  {l Inbox %
Views —= My Tasks(1) / Q, -
i) & Title

Inbox

My Tasks (1)

Views

Due Soon

» High Priority
Past Day
Past Week
Past Month
Past Quarter
Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals

SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 1 84307

[ Refresh
Me & My Group All Assigned 10 %
3

e

Figure 320: Inbox - My Tasks
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11a 11b
11. OPTIONAL: Follow these steps to view the B & o / / B
completed request screen, as needed: , a 5] = Q
Vi = My Tasks(1) 106546 v Me & My Group All|v | C leted v -
a. Inthe Search field, enter the SAAR number ats ~ ; — ‘ - e mir — o
for the decision screen you want to review. o 11c / [@  SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 10/26/20171 843074 c
Inbox
My Tasks (1)
b. Inthe Status drop-down list, select either Bews
Any or Completed. T
X High Priority ‘
Past Day
AMPS automatically initiates a search based Past Week
on the criteria entered. In this example, the Past Month
system displays the SAAR because it also has a ;f:u:’i::mmg
status of Completed. My Staff Tasks
In the sample, AMPS displays the Completed :::J;’Zwmls
task for SAAR 106546. < >
c.  Click the SAAR title to review the SAAR on
screen (not shown). Figure 321: Inbox - Completed Task List
12. AMPS notifies you that the expiration request Sample User Notification: Expiration Request Submitted
:::EOEVZT submitted for External supervisor Subject: Notification: SAAR #106546 - Expire or Extend Access for Zorba Fitzgerald (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 15:52:19
! GMT
Body:

The SAAR number and related data in the email
notification are also available in the user’s

12 / SAAR #106546 is awaiting External Supervisor approval.
Pending Requests table.

This request was submitted in AMPS on 10/26/2017 15:52:19 GMT.

No action is required from you at this time.

This task expires on 11/15/2017 15:06:31 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

13. To monitor the status of your expiration request, check your Pending Requests table. Immediately after you submit a role expiration request, the SAAR for the request is listed in
(See How to Check Your Role Status on page 94.) Pending Requests with its current status.

This Current Approver changes as the role proceeds through the deprovisioning process.
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How to Approve a Role Expiration Request

An expiration request goes only to the user’s Supervisor. After the user submits an expiration
request, AMPS sends an email notification to the user’s Supervisor with the SAAR number and
data related to the expiration request, along with a link to the Supervisor's My Tasks list on
the Pending Approvals screen. AMPS resends this notification every day for 20 days.

The approval decision screen for a role expiration request is similar to a role request approval
and is submitted to an AMPS expiry/extend approval workflow, as follows:

e  Submissions from all internal users go to their AMPS Supervisors for an Expire or
Extend decision. If the role is confirmed by the Supervisor for expiration, the role is
removed, and role information is sent to the provisioning service for removal. The
role is either automatically deprovisioned, or provisioners handle the deprovisioning
tasks manually.

e Submissions from all external users with a User Type designation of Military, Civilian,
or Contractor go to their AMPS Supervisors for an Expire or Extend decision. If the

Role expiration submissions from Vendors are automatically approved, and the
information is sent to the provisioning service for removal. The role is either
automatically deprovisioned, or a provisioner handles the deprovisioning tasks
manually.

Role expiration submissions from members of the Public are automatically
approved, and the information is sent to the provisioning service for removal. The
role is either automatically deprovisioned, or a provisioner handles the
deprovisioning tasks manually.

Approving the Expiration Request: A Summary Table

The following table outlines the approval process for a role expiration request:

For This Process Phase...

The User Responsible is...

role is confirmed by the Supervisor for expiration, the role is removed, and role
information is sent to the provisioning service for removal. The role is either
automatically deprovisioned, or a provisioner handles the deprovisioning tasks is approved.

manually.

What You Can Do

Approve the expiration request. Supervisor.

Deprovision the user’s role if expiration Application Provisioner, unless the
application is subject to automated
provisioning.

Supervisor Approval Procedure for Role Expiration: Internal Users

This procedure enables you, as an AMPS Supervisor, to respond to the request of a direct report to approve the removal of a role in a role expiry

Where to Start | After reading the email notification, start by logging in to AMPS.

Read the expiration notification and
make note of the SAAR number.

This SAAR number refers to

the SAAR that requires

a response from the Supervisor within 20
days.

AMPS issues an expiration or extension
notification to the Supervisor immediately
after the request is submitted by the user.
AMPS also issues to the Supervisor a
reminder notification about a pending
role expiration every day.

Sample Approver Notification: Expiration of a Role

Subject: Action Required: SAAR #106540 - Expire or Extend Access for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14
GMT

Body: SAAR #106540 - Expire or Extend Access for Teck, Alvin (DAT0014) (DFAS Columbus) has been submitted for approval. This request to
extend DFAS ADS Prod - 5207 - 00 Central Site ADS-014 was submitted in AMPS on 10/26/2017 14:24:14 GMT.

Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 11/15/2017 14:37:55
GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
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2. Afteryou login to AMPS, locate and
click the Inbox command from the
User ID drop-down menu.

AMPS displays the My Tasks view on the
Inbox page (see Figure 323).

3. Inthe My Tasks list, locate the SAAR
for the role expiration in the Title field.

You can verify the correct SAAR by its
number and user information.

4. Click the SAAR's title to start the
approval process.

AMPS opens an approval screen in a
separate tab (see Figure 324).

AN

Fole Request

Hequed a ol for atoess

My Information
Fanage youl peofile
PRSI Bhd Chalenge
RTINS

CoprAighn & Miln 2% Canms Wl B PRAEE. L1 igPI i

Account Management and Provisioning System (AMPS) e
AN Fapoeng T I‘
_m'- A Help |
inbo
AR My e OO Pe OS50 B O HLP
Dk A 4 Fuilal |l gnrg Abipel
ol (3P e Ml it cln s
bl

Figure 322: User ID Drop-down Menu - Inbox Command

Home *  {y Inbox X

Views = A

Q|-

My Tasks(2) ~ /
B Tite

Inbox
My Tasks (2) |

Views

Due Soon

High Priority 4
Past Day ‘
Past Week

Past Month

Past Quarter

Manual Provisioning

My Staff Tasks

New Tasks

Pending Approvals M

Me & My Group All Assigned

Figure 323: Inbox - My Tasks View
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5. Review the Supervisor Decision data
and Role Extension Details.

a. Disregard the End Date in this

5a
screen. A/

Both Expiration and Extension requests
are handled on the same online form.
End Dates are not used in Expiration
requests.

b. Review the Role Information
section to verify the name of the
role submitted for expiration.

c. Review the User Summary for b

details about the user requesting A
the expiration of the role.

6. Click the Additional Information tab.
5c

AMPS displays the Additional
Information screen (see Figure 325).

/ Name Teck Alvin

[0 rome x G nboxx [ SAAR #106540 - Expire of ... X

SAAR #106540 - Expire or Extend Access for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14 EDT

~ Role Extension - Supervisor Decision
* End Date 10/26/2018 [
Comments

You must enter a comment to expire this role.

__ " Cyber Awareness Certification Date 04/01/2022 @
\v/SAAR Information
SAARID 106540 Task Assignee(s) Super, Austin CIV DFAS

Task Creation Date 10/26/2017 02:38 PM GMT-04:00
Date Task Expires 10/27/2017 02:38 PM GMT-04:00

SAAR Type Role Extension
Request Date 10/26/2017
Role Expire Date 11/1/2017
User Justification
Role Extension Details dditional Inft User Inf
" Role Information X4
Expire Role DFAS ADS Prod
Application DFAS ADS P
Environment PROD /
Primary Role Additional and Primary

“entral Site ADS-014
Classification  Undlassified
Access Type  Authorized
Role Position Non-Critical Senstive (NCS)

Sensitivity
v User Summary
User ID DATOO014 Phone £88-555-1212
Email Alvin.Teck@dia.mil
Supervisor (DAN0OO14) Super, Austin
Annual ml::: 7/26/2018

Organization DFAS Columbus
Job Title Analyst
Position Sensitivity Non-Critical Senstive (NCS)
Cyber Awareness 4/1/2017

ir)
Expire _Extend

Task Status Assigned
Last Updated 10/26/2017 02:38 PM GMT-04:00

Certification Date
 Additional Role Attributes
Attribute | Vahoe
ADS SITE ID 0 - ANY- APPROPRIATION UNKNOWN
DDARS CERTIFIER/DISTRIBUTER 0 - ANY- APPROPRIATION UNKNOWN - CERTIFIER
User ID New User

v Requestor Information
This SAAR was generated automatically by AMPS.

Figure 324: Role Expiration - Supervisor Decision - Role Extension Details Tab

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
308 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

7. Review the SAAR Approval History.

In SAAR Approval History, the
Supervisor’s contact information and
decision information will be included in
the SU (Supervisor) row of the table after
the Supervisor decision has been
completed.

SAAR approval history is available in a
SAAR report through Bl Publisher.

8. Click the User Information tab.

AMPS displays detailed information about
the requesting user in the User
Information tab (see Figure 326).

T G @ san s e er
SAAR #106540 - Expire or Extend Access for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14 EDT

/Role Extension - Supervisor Dedision

* End Date [10/26/2018 (&
l

‘You must enter a comment to expire this role.
|04/01/2022 B

Task Assignee(s) Super. Austin CTV DFAS
Task Creation Date 10/26/2017 02:38 PM GMT-04:00

Task Status Assigned .
10/26/2017 02:55 PM GMT-04:00

Date Task Expires 10/27/2017 02:38 04:00

Figure 325: Role Expiration - Supervisor Decision - Additional Information Tab
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9. Inthe User Information tab, AMPS
displays key data about the requesting
user:

e Account information

e User Contact information

e Supervisor contact
information

e Requesting User’s
organization

e Requesting user’s current roles

e Requesting user’s pending
requests.

10. After making a decision on your action,
you have the option to fill in the 9
Comments field explaining the review
decision.

You can enter comments to support
the completion of the review. AMPS
records these comments in the SAAR
Approval History when the supervisor
submits the completed review.

Note:

The Comments text shown in the
sample screen is for demonstration
purposes only. Please enter comments
applicable to the current request.

11. To confirm the user’s role expiration

request, click the Expire button.

AMPS displays a message requesting
confirmation of the expiration request
(see Figure 327).

B fyoesx
SAAR 8106540 - Expire or Extend Access for Teck, Abvin (DATO014) (DFAS Colmvbars) (DFAS ADS) 10/ 26/ 2007 14:24:14 EDT
- Role Exfension - Supenstsor Deoion

* el Dwbe 10262008 O

ConrostabllS. ik T ke B angme Adgwinemd bu e G

o A LS - Eape o

10

fau mudt srer b comment fz eapire this rae

* Cylr Avaromssue CurlsiFetom Dule (971,200 B
= SAML IBTormation
SAMETD 106540
SAAR Type Foks Exbenson
Rasgussst Date 10/76/2017
Eigde Ewpirs Dabe 1130037
Uhepr Jenbification

R Bt St mm
= ey Aot Informeation

Task Assigresa{n) Super, Suntin CTV 04T
Taeale Craaftion Dubs 10262007 02108 PR GMT 0800
IDbe Taak Expines 10/77/2007 (38 PRl GMIT-0A00

Tash Sratin Lovgra!
Lsat Updskad 102672017 (285 PR

, s B0 DATOG0S Aepigupnk St Lovew
Farnl plasme 8l g Type Crllan
Mkl Mame Grada 0512
Lasi Mama Tk itirenship L5
ECTFI UP
(] Ewadl Bhew Tk fidla. eed
Tiths Brabpit

Cyleer Mwvarereris Cortilfcation Dete 040010017
Anreasl Ravalidation Dute 7/24,/2018
« Uherr Contact Dnlormatscn

Officiall Talaphaone 555551712 Oifficm ' Cubes [WFCRHATION CRFRATIONS

Official Fax Shrest BOOC JEFFERSON DHVTS
DriM Phasre HIGHAT
oS Fan b
Habis Ciby Facharond
Bate Vegra
Postal Code YURT-5000
Country UNITED STATES
= rganization + Sayservinoe
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Brnd Trasa {DHEC001)
Fraacri- (A5 1A}
[EidFooan)
= Current Robes
Current Role | Mpplacaticn
b DA RS Prosd - (96 Air Forre Erry DE-DAD (190400 ) Profles D55-007 DFAG DMS
i A Elatribuiion Prod - HOH DUA - ERCUBEY GMLY (ST 319 LS Cuntributicns
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AR 0 SARR Typer ey LT et dgproer
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Figure 326: Role Expiration - Supervisor Decision - User Information Tab

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090
310 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS) User Documentation: User Guide

12. Click the OK button.

Message from webpage >
Clicking the OK button allows the role

expiration to proceed. The role
assignment will expire in AMPS, and a
provisioner will remove related system

and associated access rights to the 0 Are yOU SUTE you Wa nt to EI{FIirE this role?

application.

After you click the OK button, AMPS
closes the decision screen and the ('

message box. \
n 12 QK [: | I Cancel

Task Arsm?ee[s] i

Figure 327: Role Expiration - Confirmation

13. In the My Tasks view, click the Refresh — - =
icon to remove the completed SAAR M| o b ( [ Rietresh

from the My Tasks list. Wisars | My Takslz) | - S Q= Mes My Group al[] Assgned 14
a & Tite
[ SAMR #106540 - Expire or Extead Access for Teck, Alvin (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 1424214 EDT

Tnboee i3] SN 106282 - Aneaall Account Revalidation for Sod, Dwvid (DOSSS1E) (DFAS Mexandris (Mark Center)) 10/06/2017 17:10:16 EDT BE214
My Tasks ()

Diue Soon
High Priority “
Prait, Dury

Pt Week

Past Hasth

Past Quarber

Mharrual Prewriineng

My Sn] Tasks

New Tasks:

Figure 328: Inbox - My Tasks
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14. OPTIONAL: Follow these steps to view

14a 14b
. [E8] Home x Inbox X ]
completed request in the current task (8 Homex || & Tnbox / /
list view, as needed: Views = || My Tasks(1) / 106546 Q|+  MeaMyGouwpAllv| EENETIEE V] B - Bh)
a. Inthe Search field, enter the :

B Title Number Creator
SAAR number. Xz

SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 1 843074
Inbox /
b. Inthe Status field, enter either

My Tasks
Completed or Any.

Views
AMPS automatically searches for the S
specified SAAR. The result is » High Priority q
displayed in the list area. In the Past Day
sample, AMPS displays the Past Week
Completed task for SAAR 106546. Past Menth
c.  Click the SAAR title to view the :Zs:::r:f;mmg
SAAR decision screen again. My Staff Tasks
You cannot change the decision, but New Tasks
you can review the decision Reride A
information. S 2
Figure 329: Inbox - Completed Task List
15. AMPS notifies the user that the Sample User Notification: Expiration Request Completed
expiration request has been
completed. Subject: Notification: SAAR #106540 - Expire or Extend Access for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14 GMT
The SAAR number and related data in Body:
the email notification are also available 15

The Supervisor has completed an approval for SAAR #106540.
on the user’s Pending Requests table. /

Note . The outcome for this task is REJECT.

The role expiration confirmation AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service

message does NOT mean that the Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at
approver rejected the expiration https://dla.servicenowservices.mil/sp?id=index

request.

The message actually means the
Supervisor approved the user's request
to allow the role to expire immediately:
that is, the Supervisor is “rejecting” the
role for the user.

16. The user can monitor the status of the expiration request during the approval process, by If AMPS lists the expiration SAAR with a status of TICKETED, this indicates the SAAR awaits the
checking their Pending Requests table.

action of a provisioner to complete the removal of the role access privileges from the user’s
(See How to Check Your Role Status on page 94.) application account.
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17. After the Supervisor approves a Sample User Notification: Deprovisioning Notification of a Role
request er arole expiration, AMPS Subject: AMPS Application Processing for SAAR #106540
also notifies the requestor that the Body:

role expiration request has been

forwarded to an application 17 AMPS Application Processing request for SAAR 106107 has started.
provisioner for removal of access /
privileges. Request For:
DLA Login: DAT0014
After a role expiration request has been Name: Teck, Alvin
approved and the role removed from Phone: 888-555-1212
AMPS, the role’s access privileges must Email: Alvin. Teck@dla.mil

be removed from the user’s account
through a deprovisioning process:

EDIPI/UPN: 1286972493

Access Information:

If an application role is provisioned SAAR #: 106540

through Total AMPS or Remedy, the
Status changes to TICKETED. This

status remains in place until the Remove Job Role: DFAS ADS Prod - 5207 - 00 Central Site ADS-014
provisioner closes the provisioning
ticket to indicate the role has been Applications and Access:
removed. Resource: DFAS PROD - DFAS ADS
Remove: Central site Disbursing personnel only. Print application auto-granted to sub-super and above.
Note.' Remove: Role ID:ADS-014
If your application is auto- Justification: (none)

provisioned, AMPS automatically
handles the deprovisioning process
and removes the role from your
account.

Optional Information: (none)

Role Expiration SAAR requested by AMPS on 10/26/2017
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18. After the deprovisioning step is
complete, AMPS delivers an email
notification to advise you that the
expiration request is complete.

Sample User Notification: Expiration of a Role - Final Notice

Subject: AMPS Application Processing for SAAR #106540

User: Alvin Teck

Request Type: 106640 - Request Extension of User Access for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14 GMT

Application: DFAS ADS
Role: DFAS ADS Prod - 5207 - 00 Central Site ADS-014

Recommended Resolution: If you still need this role, consult with your Supervisor for recommendations on further action. You can also log in to AMPS and

submit a new request for the role.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global Service
Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at

https://dla.servicenowservices.mil/sp?id=index

18 / Body: The following application roles have expired and the removal of your access has been fully processed.

19. Check the SAAR History table on the
Applications & Roles tab to monitor
the final status of your expiration
request.

When the role expiration request has
been completely approved, AMPS shows
the role’s status as REJECTED.

This status indicates that the role
expiration request was accepted, the
role has been deprovisioned, and the
user no longer has access to the
application.

19

[ Homa® ey Infermation =
Display Name Simon Teck [DST9218)

Lisr Information Applications & Roles
Cunrmesnl Foodess

Additional Role Attributes Upclate Additioral Attritutes |
Feode Name | Atribeste | Wahae
DFAS SABRS Prod - DFAS Systirmd Maint Téam SABRS-020 SABRS ACID (UsarlDy) 98765
Provisioned Accounts
DFASProd-SABRS  SAPRSOOUTARSABL,
Ol DLA JID DETE24E8
Pending Requests Cancid Reguast
| | | | Riaquest .
SAAR 1D SAAR Type Rcihtr Nasrralt | Stats mmwm Expiry D
T i | Lz G | G2 | Lo { i
< >
SAMR History
SURID[SMRTyoe  [Roefame [Sahs (Lt Activity Dato
(N 102780 Role Extension  DFAS SABRS Prod - ROSO0E MENL SABRS-003 REJECTED 101212016
1027788 "Role Ragquest DFAS SABRS Prod - ROSODE MENLY SABRS-003 COMPLETED TO12 2005
102125 Roke Request 055 Distribotion Prod - NOM DLA - INQUIRY OMLY DEST-319 REJECTED QRI206
102130  Ruoks Rssquesst DFAS SABRS Prod - DFAS Ganeral User SABRS-014 REJECTED Q272016
100085 Riler Rgsuaest DAL SABRC Prod - DFAS Syaterrd Maint Taam SABRC-020 COMPLETED B1/2016
108442  Mewi IT Usesr B AMPS BASE USER ROLE OOMPLETED 620/2006

Figure 330: SAAR History - Role Expiration Request is Complete (Status: Rejected)
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What You Can Do

Supervisor Approval Procedure for Role Expiration: External Users

This procedure enables you, as an External AMPS Supervisor, to respond to the request of a direct report to approve the removal of arolein a
role expiry procedure.

Note that an expiration requires an approval by the Supervisor ONLY. No other approvers are needed or notified to complete an expiration
request.

Where to Start

Read the expiration notifications and
make note of the SAAR number.

This SAAR number refers to a SAAR that
requires a response from the Supervisor
within 20 days.

AMBPS issues a standard expiration or
extension notification to the Supervisor
immediately after the request is
submitted by the user.

AMBPS also issues to the Supervisor a
reminder notification about a pending
role expiration every day (not shown).

Copy and paste the URL into a browser
URL address field and navigate to the
associated screen.

AMBPS displays a Consent to Monitoring
screen (not shown). Upon confirmation of
assent, the system displays the Approval
Work Queue screen in the browser (see
Figure 332).

Check email messages for a notification from AMPS regarding a pending action.

Sample Notifications: Action Required - Role Expiration Request

Subject: Action Required: SAAR #106546 - Expire or Extend Access for Zorba Fitzgerald (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017
15:52:19 GMT

1 Body: SAAR #106546 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) has been submitted for approval.

This request to extend DFAS DCMS Prod - DSK Air Force Entry Columbus (503000) Profiles DSK-006 was submitted in AMPS on 10/26/2017
15:52:19 MGT.

Please visit AMPS at this URL:

https://amps.dla.mil/eaportal/faces/adf.task-flow?adf.tfld=eaportal-flow&adf.tfDoc=/WEB-INF/eaportal-
flow.xmI&ApprovallD=3819%3AjW%2BTewsFOqzT%2FIzDy40BglgAgqqLGtUD)1M)zTs1QCQ%3D

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 11/15/2017 15:06:31
GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

-

2 A'j:} https://amps.dla.mil/eaportal/faces 2 - 2| & Home - DLA Today & Newtab

N

Figure 331: Web Browser Instance - Enter the Approval URL in the URL Field

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090 AMPS User Guide Ver 7.3.5.pdf
315 of 540



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

3. Locate the pending SAAR in the
Approval Action column of the
Approval Work Queue and click the
SAAR Approval Action anywhere in that
table cell.

AMPS displays the External Supervisor
Decision screen (see Figure 333).

'mwmm Logout|
Ul
Approval Requests
BARNE S 10654 - B EXFO0ZY) (DLA Eviernal) (DFAS DO 10262017 111572007
/SN"R-I'JGI .“ EZF0023) (DLA Extarnal) (DFAS 548, 10/262017 11/15/2007

Figure 332: External Supervisor Approval Work Queue
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4. Review the Role Expiration Details on
the External Supervisor Decision
screen

a. Disregard the End Date. This date
is not used in Expiration requests.

b. Review the Expire Role field to
verify the name of the role
submitted for expiration.

5. Click the Additional Information tab.

AMPS displays the Additional
Information screen.

4b

ilﬂr_n-unt Management and Provisioning System (AMPS)

cul
=B Extensien - External Supervisor Decision
4a * End Dale 097262018 [
e Comments

Wimi Friued eiber @ cominent B epine thia (ole

= Cyber Awarensss Cortification Date [-4,00, 2007 Wy
= SAAR Information
SAAR ID 10&114
SAAR Type Role Extersion
Request Data %/25/2017
Rode Expire Date /242007
User Bustilication
Approver 1D s 7

Task Assigreea(s) rudorsger@emul com
Taik Creation Date O35/ 2017 G2:05 PM GMT.04:00
Date Task Expires 10/15/7007 02000 PM GMT-0-4:00

QU e MR E M S LWyl g T v e 30
Approver First Nama 7> Apprever Email ador suge Demald com
Apprower Last Name Su Approver Phone B85535 7777

Addtsaal Tedormation Uer Information
= Rode Infoermation t:f

Expire Role DFAS SABRS Prod - ADHOC wi'o Cmd Lime SABRS-00%
i Application DFAS SABRS Classhication  Uscisafiod
Enwiromment 00 Access Type At
Primary Roke Not Aopboable Role Position Non-Sensithe [ NS)

Sensitivity
= Usesr Sumimary
Ussr [D EXFOO2D Phone 25280951312
Name Farpesd, Torba Emall reroesal com
Organization DLA External External Supervisor Super, Zardes
Job Tithe Anata (rardor.suparGemal.com)

Position Sensitivity Non-Critical Sensitive | NCS) Cybar Awaronsss 4/1/1017

Certification Date
= Additional Role Attributes
Attribute ) Valos
SABRS ACTD [UserlD) s

» Respeestor Information
This SAAR was peneiated sutomatically by ARPS,

AMPSEXTERNALSERVICE O

Cancel | Exgire | Expind

Task Status Saugred
Laat Updated 09252017 0205 PM GMT-0400

Figure 333: Supervisor Decision - Role Expiration Details
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6. Inthe Additional Information screen,
note the SAAR Approval History.

All approval details are saved in this
screen to preserve the approval record.
Any comments entered by the user will be
displayed in this table.

7. Click the User Information tab.

AMPS displays the User Information
screen.

Mwwmmm

= Role Extension - External Supervisor Decision
* £nd Dabe (3762018 Oy
Comments

Vo mmust enlel § commenl 10 sxpine D role.
“ Cyber Awareness Certification Date 04 71,7000 o
= SAAR Information
SAAR IO 106114 Task Ausbgroels) 2ardos smme Semad com
SAAR Type Hole Exbenmon Task Creation Date O%/THI017 02-0% PM GMT-04:00
Request Date 5/25/2017 Date Vask Expires 10/15/2017 02:05 M 0MT-04:00

Tank Status Assgned
HH_MMHHM

Figure 334: Supervisor Decision - Additional Information
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8. Inthe User Information screen,
review the user’s account, contact,
External Security Officer, and External
Supervisor information.

10

9. Note the Pending Requests table,
which lists all outstanding role
requests.

The current request is included in the
Pending Requests /ist.

10. Enter text in the Comments area to
clarify the decision and activate the
Expire button.

As the screen advises, you must enter
comments to activate the Expire button
and complete the decision to allow the
expiration to proceed.

11. Click the Expire button.

AMPS displays a message requesting
confirmation of the decision (see Figure
336).

Note:

If you click the Expire button, you are
affirming the user’s request to allow the
role to expire.

Selecting Expire sends the role
expiration request to the provisioning

process so that the role can be removed /

from the user’s account.

nt Management and Provisioning System (AMPS)

= Rode Extension - Externs] Supervissr Decsion
* End Dabe 252018 0

G 5 wproves the regquest. The specfied role
/ < b romreperd Srom they wner’ acooung]
You el enlat & Commsent Lo sexpre Bes iole
= Cyber Awareness Certification Dake 0401/ 2007 B
= SAAR Information
SAAR DD 108114 Tk Assignes(s) sardorsuper Gomal com

SAMR Type Role Exterrien Task Creation Date 257017 02:05 P GMT-04:00

Duste Tark Ewpires: 10157017 02205 PH GHT-04:00

Cyber Aywaremess Cortilfication Dabe 040172017
= \bser Conltact Information

Oificial Trlrploomr 5635551212 i b
Dificial Fao Sireel 759 Forlors Strect
v Phwomse PO
D5 Fax ity Rachireiad
Mobile Stale Vo
Powtal Code 21200
Country UNITED STATES
= External Supervisor = Extemal Security ificer ~ Extermal Authorizing (ificial
Emadl rsrdecseper@enal.com Eonaill rormosoffgemael oo Ermail zenda.esoBemal com
Firstt Mo Tardas First Hasme First Hanw:
Last Masne Super Lanst flaenr Lavst M
Phome 383-555-7777 Plezme Fhane
= Camrent Roles
| Curvemt Rokes.

= DFRS SABRS Prod - ADHOE mi Cind Line SABRS 004
= DFAS TABRS Prod - HOMC CTAR SABRT SABeS-000
fﬂﬂmmu-uh

SARE 10| SAAR Trpe Fiole Marree

BOS1I4 Roie Bxtongion  DFAS SABRS Prod - ADWOE wio Cmd Ling SABRS 005
LGI0P Roks Roquest  DFAS SABRS Havy PROC - SABRS ROSCOE NAVY-0LY

AMPSEXTERMALSERVICE O

e~

Task Slatus Assgoed
Lant Updated 05752007 02:05 PH GMT-04-00

Apphratian |Envieonment  |Role Type: |
DFas fapnt PR LR
DFag Lapns PR R

Faguest Last Actity

et wmm h-:bmm |

PENDING APSRID . Extornal Super, WIST01T 10/1S017 W57
PENDIING APPRO. . Extirnal Soper,.. WIUI017  10/11/2007 42172007

Figure 335: Supervisor Decision - User Information
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12.

13.

In the Message dialog, click the OK
button.

The role expiration confirmation message

asks the Supervisor to confirm that the
user should be granted the request to
allow the role to expire immediately.

Clicking the OK button allows the role
expiration to proceed, and the role to
expire and be deprovisioned from the
user’s account.

Click the link Return to the External
Approval Worklist.

AMPS displays the Approval Work
Queue dialog (see Figure 338).

13

Mestage fram webpage

P . ~—" .

0 e you sure you want 1o expire ths role?

Cancel

Figure 336: Expiration Message - Confirm the Expiration of the Role

/

Task Completed
Approval task for SAAR 106114 has completed.

| hittps// amprtusel ad dla mil/ eaportal/faces add task-flow?sdi tid = caportal-flow...

Figure 337: Approval Completed - Supervisor’'s Approval for External User Expiration Request is Complete

14.

To exit the Approval Work Queue,
click the Logout button.

AMPS closes the Approval Work Queue

dialog.

To reopen this dialog, return to the next
notification of a pending action and
follow the instructions in Step 3.

Approval Requests

.mm Work (haese

SAAR w1510 - Bl Unes' Accia fos Firgermhd, Farfs (ERFOO0Y) (DULA Extival) (DFAS SABRS

Sppemal Rt Date

WY

Apprewal Request Expires |
[T P T

Figure 338: AMPS Approval Work Queue
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15. After you log out of the AMPS Approval 15
System for external approvers, the e B haps : dsmitiesp © = & & || 3 4495 Approval System £ E
system displays a logout confirmation File Edt View Favertes Tosh Hep
message. mprs Approval System ~

Use the Close Browser button shown in
Figure 339 to close the browser.

al Service Desk by calling
O-L-a] ar wesit the DLA Service Por

Figure 339: AMPS Approval System for External Approvers - Logout Confirmed

16. After the Supervisor approval is Samp[e User Notification
finished, AMPS sends a notification to

the user explaining the outcome of this
step in the role expiration process.

Subject: Notification: SAAR #106546 - Expire or Extend Access for Zorba Fitzgerald (EZF0023) (DLA External) (DFAS DCMS) 10/26/2017 15:52:19
GMT

Body: The External Supervisor has completed an approval for SAAR #106546.
16 The outcome for this task is REJECT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

17. AMPS then notifies the user that the Sample Provisioning Notification: To the User
szp;rlnﬁc;ciliz: t?osi;iF;:OVISIoned by Subject: AMPS Application Processing for SAAR #106546
PP P ' 17 Body: AMPS Application Processing request for SAAR 106546 has started.

Request For:

DLA Login: EZF0023
Name: Fitzgerald, Zorba
Phone: 888-555-1212
Email: zfitz@mail.com
EDIPI/UPN: 1286972493

Access Information:
SAAR #: 106546

Remove Job Role: DFAS DCMS Prod - DSK Air Force Entry Columbus (503000) Profiles DSK-006
Applications and Access:
Resource: DFAS PROD - DFAS DCMS
Remove: DSK-006 DSK Air Force Entry Columbus (503000) Profiles

Justification: Allow this role to expire. No longer needed.
Optional Information: (none)
Role Expiration SAAR requested by AMPS on 19/26/2017

18. The user can monitor the progress of the expiration request during the approval process, by checking their Pending Requests table.
(See How to Check Your Role Status on page 94.)
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How to Process a Provisioning Ticket for an Expiring Role

What You Can Do | This procedure is provided for a Total AMPS ticket provisioner. Similar information for Remedy-enabled applications is also

delivered to a provisioner through email.

This procedure applies to requests from internal users and external users.

As the provisioner, you can identify a Total AMPS provisioning ticket for a role that has expired and is to be deprovisioned.

Where to Start | After reading the email notification, start by logging in to AMPS.

1. Read the provisioning notification and
make note of the SAAR number.

This SAAR number refers to
the SAAR that requires
a response from the Provisioner.

Sample Provisioning Notification

Subject: AMPS Application Processing for SAAR #106540 requires your attention.

Body:
AMPS Application Processing request for SAAR 106540 requires your attention.

Request For:

DLA Login: DAT014
Name: Teck, Alvin
Phone: 888-555-1212
Email: Alvin.Teck@dla.mil
EDIPI/UPN: 1286972493

Access Information:
SAAR #: 106540

Remove Job Role: DFAS ADS Prod - 5207 - 00 Central Site ADS-014

Applications and Access:
Resource: DFAS PROD - DFAS ADS

Remove: Central site Disbursing personnel only. Print application auto-granted to sub-super and above.

Remove: Role ID:ADS-014

Justification: (none)
Optional Information: (none)

Role Expiration SAAR requested by AMPS on 10/26/2017
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2. Afteryou login to AMPS, locate and click
the Inbox command from the User ID
drop-down menu.

AMPS displays the My Tasks view
(see Figure 341).

3. Inthe My Tasks list, locate the SAAR for
the role expiration in the Title field.

You can verify the correct SAAR by its
number, information, and role name.

4. Click the SAAR's title to start the
provisioning process.

AMPS opens an approval screen in a
separate window.

1]

Account Management and E'rr:mmmmg System (AMPS)
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Figure 340: User ID Drop-down Menu - Inbox Command
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Manual Provisioning
My Staff Tasks
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Oct 15, 2017 5:25 PM
Sep 25, 2017 2:51 PM
Jul 20, 2017 2:49 PM
Jul 5, 2017 3:38 PM
Jul 5, 2017 3:38 PM
Jun 15, 2017 3:38 PM
Jun 15, 2017 3:38 PM
Jun 15, 2017 3:38 PM
Mar 1, 2017 6:16 PM
Mar 1, 2017 4:43 PM
Jan 17, 2017 2:26 PM
Jan 17, 2017 1:59 PM

Pricrity

w
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Figure 341: Inbox - My Tasks
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5. Check the Work Details section for
instructions about the provisioning
request.

In the sample screen, the Work Details
indicate the provisioner is to remove the
specified role currently assigned to the
Requestor.

6. Enter text in the Comments area to
clarify the current action taken.

Comments text is required, but since a
provisioning ticket can be opened, closed,
and reopened before it is complete, you can
enter progress notes or other appropriate
text to clarify the status of the provisioning
task.

To save comments and reopen the ticket
later, click Save Comments. Reopen the
ticket from the My Tasks view in your
Inbox.

7. When the deprovisioning tasks are
complete, click the Work is Completed
button.

AMBPS closes the provisioning ticket screen.

AMBPS then notifies the user that the
deprovisioning actions are complete and
the user’s application access privileges have
been removed.

SAAR & 106540 DFAS PROD - ADS 5207 Application Provisiner Remove Access for Tedk, Absin (DATOO14)

Applacation Request

Currend Taskh Cwnar
Cuwvenit Resourcs Respongibility) DFAS PROD - ADE 5107 Applcaton Provicrs
Lt Wit 08 26 2817 204 B
¥ Commanbi: Caprowaicneng of the rols for S ser i complets.

-/

/mm

Biecpant Fovt
DLA Laginn: DATOS1L4
Masvsn: Tk A
Phona: EBE-455-1212
Ervus: A, Tothofla rred
ECAPE/UPS) 1286972453

Aot rdpavrutaun
SAAE B 106540

Rarvare Jb Riskgs CFAS ADS Prisd - 5207 - 0O Casirad Ste ADSD14
e i ata] Bl

Posities Senlivity “lr-Criticd Senilies (ROS)

Esmeros: DFAS FROD - DFEAS ADG
[ Camirad pbe Durbuurning i oy, Print sppl st granted to nubenuper aed stores.
Rasmoves Bole IDRADS-DL4
Ansdcaton: (none)
Optsonal Informaton: [mona))
[Bsle Exparaten SAAR recpamibed by AMPS on 107262017
- Adulstisnsl Rele Artributes
Atirdasa [Vako
ADYS SITE 3D 0« ANY- APFROSFIATION URSINCRN
DOARS CERTIFIREDEFTRIBITER 0« ANY- APPRODSFIATION URBNCRAVN - CERTIFIER
Usar 1D Fww U
= Wser Sunsmany
War PO DATOG 14 Phona BEE-555-1112
Mams Teok dbin Emmail Ak Tock Gilasd
‘Drganizabisa OF AL Columbor Supsreinor [TANIOLE) Tuper. Aube
Job Title snshar

Cyber Awassness 41/ 10L7

Cavtilicatisn Dats
© Current Robes
Le DRAS EEMS Brod - B A Foeos Entry DE-DAD (183108) Brofles rix-002 DFAS DS
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Figure 342: Role Expiration - Provisioning Request
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8. Inthe My Tasks screen, click the Refresh
icon to remove the completed
provisioning task from the My Tasks list.

9. OPTIONAL: Follow these steps to view
the completed provisioning task, as
needed:

a. Inthe Search field, enter the SAAR
number for the provisioning ticket
you want to review.

b. Inthe State drop-down list, select
either Any or Completed.

AMPS automatically displays one or
more tasks having a State that
matches the search criteria.

c.  Click the SAAR title to view the SAAR
provisioning ticket again.

You cannot change the ticket after you
have clicked the Work is Completed
button, but you can review the
provisioning information.

Refresh
Views == My Tasks(16) / Q, - Me & My Group MI Assigned E 8 %
E‘ﬁ B Title “Au Creavmssigne
SAAR. #106540 DFAS PROD - ADS 5207 Application Provisioner Remove Access for Teck, Alvin (DAT0014) 8. Oct 26, 5
Tnbox SAAR #106486 DFAS PROD - SABRS PROVISIONER Update Access for MALICK, FRANKLIN (1229740381) 8. Oct 24, 2017 6:51 PM
My Tasks (16) SAAR #106472 DFAS PROD - SABRS PROVISIONER Update Access for MALICK, FRANKLIN (1229740381) 8. Oct 24, 2017 8:20 AM
SAAR #106460 DFAS PROD - SABRS PROVISIONER Update Access for MALICK, FRANKLIN (1229740381) 8. Oct 23, 2017 4:37 PM
Views SAAR #106131 DFAS PROD - SABRS PROVISIONER. Remove Access for Teck, Dave (DDT001%) 8. Oct 15, 2017 5:25PM
Due Soon SAAR #106114 DFAS PROD - SABRS PROVISIOMER Remove Access for Fitzgerald, Zorba (EZF0023) 8. Sep 25, 2017 2:51 PM
» High Priority SAAR #105871 DFAS PROD - SABRS PROVISIONER. Request for Soff, Charles {DC59809) 8. Jul 20, 2017 2:49 PM
Past Day W SAAR #104814 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for Whizz, Ghee (EGW0315) 8. Jul 5, 2017 3:38 PM
Past Week SAAR #104811 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for Medison, James (EJIM2626) 8. Jul 5, 2017 3:38 PM
Past Month SAAR #104813 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for nosnibor, aidrtap (EANDLS7) 8. Jun 15, 2017 3:38 PM
Past Quarter SAAR #104815 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for Jackson, Richard (ERJ0377) 8. Jun 15, 2017 3:38 PM
Manual Provisioning SAAR #104812 DFAS PROD - DIMS NAVY PROVISIONER Remove Access for nosnibor, aicirtap (EAN0157) 8. Jun 15, 2017 3:38 PM
My Staff Tasks SAAR #104477 DFAS PROD - SABRS PROVISIONER Request for Super, Colleen (DCS9808) 8 Mar 1, 2017 6:16 PM
EE -
New Tasks SAAR #104473 DFAS PROD - DIMS NAVY PROVISIONER Reguest for Eteck, Dez (EDE0254) 8. Mar 1, 2017 4:43 PM
cv; o . SAAR #104147 DFAS PROD - SABRS PROVISIONER. Request for Teck, Alvin (DAT0014) 8. Jan 17, 2017 2:26 PM
Pending Approvals SAAR #104146 DFAS PROD - SABRS PROVISIONER Request for Teck, Alvin (DAT0014) 8. Jan 17, 2017 1:50 PM
< >
Figure 343: Inbox - My Tasks
9a 9 -
Home Xy Inbox % / ]
Views & [ My Tasks(1) |~ 2 106540 Qv MesMyGroup All[v] Completed v B~ 5]
| B Title Nu Creator Assigne
9c SAAR #106540 DFAS PROD - ADS 5207 Application Provisioner Remove Access for Teck, Alvin (DAT0014) 8. Oct 26,
Inbox
My Tasks
Views
Due Soon
M High Priority q
past Day
Past Week
Past Month
Past Quarter
Manual Provisioning
My Staff Tasks
New Tasks
Pending Approvals
< >

Figure 344: Inbox - Completed Task List
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10. After deprovisioning is completed, AMPS
notifies the user that the expiration
request has been completed.

The SAAR number and related data in the
email notification are also available on the
Applications & Roles tab of the My
Information screen.

10

Sample User Notification: Expiration Request Submitted
Subject: AMPS Application Processing for SAAR #106540

User: Alvin Teck

Body: The following application roles have expired and the removal of your access has been fully processed.

Request Type: 106540 - Request Extension of User Access for Alvin Teck (DAT0014) (DFAS Columbus) (DFAS ADS) 10/26/2017 14:24:14 GMT
Application: DFAS ADS
Role: DFAS ADS Prod - 5207 - 00 Central Site ADS-014

Recommended Resolution: If you still need this role, consult with your Supervisor for recommendations on further action. You can also log in
to AMPS and submit a new request for the role.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA
Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA
Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

11. The user can check SAAR History in the
Applications & Roles tab on the My
Information screen to view the final

«

Display Name Alvin Teck (DAT0014)

User Information Applications & Roles
status of the expiration request. ~ Current Roles Request Role| Remove Role
|current Roles Application |Envi |Role Type |
L~ DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) Profiles DSK-002 DFAS DCMS PROD USER
/n th[s examp/e AMPS dlsplays the L DSS Distribution Prod - NON DLA - INQUIRY ONLY DSST-319 DSS Distribution PROD USER
expiration SAAR with a status of v Additional Role Attributes Edit Additional Attributes
REJ ECTED Role Name \Att'nbute |Value \
. . . DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) P DCMS DSK DE-DAO. ;g
This status indicates that the role has .
) o . DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) P DCMS DSK USERID  New User
expired and that admin "S_trm:’ve personnel DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) P ZKA Cert C ;;;
have completed deprovisioning work. .
DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) P ZPA Cert C 4
»
I Provisioned Accounts
System Type \Syﬂem Name | d Access \

DFAS PROD - DCMS DSK APPLICATION P_.. DFAS PROD - DFAS DCMS
DSS PROD - DSS DISTRIBUTION PROVIS... DSS PROD - DSS Distribution
0ID DLA OID

L

DSK-002 DSK Air Force Entry DE-DAO (380100) Profiles

Role-ID: DSST-319 Default Group: NONDLAA User Groups: SITEU...
DATO0014

~/Pending Requests Cancel Request

I T T i
SAAR ID | SAAR Type Resource(s) Istdtus Current Approver g‘;‘:m Expire Date }:?:ttem
104147 Role Request DFAS SABRS Prod - CICSDEV Menu Options SAB... TICKETED Provisioner 1/17/2017 1/17/2017
104146 Role Request  DFAS SABRS Prod - ADHOC w/fo Cmd Line SABR... TICKETED Provisioner 1/17/2017 1/17/2017
vIRequest History
SAAR # |SAAR Type |Resource(s) | status |Last Activity |
1 106540 Role Extension  DFAS ADS Prod - 5207 - 00 Central Site ADS-014 REJECTED 10/26/2017
( 106539 Role Request DFAS ADS Prod - 5207 - 00 Central Site ADS-014 COMPLETED 10/26/2017
/ 106260 Attribute Chan... DFAS DCMS COMPLETED 10/5/2017 v
106259 Role Request DFAS DCMS Prod - DSK Air Force Entry DE-DAO (380100) Profiles DSK-002 COMPLETED 10/5/2017

Figure 345: My Information - Applications & Roles Screen
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How to Submit a Role Extension Request

What You Can Do | This procedure enables you to submit a request to extend a role that would otherwise expire and be removed from your account.

Where to Start | After reading the email notification, start by logging in to AMPS.

How to Submit a Role Extension Request: Internal User

1. Read the expiration notification and make Sample User Notification: Expiration of a Role
note of the SAAR number.
Subject: Action Required: SAAR #106133 - Expire or Extend Access for Dave Teck (DDT0019) (DFAS Columbus) (DFAS SABRS) 09/25/2017 18:04:31
GMT
This SAAR number refers to ) )
o . 1 Body: SAAR #106133 - Expire or Extend Access for Teck, Dave (DDT0019) (DFAS Columbus) has been submitted for approval.
a role expiration SAAR that requires / : ) )
a response from the user within This request to extend DFAS SABRS Prod - DFAS General User SABRS-014 was submitted in AMPS on 09/25/2017 18:04:31 GMT.
20 days.
Please visit AMPS at this URL:
AMPS issues to the user a reminder notification https://amps.dla.mil/
about a pending role expiration every day.
Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/15/2017 18:04:37 GMT.
AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index
2. After you log in to AMPS, locate and click the

Inbox command from the User ID drop-
down menu.

AMPS displays the My Tasks view
(see Figure 347).

' . [ wooons |
' Account Management and Provisioning System (AMPS) SN N ks

AMPS Regoring Tool

Amas Hep

AMPS News: |

My Information Role Request

Manzge your profie, Request a ol fof access
passwords and challenge
Questions

Copriaht & 2001, 2019, Oracie ancior 1 MTiates. A1 AgM 6ol

Figure 346: User ID Drop-down Menu - Inbox Command
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3. Inthe My T_ask§ list, Io.cate Fhe SAAR for the T
role extension in the Title field. ) )
Views 45 || MyTasks(l) ~ A Qv Me&MyGroup All[V] Assigned [~ B - )]
N | B Tite Number Creato
You can veri]j/ the correct SAAR by its number. 3 |8 SAAR #106133 - Expire or Extend Access for Teck, Dave (DDT0019) (DFAS Columbus) (DFAS SABRS) 09/25/2017 18:04:30 EDT 841930
Inbo:
My Tasks (1) /
4. Click the SAAR's title to start the extension Views ™
request process. Due Soon /
4 High Priority q
Past Day
AMPS opens the Extension Request screen in 2’2 :’“:l
a: lon
a new tab. Pact Quater
Manual Provisioning
My Staff Tasks
MNew Tasks
Pending Approvals
< >

Figure 347: Inbox - My Tasks List
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5. Verify the following information:
5a. In the SAAR Information section, the
SAAR number must match the SAAR
indicated in the email notification.
5b. In the Role Information section, the Role
Name of role to be extended should be
accurate.
5c. (DFAS users) Your Cyber Awareness
Certification Date must be valid.
6. Enter the reason for requesting the role
extension in the Justification text area.

Note:

The text provided in the sample screen is for
illustration purposes only. Please enter text
appropriate for your extension request.

7. Check the Organization Name, to verify the
correct organization is identified for your
account.

If the Organization Name /s incorrect, click
Update Organization to search for and select
a new organization.

8. Check the Supervisor Name, identifying
data, and contact information to verify the
correct AMPS Supervisor is identified for your
account.

If the Supervisor information is incorrect, click
Update Supervisor to search for and select a
new AMPS Supervisor.

Note:

If you do not identify the correct Organization
and Supervisor, AMPS cannot send the
extension request to the correct approvers.

9. Click the Extend button.
AMBPS closes the Expire or Extend screen and
submits the request to the approval process.

Wems lebes W SAKE SEGS1TY - Exphmar = & &
[SAMR 2106133 - Expire or Extend Aooess for Teck, Duve [DOT0019) (DFAS. Cohembas) (DFAS SABRS) 0925/ 2017 18:04:30 EDT 9
= Reole Extension Roqusest
Jastification | peed ths ok o perfonm my k.
6 /
Vou ment sanfer o justificalon b exiend this rols.
SAAR [nformation
Ba SRAR ID 105133 Tash Assignes(s) Due Seels Teck
SAMR Type Fobe Exterdon Taak Creation Dabe 0525/ 2007 06004 PM GMT-04000 Taak Status Aasigred
Raquest Dale 3751017 Dabe Task Expires LO/I5/2017 D0 PM GMT-04:00 Last Updated 095/ 2017 0509 PRI GMT-0400
Role Expirs Date 9262017
- Role Informuastion
Enpire Role DFAS SABRS Prod - DFAS General Uper SABRS-014
5b Application CFAS SAIRS Classification  Unclsfed
Erveirnnmsent PROD Aoness Type  Aothoeoed
A Primary Role Mot Apocleable Roke Position Man-[rito| Sessiive [ HOS]
- User Acooumt Information -
Whsewr [ DOTTONF Arcoagant Shatus Actrew
Firgk Mames Dave Dake of Barth Mo lnngesr eodlacted.
Mickelle Manne “onols i
Lt P Tisch. et
EMPLiUPH * Grade | G512 5
Ermail Dave. Tackiichmd * Cotigeacship 15 =
* Tithe Anaht
5¢c f*qi-_-mm (=2 T LY
Arwrvisal Rirvaledation Date
- Uer Contact Information
* Oificial Telaphona 009-555-7070 Diffice [/ Cube  [FORMATION DPERATIONS
Ootfciall Fazx ® Shraak | B000 JEFFER-SOMN DUVES HIGH
TSN Phana PO Bk
¢ Fax: Oy | Richmond
Hadstler Lf - T - |
* Pesibml | 17975000
Code )
* Coumkry LMITED STATES |
i
= Drganization = Supervisar
& Updats Organtation 7 # Update Supervisor
Orguanization S St - % Teck
Security Officer{s) HD Smit Usar 1D CPETE219
At Soff [DANDOLE) Title Ansbyst
w a‘hﬂ':m Organization [FAS Coburmbu
{ At (TaaL3) Emadl Sedera. Teckificlla md
Brad Lruo (DIEINO01) Phone B55-555-1212
- SANR Approval History
Approval Typs il M ] Ervad | Pl Minbi | Aty (Dabe Chaheesvod Covarabls
USER

Figure 348: Expire or Extend - Internal User Extension Request Screen

AMPS Sustainment

Contract No. SP4709-17-D-0045/SP4709-23-F-0090

329 of 540

AMPS User Guide Ver 7.3.5.pdf



Account Management and Provisioning System (AMPS)

User Documentation: User Guide

10. To confirm the submission of an extension

request, click the OK button. Message frorm webpage >
; o Are you sure you want to extend this role?
10 OK Cancel
Figure 349: Extension Request Confirmation
11. In the My Tasks list, you can search for and . ETT 11a 11b =

view the extension request again, as needed.
Follow these steps: e || Py Tasks(1 & 106133 Q" MesmyGoup ] Completed = e~ B
a. Enter the SAAR number in the Search 11c e .7 = : R e e R T TR T

field. Tnbox /a \'f
b. Change the Status selection to Any or yTasi

Completed. After you select a different Views

status, AMPS automatically initiates the s

search and displays the resulting e

Puat Dwy

SAARs. e

c.  Click the SAAR title to reopen the Pank Mpnth
. Pk, Cpuarter
Extension Request screen. it
My Staff Tomks
AMBPS lists the extension task in the My Tasks :_‘:;m
0 Appe ovals

list. Click Cancel in the extension request to € 3

close the screen.

Figure 350: Inbox - My Tasks List - Updated

12. To monitor the progress of your extension request during the approval process, check your Pending Requests table.

(See How to Check Your Role Status on page 94.)
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13. After the extension request is submitted,
AMPS sends an email message indicating
the SAAR extension request is waiting for 13
Supervisor approval.

(A sample notification is shown at right.)

Subject: Notification: SAAR #106133 - Expire or Extend Access for Dave Teck (DDT0019) (DFAS Columbus) (DFAS SABRS) 09/25/2017 18:04:31 GMT

Body: SAAR #106133 - Expire or Extend Access for Teck, Dave (DDT0019) (DFAS Columbus) has been submitted for approval.
This request to extend DFAS SABRS Prod - DFAS General User SABRS-014 was submitted in AMPS on 09/25/2017 18:04:31 GMT.

Please visit AMPS at this URL
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/15/2017 18:04:37 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the DISA Global
Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit the DLA Service Portal
(.mil only) at https://dla.servicenowservices.mil/sp?id=index
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How to Submit a Role Extension Request: External User

1. Read the expiration notification and make
note of the SAAR number.

This SAAR number refers to

a role expiration SAAR that requires
a response from the user within

20 days.

AMBPS issues to the user a reminder notification
about a pending role expiration every day.

1

= A

Sample User Notification: Expiration of a Role
Subject: Action Required: SAAR #106142 - Expire or Extend Access for Zorba Fitzgerald (EZF0023) (DLA External) (DFAS DCMS) 09/26/2017 08:56:31

GMT

Body: SAAR #106142 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) has been submitted for approval.
This request to extend DFAS DCMS Prod - DSK Air Force Approval DE-DAO (380100) Foreign National DSK-027 was submitted in AMPS on

09/26/2017 08:56:31 GMT.
Please visit AMPS at this URL:
https://amps.dla.mil/

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approval task. This task expires on 10/16/2017 08:56:34 GMT.

2. Afteryou login to AMPS, locate and click the
Inbox command from the User ID drop-
down menu.

AMPS displays the My Tasks view
(see Figure 352).

3. Inthe My Tasks list, locate the SAAR for the
role extension in the Title field.

You can verify the correct SAAR by its number.

4. Click the SAAR's title to start the Extension
request process.

AMPS launches the Extension request process in
a separate tab.

& Account Management and Provisioning System (AMPS) ™=

20005 Bt

My Information

113033 your Droe
Porseaer e 3 e
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Figure 351: User ID Drop-down Menu - Inbox Command
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Figure 352: Inbox - My Tasks List
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5. Inthe SAAR Information section screen,
verify the following information:
5a. SAAR number must match the SAAR
indicated in the email notification.
5b. Role name of role that is expiring.
5c. Your Cyber Awareness Certification
Date must be valid.

6. Enter the reason for requesting the role
extension in the Justification text box.

Note:

The text provided in the sample screen is for
illustration purposes only. Please enter text
appropriate for your extension request.

7. You no longer need to enter your Date of
Birth.
AMPS no longer collects this data. This field is
not editable and contains faux data only.

8. Check the Supervisor email address to verify
the correct External Supervisor is identified
for your account.

If the information is incorrect, correct it as
needed.

9. Check the External Security Officer email
address to verify the correct External Security
Officer is identified for your account.

If the information is incorrect, correct it as
needed.

10. Check the External Authorizing Official email
address to verify the correct External
Authorizing Official is identified for your
account.

If the information is incorrect, correct it as needed.
Must be different from the ESU and ESO.

11. Click the Extend button.
AMBPS closes the Expire or Extend screen and
submits the extension request to the approval
process.

5

—y

5c

/

[ISErY Ioon X SAAR FI0G14) - Dopire oF .. 2

= Rale Extension Request
6 /

¢,’b

¢ = ShAR Information
SAARID 106147
SAAR Typse Fobe Evtenaion
Request Date 9262017
Role Expirs Date 9/27/2017

Application DFAS DOMS
Ervironment PROD
Primary Robe Net Sppleabls

- User Acoount Informaticn
User 1D £2F0020
* First Hams orba
Middle Hanse
* Last Mame Fhogeraid
EDIPT/UPH

* Tikhe | Arabyst

= User Contact Information
'mm BE3-555-1212
Cffiucial Fax
DEH Phone
D5 Fax
tanhile

*
- Extermal Supervisor
" Bl | rerdorsupenemad com
- SAAR Approval History

Approval Type
USER

|First Parme

Jurstificabion [ reed the role o perform my sl

= Emnaill =Tl oo

p’ * Cyber Awarensss Certification Date 01012007

° |
- External Secursty Officer
® Ennpll  Torosoff ferad com

SAAR # 106142 - Expire or Extend Aocess for Fitegerald, Zorba (EZF003) (LA External) (DFAS DOMS) 009 ) 26§ 200 F 08:56:30 EOT

You ataon to e s role.

Task Assigres(s) Zorbs Feagerald

Tash Creation Dake 09252007 0556 AM GHT-08:00
o’v/\ml’.ﬁ Expires 10y26 3007 0856 AM GMT-04:00
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Figure 353: Expire or Extend - Internal User Extension Request Screen
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12. Click the OK button in the extension

confirmation message to proceed. Message from webpage x

0 Are you sure you want to extend this role?

12 E oK ' Cancel

Figure 354: Extension Request Confirmation

13. Optional: In the My Tasks list, you can 13a 13b
P ; y .y [ Home x & Inbox x / B
search for and view the Extension request
again, as needed. Follow these steps: Views —= My Tasks(1) / 106142 Ck v Me & My Group All 7| Completed v »
a. Enter the SAAR number in the Search \ B Title Numbe
field 13c. [@  SAAR #106142 - Expire or Extend Access for Fitzgerald, Zorba (EZF0023) (DLA External) (DFAS DCMS) 09/26/2017 0 841955
. Inbox /

b. Inthe Status drop-down box, select My Tasks
either Completed or Any.

c. Inthe search results, click the SAAR title S
to reopen the Extension request screen. > High Priority
Past Day

. . . Past Week
Click Cancel in the Extension request to close
Past Month

the screen. Past Quarter
Manual Provisioning
My Staff Tasks

New Tasks
Pending Approvals

Views

Figure 355: My Tasks List - Updated

14. To monitor the progress of your extension
request during the approval process, check your
Pending Requests table.

(See How to Check Your Role Status on
page 94.)

If AMPS displays a Privacy Statement screen
(not shown), read the content and click Accept
to proceed.
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15. After the extension request is submitted,
AMPS sends an email message to the user
indicating the SAAR extension request is 14
waiting for Supervisor approval.

(A sample is shown at right.)

Subject: Notification: SAAR #106142 - Expire or Extend Access for Zorba Fitzgerald (EZF0023) (DLA External) (DFAS DCMS) 09/26/2017
08:56:31 GMT

Body: SAAR #106142 is awaiting External Supervisor approval.
This request was submitted in AMPS on 09/26/2017 08:56:31 GMT.
No action is required from you at this time.

This task expires on 10/17/2017 14:50:45 GMT.

AMPS provides this message for notification only. Please do not respond to this message. If you need IT assistance, please contact the
DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032 (press 5, then speak or enter D-L-A) or visit
the DLA Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index
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How to Approve a Role Extension Request

An extension request goes to the same set of approvers as an initial role request. Approvers

may include the following officers and staff:

Approver Time Limit Responsibility
AMPS Supervisor: 20 days The user's designated Supervisor in AMPS.
(reminders External users identify their External Supervisor
sentevery day) py email address; External Supervisors do not
hold AMPS accounts.
Security Officer: 20 days The group of Security Officers designated by an
(reminders organization to review each requestor’s security

Data Owner:

Information

Assurance Officer:

sent every day)

20 days
(reminders
sent every day)

20 days
(reminders
sent every day)

information.

DLA requests may not require a Security Officer
approval if the request is eligible for a bypass or
an automated approval. See Security Officer:
Internal Users in this user guide for more
information.

External users identify their External Security
Officers by email address; External Security

Officers are not required to hold AMPS accounts.

The group of application staff members
appointed to oversee the security and integrity
of an application’s data.

The group of IAOs designated by an agency to
review each requestor’'s Cyber Awareness
Training certification date to ensure the
requestor’s training is up to date. DLA systems
do not require an IAO review. See the section
entitled Information Assurance Officer (IAO)
in this user guide for more information.

After an internal user submits an extension request, AMPS sends an email notification to the

user's Supervisor with the SAAR number and data related to the extension request, along with
a link to the Supervisor's My Tasks list on the Inbox screen. When an external user submits an
extension request, AMPS sends an email notification to the user’s External Supervisor through
the email address supplied by the external user in their profile.

As the extension proceeds through the approval process, the Security Officer or External
Security Officer, Data Owner, and Information Assurance Officer see the extension request
approval in sequence and choose the option appropriate for the approval decision. AMPS
notifies each approver and resends this notification every day for 20 days. If the approver fails
to act on the extension request, AMPS submits the user’s role to the role removal process.

Automatic Security Officer Approvals

AMPS can apply an automatic Security Officer approval to an extension request that meets
specific criteria. The automatic approval speeds the approval process for requests that present
no specific content requiring an immediate security review.

For role expiries and extensions, AMPS can automatically apply an approval for a Security
Officer, if all of the following conditions are met:

e The useris a member of the DLA organization or any organization under DLA.
e The useris not flagged for review by a Security Officer.
e Therolein question is not a Classified role.

e  The user has selected an option to retain a critical sensitive or non-critical sensitive
role, and the position sensitivity of the requested role does not exceed the user's
position sensitivity.

e The user has a value recorded for the four clearance-related fields that AMPS tracks,
including the following fields:

e Security Clearance
*  Position Sensitivity (formerly IT Level)
e Background Investigation Type

e  LastInvestigation Date

The user’s recorded position sensitivity satisfies the following condition:

e Ifthe user's position sensitivity is critical sensitive or non-critical sensitive, the
date of the user’s investigation must be less than 5 years old.

When an automatic approval occurs, AMPS logs the automatic approval with the following
data:

e The approver's user ID, normally reported in the audit logs, will be blank.
e The Status recorded in the audit logs will be “AUTOAPPROVE.”

e AMPS enters the following statement to this effect, subject to government change
and approval:

“This request has been automatically approved by AMPS, per the conditions
specified by the DLA CIO (the Designated Approving Authority [DAA]) per the DLA
Account Management Policy - Signed 6 Nov 2014."

Note:

AMPS reports date and time stamps in the audit log in Coordinated Universal Time (UTC).
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Approver Decision Screens: Extend, or Expire

The approval decision screen for a role extension request is similar to a role request approval.
The following sections list and describe the options available to each approver.
Supervisor Decision Options

The actions a Supervisor can perform on a role extension request approval screen include the
following options:
e  Cancel closes the approval decision screen without action (external approver only).
e Extend sends the role extension request to the next approver.
(Note: If the user’s expiry task timed out, the Supervisor must enter a justification in the
Comments box to activate the Extend option. Otherwise, the Supervisor cannot approve
the role for extension.)

e  Expire executes a role removal procedure in AMPS and notifies the user that the role
has been removed from his or her account. The Supervisor must enter text in the
Comments box to activate the Expire option.

Security Officer and Data Owner Decision Options

The actions a Security Officer or Data Owner can perform on a role extension request approval
screen include the following options:

e  Cancel closes the approval decision screen without action (external approver only).
e  Approve sends the role extension request to the next approver.

e Reject ends the role extension task. The user’s role is submitted for removal, and
AMPS sends the user an email notification indicating the role extension request was
rejected.

IAO Decision Options (Not Applicable to DLA Approvals)
e Cancel closes the approval decision screen without action (external approver only).

e Approve ends the role extension approval process. The role assignment is renewed
for the time period designated by the Supervisor or Data Owner.

e Reject ends the role extension task. The user’s role is submitted for removal, and
AMPS sends the user an email notification indicating the role extension request was
rejected.

User Types

The role extension request is submitted to the AMPS approval workflow, as follows:

e  Submissions from all internal users go their AMPS Supervisors for extension or
expiration.

e  Submissions from all external users with a User Type designation of Military,
Civilian, or Contractor go their AMPS External Supervisors for extension or
expiration.

e  Submissions from Vendors (for a vendor role) go to the role application Data Owner
for approval or rejection.

. Submissions from members of the Public (or for a vendor with a public role) are
automatically approved with no intervening approver.

The following sections focus on internal and external users with the User Type of Military,
Civilian, or Contractor. Data Owners handle all requests with the same procedure.

Supervisor Approval: Internal User’s Extension Request

1. Read the extension notification and
make note of the SAAR number.

Sample Supervisor Notification: Action Required - Expire or Extend Access Role

Subject: Action Required: SAAR #106133 - Expire or Extend Access for Dave Teck (DDT0019) (DFAS Columbus) (DFAS SABRS) 09/25/2017 18:04:31 GMT

This SAAR number refers to
the SAAR that requires d
a response from the
Supervisor within 20 days.

Please visit AMPS at this URL:
AMBPS issues a reminder notification
about a pending role extension task to
the Supervisor every day (not shown).

https://amps.dla.mil/

Body: SAAR #106133 - Expire or Extend Access for Teck, Dave (DDT0019) (DFAS Columbus) has been submitted for approval.
This request to extend DFAS SABRS Prod - DFAS General User SABRS-014 was submitted in AMPS on 09/25/2017 18:04:31 GMT.

Open your Inbox to locate the SAAR. Click the SAAR title to open and complete the approv