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FedMall Single Sign-On

* The process to access FedMall is changing Nov 6, 2021

« FedMall is transitioning to the Procurement Integrated
Enterprise Environment (PIEE) Single Sign-On (SSO)
capability at https://piee.eb.mil/

« Existing FedMall accounts are being migrated to PIEE

— User accounts will be in an “Enabled” status with an
“Active” FedMall Role and will not require Supervisor
Approval and Government Administrator (GAM).

— All of the users’ information, order history, and roles will be
maintained in FedMall.

— Existing PIEE users will have the FedMall Role added to
their existing PIEE accounts.

— New users will follow the PIEE registration and approval
processes to gain access to FedMall.
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https://piee.eb.mil/

PIEE Landing Page

For migrated FedMall
user accounts, Click

“LOG IN” \

ﬁ J IEE ABOUT  FEATURES  CAPABILITIEE HELP  CONTACT MCIRETER m

Procurement Integrated Enterprise Environment

Enterprise services, capabilities, and syster
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Consent Required

Consent Required

Privacy Statement
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Warmning: Use of Back Bution

Flease DO NOT use the broseser BACK BUTTOR

curement magrated Emerprise Envirorment anplications, the use of the Brovesers BACK BUTTON i8 net SupDorted w
of dALA ROl ya1 Sawed 1o 1 saneer and will result in 1he apelcalions fol performing A8 inended. DO ROT yse the bac
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Click “ACCEPT”
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Log in with Certificate =

S Anofficd websie of the Uniled States povemnment

=it

n Critizall AWE WAWF-GT S THE PIEE TEST SYSTEM  (Z000-RAAYTI D0 UTC Shesterms AL Mpssags For AllLlgers  READ

CISMIES

Welcome Back

Select “LOG IN
WITH CAC / PIV
CARD” then select .

Log in to your account with a Common Access Card (CAC). Persanal [dentity Verification (PIV] Card or User ID.

Log inwith Certificate Log inwith User ID
your certificate for e S sl e
authentication. 6 e oty Grscae oy e s

LA I WATH CAL: § PIV CARD

Hewed help with your account®

".-' A I""': ""'-':":‘.1‘"-:' o s PR L '\.'T'.-r::\".rT
dormation, meset & passwond or certificate, activale or

dEaCVAIE USErs IMANS0E anud Struchres adminisier locaton
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Select Certificate

W) FedMall W) X A FEDS UAT Reading lis
]

Select the certificate
that you use for
FedMall access for
PIEE LOG IN. Then
Select OK

Cancel

M
nv
Please Wait...
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Migration Status and Privacy Act
Statement

B User: Fedmall User385 L Status: Activ
=gl

680 inieyre oo Confirm “Migration” status Verify the “User” name and

confirm that “Status” is Active

Migration

Tt Thaes B identifed your eser profile dabs was migrated into FIEE. Plesse Nl oul the nocesary infior malion bo proosed.

Privacy ALt Statement

ALITHCRITY: Esgcutive Order 10450, P97 and Pubdic Lae 559874 the Computer Fraud and Shase Ao
PRIFCIPAL FURPOSE Tis Ll fulivols, SEEAMT NS, Ml GOrT eniifebid Tor Ui Puirpeia of wisliclag g Ch Qrudvade i iy o inclioiSuall ngd Eifg
Irdpsremat bown, PRCITIES IR escoads: mavy be masinitafnesd In'both ebectrondc andior paper form

ROLITINE USES: M

HSCLOSLIRE LHscioeure of this informustion i wolundary Boyssver, falure 1o prosioe the requesisd information may Impsgde, delay of prevens furtfer prooessing of (s reguest

| P read and undersiand the terms and condithons for use of this website.

1 Sl Drclicales o liona enlry, & leasd ore 5 doguirad

Click “Agree” e BT
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User Profile

Confirm “User Profile”

information is populated based
on your FedMall User info.
Update fields as required.

X User : Fedmall User385 &L Status: Active X Lagout

1t s bt b v e sy purofibe dabs vwias migrated indo PIEE. Fleace fill out e necessarg infonmation bo proceed.

Migration Liser Profde

1. Profike e First Mo * Plihd b M v

e Owguniration DaDAACFEDRAL L
GPC DoDAAT Lockup

Cbar Aosnidaiiid Traning i

Commarcisl Telephons | Extenuion intl Couniry Cosfe and Phaone | \MI! Telegher
CIICk “Next” 2345233434

—— Populate empty n\andatori/ fields
- | not populated from FedMall profile.
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Additional Profile Information

Populate “Additional Profile Information” as required.
Ensure your Supervisor Email is accurate, they will be
receiving system generated emails for various approvals
when you update your profile information.

= [m] X
w4 Procurement Integrated Enterpr X

&« @] B httpsy/gf

= (Sionin @) -

Additional Profile Information

bupervisor Informatio

First Name * Job Title*

James

FEDMALL Supervisor

DSN Telephone Intl Country Code and Phone !

Alternate Supervisor Information (Optional) €

First Name ! Last Name!

Phone ! Extension

DSN Telephone Intl Country Code and Phone !

Scroll through the form and populate
“Alternate Supervisor Information” if
.| needed and the required “Agency

Information” at the bottom of the page.
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Additional Profile Information (cont.)

Phore ! Exferaion T ] Copaans ry Coode arsd Phone !

Populate the required “Agency
Information” fields.

Click “Next”
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FedMall Role Summary

A User : Fedmall User385 L Status: Active

“Location Code” is your DoDAAC
or CAGE.

Location Code Type Lotation Code

FedMall - Federal Employee

Shoaving 1 o 1of 1 entries

U Sy Indicabes sibaational entry, of least one Is reguired

Confirm the pre-populated fields
are accurate based on FedMall

user type and “Location Code” is

accurate based on your FedMall

Organization DoDAAC. Click

“Next” when complete.
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Justification

Provide the “Justification” for your

access and upload any required
Attachments. Click “Next” when

complete.

A User : Fedmall User385 & Status: Active

Justication /| AltschirEnis

mﬁln::!l'__.'\-"-.l'--u".-'.l:ll"n.l'.-! ] BTy ARy SULRE IS

Juetification*

At ety

DSyt | nelicabes sitsstionad eniry, of st o i
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Success

You will also receive an email stating the your
=zomvo “Migration has been submitted” confirming your

,,,.,, IEE PIEE role(s).

d
”l"” 6.8.0 };rt;u;emegt!tg ate

Success

* FedMall

| You have successfully updated your roles.

Success! Click “Home”
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PIEE Home Page

Select the FedMall Commerce Icon to
0 Wy Accournt B Uy - Fedmall User 385 Xlaopoul
P EE access FedMall.

580 D

Wiotl hdrsi S0 gl rrrsdn '.,5"-'- gt Acei Apod il mnvidal walld a2 ko, Yioe frassl finlh vous Snrml] vEIKIETRON procedy B T i 15 PY riirusry] ] iy i I S ek risdrgrirren] il B B
compene this process. Click Here T Commpdete Wour Annual Rsaldetion

Welcome to the Procurement Inbegrated Enterprise Ervironment

Award Other

A
(FenMarr
—

Pttt et Bassd] Training

Comerwroe

p—— The FedMall icon is based on user roles.
o emsure s s s | GOMMErce users will see the FedMall

mesarocines | Commerce icon and FedMall Suppliers will

For Prodection, we the folowing lnk: hit

see the FedMall Supplier icon. Additional
application icons will display based on
available PIEE application and user roles.
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FedMall Consent Banner

FEDMALLE

Personal Credit Card Use is Prohibited on FedMall as this site is For Official Use Only.

Standard Mandatory DOD Notice and Consent Banner
Dated/Effective: May 9, 2008

You are accessing a U.S. Government (USG) information system (IS) that is provided for USG-authorized use only. By using this IS (which includes any device attached to this IS), you consent to the following conditions:
The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI)
investigations.
At any time, the USG may inspect and seize data stored on this IS.
Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG authorized purpose.
This IS includes security measures {e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.
Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy,
and their assistants. Such communications and work product are private and confidential.
Security protections may be utilized on this IS to protect certain interests that are important to the USG. These protections are not provided for your benefit or privacy and maybe modified or eliminated at the USG's discretion. By signing this document, you acknowledge
and consent that when you access Department of Defense (DoD) information systems, you are accessing a U.S. Government information system (as defined in CNSSI 4009) that is provided for U.S. Government-authorized use only.
I have read and understand the terms and conditions for use of this website.

Decline
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FedMall Home Page

Navigate FedMall as you always have.
Tad FEDMALL@ @ | 1y Account |

Corridor Tools Search Entire Site . Advanced Search

Accessed as User490.FedMall.9600002852 from 10.21.1.231 on 2021-11-0118:32 Last Access on 2021-11-01 18:32 | You w

OXelcome 1o

DODAAC Verifier
FedMall Self-Help Reference Page

Customer Interaction Center (CIC): 1-877-352-2255 (1-877-DLA-CALL) | dlacontactcenter@dla.mil

Use of the FedMall requires Microsoft Edge, Mozilla Firefox 38 or Google Chrome with cookies, pop-ups, and JavaScript enabled. This is a government web site that is subject to
monitoring. Viewing documents on the FedMall requires Adobe Acrobat Reader.
Unclassified/For Official Use Only | FM 21.4.1

WARFIGHTER ALWAYS




Annual Revalidation
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Annual Revalidation

“Annual Revalidation” is required within 50
. . . 2 User : EDIP19600002852 ¥ ogout
days of configuring your PIEE account. Click T

6.10.0 Hrari Euionmen here to complete the Annual Revalidation.

You have 50 days remaining for your Access Approval annual validation. You must finish ygue#nnual validation process before that or your access to Procurement Integrated Enterprise Environment will be blocked. Please go to, and select, Annual

Revalidation to complete this process. Click Here To Complete Your Annual Revalidation:

Welcome to the Procurement Integrated Enterprise Environment

Operational Support

s;"}’\' FeoM, G 2
icitation EDMaALL AM (
gasfill rooe

Solicitation System for Award FedMall Joint Appointment Module Purpose Code Management Web Based Training

Management
Commerce

System Messages
(2021-MAR-01 00:00 UTC) System: All Subject: AWS WAWF-GT IS THE PIEE TEST SYSTEM Action Required! Critical! Message For: All Users

AWSWAWF-GTISTHE PIEE TEST SYSTEM
THIS ISNOT PRODUCTION

For Production, use the following link: https://piee.eb.mil/piee-landing/
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Annual Revalidation (cont.)

L User:EDIPI9600002852 & Status: Active 3 Logout

Last Successful Logon Date: 2021/11/01 01:07:38 UTC

6.10.0 Lrcrenen: gz Confirm your “User Profile” is accurate.

Enterprise En

Annual Revalidation

Verify all the information within your account to complete your annual re-validation. After the completion of your annual revalidation, a request will be sent to your supervisor(s)/sponsor for approval.

Annual Revalidation User Profile

1. Profile<i First Name * Middle Name Last Name *

State State

Home Organization DoDAAC/FEDAAC* €@ WGPC Organization * Job Series * Job Title * Grade/Rank *

DoDAAC Lookup
FEDMALL OTHR Other 11

3B0001

Email * Confirm Email * Cyber Awareness Training Date *

te.gov 3 e.gov 2021/10/01

Commercial Telephone ! Extension Intl Country Code and Phone ! Mobile Telephone DSN Telephone

26986

Citizenship * Designation *

us CIVILIAN

1 Symbol indicates situational entry, at least one is required.

Click “Next”
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Annual Revalidation (cont.)

2 User: EDIPI9600002852 & Status: Active X Logc

Last Successful Logon Date: 2021/11/01 01:07:58

6.10,0 L Confirm your “User Profile” is accurate.

Ent:

Annual Revalidation

Additional Profile Information

1.Profile . )
Supervisor Information

2.Supervisor / Agency<J1

First Name * Last Name ™ Job Title *
Jim Brown FEDMALL Supervisor
Email * Confirm Email *
jim.bro jim.brow
DSN Telephone Phone ! Extension Intl Country Code and Phone !
12345678%0

Alternate Supervisor Information (Optional) €

First Name ! Last Name ! Job Title !
Email ! Confirm Email !
DSN Telephone Phone ! Extension Intl Country Code and Phone !
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Annual Revalidation (cont.)

Alternate Supervisor Information (Optional) @

Confirm your “User Profile” is accurate.

Agency Information

Agency Name ™ Address*®
St 34 Local
4
City* State Zip* Country *
wild Wyoming v 34543 United States of America (the) v
Organization Office Symbol

B o

Click “Next”
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Annual Revalidation (cont.)

Confirm the “User Roles
DoDAAC used in your FedMall account.

EEIN 1]

Location Code” is the

—PIEFE

6.10.0 Frocurement intzgrated
. 1OV pnterprise Environment

Annual Revalidation Roles

1. Profile User Roles

2. Supervisor / Agency
Application Role

2 User: EDIPI9600002852 & Status: Active X Logout

Last Successful Logon Date: 2021/11/01 01:07:58 UTC

Extension Group Action

3.Roles <1 FEDMALL FedMall - Fedaral Employesa

Click “Next”
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NA FEDMALL UAT Yes v

! Symbol indicates situational entry, at least one is required.

* Asteriskindicates required entry.
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Registration Summary

2 User:EDIPI9600002852 & Status: Active X Logout

Last Successful Logon Date: 2021/11/01 01:07:58 UTC

6-10-0 EITEE!I'ﬂHSEIEn FLJ;TJ’-"é’Hf
Verify all the information in the “Registration Summary”

Annual Revalidation Registration Summary - Please Verify All the information

1. Profile

User Information User Profile & Edit

2. Supervisor / Agency UserlD  EDIPI9600002852 First Name * Middle Name Last Name * Suffix
State State
3 Roles User Government
) Type Home Organization DoDAAC/FEDAAC Organization * Job Series ® Job Title ®
*
4. Summary=i Login  Common Access 001 FEDMALL QTHR v Other
Method  Card r’ Personal Grade/Rank*
Identity

Verification 11

Email * Cyber Awareness Training Date *

2021/10/01

Staf

oV

Commercial Telephone ! Extension

265

Intl Country Code and Phone ! Mobile Telephone D5SN Telephone

Citizenship *

us

Designation *

CIVILIAN

G Edit G Edit

Supervisor Information Agency Information

Firet Nama* Last Name * Job Title® Agency Name * Address*
FEDMALL Supervisa 34 Local

State P

City * State *

Wild

Country *

zna@dla.mil Wyoming United States of. w

Phone ! Extension

1234567890

DSN Telephone Intl Country Code

and Phone !

Organization Office Symbol
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Registration Summary (cont.)

Verify all the information in the “Registration Summary” )

Email *

gna@dla.mil

DSN Telephone Phone !

Extension

1234567890

Alternate Supervisor Information

First Name ! Last Name !

Email !

DSN Telephone

Reason !

User Roles

Role

JobTitle!

Extension

Location Code Type

City *
Wild

Intl Country Code Organization

and Phone !

G Edit

Intl Country Code
and Phone !

Location Code Extension Group

State *

G Edit

Action

FedMall - Fedaral Employes

Click “Next”

DoDAAC
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126 NA FEDMALL UAT

Yes

Country *
United States of. +

Office Symbol

! Symbol indicates situational entry, at least one is required.

* Asterisk indicates required entry.




Statement of Accountability
Agreement

Annual Revalidation Agreement

1. Profile
Statement of Accountability Agreement

2. Supervisor / Agency

| understand my obligation to protect my password/certificate. | assume the responsibility for the data and system | am granted access to. | will not exceed my authorized access.
3. Roles Standard Mandatory Notice & Consent Provision For All DoD Information System User Agreements 9 May 2008.
s Security and Privacy Rules of Behavior (ROB)/ Acceptable Use Policy (AUP) 14 Jan 2010.

. Summary
‘ The US. Government routinely intercepts and monitors communications on this information system for purposes including, but not limited to. penetration testing,
5. Agreement <1 communications security (COMSEC) monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counter-intelligence (ClI) investigations.
At any time, the U.5. Government may inspect and seize data stored on this information system.
Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any
U.5. Government-authorized purpose.
This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests--not for your personal benefit or privacy.
Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement or counterintelligence investigative searching or
monitoring of the content of privileged communications or data (including work product) that are related to personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants. Under these circumstances, such communications and work product are private and confidential as further explained below:

Nothing in the User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U. 5. Government actions for purposes of

& By signing below, | accept the System User Agreement and Rules of Behavior / Acceptable Use Policy.

Signature Date Government Organization * Sign Agreem ent

2021/11/01 3B0001

By signing, | accept the System User Agreement and Rules of Behavior /

Acceptable Use Policy.
+ Signature

@ The PIEE signature requirement has changed to allow support for all the major
browsers. Click 23 for more information.

Click
“Signature” Then Click “Submit |

Registration”

+" Submit Registration
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Success

You will receive an email stating the your “Annual
Revalidation has been submitted” confirming

_P[EE revalidation.

|IIIII| 680 Enterprt

SUCTESS

| Wit e pUCTER Ry completed your snnus revalicesion

YOUr spprovl regueest o aneal revalbdation, will now g0 o your Superdsor Sponsor for approval, Dnce pou have been approved by your Supensor] s|Sponson. pou will recebe an
R, you mjsy S0 OE kS Broturamsen| '|!|'_J'.l'|.:|' pi prive Ervironment 1o chsck 1 Bk o s P L G Sk

eml| notihcation of the robes thad have been approvsed and sctivated. A% any
£t 0 peor SCCRunl nfor mation, 11 o fusss Ay Gue i o SORCRr ik, pligs Conlact Cimitosnr Soppon

Your Supervisor will also receive an email stating
the your “Annual Revalidation has been
submitted” confirming revalidation and they will be
required to Approve your PIEE role using the
hyperlink in the email. The Supervisor does not
require a PIEE account.
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Supervisor Tokenized Email
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Access Request Email

Your supervisor will receive the below email to approve
your access request to FedMall. A PIEE account is not
needed to access the embedded link in the email.

Approve Access Request for State State

L Repl % Reply Al 5 Forward
wawf-gtnoreply@mail.mil < Reply ) Reply orwar
To B Camp PERATIONS (USA)

Signed By wawf-gt.eb.mi.

Mon 11/1/2021 2:50 PM

This email was generated in a TEST environment from the AWS PIEE-GT platform. If you are a PRODUCTION user, then please ignore it.
State/Local Employee user State State has requested access to the following applications:

FedMall - Fedaral Employee 1026

Your approval as the supervisor/sponsor is required.
You have 72 hours, at that point the link below will expire. If we get no response a follow up email will be sent to you with a new link.
If you do not respond to either this email or the follow up email, State State's request for access will be rejected after 12/01/2021.

Please use the link below and follow the steps provided to approve or deny the request.
https://wawf-gt.eb.mil/portal/applicationApproval Pemail=richard.campagna%40dla.mil&token=88826ba7e6b68d 7191 5bb1fe72a3ac62fd833a53572275c4f8af04d04e04a5e4

THIS IS A SYSTEM GENERATED EMAIL MESSAGE, PLEASE DO NOT RESPOND TO THIS EMAIL
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The supervisor will select the “Action” in the Step 1
dropdown. Then complete Step 2 and Step 3. Click Submit

Procurement I
Enterprise Ei

Approval/Denial for Application Request

Approval/Denial Request

Please review the applicant's information and verify that the justification is complete and valid, If it is not, additicnal information may be added in the text box below. Once you have finished, check the box saying you approve the user and agree that the justification, including any supplemental justification. is

accurate. Then click the Submit button,

@ Aoolicant Reguesting Access - State Statd

Email ate.gov 2

Organization FEDMALL

Job Title Other

Commercial Telephone 26¢ Meobile Telephone

Grade/Rank 11

Citizenship us Designation CIVILIAN

[EZX] Approve or Reject the requested roles based on the justification supplied.

[ Click the "View" link under "Additional Information” to view each role's justification and any other additional information for the role.

Independent Role Approvals

Q View Account Justification

Application Role Group Name Location Code/Extension Additional Information Action
FEDMALL FedMall - Fedaral Employes FEDMALL UAT 3B0026/NA Q View v

Enter additional justification for the approval of the roles above.
Additional Justification if Needed

m Check the box to indicate you consent with what has been requested and the Justification supplied is accurate.

[ Check this box to indicate that you have read the user's justification for access, and you therefore approve/reject the user's request. Then click the Submit button to digitally sign this form.

[EEX] Click "Submit" to submit the request approval
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Success

Success

I “You have successfully finished the applicant’s application process. Have a nice day!
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