PRIVACY IMPACT ASSESSMENT (PIA)
For the
DLA Mass Noification System (MNS)

Defense Logi'stics Agency (DLA)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection™ for the purpose of this form) collect,
maintain, use, and/or disseminate PIl about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices be!ow {Choose (3) for foreign nationals).

[ (1) Yes, from members of the general public.
{2) Yes, from Federal personnel* and/or Federal contractors.

[T (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
[] (4) No

* "Federal personnel” are referred to in the DoD IT Portfalio Repository (DITPR) as "Federal employees.”

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

X] New DoD Information System ] New Electronic Collection
[] Existing DoD Information System ] ‘Existing Electronic Collection

[ Significantly Modified DoD Information
System o

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry? I

[1 Yes, DITPR Enter DITPR System Identification Number |

[T Yes,SIPRNET  Enter SIPRNET Identification Number

vl No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB} Circular A-11?

] Yes - No

If "Yes," enter UPI

If unsure, consult thé Component IT Budget Point of Contact to obtain the UPI,

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information syster or electronic collection contains information about U.S. citizens '
or lawful permanent U.S, residents that is refriaved by name or other unique identifier. PIA and Privacy Act SORN : :
information should be consistent.

Xi  Yes "7 No

If "Yes," enter Privacy Act SORN ldentifier -15240.55, "DLA Mass Notification,” (July 25, 2013, 78 FR 44931)

DoD Component-assigned designator, not the Federal Register number.
Consuit the Component Privagy Office for additional information or
access DoD Privacy Act SORNs at:  http:/imww.defenselink. mil/privacy/notices/

or

Date of submission for approval to Défense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information,

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

O Yes

Enter OMB Control Number  |See pg. 4 of 4/7/2010 OMB Memo on Social Media and
PRA

Enter Expiration Date

i No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the ceollection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/for disseminate Pll. (If multiple authorities are cited, provide ail that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the coliection of PII.

(b} If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

5 U.8.C. 301, Departmental Regulations, 10 U.S.C. 136, Under Secretary of Defense for Personnef and
Readiness, DODI 3020.42, Defense Continuity Plan Development, DODI 3020.52 DoD Instaflation
Chemical, Biological, Radiclogical, Nuclear, and High-Yieid Explosive (CBRNE) Preparedness _
Standards DODI 6055.17, DoD Installation Emergency Management ({EM) Program Memorandum: Final
Recommendations of the Fort Hood Follow-on Review, August 18, 2010 Unified Facilities Criteria Design
and O&M: Mass Notification Systems (UFC 4-021-01).
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public,

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals coliected in the system.

Mass Notification System (MNS) provides DLA installations with the ability to rapidly and effactively
disseminate emergency alerts and notification information to installation personnel. Emergsncy Management
personnel are required to notify all installations within a 10 minute period from the time of emergency event
determination. DLA MNS utilizes various communication mediums such as workstation pop-ups, telephone
{work, mobile, home}, e-mail (work, home), pagers, and SMS (text messaging) in order to achieve a high rate
of notification success. DLA MNS can target all base personnel or targeted groups of personnel by hame,
role, and/or location. Pl! elements collected: First Name, Last Name, Email - Work - Primary, Phone - Work,
Email - Work - Secondary, Phone - Mobile, SMS, TTY/TTD Phone, Email - Home, Phone - Home, Pager
(Numeric), Pager (One Way), Pager (Two Way). User name is passed to MNS via network login. Work
related personal data is collected via network systems such as Active Directory. Personal data is optional
and collected by self-service web forms,

(2) Briefly describe the privacy ri'sks associated with the Pl collected and how these risks are
addressed to safeguard privacy.

All reports generated from DLA MNS containing Personally Identifiable information {Pil) will be used for the
sole purpose of validating confirmation alert messages. These reports will only be reviewed by installation
emergency management personnel and applicable leadership authorities with a need to know and then
will be shredded upon completion of need. Access to systems containing Pll data is limited to Common
Access Card (CAC) users and access conirols restrict MNS administrators as designated by installation
authorities. :

h. With whom will the PIl be shared through data exchange, both within your DoD Component and
outside your Component (¢.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component. -

Specify, DLA instailation emergency management personnel and applicable leadership
authorities o

<] Other DoD Components.

Specify. Navy VS‘PAWAR'_ System Administrators maintain DLA MNS 1
M Other Federal Agencies.

Specify. | -]
[] State and Local Agencies.

] Contractor (Enter name and descrihe the language in the contract that safeguards PIl.)

Specify. | L : -

[[] Other {e.g., commercial providers, colleges).
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Specify.

Do individuals have the opportunity to obhject to the collection of their Pii?
Yes o ] ~No

(1) If"Yes," describe method by which individuals can object to the collection of PII.

DLA MNS recipients are supplied with a Self Service web page entry for their data submission. Work e-mail
and work telephone number are utilized notifications during working hours where home phone and home e-
mail data is optional for the user to enter.but allows for notification during off hours. Non key-civilians may
elect to object to the collection of this P, This is identified in the web-based Self Service page where this
information is inputted by each individual. Objection can be easily accomplished by simply not inputting their
home telephone information in the system. When this information is requested from individuals, a Privacy
Act Statement (PAS) is provided which informs them that the coliection is voluntary for non-key civilians, but
mandatory for Military members and key-civilians,

(2) If "No," state the reason why individuals cannot object.

j- Do individuals have the opportunity to consent to the specific uses of their PII?

DD F

Yes []- No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

The web-based form that collects the data contains a Privacy Act Statement as required by

5 U.S.C. 652a(e)(3), allowing the individual to make an informed decision about providing the data or
participating in the program. The statement advises that participation ig voluntary, and that failure to provide
all of the requested data may prevent the individual from emergency alerts and notifications, Individuals may
raise an objection with Defense Logistics Agency Headquarters Privacy Act Office at any time.

(2) If "No," state the reason why individuals cannot give or withhold their consent.
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k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

K] Privacy Act Statement i Privacy Advisory
[] Other : [[] None

Describe [Authority: 5 U.S.C. 301, Departmental Regulations, 10 U.S.C. 136, Under Secretary of Defense for
gach Personnel and Readiness, DOD{ 3020.42, Defense Continuity Plan Development, DODI 3020.52
applicable [DoD installation Chemical, Biological, Radiological, Nuclear, and High-Yield Explosive (CBRNE)
format. Preparedness Standards DOD! 6055.17, DoD Installation Emergency Management (IEM) Program
Memorandum: Final Recommendations of the Fort Hood Follow-on Review, August 18, 2010 Unified
Facilities Criteria Design and O&M: Mass Notification Systems (UFC 4-021-01).

Principle Purpose(s). The DLA Mass Notification System (MNS) provides DLA installations with the
ability to rapidly and effectively disseminate emergency alerts and notification information to DLA
installation personnel. )

Routine Uses: Data may be provided under any of the DoD “Blanket Routine Uses” published at
htto:/iwww . defenselink. mil/privacy/notices/blanket-uses. html,

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you
may not be alerted or notified in the event of an emergency in the building.

Rules of Use: Rules for collecting, using, retaining, and safeguarding this information are contained
in DLA Privacy Act System Notice $240.55, entitled "DLA Mass Notification” available at http:/Avww.
defenselink.miI{privacylnotices/dIa

NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information.or raise security concerns.
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