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Contact Information © -
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2.0 Introduction

The purpose of this document is to provide end user instructions for gaining access to the JCP External Portal.

Portal URL:
https://www.public.dacs.dla.mil/jcp/ext (for PROD)

2.1 Scope

The scope for the JCP External Portal User document is as follows:
e User Registration

Logging into the Portal

Update Profile (for non-CAC users)

Reset Password (for non-CAC users)

Joining an Organization

2.2 Assumptions

The following assumptions apply to the JCP Portal.
e The user has browser software to access the JCP Portal.
e The user has Google Authenticator set up on their phone (directions in Appendix A)
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3.0 User Registration into the JCP Portal

When the user accesses the JCP External Portal, a Warning message appears. To move onto the Login page, click

the Continue button.

When the user is on the Login page, click the Registration link below the Login button to go to the Registration

page.

Warning

You are accessing a U5, Government [USC) Information Systemn (15) that is provided for USG-

authorized use only. By using this 1S (which includes any device attached to this |S), you consant

to the following conditions:

s USG routinely intercepts and monitors communications on this 1S for purposes including,
but not limited to, penetration testing, COMSEC monitoring, network operations and
defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence [CI)
investigations.

» Communications using, or data stored on, this IS are not private, are subject to routine

monitoring, interception, and search, and may be disclosed or used for any USG-authorized

purpose.

s This |15 includes security measures (eg. authentication and access controls to protect USC
interests — not for your personal benefit or privacy.

* Mot withstanding the above, using this |5 does not constitute consent to PM, LE, or CI

investigative searching or monitoring of the content or privileged communications, or work

product, related to personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants, Such communication and work product are private and
confidential. See User Agreement for details.

JCP Portal Warning Page

JCP

Joint Certification Program

Login ’

JCP Access Page
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Register — User Name and Password page — for use by users that do NOT processes a government Common
Access Card (CAC).
e Allfields must be filled in.
e User Name - Enter your Username as firstname.lastname (ex: michael.gordon, sarah.jones ).
e Enter your password:
e must be 12 characters long and must contain at least:
e 1 lowercase letter
e 1 uppercase letter
e 1 number
1 special character.
e You must type your password into the Password as well as the Confirm Password fields.
e Once all fields are filled in, click the Register button to create the new account.

Register - User Name and Password

First Narme *
Last Narme *
Email *
Telephone *
User Name * (2]
Password * (7]

Confirm Password *

Have a CAC? - JREEIR CIR i1 s f o7 e
Return to Login

Registration — User Name and Password Page
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DLA
Register — CAC page:

e All fields must be filled in.
e EDIPI - Enter the 10-digit ID on the back of your CAC.

User Name - Enter your Username as firstname.lastname (ex: michael.gordon, sarah.jones ).
Once all fields are filled in, click the Register button to create the new account.

Register - CAC

DI R EVCER\eoelY Register with User Name and Password

EDIPI*
User Name *
First Name *
Last Name *
Email *

Telephone *

Return to Login

Registration — CAC Page
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4.0 Profile

In the header of a main page, such as the Dashboard, next to the Help and Logout links, is the Profile link.

DLA

To update your Profile information (First Name, Last name, Email, or Telephone), make a change in any or all the
form fields and save by clicking the Save button.

Joint Certification Program

“m*

<{ Returnto
Dashboard

First Name*

Last Name*

Email *

Telephone *

Password

Profile

Walve
Test
test@c20g.com

301-555-1212

Reset Password

Valve Test (@

User Profile Page
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To reset your password, click the Reset Password button. Key in the current password into the Current Password
field, then key in your new password into the Password and Confirm Password fields and click the Save button.

Note: Clicking the Hide button will remove the password fields from the page.

Important: Your password MUST follow the following naming convention: This info is available when the H icon is
hovered over by your mouse.

at least 12 characters

at least 1 upper case letter
at least 1 lower case letter
at least 1 number

at least 1 special character

Joint Certification Program Valve Test (@)

eshbourd Profile
First Name * Walve
Last Name™* Test
Email * testi@c20g.com
Telephone* 301-555-1212

Current Password

© Password *

Confirm Password

Save

User Profile Page - Password Reset
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5.0 Logging into the JCP Portal
To Log into the JCP External Portal you must click the Continue button on the USG Warning page.

Warning

You are accessing a US. Covernment (USC) Information System (IS) that is provided for USG-
authorized use only. By using this IS (which includes any device attached Lo this IS), you consent
1o the following conditions

o USC routinely intercepts and monitors communications on this IS for purposes including,
but not limited o, penetration testing, COMSEC monitonng, network operations and
defense, perscnne! misconduct (PM), law enforcement (LE), and counternntelligence (CI)
investugations

¢ Commumcations using, or data stored on, thus IS are not private, are subject Lo routine
manitoring, interception, and search, and may be disclosed or used for any USC-authonized
purpose

¢ This IS includes security measures (e.g. authentication and access controls 1o protect USG
interests — not for your personal benefit or privacy.)

o Not withstanding the 3bove, using this IS does not constitute consent 1o PM, LE, or CI
Invesugative searching or monitonng of the content or privileged communications, or work
product, related 1o personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants, Such communicat:on and work product are private and

confidential See User Agreement for details

JCP Portal Warning Page

Then you must click the Login button. You will be prompted for your CAC certificate.

JCP

Joint Certification Program

Login ’

Hegister

Need Helg?

JCP Access Page
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If you have a CAC, click on the CAC certificate, and click the OK button. You will be taken to the Dashboard page.

If you do not possess a CAC, click the Cancel button.

Select a certificate for authentication

Site auth.dacs.dlamil:443 needs your credentials:

ooe.sane.ann [
\ stion - DOE.JANE.ANNTIGNG

o

0T

Certificate information “ Cancel

Meed Help?

CAC Certificate on Login Page

Key in your User name and Password and click the Sign In Button.

opentext"

User name

Password

FORGOT PASSWORD

JCP Portal Login Page
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Get the code from your Authenticator on your phone and key it into the Authentication Code box (see instructions in
Appendix C for setting up two-factor authentication). Once you key in your Authentication Code, click the Verify
button. You will be taken to the Dashboard page. Be aware that the Authenticate Code changes every minute.

opentext-

Enter an authentication code in order to sign in.

GO BACK

JCP Portal Login - Authentication Code Page
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6.0 Joining an Organization

If you have just registered with the JCP Portal, you won'’t be initially attached to any organization. Upon first login after
registration, you will see the Dashboard page display similar to the screenshot below. The Organization Details on
the left, top side state No Linked Organization.

Joint Certification Program Abraham Lincoln

Organization Details Dashboard

No Linked Organizaticn

Draft Applications

Application ID
Menu e Application Type status Created On Created By

#& Dashboard o X
No Draft Applications to Show

Q, Organization Searc

In-Progress Applications

Applicaticn 1D Date Received  Date Assigned

Application Type Submitted By Application Status Age Indicator
Ne in-Pragress Applications to Show
Completed Applications
application 1D . .
Application I Application Type Application Status Date Completed Expiration Date Age Indicator

No Completed Appilications to Show

Copyright © 2023. all rights reserved.

In the Actions drop-down are two options:

¢ Request to Join an Organization
e Create New Organization
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6.1 Request to Join an Organization
To request to join an existing organization, click the Actions drop-down and choose Request to Join an
Organization. The Request to Join an Organization pop-up appears. Search for an existing organization that you
would like to join by filling in search criteria into one of the fields and clicking the Search button. You can search by
CAGE Code, UEI, Legal Name, Zip/Postal Code, State/Province, or Contact Phone.

A list of search results should appear with a radio button next to each organization.

Click the radio button for the organization you want to join and click the Select button.
NOTE: If you do NOT select an organization and click the Select button, an error message will display at the bottom
right of the page and the pop-up will remain.

Request to Join an Organization X

CAGE Code E Mifflin Zip/Postal Code

State/Prov. W Contact Phone

R Legal Business § e S
CAGE Code UEI gel =y City State/Prov. ICP Status
Marme

W DMIZ3 123456 Dunder Mifflin Scranton () Active

Cancel Select

Request to Join an Organization Pop-Up
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You will be taken back to the Dashboard page and will see that in the upper left side of the page Requested
Organization appears with Legal Business Name and CAGE Code, and a message will appear at the bottom right
of the page stating: Request to join [Legal Name] has been sent. You will not be able to start any applications until
an existing member of the Organization you have requested to join approves your request.

aint Certification Program x +

C {t & stagepublicdacs.dla.mil

Joint Certification Program Abraham Lincoln

TN

Requested Organization DaShboard

Legal Business Name: Dunder Mifflin . .
Draft Applications

CAGE Code: DM123

Application I - - -
Application Type Status Created On Created By

Menu

# Dashboard

Q, Organization Searck

Mo Draft Applications to Show

In-Progress Applications

Application 10 Date Received  Date Assigned

Application Type Submitted By Application Status Age Indicator
Na In-Progress Applicotions ta Show
Completed Applications
Application 1D o . .
Appicaten Application Type Application Status Date Completed Expiration Date Age Indicator

ted Applications

Request to Join Onganization

Request ta join Dunder Mifflin has

been sent.

BLA S

Dashboard after new user completes Organization join request

NOTE: If you are the first user to request to join an organization, a JCP Administrator will approve or deny your
request.

You will receive an email stating whether you were approved or denied, so be sure to have a valid email address in
your user profile.
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6.2 Create New Organization
To create a new organization, from the Actions drop-down in the Dashboard page, click Create New Organization.
The Create New Organization page will appear. Fill in all the necessary information into the form and click the
Submit button. The Dashboard page appears again with a success message at the bottom right of the page stating
Organization [CAGE Code] has been created successfully.

j Joint Certification Program

Create New Organization

Basic Information Contaet Information

Additional Informatien

CAD Pay

Create New Organization Form
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Notice in the Dashboard page the new Organization Details on top left with your organization’s information. Since you
created the new organization, you can now create a new JCP Certification Request. You will also be able to
approve or deny new user join requests for your organization.

Note: It is best to try to search for an organization first before attempting to create a new organization. You can do
this by requesting to join an existing organization, which allows you to search. If you attempt to create an organization
that already exists, you will see an error message and the transaction will not complete. If that happens, you'll have to
ask to join the existing organization (see Section 7.1)

-' Joint Certification Program b -+

<« C {Y @ stagepublicdacs.dlamil

cint Certification Program

Organization Detsils & Dashboard

Legal Business Name: Tezring, Inc .
. Draft Applications

DEV Expiratian:

Menu In-Progress Applications

# Dashboard b

Q Organizstion Searct
W Organisation User

Completed Applications

Dashboard with successful Organization Creation
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7.0 Appendices
7.1 Appendix A: Two-Factor Authentication Setup

All JCP Portal users, who have a username and password, will need to enable Two Factor Authentication (TFA) on
their JCP Portal accounts. Two Factor Authentication (TFA) is a tool to help prevent unauthorized users from
accessing your JCP Portal account.

How it works

In a two-factor authentication system the first form of user identification is your current login credentials - your
username and password. The second form of identification is created by a special algorithm in the JCP Portal
system and sent to a device you have authorized to receive that code. JCP Portal is using a smartphone application,
Google Authenticator, as the primary tool for receiving codes. Because any user attempting to login must possess
both your username and password AND your phone, it is much more difficult for a user account to become
compromised.

Google Authenticator app generates a six-digit code for you to enter when you log in. The code changes about every
minute. Once you have set up the connection with JCP Portal’s site, every time that you log out of your JCP Portal
account you will need to use Google Authenticator to regain access when you login again.

Steps to set up Google Authenticator

Follow the steps below to link Google Authenticator to your JCP Portal account and use it as your secondary method
of identification.

e Login to your JCP Portal account using your username and password as you normally would.

opentext"

kaytester X

escccsscccsses

Signin

FORGOT PASSWORD
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e On the next page, a prompt will inform you that you need to set up TFA on your account.

¢ On the next page, you will begin setup of Google Authenticator on your smartphone.

¢ You will be using Google Authenticator each time you login to JCP Portal to acquire the second authentication
code the system now requires. Below that, you will see a manual verification code and a QR code you can scan
with your phone.

opentext®

Your account is configured for two-factor authentication. Configure your authenticator application with the
secret key provided below and enter a code in order to continue.

Secret Key

752HFZV226LJAMLQ

L4uthe/7f/cation Code

Browser screen showing the QR and manual authentication codes

¢ You will use these in the following steps to connect your smartphone app with your JCP Portal account.
¢ On your smartphone, open the App Store on your iPhone or the Google Play Store on your Android device. Search
for “Google Authenticator.”
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e The Google Authenticator app will appear as the top search result. In the App Store, select “Get” and then “Install”,
as you do with any app you are installing. Choose the “Install” option in the Google Play Store.

®0000 = 5 4 100% -
1 google authenticator app 6 Results &

Related: tally > password lock >  speak text >

- Google A
g Authenticator GET =|
- Google, Inc.

(82

7

o=a Google Authenticator

mer ¥ 228 i -
= o ,& Google Inc. &
= Authenticator € Everyone

240 841
Downloads 100,783 = Tools Similar

Enable 2-step verification to protect your
account from hijacking.

WHAT'S NEW

* Ul improvements
ﬁﬁf @ Q m *When two identical accounts from different
Featured Top Charts  Near Me Updates

websites are added to Authenticator, it no

Search

iPhone App Store Screen Google Play Store Screen

e Note: you may need to enter your App/Play Store password to verify that you want to download the application.

¢ Exit the app store and wait for the app to download before continuing. Once the Google Authenticator app has
been installed, open the app.

¢ A menu will appear that will allow to you either scan the QR code on the JCP Portal or manually enter the
verification code that appears above the QR code.

€ Manual entry

Account
123456@acf.hhs.gov
Key
Time based .
o] Scan barcode
Vi Manual entry

iPhone Screenshots from the Google Authenticator App
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¢ Note: Android users should tap the “Begin Setup” button on the first screen in the application.

QOFm= 3 k% forxM1039AM | @O E T B ki % yfoxW1039AM = B AU R lexm 11:57 AM
@ Google Authenticator ] @ Add an account & Manual account entry

MANUALLY ADD AN ACCOUNT

Scan a barcode

Enter provided key Time based

With 2-step verification, whenever you sign
in to your Google Account you will need:

o Your password

A code that this app will generate
for you

Begin setup

Android Screenshots from the Google Authenticator App

o If you select “Scan a barcode,” your phone’s camera will activate. Hold your phone close to the screen to allow the
camera to capture the QR code.

¢ When the QR code or manual code has processed, Google Authenticator will generate a six-digit verification code
and display it.

es000 = T v mm| @ () 3 Ay il 1% M 10:40 AM

Authenticator + /| @ coogle Authenticator

You're all set.

acf.hhs.gov
When you're asked for a verification code,

3 7 9 4 '1 9 get it here. The code changes frequently,
s0 no need to memorize it.
Try signing in to your account from a

computer. When asked for a code, get one
here.

364624

iPhone Google Authenticator Code Screen
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Android Google Authenticator Code Screen

e Type the six-digit code you see in the app into the JCP Portal below the QR code. Then select verify and save.
¢ Note: the code has a timer, if the timer expires you may need to enter in a new code before continuing your login.

opentext"

Your account is configured for two-factor authentication. Configure your authenticator application with the
secret key provided below and enter a code in order to continue.

Secret Key

752HFZV226LJAMLQ

[ Vlufhe/mcaf/bm Code

The field in your Browser where you enter the initial Verification Code from the app
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