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Presentation Notes
Cyber security and hacking are such big issues, that it seems almost weekly that we hear about another big event.  It’s so big that it’s even made its way into recent comics.  Before we get into a deep, technical discussion, I’ll give you a minute to read and enjoy these comics from Dilbert…   

As you’re reading, I’ll provide some perspective.  Even the comics have been hacked!  In this comic strip, Dilbert had to humorously resort to scissors in order to disrupt the cup and string communication system of the Elbonians in retaliation against the hackers since they do not have much cyber infrastructure.

This comic demonstrates how a technologically subdued nation state can strategically use hacking against a technology rich nation through identified vulnerabilities.  The Sony attack in 2014 created tension among nation states that resulted in the United States invoking economic sanctions against North Korea.


Course Objectives

Awareness and Understanding of the Threat
 Impact and Consequences
 Terms, Definitions and Taxonomy

* Introduction to Cyber Physical Systems Security
(CPSS)

« CPSS Challenges and Business Impact
* Industry Efforts
 SAE G-19A Tampered Subgroup

 CPSS and the Systems Engineering Approach

Recommended Next Steps

Future Work and Research Needs

SE Ensuring Cyber Physical Systems Security
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Here are the course objectives that I will cover in today’s webinar.  By the end of the session, you should have an awareness and understanding of the threat, the impact and consequences of the threat, an understanding of new terms, definitions, and taxonomy, an introduction to cyber physical systems security, cyber physical systems security challenges and business impact, SAE industry efforts including the G-19A tampered subgroup and the call to action for CPSS systems engineering perspective, recommended next steps, and future work and research needs.


Holistic Systems Security Engineering Approach to Cyber Security

Systems Security

Firmware Hardware
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When considering systems security for a cyber physical system, a holistic approach is needed.  A systems security engineering approach that includes considerations of electronic parts and assemblies and their corresponding software, firmware and hardware is needed.  The approach should consider all areas of concern to enable resiliency for more robust systems capable of surviving and recovering from attacks. Unintended vulnerabilities can be introduced with the integration of complex hardware, software, and firmware supporting the cyber physical system. 


Cyber Physical Systems (CPS)

Cyber-Physical Systems also known as "smart" systems are
interacting networks of physical and computational components.
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So what are cyber physical systems? The North American Electric Reliability Corporation (NERC) defines Cyber Physical Systems (CPS) as electronics systems that operate as a single, self-contained device or within an interconnected network providing shared operations. An added distinction of this CPS definition is a requirement for affecting a tangible output through command and control electronics embedded in the device or distributed across network nodes.  A tangible output could be power, refined oil, financial transactions, communication, patient health status, or water pressure.1

The National Institute of Standards and Technology (NIST) describes Cyber-Physical Systems (CPS) as technologies that combine the cyber and physical worlds that can respond in real time to their environments. CPS and related systems include the Internet of Things and the Industrial Internet.  Interacting networks consist of physical and computational components – Examples include a smart grid for clean, efficient and reliable energy; intelligent, wearable medical devices for better health and an improved quality of life; autonomous vehicles that increase safety, decrease congestion, and reduce transportation costs; and interacting CPS systems, such as smart emergency response working cooperatively with smart traffic networks to control traffic flows and enable faster transit of emergency vehicles to incident sites and medical facilities.2

Our definition of cyber physical systems includes Supervisory Control And Data Acquisition (SCADA) systems and industrial control systems (ICS).  SCADA systems typically involve large scale remote monitoring and control processes that can involve multiple locations across large distances.3  Industrial control systems are computer-based systems that monitor and control processes in the physical world locally, on a smaller scale.4  Examples of cyber physical systems include industrial control systems, a modern vehicle with electronic control units or a weapons system.

References:
1NERC (2009) Cyber security—electronic security perimeter(s).  NERC Standard CIP–005–3
2NIST.  https://www.nist.gov/programs-projects/cyber-physical-systems-program
3"Cyber Security Dictionary". 2 Jan 2012. Retrieved 23 March 2014. 
4Boys, Walt (18 August 2009). "Back to Basics: SCADA". Automation TV: Control Global - Control Design.
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Cyber Physical Systems (CPS)

Examples of Cyber Physical Systems Include:
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In today’s technological world, just about anything could be a cyber physical system.  ATM’s, the SmartGrid, Autonomous vehicles, IoT devices, and just about anything where electronics control the physical system.


=
Cyber Physical Systems (CPS)

Cyber Physical Systems all contain electronic “brains”
controlled by electronic parts:
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To put it simply, all cyber physical systems contains brains powered and controlled by electronic parts and hardware with embedded software and firmware.


=
Cyber Security - Problem Statement

Threats to security covers a broad range of attack vectors
with the integration of complex hardware, software, and
firmware supporting the cyber physical system.

Attack vectors are introduced through vulnerabilities in
electronic parts associated with tampering and from sources
that have not been verified for trust.

Attack vectors are introduced through hostile code at the
time of software or firmware updates.

Cyber system vulnerabilities include software, hardware,
firmware, adjacent systems in the network, energy supplies,
supply chain, and users who interface with it.

Requires a holistic risk management framework that
addresses physical, information, cognitive and social
domains to ensure resilience.

INTERNATIONAL.
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Before risks can successfully be assessed and managed, it is necessary to clearly understand the cyber landscape.

Threats to cyber security cover a broad range of attack vectors with the integration of complex hardware, software, and firmware supporting the cyber physical system.  Before we address the problem, we need to have an understanding of the issues.  Cyber physical system security should begin with the construction of the cyber physical system from the electronic parts and assemblies that make up the system.  Attack vectors are introduced through vulnerabilities in electronic parts and assemblies that could be used to compromise cyber physical system function or gain access to critical and sensitive system information.  Attack vectors are introduced through hostile code at the time of software or firmware updates.  Cyber physical systems are susceptible to compromising attacks due to counterfeit tampered electronic parts with embedded malware or hardware Trojans.  Vulnerabilities can be introduced through tampered counterfeit parts or through electronic parts acquired from sources that have not been verified for trust.  The risk analysis expands beyond the construction to the entire system.

Assessing cyber vulnerabilities can be daunting and depends on where one draws the boundaries.  Cyber system vulnerabilities include software, hardware, firmware, adjacent systems in the network, energy supplies that power it, and users who interface with it. As cyber physical systems security is better understood, it will require a risk management framework that includes an integrated approach across physical, information, cognitive, and social domains to ensure resilience.  The expanse of the threat environment requires a systems engineering approach to ensure wider, collaborative resiliency.  Approaching cyber physical systems security through the lens of resilience will enable the application of both integrated and targeted security measures and policies that ensure the continued functionality of critical safety and security of our cyber physical systems.




How realistic are the threats?

Western Digital, Seagate, Toshiba
and other top manufacturers have
spying software deep with in the hard
drives providing the means to
eavesdrop on the majority of the
world's computers, according to cyber
researchers and former operatives.®

wireless keyboard in the vicinity.”1°

“Key sweeper is a stealthy Arduino-
based device, camouflaged as a
functioning USB wall charger, that
wirelessly and passively sniffs,
decrypts, logs and reports back (over
GSM) all keystrokes from any Microsoft

“Cars today are loaded with computers networked to each
other, and those can be hacked remotely.” A laptop is all that's

— needed in order to “take control of many of the car’s functlons

Kaspersky has revealed one of the biggest
cyber-heists ever with the hackers group
attacking over 100 banks in 30 countries for

F-Secure has unearthed a new attack, HAVEX, a bounty of $1Billion.*2

against industrial control systems that targets
mainly European utilities firms. "Researchers
suspect they are simply gathering intelligence
in preparation for a more serious attack.”3

INTERNATIONAL.
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So how realistic are these threats and how do they impact you and me?  There are several recent news reports that highlight the reality of the threat that I will take some time to review.  There are so many significant attacks, that I had to down-select the incidents to report for this presentation.  In fact, many people on this webinar may have been directly affected by cyber attacks.  In one example, a recent report reveals that all the top manufacturers of hard drives have spying software deep within the hard drive enabling the means to eavesdrop on the majority of the world’s computers.  It is likely that everyone attending this webinar has a computer or laptop with one of these hard drives installed in your machine. F-Secure has unearthed a new attack against industrial control systems that goes after European targets, using rare infection vectors, codenamed Havex, where hackers possibly tied to Russia penetrated the computer networks of energy companies in Europe, the United States and Asia.  It is believed that the malware targeted the utilities infrastructure in order to be conditioned to deliver a future payload that could disable the targeted utilities if the malware wasn’t detected.  The utilities infrastructure is still vulnerable to cyber attacks.  While economic sanctions may take years to have an impact, a cyber attack takes milliseconds, is difficult to trace the origins, and could have an immediate impact on the economy.  Key sweeper is a stealthy Arduino-based device, camouflaged as a functioning USB wall charger, that wirelessly and passively sniffs, decrypts, logs and reports back (over GSM) all keystrokes from any Microsoft wireless keyboard in the vicinity.  Key sweeper technology is available on-line that includes a how-to instructional with the needed software and parts list.  Some of you may have seen the recent CBS 60 Minutes News report on hacking automobiles.  The show demonstrated how an automobile could be hacked remotely to take control of the cars functions including braking and acceleration.  As cars include more electronic features such as accident prevention and self parking, one could imagine what a hacker could do.  A recent report by Kaspersky revealed how cybercriminals spent months studying how banks conducted their daily routines including video feeds and images that enabled them to hack over 100 banks in 30 countries for a bounty of over $1 Billion dollars.  So far, no bank has come forward acknowledging the theft.  There is even a website called Hacker’s List that allows an individual to anonymously hire professional hackers to break into things like cell phones, social media, bank accounts, or any other cyber physical system. (http://mashable.com/2015/01/18/hackers-list/).  Each of these attacks demonstrated the hackers understanding of the cyber physical system and the vulnerabilities of the system to get command and control.  The list and extent of the threats are extensive and should be cause for concern for everyone here on today’s call.


Embedded Malware and Hardware Trojans

Dopant Trojans:14
“A gate of the original design is modified by

applying a different dopant polarity to specific parts | H m JHF"
of the gate’s active area.” This Trojan can | g e
essentially disable the embedded encryption | '! S e 5 .
protection of a chip. g o g

Thumb Drive Virus Takes Down the Pentagon: 1°

“The most serious cyber attack on the US military's Qj‘
networks came from a tainted flash drive in 2008,
forcing the Pentagon to review its digital security,”
said former Deputy Defense Secretary William

Lynn.

ProASIC Hacking:16

The paper explained how a cheap and simple approach
was able to negate the encryption protection of the
device.

Cyber Physical System Susceptible to Compromising Attacks Due to Electronic
A Parts with Embedded Malware or Hardware Trojans
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The threat begins at the electronics parts level due to embedded malware and hardware Trojans.  For instance, a recent published paper by UMass Amherst demonstrated an efficient way to design hardware Trojans without changing any metal or polysilicon layer of the target design, making it difficult or nearly impossible to detect. A gate of the original design is modified by applying a different dopant polarity to specific parts of the gate’s active area. This hardware Trojan can alter or disable the functionality of a chip.  This photograph on the top right illustrates the die level region that can be attacked by the dopant to remove the random number generator that empowers the encryption.  Through this approach, the attacker is able to predict the output of the random number generator to get the key in order to break the encryption.

In another example, Thumb drives, also known as jump drives or USB drives inject a considerable cyber physical systems security risk. Multiple articles have been published that discuss the thumb drive as a physical piece of technology that can attack both classified and unclassified systems, virtually undetected.  Thumb drives are readily available, used by everyone, and do not require drivers of any kind, and therefore can auto-run viruses when inserted into any cyber physical system. USB introduction of malware is an example of how vulnerabilities can be introduced.  However, a hacker may exploit other vulnerable access points in the system to introduce a similar attack.

In the last example, a debug feature of a popular manufacturer of a field programmable gate array that was not revealed in the publically available device documentation was detected by researchers in England that could be enabled to access the features of the device that included negating the encryption protection.  

These are just a few examples of many available articles in public literature revealing cyber vulnerabilities.  While some of these threats seem academic, we don’t have methods to detect these threats outside of a classified setting, yet the recipes are on-line and available to any cyber criminal or state actor with motivation.  These types of attacks are not detectable through the traditional Information Technology approach and may not be discovered nor reported.  It is unknown what the scope or impact of these vulnerabilities is today.


= : :
Systems Security — Electronic Parts

Tampered: A part modified for sabotage or malfunction.

Tampering can occur at any phase of a part’s life cycle [design thru usage].

For example:

« Tampered chips can act as silicon time bombs
where their functionality is unexpectedly disrupted
at a critical moment.

 Tampered chips may contain backdoors that give
access to critical system functionality or leak secret
information to an adversary.

 Tampered parts may also perform unauthorized or
inappropriate functions that could cause loss of
control of the system.

INTERNATIONAL.
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We begin our assessment of Systems Security by addressing the vulnerabilities in counterfeit electronic piece parts.  An attack could be introduced through a malicious component that is either permanently or temporarily embedded within the cyber physical system.  Malicious components could contain embedded malware or hardware Trojans that enable attacks to the cyber physical system.

The SAE G-19A committee defined the term “tampered” counterfeit part so we have a common understanding of the issue.  A tampered counterfeit is a part modified for sabotage or malfunction that can occur at any phase of a parts life cycle. Maliciously tampered parts can be introduced through the vulnerabilities in hardware, software or firmware and can also adversely affect the part’s hardware, software, or firmware performance or function.

There are several examples of tampered parts including those with silicon time bombs, backdoors that give access to critical system functionality or leak secret information, or parts that perform unauthorized or inappropriate functions. 


A German Patriot missile system stationed on
the Turkish-Syrian border was reportedly
hacked by a "foreign source" and carried out
"unexplained commands‘ suspected to be
enabled through a computer chip which
guides the missile, or through a real-time
information exchange which allows the
missiles to communicate with their control
system.

Germany's President Joachim Gauck and his partner Daniela
Schadet listen to commander of German troops in Turkey
Colonel Stefan Drexter as they visit Patriot missile batteries in
Kahramanmaras April 27, 2014.0sman Orsal/Reuters

Newsweek, July 8, 2015

A

INTERNATIONAL.

Experts say that such a hack could lead to the
battery failing to intercept incoming missiles
or even firing at an unauthorized target.

These incidents may seem isolated but a
cybersecurity expert at defense think tank
RUSI, disagrees with this assumption. He
believes that hacks of military missile systems
may be more common than realized but go
unreported for security reasons.

12
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This example highlights the vulnerabilities that a single tampered computer chip introduces to a cyber physical system.  This Newsweek report discloses a cyber hack of a German Patriot missile system carried out through a tampered computer chip in the system.  Experts expressed that the hack could lead to the system failing to intercept incoming missiles or even firing at an unauthorized target.


O
SAE G-19A Tampered Subgroup Efforts

e Summarized Scope & Expected Outcome:

— Advance the knowledge of how advanced malicious features are introduced
and applied in electronic parts.

— Develop a detailed taxonomy of defects associated with tampered
counterfeit parts.

— Develop cost effective test methods capable of detecting defects associated
with tampered counterfeit parts.

— Establish and standardize methods for detecting the presence of malicious
features in electronic parts that could be introduced at any point in the
component life cycle.

e The Tampered Subgroup is:

— Characterizing the tampered defect taxonomy in order to first map out the
areas of vulnerability in a microelectronic device.

— Drafting both advanced techniques and low cost test processes to identify
tampered parts throughout a microelectronic parts lifecycle.

— Binding these test methods with the taxonomy for coverage so industry and
government actors can tailor the solution with confidence for each

application. G-19A Tampered Subgroup Effort
A is Currently Limited to Electronics Piece Parts
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To tackle this massive issue, we started by addressing the threat in the SAE G-19A at the electronic piece part level.  The effort of this group is currently limited to piece parts and does not address assemblies or systems.  The scope of the G-19A is to develop an SAE Aerospace specification that standardizes practices to detect suspect counterfeit components that includes tampered counterfeit parts.  In the first release of the standard AS6171, the committee has proposed an assessment to determine if programmable devices have been pre-programmed. Receiving a pre-programmed part when it is not supposed to be if brand new would obviously be an issue and possibly a sign of counterfeiting.  For the next release of AS6171, a tampered subgroup has been formed.  The scope and expected outcome of the tampered subgroup are to advance the knowledge of how sophisticated malicious features are introduced and applied in electronic parts, construct a detailed taxonomy of defects associated with tampered counterfeit parts, develop cost effective test methods capable of detecting defects associated with tampered counterfeit parts, and finally, establish and standardize methods for detecting the presence of malicious features in electronic parts that could be introduced at any point in the component life cycle.

The SAE G-19A Tampered subgroup is looking at hardware, software, and firmware tampered defects which are the manifestation of a tampered part.  This group is address these concerns at a piece part level, and not at a system level. To address the threat, the G-19A Tampered subgroup has started by developing a detailed defects taxonomy. The group started by defining and categorizing defects varied by the mechanism in which they introduce the vulnerability.  Next the defects taxonomy has been analyzed and collaborated by the User community against known attacks, so that we have a common understanding of the vulnerabilities and an approach necessary to detect and resolve them.  The preferred approach is to identify and measure the impact once the malware or hardware Trojan is initiated. This is different from the current massive approach of scanning for all possible variants of each threat. Test methods used to detect resultant events and defects are being developed to be proficient, effective and limit the number of false positives and false negatives during evaluation. The efforts of the G-19A Tampered subgroup are currently ongoing. 


Cyber Physical Systems Security
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Next, we will expand our risk analysis beyond the electronic parts that construct the cyber physical system.  We will demonstrate a systems engineering perspective to address the risk of cyber physical systems security of a vehicle.  We will assess the risk assessment framework of a vehicle from a systems engineering perspective.  When we think about the problem, we will need to identify where we have weaknesses and gaps in policy, services, and technologies in all the areas of concern as we formulate solutions for more robust, resilient cyber physical system.  We will address areas of concern from our systems engineering managed approach to identify gaps in security.  Then we will look at solutions to close the gaps using systems engineering tools.  We don’t plan on providing an exhaustive review – instead we will provide a high-level assessment to demonstrate the managed approach.

Cyber Physical Systems Security is a complex topic that intersects with a number of areas of concern if we are going to control the problem.

The first step in addressing Cyber Physical Systems Security is to identify the various areas of concern that pose real threats, vulnerabilities, and consequences and to organize them into a framework that is manageable and establish consistent definitions for a common understanding throughout industry, academia and government.

Elements of the approach should include current and future risk assessment, presentation of any gaps, and resolution to mitigate risks across areas of concern.

Industry also needs improved methods and range environments to better characterize and simulate cyber effects for both assessments and training.



Implementing Cyber Physical Systems Security

A Systems Engineering Perspective

(DiMase et al., 2015)

Areds of ConCe,”

Electronic &
Physical Security

Security for both direct and indirect
electronic controls to the Cyber
Physical System
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ronemobile! -
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Introduces an Integrated Approach to the Problem that Includes Assemblies and Subsystems
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The first area of concern we address is electronic and physical security.  We define electronic and physical security to mean: Addresses the insider threat that includes physical, technical, and administrative controls including system privileges. It incorporates measures designed to deny unauthorized access to facilities, equipment and resources, and to protect personnel and property from damage or harm (e.g., espionage, theft, or terrorist attacks). It includes protection resulting from measures designed to deny unauthorized individuals information derived from the interception and analysis of non-communications electromagnetic radiations.

Through our assessment, we know that all cars since 1996 contain an 8 byte on-board diagnostics (OBD II) port that docks into the cars communication bus with access to the engine computer.  The engine computer (ECM) contains diagnostic information and performance controls for the engine throttle, steering position, speed sensors, and other subsystems such as cruise control, ABS brakes, automatic transmission, anti-theft monitor, and even the Electronic Control Unit (ECU) which deploys airbags.  Since the OBD II runs on a simple 8 byte bus communication, the information and feedback cannot be secured with encryption and authentication without significant system changes.

Vehicles have also evolved with the introduction of telematic systems.  Telematic systems blend the vehicle’s ECUs and wireless telecommunications technology for both long and short range wireless connections.  Telemetic systems include additional convenience and functionality for vehicles such as hands-free Bluetooth connectivity for cell phones, navigation systems, and wireless access to services (e.g. concierge services, live person driving directions) and features (e.g. automatic crash response, theft response, virtual unlock).  In addition, the number of vehicle models with Internet access grew from less than 1% in 2011 to over 53% in 2016.  Vehicles connected to the Internet are expected to increase over time, with many consumers expecting models to include the option as a standard offering.  Many vehicle manufacturers offer telematic services, such as GM’s OnStar system, Ford’s Sync, Toyota’s Safety Connect, Lexus’ Enform, and FCA’s UConnect. 

Zero day vulnerabilities in vehicle systems could be exploited to gain access through a variety of ports that includes physical access to the OBD II port, short range indirect access through Bluetooth or WiFi, and long-range access through satellite radio, AM/FM radio, or cellular connections. The unfortunate reality is that the more convenient features are added to the vehicle, like keyless entry or remote start, the more vulnerabilities need to be addressed in order to protect the cyber physical system and ultimately its users.  Vehicles are continuing to evolve with additional features such as vehicle-to-vehicle and vehicle-to-infrastructure communications for added safety features, and autonomous vehicles that are self-driving which could be exploited through this area of concern without a systems engineering approach to address cyber physical systems security.

In our risk assessment, the probability of occurrence and potential consequences of various attacks could be significant.  To name just a few, from a cyber criminal perspective, there have already been demonstrated auto thefts in Texas with hackers using computers to unlock and start the vehicle and drive away in record time. In another example, researchers have already demonstrated the ability for short and long range remote hacks that can kill the engine or disable braking systems.  While the probability of occurrence seems remote, the consequences of a terrorist attack on a fleet of vehicles during rush hour would be devastating to public safety with significant consequences to the manufacturer and to national security.


® Implementing Cyber Physical Systems Security

A Systems Engineering Perspective

(DiMase et al., 2015)
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Cyber physical systems are primarily about control of physical systems by computation devices.  However, in the course of their operation, CPS embedded systems can accumulate a large amount of data from sensors, users, and external communications, and that data is stored in some type of nonvolatile or volatile storage.  Assurance of that data is a critical concern.  In this context, assurance means that the CPS ensures the data availability, integrity, authentication, confidentiality, and nonrepudiation. It ensures protection of data from unauthorized (accidental or intentional) modification, destruction, or disclosure. Protection applies to not only data in transit but also at rest.  We understand how to do all these things with a wide range of cryptographic primitives such as encryption and hashing.

The problem with information assurance in CPS is that the security of the data is not taken seriously.  Some of it is lack of awareness.  We don’t realize that the data we store or produce could reveal sensitive information.  For example, imagine a scenario where an attacker views GPS information in a car to reveal the owner’s home address.  A system with CarPlay may also reveal calendar information that can tell when the owner is away from home.  Since the garage code opener codes are not encrypted, it’s easy enough to steal that and then enter the house without needing to break a door.  In more sensitive systems, trusting the data is key to preventing widespread infrastructure collapse.  One could insert oneself into a smart grid and fake sensor data that makes It seem like that there is a power surge that may cause circuit breakers to trip.  How do we know which data to trust?  There needs to be mutual authentication mechanisms between sensors and control.

Many information systems can rely on physical security to protect information.  For example, because the server is behind locked doors, we don’t necessarily have to worry too much about users rebooting the server or attaching a serial cable to a serial port and getting console access.  With CPS, however, the systems are often out in the wild and subject to physical access.  As mentioned before, this physical access makes data much easier to steal.  Therefore, the same assumptions that we make for standard computers do not apply for CPS.  We need layers of authentication and access control that make access to information much more difficult. For example, with the OBD or telematics vulnerability discussed earlier, we could add features that require vehicle authentication in a manner that is impossible to duplicate.  We could use public-key cryptography with tamper-proof key storage or use PUF-based challenge response schemes.


® Implementing Cyber Physical Systems Security

A Systems Engineering Perspective

(DiMase et al., 2015)
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As would be expected, cyber physical systems suffer from the same type of vulnerabilities that exist with any system containing software, such as a your common computer system. These software vulnerabilities can cause critical failures or perform unintended operations. Since software in your computer, such as Microsoft Office and open source software are common in many computer systems, vulnerabilities are generally fixed very quickly and are updated remotely. However, in CPS systems theses fixes may take a long time to flow down to actual devices or may not be viable since changes to the software may alter or disable functions or features of the cyber physical system. Computers also typically have virus protection software installed that provides additional protection to the system that is not typical to cyber physical systems. Some systems do not even have mechanisms to upgrade in the field or may not have a means to identify and fix software vulnerabilities whatsoever.  Even if you do, how do you trust that the upgrade will not alter functionality, is legitimate and not an attempt to install malware or alter Trojan firmware?  Signed software solves some of these problems by linking updates to trusted sources but this approach has challenges in many cyber physical systems applications.  How do you have a level of confidence that the software is free from vulnerabilities, either intentionally designed into the software or accidentally inserted at anytime during its lifecycle and that the software functions in the intended manner?  Testing only provides a limited level of confidence.  Did you really test all the possible border conditions? Sandbox settings with isolated, virtual space for the software enables a test environment to run the application without having to install the software in a traditional way.  The applications operate in a virtual environment without affecting the cyber physical system.  Formal verification that can prove that the software is “safe” is the ideal.  However, most existing techniques haven’t really scaled beyond a few thousand lines of code and most cyber physical systems are not set up with sandbox settings for testing.


® Implementing Cyber Physical Systems Security

A Systems Engineering Perspective

(DiMase et al., 2015)
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The next area of concern we address is asset management and access control.  We define asset management and access control to mean: Manages critical assets in the system that exhibit potential to introduce vulnerability through a functional role in the CPS operating environment where interaction with the CPS is required. It provides systems for an inventory of critical assets maintained by monitored access using verification credentials. This includes management of information relevant to the operation of the asset (e.g., software revision, firmware revision) and the process of granting or denying specific requests: (1) for obtaining and using information and related information processing services; and (2) to enter specific physical facilities.

In our assessment of this area, we would need to identify the various electronic control units and electronic assemblies which have been added to the vehicle.  Each of the subsystems’ software and firmware revisions would need to be cataloged and managed to ensure they are up to date, so that zero day vulnerabilities which have been identified with fixes cannot be exploited once the updates have been applied.

Access controls to various systems also needs to be managed.  Personal identifiable information that could be accessible through the vehicle’s telematics system would need to have appropriate password and access controls.  Vehicle GPS systems should have appropriate access controls to ensure unauthorized users do not have access to addresses stored in the system, such as your home address.  One could imagine providing your vehicle to a valet at the local restaurant, with full access to your home address that includes wireless access to your garage and home through the built-in garage door opener. 



® Implementing Cyber Physical Systems Security

A Systems Engineering Perspective

(DiMase et al., 2015)
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The next area of concern we address is anti-counterfeit and supply chain risk management (SCRM) which we define as: Maintains systems and processes associated with CPS protection from counterfeit parts and supply chain vulnerabilities. It mitigates the risk that material is not authentic and that suppliers do not produce or use products that introduce vulnerabilities to the host CPS. Counterfeit parts include components which have been intentionally or maliciously modified from its intended design to enable a disruption in performance or an unauthorized function, which can be introduced anywhere in the supply chain. Supply chain risk management ensures pedigree to the original manufacturer and adequate controls against counterfeiting. It is unique to anti-Tamper, anti-Malicious, and the Track and Trace CPS constructs.

In our assessment of this area, counterfeit parts introduce concerns with quality, reliability, safety, and security.   Tampered counterfeit electronic parts include those with embedded malware and hardware Trojans.  These vulnerabilities could be exploited in a number of ways such as in the Patriot Missile example we discussed earlier in the presentation.  These vulnerabilities could be introduced through counterfeit electronic piece parts or assemblies.  For example, in a vehicle, a counterfeit radio with embedded malware or malicious functionality could be introduced through a third-party add on to the vehicle.

Supply chain risk management is necessary to ensure quality and trust.  Sources should be validated through second and third party audits to industry specifications identifying best practices to address concerns.  Industry standards to mitigate the risk of counterfeiting include SAE AS5553 and AS6171 which were developed by the Aerospace sector, but could be applied to any sector, such as automotive or medical, to mitigate the risk of counterfeiting.  There are a number of SAE standards applicable to different sectors of the supply chain.  Additional mitigating strategies in the supply chain include utilizing trusted sources of supply for critical logic bearing electronic devices.

The Trusted Foundry Program was initiated in 2004 to ensure that mission-critical national defense systems have access to leading-edge integrated circuits from secure, domestic sources. It is a joint DoD / NSA program; administered by NSA's Trusted Access Program Office (TAPO).The program includes foundry capability �plus full-range of microelectronics services from design through prototyping, packaging and assembly, photomask manufacturing, and aggregation, accredited by DMEA to be trusted.
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The next area of concern we address is life cycle and diminishing manufacturing sources and material shortages (DMSMS) which we define as: Provides sustainment processes for assets in a CPS threatened by loss or impending loss of manufacturers of items or suppliers of items, services, or raw materials necessary to sustain availability of the asset. This includes updating the asset to address the latest vulnerabilities and ensuring hardware and software configuration and functionality (e.g., patches in software and updating firmware or hardware to repair or replace broken assets).

In our assessment, parts vulnerable to counterfeiting and malware can be introduced when they are no longer available from trusted sources of supply due to obsolescence.  When one thinks of this problem from a software perspective, a good example to understand the issue is the Windows operating system on your computer.  Zero day vulnerabilities are constantly identified and patched through software updates to your computer.  When Microsoft sunsets a product, like Windows XP, zero day vulnerabilities are no longer patched, leaving the system vulnerable to attacks.  Any cyber physical system with software and firmware needs to have patches to address zero day vulnerabilities which have been discovered to avoid exploitation of the system.
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Anti-malicious and anti-tamper is a systems engineering process that includes CPS vulnerability to tampered hardware or malware introduction achieved through reverse engineering. It provides tools and processes for the integration and assessment of protective technology features in the CPS electronics systems that mitigate the impact and consequences of reverse engineering attacks that could include an attacker’s assessment of vulnerabilities on an otherwise, unprotected cyber physical system. 

Anti-tamper (AT) integration in a system design is essential for each subsystem and its relationship in a CPS to self sufficiently detect and defend against compromise of critical capabilities that is specific to reverse engineering and malicious attacks. It provides a type of self automated alarm system of an attack with a responding designer designated penalties.  AT implementation acts as a castle wall against reverse engineering and malicious attacks by protecting each entry point or crack in the cyber physical system and can include any identified feature such as I/O ports, software backdoors, to physical hardware accessibility.  A typical AT approach analyzes a CPS from a platform level (entire car) followed by subsystem (i.e. Electronic Control Module - ECM or Transmission Control Module - TCM), embedded systems (Controller Area Network Bus - CAN), printed board assemblies, and finally integrated circuits or microelectronics.  It identifies the vulnerabilities at each point and provides a solution for each with an overall software and hardware AT plan.

As the probability of malicious tampering of CPS as well as the resulting consequences exponential increase, the importance of Anti-Tamper systems designs are directly critical in addressing the dynamic threats of today’s technical revolution. 
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As CPS components (both software and hardware) go through the supply chain, it is essential that we understand where the components have gone.  Hardware mechanisms such as RFID provide some capability to track devices, but it is not ideal.  It is relatively easy to remove a RFID tag and use the tag to authenticate and track a counterfeit part. We’d like a mechanism that is integrated into the device. Botanical DNA applied to devices provide some assurance of source origin.  However, to take advantage of its features, it requires cotton swabbing for detection and complicated laboratory analysis that is not practical in production environments.  Luminous methods have also been used to provide some assurance of source origin, but are easily spoofed.  Physical unclonable functions (PUF) provide an un-tamperable method to authenticate a device.  Existing PUFs are silicon-based and do not work well for non-electronic parts or larger electrical or electronic systems.  However, new optical tag technologies allow one to store large amounts of information as well as retain a user ID that can be applied for track and trace applications.
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Forensics, prognostics, and recovery plans: Provides processes and tools for gathering of CPS operations data for use in the examination and analysis of cyber incidents, thereby characterizing the CPS operational cyber security baseline. The baseline provides the basis for tools used in forensics (internal to the CPS), prognostics, and recovery plans (including resiliency). An adjacency provision for external forensics serves the cooperative effort with other industrial CPS organizations and government agencies responsible for pursuing root cause of an attack vector external to the CPS operating environment.

Many new technologies are available to monitor the health of your automobile in real time. By connecting a wireless dongle to the ODB-II Port, users can monitor various operating parameters via wireless apps through OnStar, Ford Sync, or after market products such as Verizon Hum [1-3].

Forensic data can be obtained offline (after the event) and online (in real time), as well as acquired passively (intercepted) or actively (the party conducting forensic investigation has control over vehicle functions). Forensics can be collected through hardware (ECUs) or software (gateways/telematics) [4]. The fusion of physical and electronic data (video streams, GPS coordinates, visual images, etc.), allow for enhanced forensic capabilities as opposed to having only physical or electronic data separately [4, 5].



References: 
1: https://www.onstar.com/us/en/services/vehiclemanager.html
2: https://owner.ford.com/how-tos/sync-technology/sync/vehicle-health/how-to-run-a-vehicle-health-report-with-sync.html
3: http://www.digitaltrends.com/cars/verizons-hum-gives-your-old-car-a-new-brain/
4: Saif Al-Kuwari and Stephen D. Wolthusen.  On the Feasibility of Carrying Out Live Real-Time Forensics for Modern Intelligent Vehicles. X. Lai et al. (Eds.): E-Forensics 2010, LNICST 56, pp. 207–223, 2011.
5: Dennis K. Nilsson and Ulf E. Larson. Combining Physical and Digital Evidence in Vehicle Environments. Third International Workshop on Systematic Approaches to Digital Forensic Engineering. 2008 IEEE
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The next area of concern we address is information sharing and reporting which we define as: Provides tools and shared database resources for reporting and rapid exchange of cyber attack events and the mitigation measures to minimize the breadth of impact of the attack in the CPS network. Addresses the communications plan and information sharing necessary to report a cyber incident and prevent an issue from reoccurring.

We cannot recover from attacks until we can first identify them, and then develop a recovery plan to mitigate the threat.  Without information sharing and reporting, we will never develop systems capable of surviving the evolving cyber hacker.  This area is so critical to our understanding as we develop systems resilient to attacks, that it is often required through regulation in industries supporting the critical infrastructure.  For DoD, counterfeit part reporting and remediation is required through DFARS regulations.  Reports to cyber attacks are also required through regulation for many sectors beyond DoD.

Cyber ranges and penetration testing is imperative to our understanding as we develop systems capable of surviving an attack.  Manufacturers of cyber physical systems should adopt practices of organizations such as Apple and Microsoft that pay a bounty for indentified vulnerabilities, provided the researcher who discovered the problem allows time for the manufacturer to address the gap and correct the problem.
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Through our Systems Engineering Perspective, we have identified ten areas of concern specific to Cyber Physical Systems Security.

Since each of these areas of concern are so broad and have their own governing bodies, policy and guidance, we have included them in our Systems Engineering Perspective to provide a cohesive construct to address the problem.  In addition, there are a number of cross cutting capabilities necessary in our construct to fully address Cyber Physical Systems Security, such as risk assessment and management, risk-informed decision making, training, and education and outreach.

Standardization is needed to codify the CPSS framework and to provide requirements and guidance for implementation to address the different areas of concern.  A standard can be created to incorporate industry best practice and guidelines from the many different policies and standards addressing the areas of concern in silos and from industry specific sectors. The standard should be written with the perspective of applying to any sector needing CPSS.




CPSS SEP Notional Electronics Security Perimeter

: CPSS Systems Engineering Requirements Flowdown
I Reeulat User-Defined & New Cyber

: egulatory Sustainable ($) Threats

|

|

| CPSS Operational Functional
| Requirements Analysis

|

|

|

I Functional CPSS Functional Behavioral
| Models Requirements Models

|

External Communications Y p——

Requirements
CPS Summary Assessment
CPS Systems Engineering Tiers CRITICAL ASSETS AND COMMAND/CONTROL TARGETS
Weightin Critical Critical Critical cacC CaC
Fag::tor 9 Asset Asset Asset Function Function
A B Cc A B
Operational Requirements 4 3 5 1 3 1
Functional Requirements 3 7 3 7 9 7
Architectural Requirements 5 1 7 3 5 7
Totals 11 18 1 17 15
Weighted Totals 38 64 40 64 60
Required Minimum Score 40 50 40 60 45
> i-F Actual Required
% g ‘;\ cPss Minimum
Score CPSS Score H
INTERNATIONAL. Celiular (DIMase et aI" 2015)
Total Score 266 235



Presenter
Presentation Notes
Once we have completed our analysis on the areas of concern, we then apply our systems engineering tools to address gaps in cyber physical systems security using our risk-based managed model.  The systems engineering tools are meant to address gaps with engineering solutions to make the system more robust and resilient to attacks.  We begin by illustrating a notional cyber physical system network through the figure on the left.  The cyber physical system is contained in the dotted red line to a collection of defined critical assets that can be expanded through external communications to other assets.  A cyber physical system can be expected to communicate and conduct transactions with other electronics systems that include cloud resources, wireless systems, and other cyber physical systems.  Identification of critical assets and areas of concern only partially completes the requisite list of cyber physical system attack targets.  The approach to cyber physical systems security analysis also requires investigation of the flow of sensitive data and critical command/control functions within an organization specific to affecting the expected cyber physical system tangible output.  Using the CPS critical assets and command/control functions, an assessment baseline can be made that achieves systems security in accordance with vulnerability analysis and systems engineering requirements.

The systems engineering perspective includes the operational, functional, and architectural constructs.  The operational requirements define what the customer wants from the cyber physical system in a User-defined operational environment that includes sustainability, policies, guidance, and regulatory requirements.  The functional level provides the systems engineering requirements that will enable what the customer wants in the operational environment, including vulnerability analysis and how the system will perform.  The architectural requirements provide the assembly and components physical layout and model for enabling the functional level system performance.

At each level, the CPSS systems engineering approach yields important artifacts and metrics for overcoming the challenge of managing the threat environment for a large cyber physical system with a wide area of coverage. Standard work provides metrics for coverage to address areas of concerns of which a CPS design team can review and compare with trade offs for their specific platform.  The resulting risk based assessment identifies design features to address gaps in those recognized areas of concerns and provide equitable solutions to meet the user needs. The figure on the bottom right demonstrates an example summary assessment of a cyber physical system through a scorecard tool using common assessment guidelines achieved through industry and government collaboration expected from the committee.
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Here is a high-level slide that addresses the operational requirements related to customer needs and wants, regulatory policies, organizational goals, and the general operational environment. This level defines the overall system purpose based on the user’s values. 

Regulatory: e.g., all vehicles after 1996 have to be manufactured with an OBD-II Port.

User Defined Requirements: Car must have good Passenger Safety, Fuel Economy, Comfort, etc.

Cyber Threat: Wireless hacking and remote control of the car during operation

Operational Requirements: Must prevent unauthorized system access
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The operational level informs the functional level, which provides the requirements that will satisfy the customer wants from an operational and functional perspective, including vulnerability analysis and system performance analysis. 

System States: Identification of different states of critical system components and associated vulnerabilities and risks in the system. Includes identification of failure modes and prioritization of vulnerabilities.

Functional Analysis: Engineering and other studies that drill down into how security can be exploited and enhanced. For instance, through what means can the vehicle be remotely accessed? 

Functional Requirements: e.g., Validation and Authentication of users attempting to remotely access system 
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Finally, at the architectural level, the technical functions are defined which specify the physical layout of the assemblies and components which enable the overall system performance.

Functional and Behavioral Models: May involve focus groups and user testing to determine how users may use/misuse the system and their feedback on features. 

Architectural Requirements: Actual hardware, software configurations to achieve the operational and functional requirements. For instance, algorithms for encryption and keys for authentication for remote access. 
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Challenges:

— Adversaries are adaptive and intelligent, threat identification difficult

— Quantification of risk (likelihood of occurrence, severity of impact)

— High uncertainty and variability associated with predicting emerging
threats, vulnerabilities, consequences

— Field is evolving fast and risk benchmarks do not exist (i.e.. How much
risk is acceptable or too much?)

— Disconnect between risk assessment and risk management
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One of the critical difficulties in cyber physical system security is the identification and modeling of risks. Traditional risk analysis attempts to quantitatively answer three questions: “What can go wrong?” “How likely is it?” and “What are the consequences?” While suitable for many engineering applications, risk analysis is uniquely difficult for cyber security.
Adversaries are adaptive – it is difficult to identify threats 
Once threats are identified, it is unclear how threats, vulnerabilities, and consequences can be reliably measured/quantified
High uncertainty makes such quantifications and estimates potentially unreliable
Unlike in some other fields of risk analysis, it is not clear what acceptable levels of cyber risk are
There is a disconnect between assessment of risks and implementation of mitigation plans
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Another challenge is how to validate and verify that the system meets operational, functional, and architectural requirements post-implementation. According to MITRE, “Verification is the process for determining whether or not a product fulfills the requirements or specifications established for it. Validation is the assessment of a planned or delivered system to meet the sponsor's operational need in the most realistic environment achievable” [6]. 

Given the dynamic, persistent, and hard-to-detect threat environment, the probability of encountering problems in the field is high, along with the potential costs to remedy identified security deficiencies. Verification and Validation become difficult given the tremendous uncertainty and rapid technological advancement of cyber threats. Virtual modeling and simulation platforms may assist in this capacity, allowing for the identification of vulnerabilities and system failures prior to product launch.

Systems security engineering programs should perform penetration testing that includes building real-world models and ranges supporting experimentation and validation for embedded malware, hardware Trojans, and cyber physical systems security to verify and validate the system for security.  Penetration testing, modeling, and cyber ranges can help determine if a system is vulnerable to attacks using the Design V model as a guide to Verify and Validate systems engineering solutions intended to address gaps in cyber physical systems security.

6: https://www.mitre.org/publications/systems-engineering-guide/se-lifecycle-building-blocks/test-and-evaluation/verification-and-validation
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o Support and expedite (if possible) SAE G-19A efforts to
develop cost effective test methods capable of detecting
defects associated with tampered parts. The group could
use additional engineering SMESs.

o Support and expedite (if possible) SAE G-19A efforts to
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presence of malicious features in electronic parts that could
be introduced at any point in the component life cycle.
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Here are some recommended next steps. Support and expedite SAE G-19A efforts to develop cost effective test methods capable of detecting defects associated with tampered parts.  The group could use additional engineering SMEs. Support and expedite SAE G-19A efforts to establish and standardize methods for detecting the presence of malicious features in electronic parts that could be introduced at any point in the component life cycle.

Last, consider this presentation a call for action that emphasizes solutions using a holistic approach to cyber physical systems security from a systems engineering perspective.  A systems engineering approach that includes analysis of the system operating environment defined by the operational, functional, and architectural systems engineering elements can help close the gaps.  The solution should include developing a common lexicon of terms and metrics for assessing vulnerabilities associated with design of the system with the intent of a more robust and resilient CPS. 
 
Solutions should address gaps in the resiliency of hardware assurance and security from persistent threats to cyber physical systems.  Standardization is needed to codify the cyber physical systems security framework and to provide requirements and guidance for implementation. The path for designing standardized metrics for effectiveness will include a risk-based design for security to complement prioritized, risk-based, efficient, and coordinated actions.
 
Therefore, collaboration is proposed that includes government, industry, and academia recognizing a need for action in developing a systems engineering approach to standardization of cyber physical systems security, including the following:
  Advance the knowledge of how vulnerabilities are introduced and exploited in cyber physical systems.
  Identify best practices for addressing different areas of concern.
  Develop a detailed taxonomy for cyber physical system security.
  Establish and standardize methods for identifying vulnerabilities in cyber physical systems that could be introduced at any point in the CPS life cycle.
  Develop cost-effective design and evaluation methods for use in cyber physical systems security design that includes assessing effectiveness of solutions.





Future Work and Research Needs’

Research is needed to design and build real-world models and ranges supporting experimentation
and validation for embedded malware, hardware Trojans, and cyber physical systems security.

Operational CPSS modeling tools are needed to enable cost-effective, risk-based cyber resiliency
requirements.

Research is needed for detection tools for embedded malware and hardware Trojans

Research for User assessment toolsets are needed to sustainable trust and agility in a resilient,
trusted supply chain.

Support to emerging system-on-chip architectures is needed for designed-in cyber resiliency and
security.

Support to emerging track and trace authentication taggants.

IT industry’s use of penetration testing and code reviews should be adopted.

Domain separation for in-system networks and safety critical systems.

Implement a layered approach to security.

Develop over-the-air update capabilities.

Hire dedicated staff and high-level managerial positions focused on cyber physical systems security.

Collaborate with researchers and independent security firms to test system digital security, identify
cyber physical systems security vulnerabilities and offer solutions to resolve them.

SE Enabling Cyber Security, Assurance, & Resiliency
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This is a list of some of the future work and research needs to enable hardware cyber security, assurance, and resiliency. First, we need to identify where we have weaknesses and gaps in policy, services, and technologies in all the areas of concern as we formulate solutions for more robust, resilient cyber physical systems that protect our critical infrastructure that these systems support. Research is needed to design and build real-world models and ranges supporting experimentation and validation for embedded malware, hardware Trojans, and cyber physical systems security. Operational CPSS modeling tools will enable cost-effective, risk-based cyber resiliency requirements. Research is needed for detection tools for embedded malware and hardware Trojans.  Research for User assessment toolsets will lead to sustainable trust and agility in a resilient, trusted supply chain. Support to emerging system-on-chip architectures and track and trace taggants are needed for designed-in cyber resiliency and security.  IT industry’s use of penetration testing and code reviews should be adopted.  Domain separation for in-system networks and safety critical systems should always be considered.  Organizations should implement a layered approach to security.  Cyber physical systems may need over-the-air update capabilities to ensure resiliency and for rapid recovery of known vulnerabilities.  It is important to hire dedicated staff and high-level managerial positions focused on cyber physical systems security to instill the discipline into organizations’ culture.  Finally, research and collaboration with academia and independent security firms are needed to test system digital security, identify cyber physical systems security vulnerabilities, and to learn about solutions to resolve these vulnerabilities.
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In summary, through this webinar you should have an awareness and understanding of the hardware cyber security threat, the impact and consequences of the threat, an understanding of new terms, definitions, and taxonomy, including cyber physical systems security, CPSS challenges and business impact, SAE industry efforts to address the threat including the G-19A tampered subgroup and the call to action for CPSS systems engineering perspective, recommended next steps, and future work and research needs.
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