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CALCE Overview

 The Center for Advanced Life Cycle Engineering (CALCE) at the University
of Maryland, College Park formally started as an NSF Center of Excellence
in electronics systems reliability (1984).

 One of the world’s most advanced and comprehensive testing and
failure analysis laboratories.

 Funded by over 150 of the world’s leading companies.

« Supported by about 100 faculty, visiting scientists, research assistants and
interns.

» Received NSF innovation award in 2009 and IEEE standards education
award in 2013.

ca‘ce Center for Advanced Life Cycle Engineering ) University of glegxlfgg



What i1s a Counterfeit Electronic Part?

* A counterfeit electronic part is one whose identity has
been deliberately misrepresented.

 |dentity of an electronic part includes:
 Manufacturer,

Part number,

Date and lot code,

Reliability level,

Inspection/Testing,

Documentation.

(2011): Screening for counterfeit electronic parts, Journal of Materials Science, Materials in Electronics 22:1511-1522
“Semiconductor Manufacturers’ Efforts to Improve Trust in the Electronic Part Supply Chain”,
IEEE Transactions on Components and Packaging Technology, Vol. 30, No. 3, pp. 547 — 549, September 2007.

University of Maryland

Center for Advanced Life Cycle Engineerin
caice ycle Eng g . oayent


Presenter
Presentation Notes
what is a counterfeit electronic part? A counterfeit part is one whose identity has been deliberately misrepresented. By identity I mean manufacturer logo, part number, and date code, that is marked on the part, or the reliability level of the part, or inspection/testing or documentation such as certificate of conformance. 




»

Possible Sources of Parts Used to Create
Counterfeits

OEMSs/CMs

CMs

Authorized Package Assembly
Distributors and Testing
Companies
. Reclaimed parts from
crap parts Unauthorized i -
Part . <« discarded electronics Recyclers
Manufacturers parts

Out-of-
spec/Defective

Recycled g Remarked @ Overproduced
| Sold “As Is” :
Cloned

! i Forged
""""""""""""""""" Documentation

calcﬂ Center for Advanced Life Cycle Engineering
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Presentation Notes
We looked at the sources of parts 


5. Test Laboratories

_ of EEE: AS6171
4. Authorized

Distribution of
‘ Electronics: AS6496
3. Independent

Distributors/Brokers of
Electronics: AS6081

‘ 2. OEMS/Users of
Materiel (other than

EEE): ASB174 ARP 6328 and AIR 6273
® 1. OEMS/Users of
Electronics, . .
Electric, G-19 & G-21 Counterfeit Avoidance,
Electromechanic Detection, Mitigation & Disposition

al (EEE): AS5553 Committee Upda’[e

INTERNA AL



Summary of SAE G-19 Aerospace Standards

SAE AS5553 Rev B

Counterfeit Electrical, Electronic, and Electromechanical (EEE)
Parts; Avoidance, Detection, Mitigation, and Disposition —
Published 9/2016

ARP6328 Guideline for Development of Counterfeit Electronic Parts;
Avoidance, Detection, Mitigation, and Disposition Systems —
Published 9/2016

SAE AS6462 AS5553 Verification Criteria — Under revision

SAE AS6171 Test Methods Standard; General Requirements,
Suspect/Counterfeit, Electrical, Electronic, and Electromechanical
Parts — Published 10/2016

SAE AS6081 Counterfeit Electronic Parts Avoidance — Distributors — Preparing
release of revision and in discussion on the test methods

SAE ARP6178 Fraudulent/Counterfeit Electronic Parts; Tool for Risk Assessment
of Distributors

SAE AIR6273 AIR6273 - Terms, Definitions, and Acronyms - Counterfeit Materiel
or Electrical, Electronic and Electromechanical Parts — under ballot

SAE AS6496 Fraudulent/Counterfeit Electronic Parts: Avoidance, Detection,
Mitigation, and Disposition - Authorized/Franchised Distribution

CAICR center for Advanced Life Cycle Engineering University of Maryland
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AS6171/2: External Visual Inspection (EVI) (incl. remarking, resurfacing,
weight, dimensions, SEM)

AS6171/3: X-Ray Fluorescence (XRF) (incl. lead finish, thickness)
AS6171/4: Delid/Decapsulation Physical Analysis (DDPA)
AS6171/5: Radiological Inspection (R1): X-ray imaging
AS6171/6: Acoustic Microscopy (AM): external and internal

AS6171/7: Electrical Test: Curve Trace, Full DC, Key Electrical
Parameters for AC, Switching, and Functional Tests; ambient or over
temperature (incl. environmental, burn-in, seal)

AS6171/8: Raman Spectroscopy: materials identification

AS6171/9: Fourier Transform Infrared Spectroscopy (FTIR): materials
Identification

AS6171/10: Thermogravimetric Analysis (TGA): material analysis
AS6171/11: Design Recovery (DR): device layout and function

A 7
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Presenter
Presentation Notes
Here are some of the different test methods that will be included in the first release. As many folks who are reviewing this presentation already know, there isn’t one test method that will detect all known defects and anomalies associated with counterfeit EEE parts.  Determination that an electronic part is suspect counterfeit typically takes multiple tests and forensic analysis, particularly for older obsolete parts, where data may not be available to help arrive at a definitive conclusion.


Acoustic Microscopy (AM) Test Method for Capacitors Dec 2016: initial
ballot
Secondary lon Mass Spectroscopy (SIMS) Test Method April 2017: initial
ballot
Radiated Electromagnetic Emission (REME) Test Methods In development
Packaging Test Methods In development
Netlist Assurance Test Methods In development
Laser Scanning Microscopy (LSM) Test Methods In development
Thermomechanical Analysis (TMA) Test Methods In development
Assembly Test Methods Workgroup in
formation
Scanning Electron Microscopy (SEM) Test Methods Workgroup in
formation
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* Processes and a description of procedures
 Apparatus needed for the test technique

 Required qualification and certification of
processes and personnel

« Guidelines and requirements for reporting
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Presentation Notes
Each test method includes at a minimum, processes and a description of procedures, apparatus needed for the test technique, required qualification and certification of processes and personnel to ensure consistency among different accredited laboratories, and guidelines and requirements for the final test report.  A number of the test methods includes photographs that are useful in the technical assessment of EEE parts.


e Evaluating risk and

recommended tier level
of testing based on:

» Risk of the receiving a
counterfeit part from the
supplier,

» Risk of the part and risk of
application to assess
potential negative
consequences of a
counterfeit electronic part
being installed,

» Other offsetting risk factors.

Rs=Risk of
Supplier

-

l-
e

Risk Tier Level Target Confidence (TC)
Critical 0.90
High 0.8
Moderate 0.65
Low 0.5
Very Low 0.35

NNNNNNNNNNNNNN
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Presenter
Presentation Notes
As I indicated earlier, the AS6171 includes guidance for evaluating risk to determine an appropriate level of testing based on the risk assessment in an effort to ensure consistency in the approach throughout the supply chain. The methodology seeks to standardize the normally ad-hoc risk assessment process and quantifies subjective judgments into distinct, intuitive tiers.  As one could imagine, conducting all of the different tests in the specification isn’t practical or feasible for all applications and could be cost prohibitive.  An integral part of the standard is a semi-quantitative risk assessment method. The purpose of the risk assessment method is to identify the recommended level of testing that should be performed on components acquired through unauthorized suppliers that do not have traceability to the original component manufacturer in order to detect counterfeits. After all, one cannot effectively manage risks if one does not first attempt to assess them. However, these hardware security risks are particularly difficult to assess due to their multidisciplinary, difficult to detect, adaptive and unpredictable nature. Tractable, standardized guidance regarding test evaluation is especially important for test laboratories, which must ensure consistency in the evaluation of suspect counterfeit components based on the perceived risk determined by the end-user. This method assigns risk scores to electronic components based on a number of relevant criteria specific to counterfeit risk, and places the components into one of five risk tier levels corresponding to an appropriate level of laboratory testing. This risk score and identified risk tier level guides what level of testing is commensurate with the assessed level of risk. 

The assessment method is based on three main factors contributing to overall risk: product risk (Rp), component risk (Rc), and supplier risk (Rs). Rp and Rc are both related to the component's application and the consequences of the component's failure, while Rs is related to the integrity of the source of supply. In particular:
1. “Product risk represents the criticality of the product in which the component will be used. The level of risk reflects the overall end effect caused by failure of the product. This is strictly a measure of the risk related to the overall product. It does not consider how a component is utilized in the product”. 
2. “Component risk represents the risk to the product that is associated with the failure of the component. For the purposes of this document, it is the item under evaluation for authenticity. This could be either a piece component or assembly. The component failure itself is always assumed to be the worst case failure mode, specifically the total loss of component function. The component risk indicates the outcome of that component failure on the operation of the product”. 
3. “Supplier risk represents the risk incurred due to use of the selected component distributer. If a non-authorized supplier is utilized, there is always some level of risk incurred in this model. Suppliers that have an established record of providing authentic components and maintain a well controlled quality management system are deemed less likely to provide suspect components. Use of a supplier with a positive history and process will reduce the risk score, but does not totally eliminate all risk identified in the model”.
The model also includes a number of adjustment factors, which modify the risk score based on factors such as redundancy and component obsolescence. The aggregation of the scores assigned to risk factors and adjustment factors results in a total adjusted risk score falling within one of five possible tier levels, each of which correspond to a particular level of testing. This ensures that high risk applications receive the most extensive test coverage, and that resources are not inefficiently spent on lower risk applications. For critical risk applications, the prime objective is to achieve the maximum test coverage, as critical risk applications could impact human life and safety or mission critical applications. Lower risk applications balance the financial impact of testing with the safety and operability of the application. For medium and high risk applications, a higher confidence threshold is achieved by requiring additional testing which also increases costs. 



Product Risk Factor — R,

Quantifies the risk of the product in which the part will be used
(adapted from MIL-STD-1629A, section 4.4.3)

Category

Description

Value

1 - Catastrophic

A failure of the product may cause death or a major system loss
(e.qg., aircraft, tank, missile, ship, etc.). Alternatively, product
exposure on the market could result in severe monetary impact
due to product recall or warranty claims.

70

2 — Critical

A failure of the product may cause severe injury, major property
damage, or major system damage which will result in loss of the
product’s function. Alternatively, product exposure on the
market could result in high monetary impact due to product
recall or warranty claims.

50

3 — Marginal

A failure of the product may cause minor injury, minor property
damage, or minor system damage which will result in delay or
loss of availability or degraded operation.

30

4 — Minor

A failure of the product is not serious enough to cause injury,
property damage, or system damage, but may result in
unscheduled maintenance or repair.

10

A
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Presentation Notes
Here is an example of the product risk assessment provided in the standard.  There are other tables in the standard specific to factors related to evaluating counterfeit risk.


Risk Assessment Model

RA\=Rp+ R+ R+ Ap + Ao+ A+ Ag
A, = Adjustment Factors

— Ap: based on product level testing, and like/unlike redundancy
— A, based on testability/complexity of part
— Ag: based on risk associated with supplier

— Ag: based on additional factors including part availability, problem
reports, and data from Online Aerospace Supplier Information System

(OASIS)
Risk Tier Level Score Range Risk Category
0 0-70 Very Low
1 71-110 Low
2 111-150 Moderate
3 151-170 High
4 >170 Critical

calce Center for Advanced Life Cycle Engineering 12

University of Maryland
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Test Sequence Determination

of the part.

The test sequence should be determined based on the risk tier level

AS6171/1 provides the means to calculate the Counterfeit Defect

Coverage (CDC) and Counterfeit Type Coverage (CTC) for any

test sequence.

— This quantifies the effectiveness of the specified test sequence for
counterfeit parts detection, and allows it to be assessed against the
risk-based confidence target for detection of each defect.

Risk Tier Level Target Confidence (TC)
Critical 0.90
High 0.8
Moderate 0.65
Low 0.5
Very Low 0.35

calce Center for Advanced Life Cycle Engineering
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Evaluation of Counterfeit Defect Coverage
(CDC) for a Test Sequence

Not-Covered Defect (NCD) or
Under-Covered Defect (UCD)

Step # Name Description
1 Select tier level and target Select the risk tier level for assessment and the
confidence (TC) associated target confidence.
2 Select Test Methods Select the desired test methods per the SOW or test
plan.
3 Establish Confidence Level Establishes the confidence level of detecting a each
Matrix specific defect by each specific test method
4 Determine resultant testing Calculate total confidence level of detection for each
confidence for each defect defect using the entire test plan
5 Identify any defect which isa | If resultant testing confidence = 0, then the defect is an

NCD
If resultant testing confidence < TC (target confidence)
then the defect isa UCD

6 Calculate CDC Calculate Counterfeit Defect Coverage (CDC) as
average of resultant testing confidence values over all
defects

7 Report results Report CDC, NCDs, and UCDs.

A Web-based CDC Model has been created by CHASE (Center for Hardware Assurance,
Security, and Engineering) at Univ. of Connecticut, to facilitate these calculations.

calce Center for Advanced Life Cycle Engineering
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Estimation of Test Coverage

Invalid
Date Code

Target
Confidence

Sanding/
Grinding
Marks

Level

Missing
Wires

m Defect Coverage

= Counterfeit Type
Coverage

Defect
Detection
Level

Counterfeit
Defect
Coverage
(CDC)

calce Center for Advanced Life Cycle Engineering 15
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Counterfeit Detection Test Methods
I-

EVI, General (Full Lot)
EVI, Detailed (Sample)
EVI, Remarking

EVI, Resurfacing

EVI, Part Dimensions

EVI, SEM

XRF, Lead Finish Analysis
XRF, Lead Finish Thickness
XRF, Material Composition

O© 0 ~N oo o1 A W N P

(RN
o

DDPA, Internal Inspection
DDPA, Bond Pull

DDPA, Die Attach
Radiological, 2D

e e e
A W DN P

Radiological, 3D, Incremental

[N
o1

Radiological, 3D, Independent
16 AM, PEMS - External only

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

AM, PEMS - External, Internal & Material
Electrical, Curve Trace, at ambient temp.

Electrical, DC Test at ambient temp.

Electrical, Key Parameters at ambient temp.
Electrical, DC Test and Key Parameters, over temp.
Electrical, Burn-In with Pre- and Post-Testing
Electrical, Temp. Cycling with Pre- and Post-Testing
Electrical, Seal (hermetic devices)

Raman

FTIR

TGA

Design Recovery, Lev. 1: Simple manual comparison
Design Recovery, Lev. 2: Layout comp.

Design Recovery, Lev. 3: Selective functional comp.
Design Recovery, Lev. 4: Full microcircuit comp.
User/Requester

calce Center for Advanced Life Cycle Engineering
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AS6171 — Examples of Test Sequences by Risk-Tier
_evels — Active Parts, Complex

3
High Moderate
Risk Risk

Ex1 Ex1 Ex2

1 EVI, General (Full Lot) X X X X X X X X X
2 EVI, Detailed (Sample) X X X X X X X
3 EVI, Remarking X X X X X
4 EVI, Resurfacing X X X X
B EVI, Part Dimensions X X X X
6 EVI, SEM X X X
7 XRF, Lead Finish Analysis X X X X X X X
8 XRF, Lead Finish Thickness X X
9 XRF, Material Composition X X X
10 DDPA, Internal Inspection X X X X X
11 DDPA, Bond Pull X X X X
12 DDPA, Die Attach X X
13 Radiological, 2D X X X X X X X X X
14 Radiological, 3D, Incremental X X
15 Radiological, 3D, Independent
16 AM, PEMS - External only X X
17 AM, PEMS - External, Internal & Material (Incremental) X X
18 Electrical, Curve Trace, at ambient temp. X
19 Electrical, DC Test at ambient temp. X X X X X
20 Electrical, Key Parameters (AC, Switching, Functional) at ambient temp. X X X
21 Electrical, DC Test and Key Parameters (AC, Switching, Functional), over temp. X
22 Electrical, Burn-In with Pre- and Post-Electrical Tests X
23 Electrical, Temperature Cycling with Pre- and Post-Electrical Tests X
24 Electrical, Seal (hermetic devices) X
25 Raman X X X
26 FTIR X X X
27 TGA X
28 Design Recovery, Level 1: Simple manual comparison X
calce Center for Advanced Life Cycle Engineering 17 University of Maryland
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Presenter
Presentation Notes
Once the risk tier level is determined, an appropriate test regiment commensurate with the risk is recommended.  Here are examples of proposed detection test flow for the five different levels of risk.


Sample Test Sequences for Low Risk
Active Parts, Complex

Low Risk Target Confidence: 50%

Test# Test Method Low Risk

- Ex 1 Ex 2

I EVI, General (Full Lot) X X

| EVI, Detailed (Sample) X X
3 EVI, Remarking X

7 EVI, Resurfacing X X

XRF, Lead Finish Analysis X

Radiological, 2D X X

University of Maryland

calce Center for Advanced Life Cycle Engineering 18 Copyright © CALCE



Counterfeit Defect Coverage for

Low Risk Examples

e Sample

Test# Test Method

I EVI, General (Full Lot)
| EVI, Detailed (Sample)
3 EVI, Remarking

EVI, Resurfacing

XRF, Lead Finish Analysis

Radiological, 2D

- Overall CDC

CDC %
Ex1 Ex 2
17.6 X
41.34 X
41.96
42 51 42 .27
4411
54.32 52.61
54.32 52.61

calce Center for Advanced Life Cycle Engineering 19
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Not-Covered Defects: Low Risk Examples

Examples 1 and 2

Bond Pull Strength

Misaligned or Missing Contact Windows
Passivation Damage

Dielectric Impurities

Interconnect Contamination
Semiconductor Impurities

Out of Specification-DC Parameters

Out of Specification-AC Parameters

Out of Specification-Functional Parameters
Out of Specification-Switching Parameters
Out of Specification-Curve Trace Parameters
Programming State

Incorrect Temperature Profile
Intermittency

University of Maryland

calce Center for Advanced Life Cycle Engineering 20 Copyright © CALCE



Under-Covered Defects: Low Risk Examples

Example 1

Example 2

Missing or Non-functional Condition Indicator Missing or Non-functional Condition Indicator

(37.5)
Missing or Non-functional Part Protector
(15.0)

Incorrect Part Dimensions (29.6)
Incorrect Part Weight (37.5)

Modified Surface Texture (39.1)
Defective Wire Bonds (15.0)
Die Surface Contamination (2.5)
Wrong Die (37.5)

Delamination (4.9)

Improper Die Markings (2.5)
Internal Damage (15.0)

Die Surface Corrosion (2.5)
Degradation of Die Metallization (2.5)

Contaminated Internal Cavity (15.0)

Not Hermetic (2.5)
Improper Material (Internal) (37.5)

(37.5)
Missing or Non-functional Part Protector
(15.0)

Incorrect Part Dimensions (29.6)
Incorrect Part Weight (37.5)

Wrong Materials on Part Terminations (4.9)
Interconnect Re-Attachment (46.9)

Modified Surface Texture (39.1)
Defective Wire Bonds (15.0)

Die Surface Contamination (2.5)
Wrong Die (37.5)

Delamination (4.9)

Improper Die Markings (2.5)
Internal Damage (15.0)

Die Surface Corrosion (2.5)
Degradation of Die Metallization (2.5)

Contaminated Internal Cavity (15.0)
Not Hermetic (2.5)
Improper Material (Internal) (37.5)

calce Center for Advanced Life Cycle Engineering
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Counterfeit Type Coverage:

Low Risk Examples

Counterfeit Type CTC (%)

Recycled 53.05
Remarked 52.33
Overproduced 1.4
Out-of-spec./Defective 21.94
Cloned 4.57

Forged Documentation 57.97

Counterfeit Type CTC (%)

Recycled 51.18
Remarked 50.35
Overproduced 1.4
Out-of-spec./Defective 21.86
Cloned 4.32

Forged Documentation 54.1

calce Center for Advanced Life Cycle Engineering
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Sampling Plan

e The sampling plan is derived from the General Specification for
Microcircuits, MIL-PRF-38535, Appendix D, with an accept
number (c) equal to zero:

— No indications that the part is suspect counterfeit are allowed.

* Any lot subject to suspect/counterfeit detection shall be one that is
received in a single shipment (procurement lot) at incoming
Inspection and contains parts that all have the same lot or date code.

* The same parts can be used for more than one destructive test
(e.g., remarking and resurfacing, part dimensions, DDPA)

» The standard sampling plan applies for lots of more than 200 parts.
Smaller lots have modified sampling plans.

calce Center for Advanced Life Cycle Engineering 23 Umverscl:?éy?igmgr)éﬁ'_récé



»

Sampling Plan, Standard Lot (>200 parts)

TEST / INSPECTION

TEST SAMPLE SIZE

External Visual, General Criteria

Inspect all devices in Lot

External Visual, Detailed Criteria

119 devices, c=0

Remarking & Resurfacing

3 devices, c=0

Part Dimensions

3 devices, c=0

Radiological, AM

45 devices, ¢c=0

XRF, lead finish

3 devices, c=0

DDPA

3 devices, c=0

Electrical Tests

116 devices, c=0

Burn-In

45 devices, ¢c=0

Thermal Shock
Temperature Cycling
Seal Test

22 devices, c=0

calce Center for Advanced Life Cycle Engineering
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Presenter
Presentation Notes
Need to add miscellaneous tests, to make this comprehensive


Defects

P3: Invalid OCM/
OEM Packaging

P4: No ESD
Bags for ESD
Sensitive
Devices

P5: Missing/
H» Forged
Paperwork

P6: Multiple

1» Date Codes

within a Lot

P7: Part

H» Orientation

within Packaging

P8: Missing/

Ly incorrect MSD

Indicators

Procedural
Packaging/
] Ship;%ng Package
P1: Invalid
g P9: Invalid
Lot Code Lot/Date/
P2 Invalidocw/  Country Code
> OEM Shipping
Labels

Mechanical
| L%adls/ Ballss  Ppackage - BondWies . Die
olumns
ML: Dents M10: Sanding / |- 1 > M29: Missing Die
i > Grinding Marks Wires V30 Wiond Di
> M2: Re-tinned | 11 |, M4: Poor > M3U: Wrong Die
™ Markings Connection mer
M3: Incorrect Delamination
> Dimensions | M12:Burned | | M25: Broken
Markings Wires N M32: Gross
M26: Poor/ Cracks
M4: Wrong M13:Ghost N
™ Materi > Marki Inconsistent M33: Imoroper
Materials Markings teag Eress/ - Dia Marl?ingps
- M14: Color ead Frame )
*\Masfiéi%ﬁg > Variations/ . M34: Die Damage/
Fade M27:Re- Ly Extraneous
M6: Toolin » worked Wire Markings
> Marks 9 |, M15: Improper Bonds
Textures M28: Bond M35: Poorl
M7: > bl Strength > Inconsistent Die
Misaligned! ly M16: Extraneous g Attach
™ missing Balls/  |” Markings
Columns

M8: Distorted/
+» Non-uniform
Balls/Columns

M9:Lead Re-
> attachment

5

£

M18: Incorrect

1 M17: Dirty Cavities

Dimensions/ Weight

M19: High/Fine/

Gross Leak
(Hermetic)

M20: Package Mold

Variations

M21: Package
Damage

M22: Resurfacing/

blacktopping

Environmental

_ Leads/Balls/ Package
Columns
NL: N3: Abnormal
™ Contamination Eﬁ%ﬁ?ﬁns

N2: Oxidation/
Corrosion

Ng
Contamination

Electrical
\
— Parametric Manufacturing
E1: Transistor | | :
Vi Variation — Process  — Material
—» E2: TDDB o
- Pecic E8:Missing [ o e
E3: Resistive Cracks
—>Open/Shot [ \(I:\I(i}rr:(ti%%s
E4: Out-of-spec |E13: (f:rystal
- Out-0t- - Misali mperfection
—» Leakage \I;V%hg/lolsvallgned P
Current . |, EL4: Surface
5o HEWOfe | mputes

Current

EB6: Incorrect
> Temp. Profile

—» spec. Transient

L» ET: Delay Defects

E11: Parasitic
> Transistors

Counterfeits

Out-of-
Recycled Overproduced

Forged
Documentation

E15: Improper
N Materials
ESeals, Epoxies,
ielectrics, etc)

— Package

E16: Surface
+» Passivation and
Corrosion

E17: Contact
Degradation

1> E18: Seal Leaks

+» E19: Electromigration

E20: Mechanical
> Interfaces:
Intermetallic Growth

E21: Mechanical
Interfaces: Fatigue

A
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Presenter
Presentation Notes
The technical assessment takes into consideration the taxonomy of known defects for applicable parts and devices and six of the seven different counterfeit types.  The seven counterfeit types in the taxonomy are recycled, remarked, overproduced, out-of-spec/defective, tampered, forged documentation, and cloned.  The standard currently provides test methods for six of the seven counterfeit types.  The specification does not currently address tampered counterfeit parts.  There is a G-19A subgroup that is currently developing test methods to address the tampered category that will come out in a future revision. Each of the defects in the Taxonomy were evaluated to determine the probability the specified test regiment could detect the anomaly. Next, a statistical model is used to determine the confidence based on testing performed and target confidence levels as described in previous slides.


Methodology and Scope of Data Analysis
—e

era

 Global information services organization that
monitors, investigates, and reports issues affecting
global electronics supply chain

 Data collected is the time frame between February
2015 to August 2015 from ERAI

o Study is limited to observations of data

calce Center for Advanced Life Cycle Engineering - University of gacrxlfgg


Presenter
Presentation Notes
ERAI is a global information services organization that monitors, investigates, and reports issues affecting global electronics supply chain. They have a large database on suspect counterfeit and non-conforming parts. These parts are listed by date of report, and information listed for each part include Part Number, Manufacturer, Date Code, Lot Code, Country of Origin,  Part Status, Date Reported, Inspection Detail, Testing Detail, and Comments. 
By using the data provided by ERAI, we are able to compile a comprehensive list of defective or non-conforming parts over the last few months starting from September 2014 and ending in August 2015. During this time, we took data on 671 parts manufactured by 125 different companies.


350

300

250

200

150

100

50

Counts of defects by Code

Zero Frequency Codes

P8
P11
MS3

MP1

MP5
MPé

MP9
MP14

MP15

MP16
MP1/

MP18
MP21

MP22

* Highest frequency of defects occurred with the

physical surface category

« MS9 shows the highest amount of occurrence

—— MP23
El
E2
ES
E6
ES
E?

2 |2 |2 a2 |2 |2 |2 |22 |2 a2 |2 |2 |2 <2 |2 |2 |2 <2 |2 =2 |

calcﬂ Center for Advanced Life Cycle Engineering
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Counts of Incidents by Manufacturer

XILINX INC |

ALTERA CORP

ST MICROELECTRONICS

ANALOG DEVICES INC

TEXAS INSTRUMENTS INC

INTEL CORP

ATMEL CORP

INTERSIL CORP

MAXIM INTEGRATED PRODUCTS INC
CYPRESS SEMICONDUCTOR CORP
MOTOROLA INC

NATIONAL SEMICONDUCTOR CORP
NXP SEMICONDUCTORS

HITACHI LTD

MICRON TECHNOLOGY INC
ADVANCED MICRO DEVICES INC
FREESCALE SEMICONDUCTOR INC
SAMSUNG SEMICONDUCTOR INC
VISHAY

20 40 60 80 100 120

« 441 defects (65.7%) of 671 for different manufacturers are list above
o Xilinx INC (100) and Altera Corp (39) account for 20.7% of the Total reported

incidents

« All companies in the graph have at least 10 reported incidents

calcﬂ Center for Advanced Life Cycle Engineering

University of Maryland
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Counts of Defects by Country of Origin

70
60 -
50 -
40 -
30 -
20 -
10 -
0 -
. S . N
.\‘po \\%\o @o & Qoo .o°é @ \(\\o ;\\Q\e s @) *}Oo o@ 0%\0 (§\o S"r o°O Q@o
&0 © .\\QQ © (\o* QOQ O $\0\ Q% & e}é\ boo N FOES

« Country of Origin is the location where the part was assembled

 Reported for 315 out of 671 parts

calce Center for Advanced Life Cycle Engineering . University of gacrxlfgg



Multiple Incidents reported for the same Part
Number

Manufacturer Part Number Count Of Part
Repetitions
INTERSIL CORP HA7-5127A-5 5
QUALCOMM Q1900C-1S3 4
CYPRESS SEMICONDUCTOR CORP |CY7C964-ASC 4
NXP SEMICONDUCTORS SAA7129AH 3
SANDISK CORP SDED7-256M-N9Y 3
ALTERA CORP EPCS64SI16N 3
PLX TECHNOLOGY INC PCI9030-AA60BI 3
TEXAS INSTRUMENTS INC TMS320F243PGEA 3
HARRIS SEMICONDUCTOR HI1-1828A-8 3
|HITACHI LTD HM628512LFP-10SL 3

 Intersil Corp had the part number HA7-5127A-5 reported as 5 separate
incidents with different Date and Lot Codes. In this case similar results
were observed for all suspect parts.

 These Part Numbers were reported at least three times

calce Center for Advanced Life Cycle Engineering University of Maryland
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ERAI Trend Review (Capacitors)

In Stock
54%

Recent Trends in Counterfeit Electronic Parts, Naval Surface Warfare

Type Obso % | Ave Cost |Most Often Bought
Aluminum Lytic 34% $3.11 |High value and voltage
Ceramic 52% $0.27 |High value

Film 0% $0.87 |High voltage
Porcelain 100% — Obsolete
Supercapacitor 0% $9.69 |High value

Tantalum 26% $2.89 |High value, low ESR
Failure Type Pct Al Lytic | Tantalum | Ceramic
Failed Value 34% 43% 19% 46%
Wrong Construction 32% 61% 4% 25%
Signs of Prior Use 25% 18% 33% 25%
Failed ESR/DF 22% 18% 48% 4%
Documentation 21% 25% 11% 29%
Catastrophic (Short, Vent) 11% 18% 4% 11%
Signs of Remarking 7% 4% 19% 0%
Failed in Application 3% 0% 0% 11%
Failed Voltage 1% 0% 4% 0%
Wrong Plating 1% 4% 0% 0%

Center, Crane, CALCE/SMTA Symposium 2016.

Used by permission, ERAI

calce University of Maryland
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Change Control and Notification

« Change control is the procedure used by part
manufacturers to propose, qualify, approve, and
Implement changes made to parts.

« Change notification is the procedure used by the
part manufacturers to notify their customers of
changes made to the parts.

“Tracking Semiconductor Part Changes Through the Supply Part Chain,” IEEE Transactions on Components and Packaging
Technologies, Vol. 25, No. 2, pp. 230-238, June 2002.
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Change Notification Standard

« The product change notice (PCN) is a document sent to
customers describing part or process changes, the reasons for
the change, and the projected impact of the change.

* Industry standards on change control and notification for
electronics have been developed by the Joint Electron Device
Engineering Council (JEDEC), the standards development arm of
the Electronic Industries Association (EIA).

« These standards form the basis of many change notification
procedures.

« The new standard J-STD-046 is a joint result including the ECIA
and the IPC.

calce Center for Advanced Life Cycle Engineering a3 University of gacrxlfgg



J-STD-046 Minimum Elements of Supplier’s
PCN Procedure

« Method of identifying and documenting the
customer's unique PCN requirements.

* Definition and classification of proposed changes.
(Note: This could be a reference to a separate
controlled document, e.qg., Engineering Change
Notice.)

 Notification timing.

* Deliverables to customer — contents of change
notification.

« Record retention requirements.

calce Center for Advanced Life Cycle Engineering o University of gacrxlfgg



J-STD-046 Generic Types of Major Changes
That Require Customer Notification

Design « Change in external dimension

 Change of critical material/component

« Changes in process technology affecting critical
process steps

« Change of product marking technology

Manufacturing/Test |« Site transfer to a site not previously qualified
Location (fabrication, assembly, or test site of the finished
product)

Packing/Shipping « Change in carrier type (tube, reel, tray, etc.) or
dimensions

« Change of product orientation within shipping media

« Significant change of labelling

» Dry pack requirements change

« Reduction in environmental storage conditions

Datasheet « Change of datasheet parameters, electrical
specification

* Elimination of final electrical measurement or burn-in
(if specifically stated in the datasheet as being
performed)

calcﬂ Center for Advanced Life Cycle Engineering University of Maryland
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PCN History (Altera): 1996-2014
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Cumulative PCNs: 1996-2014

Temperature range change 1
Lead finish

MSL change 6
Design change 11
Package material change 14
Change in marking or date code 17
Mold compound 21
Miscellaneous (including external packaging) 26
Die revision or addition 27
Addition or change of Fab facility 35
Addition or change of assembly/test facility 37

University of Maryland

calcﬂ Center for Advanced Life Cycle Engineering
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Material Transition Maps from PCNs

2002 2003 2004 2005 2006 2007 2008
Sumitomo | Sumitomo . : Sumitomo :
OLD | ShinEtsu | EME EME N'gc‘)’og"P N'tigoHC EME S“g;t;’omo
6300 7320 6300HJ
Hitachi
NE | Nitto HC- | Nitto MP | Sumitomo | Sumitomo | Sumitomo | Sumitomo CEL-
W 100 8000 G700L G600 G770 G600 9750ZH
F10AKL
Sample Map:

Shin Etsu > Nitto HC-100 > Sumitomo G770 > Hitachi CEL-9750ZH F10AKL

calce Center for Advanced Life Cycle Engineering
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2008 Sumitomo to Hitachi

Sumitomo G770 Hitachi CEL- Equipment Comments
9750ZHF10AKL(LSA)
Specific Gravity 201 200 Lab tools No change
Water Absorption (24 hr) (%ow) 0.15 0.32 Lab tools 50% increase
Glass Transition Temperature(°C) 130 130 DSC or TMA No change
Thermal Conductivity (Watts/m °C) 3.7 - Laser Flash
Volume Resistivity (+-m) 12 16 Parallel
1x10 1x10 Electrodes, large increase
Multimeters
and Test
Chambers
Thermal Expansion (T<Tg) )(1e-6/°C) 8 8 TMA No change
Thermal Expansion (T>Tg) )(1e-6/°C) 37 34 TMA 8% decrease
Extracted Na+ (ppm) 1 1 IC No change
Extracted Cl- (ppm) 5 25 IC 5 times
increase

calce Center for Advanced Life Cycle Engineering
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Sample Timeline: Altera FPGA -
EPF6016AFC100-1

ASE
ASAT '\ga;%“" _
Hong Shin Etsu sumitomo
Kong _ ASE G770
Nitto HC- Tawan Hitachi
2%)%2 CEL...
N 2008
Introducti o
on Sumitomo
. 2006 Sumitomo
Shin Etsu G770
ASE Ajite Nitto GE-
Malaysi | Denko HC- Amkor | j00LFCS
alaysi " AA v Korea and
2 2005 Amkor 2008
Philippines
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Technology Solutions — Tagging and
Tracking

« Taggants can help verify origin and monitoring the
supply chain of components

« CALCE investigated three taggant technologies of
the following companies took place: Applied DNA
Sciences, DataDot, InfraTrac

 To determine whether the marking withstands extreme
working conditions

e To determine whether the marking has any impact on
the electrical, physical and/or chemical properties of the
part

o All three passed the evaluation performed by us
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Technology Solutions - Feature
Comparison

« Surface image based
e Die feature based
e Physically “unclonable” features

 Inserted dielets (DARPA)

calce Center for Advanced Life Cycle Engineering " University of gacrxlfgg



Technology Solutions — Tagging and
Tracking

e Power Consumption Waveform Analysis — Battelle
Barricade
* Electromagnetic Emission — Nokomis ADEC

 Power Spectrum Analysis — Sandia National Lab

calce Center for Advanced Life Cycle Engineering 43 University of gacrxlfgg



Symposium on Counterfeit Electronic Parts,
Materials and on Electronics Supply Chain — 2017

-':::'. 5
© SMTA caice
K. Surface Moun lIechnaiogg.rAsw iatian

https://smta. orq/counterfelt/

Sessions include:

« Concerns and Response

« Standards: SAE and Others

» Panel Discussion on Role of Test Laboratories in Reporting
* Future Technologies for Tracking and Detection

» Counterfeits Lifecycle

» Detection of Counterfeit Parts

» Tracking Parts through Supply Chain

* Views Across Supply Chain

Keynote Talks

 "Cloned" Devices - How Similar or Different Are Those from Originals

» Overview of Historical Trends Relating to Suspect Counterfeit, Non-
Conforming and High Risk Electronic Components

calce Center for Advanced Life Cycle Engineering " University of gacrxlfgg
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Workshops at Symposium on Counterfeit
Electronic Parts, Materials and on Electronics
Supply Chain - 2017

2 L]
@& SMTA calce
k- Surface Mount Technology Association
.

WS 1 | Implementation Process of SAE 6171 CALCE

Use of Component Documentation and
Supply Chain for Counterfeit Avoidance

WS 2 CALCE

calce Center for Advanced Life Cycle Engineering .5 University of gacrxlfgg


http://www.calce.umd.edu/symposiums/SCEP2016/workshops/WS1.html
http://www.calce.umd.edu/general/faculty/bios/azarian.html
http://www.calce.umd.edu/symposiums/SCEP2016/workshops/WS3.html
http://www.calce.umd.edu/symposiums/SCEPJune2014/DigantaDas.html

CALCE Acknowledges its Sponsors and Customers

ABB Switzerland Ltd. « Dell, Inc. « Lockheed Martin Corp. * Rolls-Royce Engine Control
ACell, Inc. « Dow Chemical Co. « Lutron Electronics Co., Inc. Systems Ltd. _
Advanced Bionics « Dow Solar Solutions « Man & Machine Inc. * Samsung Electro-Mechanics
Agilent Technologies, Inc. « DSO National Laboratories « MEI - Supply Engineering * Samsung Electronics Co.
America Il Electronid S Iictronlcs

igi 1 ctor
predgies. e . © Consumer and mobile products O ratories

- o o bs.
Ayion Co. e Telecommunications and computer systems [ _wesemceco as

Austria Microsystemg per Oil Drilling Services

vaya clooal oneret| © ENEIEY systems (generation/storage/distr)  feach Laboratory

BAE Systems Electrg - ronics Systems Ltd
integrated Solutions | ® INAustrial systems vers

Baker Hughes Inc.

Bartlit Beck Herman | @ AutomOtive SyStemS

Palenchar & Scott L1 nc.
Beijing Weibu Techn| @ Aerospace systems o Computer, Inc.
Limited Liability Con '

Boeing Co. H

Bg(rar:rk;grdioer Aerospad * MEdlcaI SVStemS o

rvicios, S.A. de C.V.

CAPE ope

Cascaqle Engineer_ing ° Mlllta rV SyStemS nc.

cerne: Lo | © EQUipmMent manufacturers ndustries

Chrysler Corp. . earch Institute of N.A.
cicvirtuncon -| © Government Labs and Agencies rtuhcon

Group 'Interphase Ph ARDEC

Club Car Ingersoll-Rand, Inc. « Intel Corp. + Regal Beloit  U.S. Army CECOM
Cochlear, Ltd. « Jones Day « ReliaSoft Corporation * U.S. Army Research Lab.
CurtissWright Controls + L-3 Communications « Research in Motion, Ltd. * US.AMSAA
Embedded Computing * L3 Telemetry — East « Robert Bosch *Unison Industries
Daktronics Inc. + Lansmont Corporation « Rockwell Automation * United Technology Aerospace
Defense Microelectronics « LG Electronic, Inc. « Rockwell Collins * Universal Lighting Technologies
Activity « Littelfuse Inc. « Rolls Royce Submarines * Zentech

calce Center for Advanced Life Cycle Engineering University of Maryland

46 © CALCE



	Counterfeit Mitigation
	CALCE Overview
	What is a Counterfeit Electronic Part?
	Possible Sources of Parts Used to Create Counterfeits
	G-19 & G-21 Counterfeit Prevention & Detection Standards
	Summary of SAE G-19 Aerospace Standards
	Test Methods Covered in the 6171 Slash Sheets
	AS6171 – Future Test Methods
	Each Test Method Includes:
	AS6171 Risk Level Assessment
	Example: Product Risk Assignment
	Risk Assessment Model
	Test Sequence Determination
	Evaluation of Counterfeit Defect Coverage (CDC) for a Test Sequence
	Estimation of Test Coverage
	Counterfeit Detection Test Methods
	AS6171 – Examples of Test Sequences by Risk-Tier Levels – Active Parts, Complex
	Sample Test Sequences for Low Risk�Active Parts, Complex
	Counterfeit Defect Coverage for �Low Risk Examples
	Not-Covered Defects: Low Risk Examples
	Under-Covered Defects: Low Risk Examples
	Counterfeit Type Coverage: �Low Risk Examples
	Sampling Plan
	Sampling Plan, Standard Lot (>200 parts)
	Taxonomy: Defects for Applicable Parts and Devices
	Methodology and Scope of Data Analysis
	Counts of defects by Code
	Counts of Incidents by Manufacturer
	Counts of Defects by Country of Origin
	Multiple Incidents reported for the same Part Number
	Slide Number 31
	Change Control and Notification
	Change Notification Standard
	J-STD-046 Minimum Elements of Supplier’s PCN Procedure 
	J-STD-046 Generic Types of Major Changes That Require Customer Notification
	PCN History (Altera): 1996-2014
	Cumulative PCNs: 1996-2014
	Material Transition Maps from PCNs
	2008 Sumitomo to Hitachi
	Sample Timeline: Altera FPGA – EPF6016AFC100-1 
	Technology Solutions – Tagging and Tracking
	Technology Solutions – Feature Comparison
	Technology Solutions – Tagging and Tracking
	Symposium on Counterfeit Electronic Parts, Materials and on Electronics Supply Chain – 2017
	Workshops at Symposium on Counterfeit Electronic Parts, Materials and on Electronics Supply Chain – 2017
	Slide Number 46

