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How to Install InstallRoot 5.5

Some users may intermittently experience connection errors when authenticating to Citrix Storefront. An example error

most commonly seen is shown below:

This site can’t provide a secure connection

dladirect.dla.mil didnt accept your login certificate, or one may not have been provided.
Try contacting the system admin.

ERR_BAD S5 CLIENT_aUTH_CER

If you receive this error, please follow the steps below to install InstallRoot 5.5. This will install the latest DoD Root
Certificates on your local machine.

Installing InstallRoot 5.5

1. Download the latest version of InstallRoot (5.5) from https://public.cyber.mil/installroot 5-6/

[ | K InstellRoot 55 NIPR 64-bit Wind. x| + Prasenting... Give control

C ) https://public.cyber.milfinstaliroot_5-6/

\ )
(' poD cYBER COVID-19 Topics
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InstallRoot 5.5 NIPR 64-bit Windows Installer

InstallRoot 5.5 NIPR 64-hit Windows Installer

October 24,2019

InstallRoo

This tool allows users to install DoD productit K|, Joint Interoperability Test Command
(JITC) test PKI, and External Certification Authority (ECA) CA certificates into their Windows

and Firefox certificate stores. InstallRoot 5.5 is packaged with 2 command line version as well

as an InstallRoot service, which can check for updated Trust Anchor Management Protocol
(TAMP) messages that contain the latest certificate information from DoD. The following
operating systems are supported: Windows Vista, Windows 7, Windows Server 2008, and

Windows Server 2008 R2. .
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https://public.cyber.mil/installroot_5-6/

2. Navigate to the Downloads folder on the local machine, and double click the installer file.

& 4 1 = |Downloa
Home  Share  View (2]

« v 4 & > ThisPC > Downloads v 0 O search Downloads

~ Date modified Type Size

Name

s Quick access
~ Today (1)

¥ Downloads : # InstallRoot_5.5x64.msi
=] Pictures * k
I Desktop

Desktop Wallpapers

 Music
Personal Stuff

@ OneDrive .
=

1item

= Documents
10/20/2022 %:17 AM Windows Installer Pac 20,307 K8

3. Click Run at the next screen.

Name: \Downloads\InstallRoot_5.5x64.msi

Publisher: CS.1D21.08-0026

Type: Windows Installer Package
From: C\Users\ \Downloads\InstallRoot._...

Run Cancel

X

While files from the Internet can be useful, this file type can

lg] potentially harm your computer. Only run software from
publishers you trust. What's the risk?
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4. On the InstallRoot Setup screen, click Next >.

1 InstallRoot Setup *

Welcome to the InstallRoot Setup Wizard

- X%

The Setup Wizard will install InstallRoot on your computer, Click Next to continue or dose the window to
exit the Setup Wizard.

5. Select the desired installation location. It is recommend to use the default folder location. Click Next >.

g

l Choose a file location

Tao install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

C:\Program Files\DoD-PKE\InstallRoot}, Browse...
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6. Under InstallRoot Features, leave all default options selected. Click Next >.

i

InstallRoot Features

Select the features you wish to install.

Graphical Interface
Command-Line Tool

[v]windows Service k

7. On Begin installation of InstallRoot screen, click Install.

1 InstallRoot Setup *

Begin installation of InstallRoot

Click Install to begin the installation. If you want to review or change any of your installation settings,
dick Back. Close the window to exit the wizard.

<o
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8. The Installation Progress screen will appear. The installation may take several minutes to complete. You may be
prompted by a User Account Control pop up, select Yes.

1 InstallRoot Setup *

a Installation Progress I

Creating shortcuts

Installing InstallRoot. ..

9. Some users may experience the installation errors stating they do not have permissions to proceed with
installation. This most commonly happens on company-furnished equipment (CFE) endpoints. This should not
happen as often on personally owned computers and endpoints. If users receive the message below, have the
user contact their company IT Help Desk team to have them install this software with an Administrator account.

The system administrator has set policies
to prevent this installation.
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10. Once you see the “InstallRoot has been successfully installed message,” click Run InstallRoot.

ﬁ InstallRoot Setup

=%

InstallRoot has been successfully installed.

Run InstalRoot

Close

*

11. Click Restart as Administrator to restart the application with Administrative privileges.

B InstellRoot 5.5

Home Store Group Certificate Help

B9 Od9

Install  Online  Preferences Save Restart as

24 Microsoft Current User (@ Muit-NSS

|¥_Install DoD Certificates &

| X Install ECA Certificates &

| ® Install ITC Certificates &

<«

Certificates Update Settings | Administrator

Certain tasks require elevation. Hf you would

like to manage the Microsoft Local Computer

store, click this icon to open User Account
Control. The UAC ion Ul will prompt
you for elevated credentials.

| X Install WCF Certificates

12. Click Online Update to check for any application and certificate updates. You should see a status message
indicating whether any new updates were applied.

§ InstallRoot 5.5

Home Store Group Certificate Help

2 e [ H

Install Onhm{\\’ Preferences  Save
Certificates | Update Settings

£ Microsoft Local Computer

¥ Install DoD Certificates @

% Install ECA Certificates ©&

¥ Install JITC Certificates &

»®(®®
4

X Install WCF Certificates

Once you click on Online Update, wait for any applicable certificate updates to download and apply. If no
updates are found, you will see a message like the one below.
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DoD, ECA, JITC, WCF: Performed an online
query and found there are no new TAMP
messages to download.

13. Click Install Certificates.

§ InstallRoot 5.5 - a x

Home Store Group Certificate Help

2 e HH

Install  Online Preferences  Save
Certificate: date Settings

£ Microsoft Local Computer

¥ Install DoD Certificates @

¥ Install ECA Certificates &

¥ Install JITC Certificates @

»® (e ®
4

X Install WCF Certificates

|II

14. Once the certificates are installed successfully, you will see a “certificate installation successfu
certificates were already installed, you may not see a message.

message. If the

8

DoD (58) =

| Target Certificate Store Adds Deletes
20f2

Microsoft Local Computer 10 of 10
Subject: DOD EMAIL CA-41; Issuer: DoD Root CA 3: REMOVED

Subject: DOD EMAIL CA-42; Issuer: DoD Root CA 3: REMOVED

Subject: DOD EMAIL CA-43; Issuer: DoD Root CA 3: REMOVED

Subject: DOD EMAIL CA-44; Issuer: DoD Root CA 3: REMOVED

Subject: DOD ID CA-41; Issuer: DoD Root CA 3: REMOVED

Subject: DOD ID CA-42; Issuer: DoD Root CA 3: REMOVED

Subject: DOD ID CA-43; Issuer: DoD Root CA 3: REMOVED

| || Subject: DOD ID CA-44; Issuer: DoD Root CA 3: REMOVED

| Subject: DOD ID SW CA-37; Issuer: DoD Root CA 3: REMOVED

Subject: DOD ID SW CA-38; Issuer: DoD Root CA 3: REMOVED

Multi-JAVA . 38038 0
Subject: DoD Root CA 3; Issuer: DoD Root CA 3: INSTALLED

Subject: DoD Root CA 4; Issuer: DoD Root CA 4: INSTALLED

Subject: DoD Root CA 5; Issuer: DoD Root CA 5: INSTALLED

Subject: DOD DERILITY CA-1; Issuer: DoD Root CA 3: INSTALLED

Subject: DOD EMAIL CA-439; Issuer: DoD Root CA 3: INSTALLED

Subject: DOD EMAIL CA-50; Issuer: DoD Root CA 3: INSTALLED

Subject: DOD EMAIL CA-51; Issuer: DoD Root CA 3: INSTALLED

Subject: DOD EMAIL CA-52; Issuer: DoD Root CA 3: INSTALLED

| J | )

15. If you see the error below, click OK and attempt to have the user sign into Citrix Storefront. Seeing this error
generally will not affect overall certificate installation, you may click OK to disregard. If they are still
unsuccessful, please have the user contact their company IT Help Desk team to have them install this software
with an Administrator account.
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| |DoD (58) & -
Target Certificate Store Adds Deletes
Microsoft Local Computer 0 L 0of 10 |

Subject: DOD EMAIL CA-41; Issuer: DoD Root CA 2: Insufficient privileges
Subject: DOD EMAIL CA-42; Issuer: DoD Root CA 2: |
Subject: DOD EMAIL CA-43; Issuer: DoD Root CA 2: | ent privileges
Subject: DOD EMAIL CA-44; Issuer: DoD Root CA 2: Insufficient privileges
Subject: DOD ID CA-41; Issu
Subject: DOD ID CA-42; I
Subject: DOD ID CA-43; Issuer: DoD Root CA 3: Insufficient privileges
Subject: DOD ID CA-44; Issuer: DoD Root CA 3: Insufficient privileges
Subject: DOD ID SW CA-37; Issuer: DoD Root CA 3: Insufficient privileges
Subject: DOD ID SW CA-38; Issuer: DoD Root CA 3: Insufficient privileges

Hover over progress bars t4fgy any errors

ent privileges

ser: DoD Root CA 3: Insufficient privileges

er: DoD Root CA 3: Insufficient privileges

16. After installation is complete, close InstallRoot, reboot the endpoint and try to sign into VDI again. If the user
still receives the aforementioned SSL error, have them contact their company’s IT Help Desk team for further
assistance (if on a CFE laptop). We do not officially support personally-owned home equipment. Alternatively,

the user may also request a UMC laptop by submitting a request on the Service Portal.

CONTACT US

For further assistance, please contact:

DISA Global Service Desk
844-DISA-HLP (844-347-2457) or DSN 312-850-0032

**Press 5, then speak or enter D-L-A**

DISA GSD Email (non-urgent ticket requests)
Report an Incident (non-urgent ticket requests)
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