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PID Data - Custom Clause

Insert (copy and paste) text for the PID information here

Part 12 Clauses

52.212-4 CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (NOV 2021) FAR
CLAUSES ADDED TO PART 12 BY ADDENDUM

52.203-14 DISPLAY OF HOTLINE POSTER (NOV 2021) FAR

(a) Definition.

“United States,” as used in this clause, means the 50 States, the District of Columbia, and outlying areas.
(b) Display of fraud hotline poster(s). Except as provided in paragraph (c).

(1) During contract performance in the United States, the Contractor shall prominently display in common work areas within business
segments performing work under this contract and at contract work sites.

(i) Any agency fraud hotline poster or Department of Homeland Security (DHS) fraud hotline poster identified in paragraph (b)(3) of this
clause; and

(ii) Any DHS fraud hotline poster subsequently identified by the Contracting Officer.

(2) Additionally, if the Contractor maintains a company website as a method of providing information to employees, the Contractor shall
display an electronic version of the poster(s) at the website.

(3) Any required posters may be obtained as follows:
Poster(s) Obtain from

(Contracting Officer shall insert ---
(i) Appropriate agency name(s) and/or title of applicable Department of Homeland Security fraud hotline poster); and
(ii) The website(s) or other contact information for obtaining the poster(s).)

(c) If the Contractor has implemented a business ethics and conduct awareness program, including a reporting mechanism, such as a hotline
poster, then the Contractor need not display any agency fraud hotline posters as required in paragraph (b) of this clause, other than any
required DHS posters.

(d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (d), in all subcontracts that exceed the
threshold specified in Federal Acquisition Regulation 3.1004(b)(1) on the date of subcontract award, except when the subcontract—

(2) Is for the acquisition of a commercial product or commercial service; or

CONTINUED ON NEXT PAGE
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(2) Is performed entirely outside the United States.
(End of clause)

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013) DFARS
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) DFARS
252.204-7004 LEVEL | ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (FEB 2019) DFARS

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (OCT 2016) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2019) DFARS

52.216-18 ORDERING (AUG 2020) FAR

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or task orders by the
individuals or activities designated in the Schedule. Such orders may be issued from through [insert dates].

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of conflict between a delivery order or
task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered “issued” when the Government deposits the order in the mail. Orders may be issued
orally, by facsimile, or by electronic commerce methods only if authorized in the Schedule.

(End of clause)

52.211-17 DELIVERY OF EXCESS QUANTITIES (SEP 1989) FAR
C03 CONTRACTOR RETENTION OF SUPPLY CHAIN TRACEABILITY DOCUMENTATION (JUN 2020)

52.215-6 PLACE OF PERFORMANCE (OCT 1997) FAR

(a) The offeror or respondent, in the performance of any contract resulting from this solicitation, [ ]intends, [ ] does not intend [check
applicable block] to use one or more plants or facilities located at a different address from the address of the offeror or respondent as indicated
in this proposal or response to request for information.

(b) If the offeror or respondent checks “i ntends” in paragraph (a) of this provision, it shall insert in the following spaces the required
information:

Place of Performance
(Street Address, City, State, County, ZIP Code)

Name and Address of Owner and Operator of the Plant or Facility if Other than Offeror or Respondent

(End of Provision)

52.216-19 ORDER LIMITATIONS (OCT 1995) FAR
As prescribed in 16.506(b), insert a clause substantially the same as follows:

(a) Minimum order. When the Government requires supplies or services covered by this contract in an amount of less than [insert dollar figure
or quantity], the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those supplies or services under the
contract.

(b) Maximum order. The Contractor is not obligated to honor --

CONTINUED ON NEXT PAGE
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(1) Any order for a single item in excess of [insert dollar figure or quantity];
(2) Any order for a combination of items in excess of [insert dollar figure or quantity]; or

(3) A series of orders from the same ordering office within days that together call for quantities exceeding the limitation in paragraph (b)(1)
or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the Federal Acquisition Regulation
(FAR)), the Government is not required to order a part of any one requirement from the Contractor if that requirement exceeds the maximum-
order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding the maximum order limitations in
paragraph (b), unless that order (or orders) is returned to the ordering office within days after issuance, with written notice stating the
Contractor's intent not to ship the item (or items) called for and the reasons. Upon receiving this notice, the Government may acquire the
supplies or services from another source.

(End of clause)
252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC (MAR 2022) DFARS
252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC (MAR 2022), ALTI| (MAR 2022) DFARS
252.225-7002 QUALIFYING COUNTRY SOURCES AS SUBCONTRACTORS (MAR 2022) DFARS

252.225-7012 PREFERENCE FOR CERTAIN DOMESTIC COMMODITIES (APR 2022) DFARS

(a) Definitions. As used in this clause --

“Component” means any item supplied to the Government as part of an end product or of another component.
“End product” means supplies delivered under a line item of this contract.

"Qualifying country" means a country with a reciprocal defense procurement memorandum of understanding or international agreement with
the United States in which both countries agree to remove barriers to purchases of supplies produced in the other country or services
performed by sources of the other country, and the memorandum or agreement complies, where applicable, with the requirements of section
36 of the Arms Export Control Act (22 U.S.C. 2776) and with 10 U.S.C. 2457. Accordingly, the following are qualifying countries:

Australia
Austria
Belgium
Canada
Czech Republic
Denmark
Egypt
Estonia
Finland
France
Germany
Greece
Israel

Italy

Japan
Latvia
Lithuania
Luxembourg
Netherlands
Norway
Poland

CONTINUED ON NEXT PAGE
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Portugal
Slovenia
Spain
Sweden
Switzerland
Turkey
United Kingdom of Great Britain and Northern Ireland.
“Structural component of a tent” --
(1) Means a component that contributes to the form and stability of the tent (e.g., poles, frames, flooring, guy ropes, pegs); and
(2) Does not include equipment such as heating, cooling, or lighting.
“United States” means the 50 States, the District of Columbia, and outlying areas.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b) The Contractor shall deliver under this contract only such of the following items, either as end products or components, that have been
grown, reprocessed, reused, or produced in the United States:

(1) Food.

(2) Clothing and the materials and components thereof, other than sensors, electronics, or other items added to, and not normally
associated with, clothing and the materials components thereof. Clothing includes items such as outerwear, headwear, underwear,
nightwear. footwear, hosiery, handwear, belts, badges, and insignia.

(3)(i) Tents and structural components of tents;
(i) Tarpaulins; or
(iif) Covers.
(4) Cotton and other natural fiber products.
(5) Woven silk or woven silk blends.
(6) Spun silk yarn for cartridge cloth.
(7) Synthetic fabric, and coated synthetic fabric, including all textile fibers and yarns that are for use in such fabrics.
(8) Canvas products.
(9) Wool (whether in the form of fiber or yarn or contained in fabrics, materials, or manufactured articles).

(10) Any item of individual equipment (Federal Supply Class 8465) manufactured from or containing fibers, yarns, fabrics, or materials listed
in this paragraph (b).
(c) This clause does not apply --

(1) To items listed in section 25.104(a) of the Federal Acquisition Regulation, or other items for which the Government has determined that
a satisfactory quality and sufficient quantity cannot be acquired as and when needed at U.S. market prices;

(2) To incidental amounts of cotton, other natural fibers, or wool incorporated in an end product, for which the estimated value of the cotton,
other natural fibers, or wool --

(i) Is not more than 10 percent of the total price of the end product; and
(i) Does not exceed the threshold at Defense Federal Acquisition Regulation Supplement 225.7002-2(a);
(3) To waste and byproducts of cotton or wool fiber for use in the production of propellants and explosives;

(4) To foods, other than fish, shellfish, or seafood, that have been manufactured or processed in the United States, regardless of where the
foods (and any component if applicable) were grown or produced. Fish, shellfish, or seafood manufactured or processed in the United
States and fish, shellfish, or seafood contained in foods manufactured or processed in the United States shall be provided in accordance
with paragraph (d) of this clause;

(5) To chemical warfare protective clothing produced in a qualifying country; or

(6) To fibers and yarns that are for use in synthetic fabric or coated synthetic fabric (but does apply to the synthetic or coated synthetic
fabric itself), if --

(i) The fabric is to be used as a component of an end product that is not a textile product. Examples of textile products, made in whole or
in part of fabric, include %

(A) Draperies, floor coverings, furnishings, and bedding (Federal Supply Group 72, Household and Commercial Furnishings and
Appliances);

(B) Items made in whole or in part of fabric in Federal Supply Group 83, Textile/leather/furs/apparel/findings/tents/flags, or Federal

CONTINUED ON NEXT PAGE
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Supply Group 84, Clothing, Individual Equipment and Insignia;

(C) Upholstered seats (whether for household, office, or other use); and

(D) Parachutes (Federal Supply Class 1670); or
(ii) The fibers and yarns are para-aramid fibers and continuous filament para-aramid yarns manufactured in a qualifying country.
(d)(1) Fish, shellfish, and seafood delivered under this contract, or contained in foods delivered under this contract --

(i) Shall be taken from the sea by U.S.-flag vessels; or

(i) If not taken from the sea, shall be obtained from fishing within the United States; and
(2) Any processing or manufacturing of the fish, shellfish, or seafood shall be performed on a U.S.-flag vessel or in the United States.

(End of clause)

252.225-7052 RESTRICTION ON THE ACQUISITION OF CERTAIN MAGNETS, TANTALUM, AND TUNGSTEN (OCT 2020) DFARS
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (NOV 2021) FAR

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018) DFARS

(a) Definitions. As used in this clause-

“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a unit, activity, or organization.
“Document type” means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

“Local processing office (LPO)” is the office responsible for payment certification when payment certification is done external to the entitiement
system.

(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests and receiving reports, as
authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWEF access. To access WAWF, the Contractor shall-
(1) Have a designated electronic business point of contact in the System for Award Management at https://www.acquisition.gov; and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this web site.

(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice
Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the
WAWF home page at https://wawf.eb.mil/

(e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer
Protocol.

() WAWF payment instructions. The Contractor must use the following information when submitting payment requests and receiving reports
in WAWEF for this contract/order:

(1) Document type. The Contractor shall use the following document type(s).

(Contracting Officer: Insert applicable document type(s).

Note: If a “Combo” document type is identified but not supportable by the Contractor's business systems, an “Invoice” (stand-alone) and
“Receiving Report” (stand-alone) document type may be used instead.)

(2) Inspection/acceptance location. The Contractor shall select the following inspection/acceptance location(s) in WAWF, as specified
by the contracting officer.

(Contracting Officer: Insert inspection and acceptance locations or “Not applicable.”)

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF
when creating payment requests and receiving reports in the system.

Routing Data Table*

Data to be entered in

Field Name in WAWF WAWE

Pay Official DODAAC

Issue By DoDAAC

Admin DoDAAC

Inspect By DoDAAC

CONTINUED ON NEXT PAGE
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Data to be entered in

Field Name in WAWF WAWE

Ship To Code

Ship From Code

Mark For Code

Service Approver
(DoDAAC)

Service Acceptor
(DoDAAC)

Accept at Other DoDAAC

LPO DoDAAC

DCAA Auditor DODAAC

Other DoDAAC(s)

(*Contracting Officer: Insert applicable DoDAAC information or “See schedule” if multiple ship to/acceptance locations apply, or “Not
applicable.”)

(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes appropriate contract line
item and subline item descriptions of the work performed or supplies delivered, unit price/cost per unit, fee (if applicable), and all relevant
back-up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in support of each payment request.

(5) WAWF email natifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email Notifications”
field of WAWF once a document is submitted in the system.

(Contracting Officer: Insert applicable email addresses or “Not applicable.”)
(g9) WAWF point of contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF point of contact.

(Contracting Officer: Insert applicable information or “Not applicable.”)
(2) For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.
(End of clause)

252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2006) DFARS

52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR

52.242-15 STOP-WORK ORDER (AUG 1989) FAR

52.242-17 GOVERNMENT DELAY OF WORK (APR 1984) FAR

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS (JAN 2021) DFARS

52.246-2 INSPECTION OF SUPPLIES FIXED PRICE (AUG 1996) FAR

252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE SYSTEM (AUG 2016) DFARS
252.246-7008 SOURCES OF ELECTRONIC PARTS (MAY 2018) DFARS

52.247-34 F.O.B. DESTINATION (NOV 1991) FAR

252.247-7023 TRANSPORATION OF SUPPLIES BY SEA -- BASIC (FEB 2019) DFARS

(a) Definitions. As used in this clause --
“Components” means articles, materials, and supplies incorporated directly into end products at any level of manufacture, fabrication, or

CONTINUED ON NEXT PAGE
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assembly by the Contractor or any subcontractor.

“Department of Defense” (DoD) means the Army, Navy, Air Force, Marine Corps, and defense agencies.

“Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel.

“Ocean transportation” means any transportation aboard a ship, vessel, boat, barge, or ferry through international waters.

“Subcontractor” means a supplier, materialman, distributor, or vendor at any level below the prime contractor whose contractual obligation to
perform results from, or is conditioned upon, award of the prime contract and who is performing any part of the work or other requirement of
the prime contract.

“Supplies” means all property, except land and interests in land, that is clearly identifiable for eventual use by or owned by the DoD at the time
of transportation by sea.

(i) Anitem is clearly identifiable for eventual use by the DoD if, for example, the contract documentation contains a reference to a
DoD contract number or a military destination.

(ii) “Supplies” includes (but is not limited to) public works; buildings and facilities; ships; floating equipment and vessels of every
character, type, and description, with parts, subassemblies, accessories, and equipment; machine tools; material; equipment; stores
of all kinds; end items; construction materials; and components of the foregoing.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b)(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract.
(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if --
(i) This contract is a construction contract; or
(i) The supplies being transported are --
(A) Noncommercial items; or
(B) Commercial items that --

(1) The Contractor is reselling or distributing to the Government without adding value (generally, the Contractor does not add value to
items that it subcontracts for f.0.b. destination shipment);

(2) Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed in humanitarian or
peacekeeping operations; or

(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System in accordance with 10 U.S.C.
2643.

(c) The Contractor and its subcontractors may request that the Contracting Officer authorize shipment in foreign-flag vessels, or designate
available U.S.-flag vessels, if the Contractor or a subcontractor believes that --

(1) U.S.-flag vessels are not available for timely shipment;
(2) The freight charges are inordinately excessive or unreasonable; or
(3) Freight charges are higher than charges to private persons for transportation of like goods.

(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the Contracting Officer at least 45 days prior to the
sailing date necessary to meet its delivery schedules. The Contracting Officer will process requests submitted after such date(s) as
expeditiously as possible, but the Contracting Officer's failure to grant approvals to meet the shipper's sailing date will not of itself constitute a
compensable delay under this or any other clause of this contract. Requests shall contain at a minimum --

(1) Type, weight, and cube of cargo;

(2) Required shipping date;

(3) Special handling and discharge requirements;
(4) Loading and discharge points;

(5) Name of shipper and consignee;

(6) Prime contract number; and

(7) A documented description of efforts made to secure U.S.-flag vessels, including points of contact (with names and telephone
numbers) with at least two U.S.-flag carriers contacted. Copies of telephone notes, telegraphic and facsimile message or letters will
be sufficient for this purpose.

(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the Contracting Officer and the Maritime
Administration, Office of Cargo Preference, U.S. Department of Transportation, 400 Seventh Street SW, Washington, DC 20590, one copy of
the rated on board vessel operating carrier's ocean bill of lading, which shall contain the following information:

(1) Prime contract number;
(2) Name of vessel;

CONTINUED ON NEXT PAGE
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(3) Vessel flag of registry;

(4) Date of loading;

(5) Port of loading;

(6) Port of final discharge;

(7) Description of commodity;

(8) Gross weight in pounds and cubic feet if available;
(9) Total ocean freight in U.S. dollars; and

(10) Name of steamship company.

(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with its final invoice under this contract a
representation that to the best of its knowledge and belief --

(1) No ocean transportation was used in the performance of this contract;
(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under the contract;

(3) Ocean transportation was used, and the Contractor had the written consent of the Contracting Officer for all foreign-flag ocean
transportation; or

(4) Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels without the written consent of
the Contracting Officer. The Contractor shall describe these shipments in the following format:

* ITEM DESCRIPTION CON_I.I?’QI\C/IE LINE QUANTITY

TOTAL

(g) If this contract exceeds the simplified acquisition threshold and the final invoice does not include the required representation, the
Government will reject and return it to the Contractor as an improper invoice for the purposes of the Prompt Payment clause of this contract. In
the event there has been unauthorized use of foreign-flag vessels in the performance of this contract, the Contracting Officer is entitled to
equitably adjust the contract, based on the unauthorized use.

(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of Transportation by Sea, that it did not
anticipate transporting by sea any supplies; however, after the award of this contract, the Contractor learns that supplies will be transported by
sea, the Contractor shall --

(1) Notify the Contracting Officer of that fact; and
(2) Comply with all the terms and conditions of this clause.

() Inthe award of subcontracts, for the types of supplies described in paragraph (b)(2) of this clause, including subcontracts for commercial
items, the Contractor shall flow down the requirements of this clause as follows:

(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in subcontracts that exceed the simplified
acquisition threshold in part 2 of the Federal Acquisition Regulation.

(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph (i), in subcontracts that
are at or below the simplified acquisition threshold in part 2 of the Federal Acquisition Regulation.

(End of clause)

52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR 1984) FAR

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) FAR

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the
Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR: https://www.acquisition.gov/?q=browsefar

DFARS: https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html
DLAD: http://www.dla.mil/HQ/Acquisition/Offers/DLAD.aspx

(End of clause)

52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR
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252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES
(JAN 2021) DFARS

252.225-7048 EXPORT CONTROLLED ITEMS (JUN 2013) DFARS
252.225-7051 PROHIBITION ON ACQUISITION OF CERTAIN FOREIGN COMMERCIAL SATELLITE SERVICES (SEP 2021) DFARS
52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) FAR

Attachments

List of Attachments

Description File Name

PID Data - Custom Clause

Header

C1

Part 12 Provisions

52.212-1 INSTRUCTIONS TO OFFERORS - COMMERCIAL ITEMS (NOV 2021) FAR
52.212-2 EVALUATION - COMMERCIAL ITEMS (NOV 2021) FAR

(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer conforming to the solicitation will
be most advantageous to the Government, price and other factors considered. The following factors shall be used to evaluate offers:

(Contracting Officer shall insert the significant evaluation factors, such as (i) technical capability of the item offered to meet the Government
requirement; (i) price; (iii) past performance (see FAR 15.304); and include them in the relative order of importance of the evaluation factors,
such as in descending order of importance.)

Technical and past performance, when combined, are _ (Contracting Officer state, in accordance with FAR 15.304, the relative importance of
all other evaluation factors, when combined, when compared to price.)

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to the total price for the basic
requirement. The Government may determine that an offer is unacceptable if the option prices are significantly unbalanced. Evaluation of
options shall not obligate the Government to exercise the option(s).

(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful offeror within the time for acceptance
specified in the offer, shall result in a binding contract without further action by either party. Before the offer's specified expiration time, the
Government may accept an offer (or part of an offer), whether or not there are negotiations after its receipt, unless a written notice of
withdrawal is received before award.

(End of provision)

52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS - COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES
(MAY 2022) FAR

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual representations and certification
electronically in the System for Award Management (SAM) accessed through https://www.sam.gov. If the Offeror has not completed the annual
representations and certifications electronically, the Offeror shall complete only paragraphs (c) through (v)) of this provision.

(a) Definitions. As used in this provision --

Covered telecommunications equipment or services has the meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain
Telecommunications and Video Surveillance Services or Equipment.

Economically disadvantaged women-owned small business (EDWOSB) concern means a small business concern that is at least 51 percent
directly and unconditionally owned by, and the management and daily business operations of which are controlled by, one or more women who

CONTINUED ON NEXT PAGE




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED: PAGE 12 OF 29 PAGES
SPE300-22-R-0037

Part 12 Provisions (CONTINUED)

are citizens of the United States and who are economically disadvantaged in accordance with 13 CFR part 127. It automatically qualifies as a
women-owned small business eligible under the WOSB Program.

Forced or indentured child labor means all work or service --

(1) Exacted from any person under the age of 18 under the menace of any penalty for its nonperformance and for which the worker does
not offer himself voluntarily; or

(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can be accomplished by process or
penalties.

Highest-level owner means the entity that owns or controls an immediate owner of the offeror, or that owns or controls one or more entities that
control an immediate owner of the offeror. No entity owns or exercises control of the highest level owner.

Immediate owner means an entity, other than the offeror, that has direct control of the offeror. Indicators of control include, but are not limited
to, one or more of the following: Ownership or interlocking management, identity of interests among family members, shared facilities and
equipment, and the common use of employees.

Inverted domestic corporation means a foreign incorporated entity that meets the definition of an inverted domestic corporation under 6 U.S.C.
395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c).

Manufactured end product means any end product in product and service codes (PSCs) 1000-9999, except --
(1) PSC 5510, Lumber and Related Basic Wood Materials;
(2) Product or Service Group (PSG) 87, Agricultural Supplies;
(3) PSG 88, Live Animals;
(4) PSG 89, Subsistence;
(5) PSC 9410, Crude Grades of Plant Materials;
(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;
(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;
(8) PSC 9610, Ores;
(9) PSC 9620, Minerals, Natural and Synthetic; and
(10) PSC 9630, Additive Metal Materials.

Place of manufacture means the place where an end product is assembled out of components, or otherwise made or processed from raw
materials into the finished product that is to be provided to the Government. If a product is disassembled and reassembled, the place of
reassembly is not the place of manufacture.

Predecessor means an entity that is replaced by a successor and includes any predecessors of the predecessor.

Reasonable inquiry has the meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment.

Restricted business operations means business operations in Sudan that include power production activities, mineral extraction activities, oil-
related activities, or the production of military equipment, as those terms are defined in the Sudan Accountability and Divestment Act of 2007
(Pub. L. 110-174). Restricted business operations do not include business operations that the person (as that term is defined in Section 2 of
the Sudan Accountability and Divestment Act of 2007) conducting the business can demonstrate --

(1) Are conducted under contract directly and exclusively with the regional government of southern Sudan;

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the Department of the Treasury, or are
expressly exempted under Federal law from the requirement to be conducted under such authorization;

(3) Consist of providing goods or services to marginalized populations of Sudan;
(4) Consist of providing goods or services to an internationally recognized peacekeeping force or humanitarian organization;
(5) Consist of providing goods or services that are used only to promote health or education; or
(6) Have been voluntarily suspended.
Sensitive technology --
(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used specifically --
(i) To restrict the free flow of unbiased information in Iran; or
(i) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the President does not have the authority to regulate or
prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)).

Service-disabled veteran-owned small business concern --
(1) Means a small business concern --

CONTINUED ON NEXT PAGE
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(i) Not less than 51 percent of which is owned by one or more service --disabled veterans or, in the case of any publicly owned business,
not less than 51 percent of the stock of which is owned by one or more service-disabled veterans; and

(i) The management and daily business operations of which are controlled by one or more service-disabled veterans or, in the case of a
service-disabled veteran with permanent and severe disability, the spouse or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service-connected, as defined in 38 U.
S.C. 101(16).

Small business concern --

(1) Means a concern, including its affiliates, that is independently owned and operated, not dominant in the field of operation in which it is
bidding on Government contracts, and qualified as a small business under the criteria in 13 CFR part 121 and size standards in this
solicitation.

(2) Affiliates, as used in this definition, means business concerns, one of whom directly or indirectly controls or has the power to control the
others, or a third party or parties control or have the power to control the others. In determining whether affiliation exists, consideration is
given to all appropriate factors including common ownership, common management, and contractual relationships. SBA determines affiliation
based on the factors set forth at 13 CFR 121.103.

Small disadvantaged business concern, consistent with 13 CFR 124.1002, means a small business concern under the size standard applicable
to the acquisition, that --

(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by --

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically disadvantaged (as defined at 13 CFR 124.104)
individuals who are citizens of the United States; and

(i) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking into account the applicable
exclusions set forth at 13 CFR 124.104(c)(2); and

(2) The management and daily business operations of which are controlled (as defined at 13.CFR 124.106) by individuals, who meet the
criteria in paragraphs (1)(i) and (ii) of this definition.
Subsidiary means an entity in which more than 50 percent of the entity is owned --
(1) Directly by a parent corporation; or
(2) Through another subsidiary of a parent corporation.

Successor means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of the predecessor under a
new name (often through acquisition or merger). The term “successor” does not include new offices/divisions of the same company or a
company that only changes its name. The extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending
on State law and specific circumstances.

Veteran-owned small business concern means a small business concern --

(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) or, in the case of any publicly
owned business, not less than 51 percent of the stock of which is owned by one or more veterans; and

(2) The management and daily business operations of which are controlled by one or more veterans.

Women-owned business concern means a concern which is at least 51 percent owned by one or more women; or in the case of any publicly
owned business, at least 51 percent of its stock is owned by one or more women; and whose management and daily business operations are
controlled by one or more women.

Women-owned small business concern means a small business concern --

(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at least 51 percent of the stock
of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women.

Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance with 13 CFR part 127), means a small
business concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business operations of
which are controlled by, one or more women who are citizens of the United States.

(b)(1) Annual Representations and Certifications. Any changes provided by the Offeror in paragraph (b)(2) of this provision do not
automatically change the representations and certifications in SAM.

(2) The offeror has completed the annual representations and certifications electronically in SAM accessed through http://www.sam.gov.
After reviewing SAM information, the Offeror verifies by submission of this offer that the representations and certifications currently posted
electronically at FAR 52.212-3, Offeror Representations and Certifications -- Commercial Products and Commercial Services have been
entered or updated in the last 12 months, are current, accurate, complete, and applicable to this solicitation (including the business size
standard(s) applicable to the NAICS code(s) referenced for this solicitation), at the time this offer is submitted and are incorporated in this
offer by reference (see FAR 4.1201), except for paragraphs

[Offeror to identify the applicable paragraphs at (c) through (v) of this provision that the offeror has completed for the purposes of this
solicitation only, if any.
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These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, accurate, and complete as of the
date of this offer.

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the representations and
certifications posted electronically on SAM.]

(c) Offerors must complete the following representations when the resulting contract will be performed in the United States or its outlying areas.
Check all that apply.

(1) Small business concern. The offeror represents as part of its offer thatit[ ]is, [ ]is not a small business concern.

(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1)
of this provision.] The offeror represents as part of its offer thatit[ ] is, [ ] is not a veteran-owned small business concern.

(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror represented itself as a veteran-owned small
business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its offer thatit[ ] is, [ ] is not a service-disabled
veteran-owned small business concern.

(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1)
of this provision.] The offeror represents thatit[ ] is, [ ] is not a small disadvantaged business concern as defined in 13 CFR 124.1002.

(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1)
of this provision.] The offeror represents thatit[ ] is, [ ] is not a women-owned small business concern.

(6) WOSB concern eligible under the WOSB Program. [Complete only if the offeror represented itself as a women-owned small business
concern in paragraph (c)(5) of this provision.] The offeror represents that --

@[] is, [ ] isnotaWOSB concern eligible under the WOSB Program, has provided all the required documents to the WOSB
Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibility; and

(i) It ] is, [ ]is not a joint venture that complies with the requirements of 13 CFR part 127, and the representation in paragraph (c)(6)(i)
of this provision is accurate for each WOSB concern eligible under the WOSB Program participating in the joint venture. [The offeror
shall enter the name or names of the WOSB concern eligible under the WOSB Program and other small businesses that are participating
in the joint venture: .] Each WOSB concern eligible under the WOSB Program participating in the joint venture shall submit a separate
signed copy of the WOSB representation.

(7) Economically disadvantaged women-owned small business (EDWOSB) concern. [Complete only if the offeror represented itself as a
WOSB concern eligible under the WOSB Program in (c)(6) of this provision.] The offeror represents that --

@ It] ] is,[ ]is not an EDWOSB concern, has provided all the required documents to the WOSB Repository, and no change in
circumstances or adverse decisions have been issued that affects its eligibility; and

@ii) It] Tis, [ ]1is not a joint venture that complies with the requirements of 13 CFR part 127, and the representation in paragraph (c)(7)(i)
of this provision is accurate for each EDWOSB concern participating in the joint venture. [The offeror shall enter the name or names of
the EDWOSB concern and other small businesses that are participating in the joint venture: .] Each EDWOSB concern participating in
the joint venture shall submit a separate signed copy of the EDWOSB representation.

Note to paragraphs (c)(8) and (9): Complete paragraphs (c)(8) and (9) only if this solicitation is expected to exceed the simplified acquisition
threshold.
(8) Women-owned business concern (other than small business concern). [Complete only if the offeror is a women-owned business

concern and did not represent itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents thatit[ ] is, a
women-owned business concern.

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may identify the labor surplus areas
in which costs to be incurred on account of manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50
percent of the contract price:

(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of
this provision.] The offeror represents, as part of its offer, that --

@Mn[p] is,[ 1 isnotaHUBZone small business concern listed, on the date of this representation, on the List of Qualified HUBZone
Small Business Concerns maintained by the Small Business Administration, and no material changes in ownership and control, principal
office, or HUBZone employee percentage have occurred since it was certified in accordance with 13 CFR Part 126; and

@iyIt[ ] is,[ ] isnota HUBZone joint venture that complies with the requirements of 13 CFR Part 126, and the representation in
paragraph (¢)(10)(i) of this provision is accurate for each HUBZone small business concern participating in the HUBZone joint venture.
[The offeror shall enter the names of each of the HUBZone small business concerns participating in the HUBZone joint venture: .] Each
HUBZone small business concern participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone
representation.

(d) Representations required to implement provisions of Executive Order 11246 --
(1) Previous contracts and compliance. The offeror represents that --
@) It[ 1 bhas,[ ] has not participated in a previous contract or subcontract subject to the Equal Opportunity clause of this solicitation;
and
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(i) It 1 has, [ ] bhas not filed all required compliance reports.
(2) Affirmative Action Compliance. The offeror represents that --

(i) It [ ] has developed and has on file, [ ] has not developed and does not have on file, at each establishment, affirmative action
programs required by rules and regulations of the Secretary of Labor (41 CFR parts 60-1 and 60-2), or

(i) It [ ] has not previously had contracts subject to the written affirmative action programs requirement of the rules and regulations of the
Secretary of Labor.

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies only if the contract is expected to exceed
$150,000.) By submission of its offer, the offeror certifies to the best of its knowledge and belief that no Federal appropriated funds have been
paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an
officer or employee of Congress or an employee of a Member of Congress on his or her behalf in connection with the award of any resultant
contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with respect to this
contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to provide the name
of the registrants. The offeror need not report regularly employed officers or employees of the offeror to whom payments of reasonable
compensation were made.

(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1, Buy American --Supplies, is included
in this solicitation.)

(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a domestic end product and that for
other than COTS items, the offeror has considered components of unknown origin to have been mined, produced, or manufactured outside
the United States. The offeror shall list as foreign end products those end products manufactured in the United States that do not qualify as
domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition
of “domestic end product.” The terms “commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “end
product,” “foreign end product,” and “United States” are defined in the clause of this solicitation entitled “Buy American --Supplies.”

(2) Foreign End Products:

Line Item No. Country of Origin

[List as necessary]
((3) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.

(9)(1) Buy American --Free Trade Agreements --Israeli Trade Act Certificate. (Applies only if the clause at FAR 52.225-3, Buy American --Free
Trade Agreements --Israeli Trade Act, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(2)(iii) of this provision, is a domestic end
product and that for other than COTS items, the offeror has considered components of unknown origin to have been mined, produced, or
manufactured outside the United States. The terms “Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product,”
“commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “end product,” “foreign end product,” “Free
Trade Agreement country,” “Free Trade Agreement country end product,” “Israeli end product,” and “United States” are defined in the
clause of this solicitation entitled “Buy American --Free Trade Agreements --Israeli Trade Act.”

(i) The offeror certifies that the following supplies are Free Trade Agreement country end products (other than Bahrainian, Moroccan,
Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the clause of this solicitation entitled “Buy American
--Free Trade Agreements --Israeli Trade Act”

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian End Products) or Israeli
End Products:

Line Item No. Country of Origin

[List as necessary]

(iii) The offeror shall list those supplies that are foreign end products (other than those listed in paragraph (g)(2)(ii) of this provision) as
defined in the clause of this solicitation entitled “Buy American --Free Trade Agreements --Israeli Trade Act.” The offeror shall list as
other foreign end products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an
end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of “domestic end product.”

Other Foreign End Products

Line Item No. Country of Origin
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Line ltem No. Country of Origin

[List as necessary]
(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.

(2) Buy American --Free Trade Agreements --Israeli Trade Act Certificate, Alternate I. If Alternate | to the clause at FAR 52.225-3 is
included in this solicitation, substitute the following paragraph (g)(2)(ii) for paragraph (g)(1)(ii) of the basic provision:

(9)(2)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the clause of this solicitation entitled “Buy
American --Free Trade Agreements --Israeli Trade Act”:

Canadian End Products

Line Item No.

[List as necessary]

(3) Buy American --Free Trade Agreements --Israeli Trade Act Certificate, Alternate Il. If Alternate Il to the clause at FAR 52.225-3 is
included in this solicitation, substitute the following paragraph (g)(2)(ii) for paragraph (g)(1)(ii) of the basic provision:

(9)(2)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli end products as defined in the clause of this
solicitation entitled “Buy American --Free Trade Agreements --Israeli Trade Act”:

Canadian or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(9)(4) Buy American --Free Trade Agreements --Israeli Trade Act Certificate, Alternate Ill. If Alternate Il to the clause at FAR 52.225-3 is
included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

(9)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other than Bahrainian, Korean,
Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the clause of this solicitation entitled “Buy
American --Free Trade Agreements --Israeli Trade Act”:

Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian End Products) or
Israeli End Products:

Line Item No. Country of Origin

[List as necessary]
(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this provision, is a U.S.-made or designated
country end product, as defined in the clause of this solicitation entitled “Trade Agreements”.

(ii) The offeror shall list as other end products those end products that are not U.S.-made or designated country end products.
Other End Products:

Line Item No Country of Origin

[List as necessary]
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(iii) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. For line items covered by the
WTO GPA, the Government will evaluate offers of U.S.-made or designated country end products without regard to the restrictions of the
Buy American statute. The Government will consider for award only offers of U.S.-made or designated country end products unless the
Contracting Officer determines that there are no offers for such products or that the offers for such products are insufficient to fulfill the
requirements of the solicitation.

(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract value is expected to exceed the
simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals --

(1)[ 1Are, [ 1 are not presently debarred, suspended, proposed for debarment, or declared ineligible for the award of contracts by any
Federal agency;

(2)[ 1Have, [ 1 have not, within a three-year period preceding this offer, been convicted of or had a civil judgment rendered against them
for: Commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Federal, state or local
government contract or subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or Commission of
embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax evasion, violating Federal criminal
tax laws, or receiving stolen property,

(3) [ 1 Are, [ ]are not presently indicted for, or otherwise criminally or civilly charged by a Government entity with, commission of any of
these offenses enumerated in paragraph (h)(2) of this clause; and

(4) Have, [ ] have not [ ], within a three-year period preceding this offer, been notified of any delinquent Federal taxes in an amount that
exceeds the threshold at 9.104-5(a)(2) for which the liability remains unsatisfied.

(i) Taxes are considered delinquent if both of the following criteria apply:

(A) The tax liability is finally determined. The liability is finally determined if it has been assessed. A liability is not finally determined if there
is a pending administrative or judicial challenge. In the case of a judicial challenge to the liability, the liability is not finally determined until all
judicial appeal rights have been exhausted.

(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to pay the tax liability when full
payment was due and required. A taxpayer is not delinquent in cases where enforced collection action is precluded.

(i) Examples. (A) The taxpayer has received a statutory notice of deficiency, under I.R.C. 86212, which entitles the taxpayer to seek Tax
Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax
Court review, this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the taxpayer has been issued a notice under I.
R.C. 86320 entitling the taxpayer to request a hearing with the IRS Office of Appeals contesting the lien filing, and to further appeal to the
Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax
liability because the taxpayer has had no prior opportunity to contest the liability. This is not a delinquent tax because it is not a final tax
liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the taxpayer has exercised all judicial appeal
rights.

(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. 86159. The taxpayer is making timely payments and is in full
compliance with the agreement terms. The taxpayer is not delinquent because the taxpayer is not currently required to make full payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced collection action is stayed under 11
U.S.C. 362 (the Bankruptcy Code).

(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). [The Contracting Officer must list in
paragraph (i)(1) any end products being acquired under this solicitation that are included in the List of Products Requiring Contractor
Certification as to Forced or Indentured Child Labor, unless excluded at 22.1503(b).]

(1) Listed end products.
Listed End Product

Listed End Product Listed Countries of Origin

(2) Certification. [If the Contracting Officer has identified end products and countries of origin in paragraph (i)(1) of this provision, then the
offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate block.]

[ ] (i) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was mined, produced, or manufactured in
the corresponding country as listed for that product.

[ ] (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that was mined, produced, or manufactured in the
corresponding country as listed for that product. The offeror certifies that it has made a good faith effort to determine whether forced or
indentured child labor was used to mine, produce, or manufacture any such end product furnished under this contract. On the basis of
those efforts, the offeror certifies that it is not aware of any such use of child labor.

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of manufactured end products.) For
statistical purposes only, the offeror shall indicate whether the place of manufacture of the end products it expects to provide in response to
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this solicitation is predominantly --

(1) [ ]1Inthe United States (Check this box if the total anticipated price of offered end products manufactured in the United States exceeds
the total anticipated price of offered end products manufactured outside the United States); or

(2) [ ] Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards. (Certification by the offeror as to its
compliance with respect to the contract also constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt
services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) applies.]

(1) [ 1 Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The offeror [ ] does [ ] does not certify
that --

(i) The items of equipment to be serviced under this contract are used regularly for other than Governmental purposes and are sold or
traded by the offeror (or subcontractor in the case of an exempt subcontract) in substantial quantities to the general public in the course
of normal business operations;

(ii) The services will be furnished at prices which are, or are based on, established catalog or market prices (see FAR 22.1003-4(c)(2)(ii))
for the maintenance, calibration, or repair of such equipment; and

(iii) The compensation (wage and fringe benefits) plan for all service employees performing work under the contract will be the same as
that used for these employees and equivalent employees servicing the same equipment of commercial customers.

(2) [ ] Certain services as described in FAR 22.1003-4(d)(1). The offeror [ ] does [ ] does not certify that --

(i) The services under the contract are offered and sold regularly to non-Governmental customers, and are provided by the offeror (or
subcontractor in the case of an exempt subcontract) to the general public in substantial quantities in the course of normal business
operations;

(ii) The contract services will be furnished at prices that are, or are based on, established catalog or market prices (see FAR 22.1003-4
(d)(2)(iiD));
(i) Each service employee who will perform the services under the contract will spend only a small portion of his or her time (a monthly

average of less than 20 percent of the available hours on an annualized basis, or less than 20 percent of available hours during the
contract period if the contract period is less than a month) servicing the Government contract; and

(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the contract is the same as that
used for these employees and equivalent employees servicing commercial customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies --

(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting Officer did not attach a Service
Contract Labor Standards wage determination to the solicitation, the offeror shall notify the Contracting Officer as soon as possible; and

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the certification in paragraph (k)(1) or (k)
(2) of this clause or to contact the Contracting Officer as required in paragraph (k)(3)(i) of this clause.

(I) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is required to provide this information
to SAM to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (I)(3) through (1)(5) of this provision to comply with debt collection
requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing
regulations issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of the offeror's relationship with
the Government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the payment reporting requirements described in FAR 4.904,
the TIN provided hereunder may be matched with IRS records to verify the accuracy of the offeror's TIN.

(3) Taxpayer Identification Number (TIN).
[ 1TIN:

[ 1 TIN has been applied for.

[ 1 TIN is not required because:

[ ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income effectively connected with the
conduct of a trade or business in the United States and does not have an office or place of business or a fiscal paying agent in the United
States;

[ ] Offeror is an agency or instrumentality of a foreign government;

[ ] Offeror is an agency or instrumentality of the Federal Government.
(4) Type of organization.

[ ] Sole proprietorship;

[ ] Partnership;
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[ ] Corporate entity (not tax-exempt);

[ ] Corporate entity (tax-exempt);

[ ] Government entity (Federal, State, or local);

[ ] Foreign government;

[ ] International organization per 26 CFR 1.6049-4;
[ ] Other.

(5) Common parent.

[ ] Offeror is not owned or controlled by a common parent;
[ 1 Name and TIN of common parent:

Name .

TIN .

(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does not conduct any restricted
business operations in Sudan.

(n) Prohibition on Contracting with Inverted Domestic Corporations. (1) Government agencies are not permitted to use appropriated (or
otherwise made available) funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation,
unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with the procedures at 9.108-4.

(2) Representation. The Offeror represents that --
@ It[ lis, [ ]is not an inverted domestic corporation; and
(@ii) It] 1is, [ 1is not a subsidiary of an inverted domestic corporation.

(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran. (1) The offeror shall email questions
concerning sensitive technology to the Department of State at CISADA106@state.gov.

(2) Representation and certifications. Unless a waiver is granted or an exception applies as provided in paragraph (0)(3) of this provision, by
submission of its offer, the offeror --

(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive technology to the government of Iran
or any entities or individuals owned or controlled by, or acting on behalf or at the direction of, the government of Iran;

(ii) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any activities for which sanctions may
be imposed under section 5 of the Iran Sanctions Act; and

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly engage in any transaction that
exceeds the threshold at FAR 25.703-2(a)(2) with Iran's Revolutionary Guard Corps or any of its officials, agents, or affiliates, the
property and interests in property of which are blocked pursuant to the International Emergency Economic Powers Act (50 U.S.C. 1701
et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons List at https://www.treasury.gov/resource-center/sanctions/
SDN-List/Pages/default.aspx).

(3) The representation and certification requirements of paragraph (0)(2) of this provision do not apply if --
(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency provision); and
(ii) The offeror has certified that all the offered products to be supplied are designated country end products.

(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be registered in SAM or a requirement to have a
unique entity identifer in the solicitation).

(1) The Offeror represents that it [ ] has or [ ] does not have an immediate owner. If the Offeror has more than one immediate owner (such
as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, paragraph (3) of this provision for each participant in
the joint venture.

(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following information:
Immediate owner CAGE code: .

Immediate owner legal name: .

(Do not use a “doing business as” name)

Is the immediate owner owned or controlled by another entity: [ ] Yes or [ ] No.

(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the immediate owner is owned or controlled by another
entity, then enter the following information:

Highest-level owner CAGE code: .
Highest-level owner legal name: .
(Do not use a “doing business as” name)
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(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any Federal Law. (1) As required by
sections 744 and 745 of Division E of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar
provisions, if contained in subsequent appropriations acts, The Government will not enter into a contract with any corporation that --

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or
have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has considered suspension or debarment of the
corporation and made a determination that suspension or debarment is not necessary to protect the interests of the Government; or

(ii) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the awarding agency is
aware of the conviction, unless an agency has considered suspension or debarment of the corporation and made a determination that
this action is not necessary to protect the interests of the Government.

(2) The Offeror represents that --

@) Itis[ Tis not[ ]a corporation that has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative
remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority
responsible for collecting the tax liability; and

(i) Itis [ ]is not [ ] a corporation that was convicted of a felony criminal violation under a Federal law within the preceding 24 months.

(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, Commercial and Government Entity Code
Reporting.)

(1) The Offeror represents thatit[ ]is or [ ]is not a successor to a predecessor that held a Federal contract or grant within the last three
years.

(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following information for all predecessors that held a
Federal contract or grant within the last three years (if more than one predecessor, list in reverse chronological order):

Predecessor CAGE code: (or mark “Unknown”).
Predecessor legal name: .
(Do not use a “doing business as” hame).

(s) [Reserved]

(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that require offerors to register in SAM
(12.301(d)(1)).

(1) This representation shall be completed if the Offeror received $7.5 million or more in contract awards in the prior Federal fiscal year. The
representation is optional if the Offeror received less than $7.5 million in Federal contract awards in the prior Federal fiscal year.

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. (i) The Offeror (itself or through its immediate owner
or highest-level owner) [ ] does, [ ] does not publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible
Web site the results of a greenhouse gas inventory, performed in accordance with an accounting standard with publicly available and
consistently applied criteria, such as the Greenhouse Gas Protocol Corporate Standard.

(ii) The Offeror (itself or through its immediate owner or highest-level owner) [ ] does, [ ] does not publicly disclose a quantitative
greenhouse gas emissions reduction goal, i.e., make available on a publicly accessible Web site a target to reduce absolute emissions
or emissions intensity by a specific quantity or percentage.

(i) A publicly accessible Web site includes the Offeror's own Web site or a recognized, third-party greenhouse gas emissions reporting
program.

(3) If the Offeror checked “does” in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, the Offeror shall provide the publicly
accessible Web site(s) where greenhouse gas emissions and/or reduction goals are reported.

(u)(2) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L.
113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions), Government agencies
are not permitted to use appropriated (or otherwise made available) funds for contracts with an entity that requires employees or
subcontractors of such entity seeking to report waste, fraud, or abuse to sign internal confidentiality agreements or statements prohibiting or
otherwise restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law
enforcement representative of a Federal department or agency authorized to receive such information.

(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements applicable to Standard Form 312 (Classified
Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented Information Nondisclosure Agreement), or any other form
issued by a Federal department or agency governing the nondisclosure of classified information.

(3) Representation. By submission of its offer, the Offeror represents that it will not require its employees or subcontractors to sign or
comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or subcontractors from
lawfully reporting waste, fraud, or abuse related to the performance of a Government contract to a designated investigative or law
enforcement representative of a Federal department or agency authorized to receive such information (e.g., agency Office of the Inspector
General).

(v) Covered Telecommunications Equipment or Services --Representation. Section 889(a)(1)(A) of Public Law 115-232.
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(2) The Offeror represents that --

()1t [ ] does,[_] does not provide covered telecommunications equipment or services as a part of its offered products or services to
the Government in the performance of any contract, subcontract, or other contractual instrument.

(i) After conducting a reasonable inquiry for purposes of this representation, thatit [ ] does, [ ] does not use covered
telecommunications equipment or services, or any equipment, system, or service that uses covered telecommunications equipment or
services.

(End of provision)

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS - COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES (MAY 2022) FAR

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in this contract by
reference, to implement provisions of law or Executive orders applicable to acquisitions of commercial products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E,
Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent
appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other
Covered Entities (NOV 2021) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (NOV 2021)
(Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015).
(5) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).
(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77 and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as being incorporated in
this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial products and commercial
services:

[Contracting Officer check as appropriate.]

52.203-6, Restrictions on Subcontractor Sales to the Government (JUN 2020), with Alternate | (NOV 2021) (41 U.S.C. 4704 and 10 U.S.C.
2402).

(2) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C. 3509).

(3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN 2010) (Section 1553 of Pub.
L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.)

(4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (JUN 2020) (Pub. L. 109-282) (31 U.S.C. 6101 note).
(5) [Reserved]
(6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 743 of Div. C).

(7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016) (Pub. L. 111-117, section 743 of Div.
C).

(8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for
Debarment. (NOV 2021) (31 U.S.C. 6101 note).

(9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (OCT 2018) (41 U.S.C. 2313).
(10) [Reserved]
(11) 52.219-3, Notice of HUBZone Set-Aside or Sole Source Award (SEP 2021) (15 U.S.C. 657a).

(12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (SEP 2021) (if the offeror elects to waive the
preference, it shall so indicate in its offer) (15 U.S.C. 657a).

(13) [Reserved]

(14)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).

(i) Alternate | (MAR 2020) of 52.219-6.

(15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).

(i) Alternate 1 (MAR 2020) of 52.219-7.

(16) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C. 637(d)(2) and (3)).
(17)(i) 52.219-9, Small Business Subcontracting Plan (NOV 2021) (15 U.S.C. 637(d)(4)).

(i) Alternate 1 (NOV 2016) of 52.219-9.
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(iii) Alternate 11 (NOV 2016) of 52.219-9.

(iv) Alternate 111 (JUN 2020) of 52.219-9.

(v) Alternate IV (SEP 2021) of 52.219-9.

(18)(i) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).

(i) Alternate 1 (MAR 2020) of 52.219-13.

(19) 52.219-14, Limitations on Subcontracting (SEP 2021) (15 U.S.C. 657s .

(20) 52.219-16, Liquidated Damages --Subcontracting Plan (SEP 2021) (15 U.S.C. 637(d)(4)(F)(i)).

(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (SEP 2021) (15 U.S.C. 657f).
(22)(i) 52.219-28, Post-Award Small Business Program Rerepresentation (SEP 2021) (15 U.S.C. 632(a)(2)).

(i) Alternate | (MAR 2020) of 52.219-28.

(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned Small Business Concerns
(SEP 2021) (15 U.S.C. 637(m)).

(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns Eligible Under the Women-
Owned Small Business Program (SEP 2021) (15 U.S.C. 637(m)).

(25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15 U.S.C. 644(r)).
(26) 52.219-33, Nonmanufacturer Rule (SEP 2021) (15 U.S.C. 657s).

(27) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755).

(28) 52.222-19, Child Labor --Cooperation with Authorities and Remedies (JAN 2020) (E.O. 13126).

(29) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

(30)(i) 52.222-26, Equal Opportunity (SEPT 2016) (E.O. 11246).

(i) Alternate | (Feb 1999) of 52.222-26.

(31)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).

(i) Alternate | (July 2014) of 52.222-35.

(32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).

(i) Alternate 1 (July 2014) of 52.222-36.

(33) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

(34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496).
(35)(i) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78 and E.O. 13627).
(i) Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

((36) 52.222-54, Employment Eligibility Verification (MAY 2022). (E. O. 12989). (Not applicable to the acquisition of commercially available
off-the-shelf items or certain other types of commercial products or commercial services as prescribed in FAR 22.1803.)

(37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (MAY 2008) (42 U.S.C. 6962(c)(3)(A)
(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

(i) Alternate 1 (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially available off-the-shelf
items.)

(38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 2016) (E.O. 13693).
(39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (JUN 2016) (E.O. 13693).

(40)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) (E.O.s 13423 and 13514).
(i) Alternate 1 (OCT 2015) of 52.223-13.

(41)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 13423 and 13514).

(i) Alternate | (Jun 2014) of 52.223-14.

(42) 52.223-15, Energy Efficiency in Energy-Consuming Products (MAY 2020) (42 U.S.C. 8259b).

(43)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (OCT 2015) (E.O.s 13423 and 13514).
(i) Alternate | (Jun 2014) of 52.223-16.

(44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (JUN 2020) (E.O. 13513).

(45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).

(46) 52.223-21, Foams (JUN 2016) (E.O. 13693).
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(47)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).
(i) Alternate I (JAN 2017) of 52.224-3.
(48) 52.225-1, Buy American - Supplies (NOV 2021)) (41 U.S.C. chapter 83).

(49)(i) 52.225-3, Buy American - Free Trade Agreements - Israeli Trade Act (NOV 2021) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.
S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283,
110-138, 112-41, 112-42, and 112-43.

(i) Alternate | (JAN 2021) of 52.225-3.

(iii) Alternate 11 (JAN 2021) of 52.225-3.

(iv) Alternate IIl (JAN 2021) of 52.225-3.

(50) 52.225-5, Trade Agreements (OCT 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

(51) 52.225-13, Restrictions on Certain Foreign Purchases (FEB 2021) (E.O.'s, proclamations, and statutes administered by the Office of
Foreign Assets Control of the Department of the Treasury).

(52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 862, as amended, of the
National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (NOV 2007) (42 U.S.C. 5150).
(54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) (42 U.S.C. 5150).
(55) 52.229-12, Tax on Certain Foreign Procurements (FEB 2021).

(56) 52.232-29, Terms for Financing of Purchases of Commercial Products and Commercial Services (NOV 2021) (41 U.S.C.4505, 10 U.S.
C. 2307(f)).

(57) 52.232-30, Installment Payments for Commercial Products and Commercial Services (NOV 2021) (41 U.S.C. 4505, 10 U.S.C. 2307
).
(58) 52.232-33, Payment by Electronic Funds Transfer --System for Award Management (OCT 2018) (31 U.S.C. 3332).

(59) 52.232-34, Payment by Electronic Funds Transfer --Other than System for Award Management (JUL 2013) (31 U.S.C. 3332).
(60) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).

(61) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).

(62) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 637(d)(13)).

(63)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021) (46 U.S.C. 55305 and 10 U.S.C. 2631).
(i) Alternate | (Apr 2003) of 52.247-64.

(iii) Alternate Il (NOV 2021) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the Contracting Officer
has indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial products and commercial services: [Contracting Officer check as appropriate.]

(1) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).
(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

(3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple Year and Option Contracts)
(AUG 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

(4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards --Price Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.
C. chapter 67).

(5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of
Certain Equipment --Requirements (MAY 2014) (41 U.S.C. chapter 67).

(6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services --Requirements (MAY
2014) (41 U.S.C. chapter 67).

(7) 52.222-55, Minimum Wages Under Executive Order 13658 (JAN 2022).
(8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 13706).
(9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this contract was
awarded using other than sealed bid, is in excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of this
contract, and does not contain the clause at 52.215-2, Audit and Records - Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have access to and right
to examine any of the Contractor's directly pertinent records involving transactions related to this contract.
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((2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence for examination,
audit, or reproduction, until 3 years after final payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially terminated, the records relating to the work
terminated shall be made available for 3 years after any resulting final termination settlement. Records relating to appeals under the
disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available until such
appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of type and
regardless of form. This does not require the Contractor to create or maintain any record that the Contractor does not maintain in the
ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is not required to flow
down any FAR clause, other than those in this paragraph (e)(1) of this paragraph in a subcontract for commercial products or commercial
services. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause -

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C. 3509).

(i) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E,
Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(i) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other
Covered Entities (NOV 2021) (Section 1634 of Pub. L. 115-91).

((iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (NOV 2021)
(Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts that offer further
subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds the applicable threshold
specified in FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier subcontracts that
offer subcontracting opportunities..

(vi) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

(vii) 52.222-26, Equal Opportunity (SEP 2016) (E.O. 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).
(x) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496). Flow down required in
accordance with paragraph (f) of FAR clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (AUG 2018)(41 U.S.C. chapter 67).
(xiii) (A) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78 and E.O. 13627).
(B) Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or
Repair of Certain Equipment --Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services --Requirements
(MAY 2014) (41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (MAY 2022) (E. O. 12989).
(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (JAN 2022)
(xviii) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 13706).
(xix)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).
(B) Alternate | (JAN 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 862, as amended, of
the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792). Flow down required in
accordance with paragraph (e) of FAR clause 52.226-6.

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021) (46 U.S.C. 55305 and 10 U.S.C. 2631).
Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor May include in its subcontracts for commercial items a minimal number of additional clauses
necessary to satisfy its contractual obligations.
(End of clause)
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252.203-7005 REPRESENTATION RELATING TO COMPENSATION OF FORMER DOD OFFICIALS (NOV 2011) DFARS
52.204-6 UNIQUE ENTITY IDENTIFIER (OCT 2016) FAR
252.204-7008 COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS (OCT 2016) DFARS

MO05 EVALUATION FACTOR FOR USED, RECONDITIONED, REMANUFACTURED SUPPLIES OR UNUSED FORMER GOVERNMENT
SURPLUS PROPERTY (SEP 2016)

52.216-1 TYPE OF CONTRACT (APR 1984) FAR
As prescribed in 16.105 , complete and insert the following provision
The Government contemplates award of a contract resulting from this solicitation.
(End of provision)
252.225-7000 BUY AMERICAN STATUTE - BALANCE OF PAYMENTS PROGRAM CERTIFICATE (NOV 2014) DFARS

(a) Definitions. “Commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “foreign end product,” “qualifying
country,” “qualifying country end product,” and “United States,” as used in this provision, have the meanings given in the Buy American and
Balance of Payments Program --Basic clause of this solicitation.

” o

(b) Evaluation. The Government --

(1) Will evaluate offers in accordance with the policies and procedures of Part 225 of the Defense Federal Acquisition Regulation
Supplement; and

(2) Will evaluate offers of qualifying country end products without regard to the restrictions of the Buy American statute or the Balance of
Payments Program.

(c) Certifications and identification of country of origin.

(1) For all line items subject to the Buy American and Balance of Payments Program --Basic clause of this solicitation, the offeror certifies
that --

(i) Each end product, except those listed in paragraphs (c)(2) or (3) of this provision, is a domestic end product; and

(i) For end products other than COTS items, components of unknown origin are considered to have been mined, produced, or
manufactured outside the United States or a qualifying country.

(2) The offeror certifies that the following end products are qualifying country end products:
Line Iltem Number Country of Origin

(3) The following end products are other foreign end products, including end products manufactured in the United States that do not qualify
as domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph (ii) of the
definition of “domestic end product”:

Line Item Number Country of Origin (If known)

(End of provision)

252.225-7000 BUY AMERICAN STATUTE - BALANCE OF PAYMENTS PROGRAM CERTIFICATE (NOV 2014), ALT I (NOV 2014)
DFARS

As prescribed in 225.1101(1) and (1)(ii), use the following provision, which adds “South Caucasus/Central and South Asian (SC/CASA) state”
and “South Caucasus/Central and South Asian (SC/CASA) state end product” in paragraph (a), and replaces “qualifying country end products”
in paragraphs (b)(2) and (c)(2) with “qualifying country end products or SC/CASA state end products”:

”u ”

(a) Definitions. “Commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “foreign end product,” “qualifying
country,” “qualifying country end product,” “South Caucasus/Central and South Asian (SC/CASA) state,” “South Caucasus/Central and South
Asian (SC/CASA) state end product,” and “United States,” as used in this provision, have the meanings given in the Buy American and
Balance of Payments Program --Alternate | clause of this solicitation.

(b) Evaluation. The Government --

(1) Will evaluate offers in accordance with the policies and procedures of part 225 of the Defense Federal Acquisition Regulation
Supplement; and

(2) Will evaluate offers of qualifying country end products or SC/CASA state end products without regard to the restrictions of the Buy
American statute or the Balance of Payments Program.

(c) Certifications and identification of country of origin.

(1) For all line items subject to the Buy American and Balance of Payments Program --Alternate | clause of this solicitation, the offeror
certifies that --

CONTINUED ON NEXT PAGE
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(i) Each end product, except those listed in paragraphs (c)(2) or (3) of this provision, is a domestic end product; and

(i) For end products other than COTS items, components of unknown origin are considered to have been mined, produced, or
manufactured outside the United States or a qualifying country.

(2) The offeror certifies that the following end products are qualifying country end products or SC/CASA state end products:
Line Item Number Country of Origin

(3) The following end products are other foreign end products, including end products manufactured in the United States that do not qualify
as domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph (ii) of the
definition of “domestic end product”:

Line Item Number Country of Origin (If known)

(End of provision)
L0O6 AGENCY PROTESTS (DEC 2016)
252.204-7016 COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES - REPRESENTATION (DEC 2019) DFARS

(a) Definitions. As used in this provision, “covered defense telecommunications equipment or services” has the meaning provided in the
clause 252.204-7018, Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or Services.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) (https://www.sam.gov) for
entities excluded from receiving federal awards for “covered defense telecommunications equipment or services”.

(c) Representation. The Offeror represents that it [ ] does, [ ] does not provide covered defense telecommunications equipment or services
as a part of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument.
(End of provision)

252.204-7019 NOTICE OF NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (MAR 2022) DFARS

(a) Definitions.

“Basic Assessment”, “Medium Assessment”, and “High Assessment” have the meaning given in the clause 252.204-7020, NIST SP 800-171 DoD
Assessments.

“Covered contractor information system” has the meaning given in the clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident
Reporting, of this solicitation.

(b) Reguirement. In order to be considered for award, if the Offeror is required to implement NIST SP 800-171, the Offeror shall have a current assessment
(i.e., not more than 3 years old unless alesser timeis specified in the solicitation) (see 252.204-7020) for each covered contractor information system that is
relevant to the offer, contract, task order, or delivery order. The Basic, Medium, and High NIST SP 800-171 DoD Assessments are described in the NIST SP
800-171 DoD Assessment Methodology located at https://www.acg.osd.mil/asda/dpc/cp/cyber/saf eguarding.html#ni stSP800171.

(c) Procedures.

(1) The Offeror shall verify that summary level scores of acurrent NIST SP 800-171 DoD Assessment (i.e., hot more than 3 years old unless a lesser time
is specified in the solicitation) are posted in the Supplier Performance Risk System (SPRS) (https://www.sprs.csd.disa.mil/) for all covered contractor
information systems relevant to the offer.

(2) If the Offeror does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i.e., not more than 3 years old unless alesser time
is specified in the solicitation) posted in SPRS, the Offeror may conduct and submit a Basic Assessment to webptsmh@navy.mil for posting to SPRSin
the format identified in paragraph (d) of this provision.
(d) Summary level scores. Summary level scoresfor all assessmentswill be posted 30 days post-assessment in SPRS to provide DoD Components visibility
into the summary level scores of strategic assessments.
(1) Basic Assessments. An Offeror may follow the procedures in paragraph (c)(2) of this provision for posting Basic Assessments to SPRS.
(i) The email shall include the following information:
(A) Cybersecurity standard assessed (e.g., NIST SP 800-171 Rev 1).
(B) Organization conducting the assessment (e.g., Contractor self-assessment).
(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract --
(1) All industry Commercia and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the system
security plan; and
(2) A brief description of the system security plan architecture, if more than one plan exists.
(D) Date the assessment was completed.
(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Datethat al requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information gathered from
associated plan(s) of action developed in accordance with NIST SP 800-171.
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(i) 1If multiple system security plans are addressed in the email described at paragraph (d)(1)(i) of this section, the Offeror shall use the following
format for the report:

CAGE Codes Brief description of the Date score of 110 will
Date of assessment Total Score

System Security Plan supported by this plan |  plan architecture achieved

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scoresto SPRS for each system
assessed:
(i) The standard assessed (e.g., NIST SP 800-171 Rev 1).
(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity Address Code
(DoDAAC)).
(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.
(iv) A brief description of the system security plan architecture, if more than one system security plan exists.
(v) Dateand level of the assessment, i.e., medium or high.
(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).
(vii) Datethat all requirements are expected to be implemented (i.e., ascore of 110 is expected to be achieved) based on information gathered from
associated plan(s) of action developed in accordance with NIST SP 800-171.
(3) Accessihility.
(i) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance with the standards set forth in
DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information (PI).
(ii) Authorized representatives of the Offeror for which the assessment was conducted may access SPRS to view their own summary level scores, in
accordance with the SPRS Software User's Guide for Awardees/Contractors available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf.
(iii) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this section. DoD will retain and protect any
such documentation as “Controlled Unclassified Information (CUI)” and intended for internal DoD use only. The information will be protected against
unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of Information Act (e.g., Exemption 4
covers trade secrets and commercial or financial information obtained from a contractor that is privileged or confidential).
(End of provision)
252.239-7098 PROHIBITION ON CONTRACTING TO MAINTAIN OR ESTABLISH A COMPUTER NETWORK UNLESS SUCH NETWORK
IS DESIGNED TO BLOCK ACCESS TO CERTAIN WEBSITES — REPRESENTATION (DEVIATION 2021-00003) (APR 2021)
(a) In accordance with section 8116 of Division C of the Consolidated Appropriations Act, 2021 (Pub. L. 116-260), or any other Act that
extends to fiscal year 2021 funds the same prohibitions, none of the funds appropriated (or otherwise made available) by this or any other Act
for DoD may be used to enter into a contract to maintain or establish a computer network unless such network is designed to block access to
pornography websites. This prohibition does not limit the use of funds necessary for any Federal, State, tribal, or local law enforcement
agency or any other entity carrying out criminal investigations, prosecution, or adjudication activities, or for any activity necessary for the
national defense, including intelligence activities.

(b) Representation. By submission of its offer, the Offeror represents that it is not providing as part of its offer a proposal to maintain or
establish a computer network unless such network is designed to block access to pornography websites.

(End of provision)

52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (NOV 2021) FAR

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has represented that it “does not provide
covered telecommunications equipment or services as a part of its offered products or services to the Government in the performance of any
contract, subcontract, or other contractual instrument” in paragraph (c)(1) in the provision at 52.204-26, Covered Telecommunications
Equipment or Services --Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror Representations and Certifications-
Commercial Products and Commercial Services . The Offeror shall not complete the representation in paragraph (d)(2) of this provision if the
Offeror has represented that it “does not use covered telecommunications equipment or services, or any equipment, system, or service that
uses covered telecommunications equipment or services” in paragraph (c)(2) of the provision at 52.204-26, or in paragraph (v)(2)(ii) of the
provision at 52.212-3.

(a) Definitions. As used in this provision-

Backhaul, covered telecommunications equipment or services, critical technology, interconnection arrangements, reasonable inquiry, roaming,
and substantial or essential component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for Certain
Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232)
prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to
procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or
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essential component of any system, or as critical technology as part of any system. Nothing in the prohibition shall be construed to --

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities of a third-
party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any user data or
packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the
head of an executive agency on or after August 13, 2020, from entering into a contract or extending or renewing a contract with an entity
that uses any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential
component of any system, or as critical technology as part of any system. This prohibition applies to the use of covered telecommunications
equipment or services, regardless of whether that use is in performance of work under a Federal contract. Nothing in the prohibition shall be
construed to --

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities of a third-party,
such as backhaul, roaming, or interconnection arrangements; or

(i) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any user data or
packets that such equipment transmits or otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) (https://www.sam.gov) for
entities excluded from receiving federal awards for “covered telecommunications equipment or services.”

(d) Representations. The Offeror represents that --

(1) 1t [ Twill, [ Twill not provide covered telecommunications equipment or services to the Government in the performance of any contract,
subcontract or other contractual instrument resulting from this solicitation. The Offeror shall provide the additional disclosure information
required at paragraph (e)(1) of this section if the Offeror responds “will” in paragraph (d)(1) of this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that --

It[ ] does, [ ] does not use covered telecommunications equipment or services, or use any equipment, system, or service that uses
covered telecommunications equipment or services. The Offeror shall provide the additional disclosure information required at paragraph
(e)(2) of this section if the Offeror responds “does” in paragraph (d)(2) of this section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded “will” in the
representation in paragraph (d)(1) of this provision, the Offeror shall provide the following information as part of the offer:

(i) For covered equipment --

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier, CAGE code, and
whether the entity was the original equipment manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM number,
manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining if such use would
be permissible under the prohibition in paragraph (b)(1) of this provision.

(i) For covered services --

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered (include on the item
being maintained: Brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description,
as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being provided; and explanation of the proposed
use of covered telecommunications services and any factors relevant to determining if such use would be permissible under the
prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded “does” in the representation in
paragraph (d)(2) of this provision, the Offeror shall provide the following information as part of the offer:

(i) For covered equipment --

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier, CAGE code, and
whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM number,
manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining if such use would
be permissible under the prohibition in paragraph (b)(2) of this provision.

(i) For covered services --
(A) If the service is related to item maintenance: A description of all covered telecommunications services offered (include on the item
being maintained: Brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description,
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as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation of the proposed use of covered
telecommunications services and any factors relevant to determining if such use would be permissible under the prohibition in paragraph
(b)(2) of this provision.
(End of provision)
52.204-26 COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES-REPRESENTATION (OCT 2020) FAR

(a) Definitions. As used in this provision, “covered telecommunications equipment or services” has the meaning provided in the clause
52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) (https://www.sam.gov) for
entities excluded from receiving federal awards for “covered telecommunications equipment or services”.

(c) Representation. The Offeror represents that it [ ] does, [ ] does not provide covered telecommunications equipment or services as a part
of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument.

(2) After conducting a reasonable inquiry for purposes of this representation, the offeror represents that it [ ] does, [ ] does not use covered
telecommunications equipment or services, or any equipment, system, or service that uses covered telecommunications equipment or
services.

(End of provision)
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Section 1.0 General Information
1.1 DLA Troop Support EDI Test Contacts

Contact For POC

EDI 832 (Catalog) Testing Bob Thistle — robert.thistle@dla.mil
(215) 737-7558

Charles Benn — charles.benn@dla.mil
(215) 737-7318

Lou Milano — louis.milano@dla.mil
(215) 737-7315

EDI 850 (Purchase Order) Testing Bob Thistle — robert.thistle@dla.mil
(215) 737-7558

Lou Milano — louis.milano@dla.mil
(215) 737-7315

Charles Benn — charles.benn@dla.mil
(215) 737-7318

EDI 810 (Invoice) Testing Karen Conroy-Hegarty — karen.hegarty@dla.mil
(215) 737-7550

DLA Transaction Services Edi@dla.mil (937) 656-3333

1.2 Electronic Data Interchange (EDI) — Testing Process

DLA Troop Support points of contact for testing are listed at the beginning of this document. Vendors should
contact these POCs several weeks prior to their contract go-live date to ensure there is sufficient time for
testing. Each of the EDI transactions (832, 850, 810) must be tested successfully before the contract can
move to production. Vendors should be prepared to work with the DLA Troop Support POCs for each
transaction and provide notification about the success and failure of each transmission.

DLA Troop Support - Subsistence currently uses EDI communications to transmit catalogs (832s),
purchase orders (850s) and receipts (810s) between STORES (Subsistence Total Order and Receipt System)
and Vendor systems.

A typical EDI test process begins with an 832 (catalog) file being sent from a vendor to STORES. In this
catalog file, vendors will provide stock item numbers, item descriptions, item prices and other item data
included in the guidelines below. These stock items will be available for ordering by customers when
the contract goes from testing to production. Once the 832 file is received, DLA Troop Support
personnel will review the file to ensure all required fields are included and meet the proper requirements.
If edits are necessary, DLA will contact the vendor to discuss changes that need to be made to the file.
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Catalog files are transmitted to STORES through an electronic mailbox at DLA Transaction Services.
Some vendors choose to use a Third Party VAN (VAN) to manage their catalogs. VANs are companies that
specialize in the creation, maintenance and transmission of EDI files. When a VAN is used, vendors will
provide stock item updates to the VAN, and that company will edit the catalog and transmit the file through
DLA Transaction Services to STORES.

When vendors "go-live" and begin supplying items to customers, catalog updates are normally sent on
a weekly basis for those items that have changed since the previous catalog submission.

Once catalogs have been approved, the next step in the test process is for a DLA Troop Support person to
create and send a purchase order (850) using the stock items from the received catalog. Vendors will then
notify DLA that the order was successfully received and will create and send back an invoice (810) file.
When DLA confirms that the 810 file was successfully received and processed, EDI Testing is deemed
complete.

In production, orders are generated by customers either by manually keying the order directly into
STORES or by uploading an order to STORES from one of the service systems. These orders are then
translated into an 850 (purchase order) EDI file by STORES and sent through DLA Transaction Services to
a vendor’s electronic mailbox. Vendors should keep in mind that there are times when a customer could
place more than one order in the same day.

Once a vendor receives an order from a customer, the order is filled and the requested stock items are
shipped to the customer's delivery location. These locations are determined by the customer and can be a
dining facility, warehouse, depot, hospital, ship, child care center, or other facility. Note: Vendors should only
deliver items that are on the order and should not substitute any similar items.

After the vendor has delivered the product, customers will verify shipment quantities and make any
necessary adjustments to the receipt in STORES. Customers then send the receipt in STORES which
generates an electronic validation of the receipt in the DLA Troop Support Financial System. This receipt is
then matched to the vendor 810 (invoice) and all matching lines are paid. Any discrepancies between receipt
and invoice must be researched before payment is made.

1.3 Transaction Sets

The EDI transaction sets listed below are described in detail in later sections of this guideline. Vendors
must be able to support 832—-Catalog, 850-Purchase Order and 810-Invoice file transmissions.





Section 2.0 Production Procedures

2.1 Transmission Schedules

Vendors should provide 832 catalog updates to DLA Troop Support before 12:00 Noon (EST) on Fridays each
week so stock item changes may be reviewed prior to the update of all the weekly catalogs. Catalog updates
sent after Noon on Friday will be reflected in the following weeks catalog update and may

result in additional catalog pricing errors and erroneous payments.

As mentioned earlier, outbound 850 purchase orders can be generated anytime during the day seven days

a week. Therefore, vendors should be prepared to retrieve order data throughout the day.

2.2 Problem Recovery During Production

After moving into production mode, delays, omissions, duplicates or any other type of error have to be
addressed promptly. In the unlikely event that a delay lasts longer than one day, DLA Troop Support
customers may contact the vendor regarding the option to fax or email a copy of orders.

If the Interchange Control Number (ISA13 element) is received more than once, the vendor should not
process the duplicate transmission. Although the DLA Troop Support standard software has the constraints to
prevent sending out duplicate purchase orders, the vendor may still need to consider checking for purchase
order numbers that may have inadvertently sent more than once.

The STORES Help Desk or DLA Troop Support Subsistence Contract Specialist and/or Account
Manager should be contacted promptly with operational concerns related to purchase order and
catalog transactions.





Section 3.0 EDI Guidelines

This EDI Guideline is to be used for EDI partners of DLA Troop Support interfacing with STORES

For both testing and production, the following information is to be used:

3.1 832 Catalog (Vendor to DLA Troop Support)

The 832 Catalog uses the standard EDI transaction set for the 832 Price/Sales Catalog. Please note:
Elements coded with an "M are mandatory and are required on all catalog submissions. Elements
coded with a "C" are conditional and are required if certain conditions are met (see annotation at the
bottom for each specific condition). Elements coded with an "O" are optional and are not required
fields.

NOTE:

DLA is in the process of migrating current EDI X12 Maps from their current version to an upgraded
4010 version. The details of this migration are not yet defined, but will be provided when available.
All EDI capable vendors will be required to migrate to the new 4010 EDI X12 map version once it is
made available.

ISA Qualifier 77

ISA Id S39017

GSId S39017

VAN DLA Transaction Services
EDI Version 3040

Points of contact for 832 EDI Testing are:

Bob Thistle, robert.thistle@dla.mil, 215-737-7558
Charles Benn, charles.benn@dla.mil, 215-737-7318
Lou Milano, louis.milano@dla.mil, 215-737-7315

Guidelines for 832 — Catalog

Segment Element Definition and Value Size M/C/O
ST Transaction STO1 Transaction Set Identifier Code 3D M

Definition: A Transaction Set Identifier Code
that classifies the EDI file as an 832 catalog

Value: [“832”]

Set Header STO02 Transaction Set Control Number 4-9 AN M

Definition: The Transaction Set Control
Number.

Value: [Transaction Set Control Number]




mailto:robert.thistle@dla.mil

mailto:charles.benn@dla.mil

mailto:louis.milano@dla.mil



Segment Element Definition and Value Size M/C/O
BCT Beginning BCTO01 Price Catalog Identifier Code 21D M
Element for
Price/Sales Catalog Definition: Indicates the beginning of the Price
Catalog transaction set
Value: [“PC”]
BCT Beginning BCT02 Contract Number 13 AN M
Element for
Price/Sales Catalog Definition: Specifies catalog number
information
Value: [Contract Number]
DTM Date/Time DTMO1 Effective Date of Change 31D M
Definition: The code identifying the date and
time of the catalog change
Value: [“1527]
DTM Date/Time DTMO02 | Update-date (YYMMDD) Date M
Definition: The effective date of the catalog
change
Value: [YYMMDD]
DTM Date/Time DTMO03 | Update-time (HHMMSS) Time M
Definition: The effective time of the catalog
change
Value: [HHMMSS]
LIN Item LINO1 Line number I-11N M
Definition: Sequential Line numbers for the
items on the catalog.
Value: [Line Number]
LIN Item LINO2 Stock Number Identifier Code 21D M

Definition: Code identifying the type of
descriptive number used in LINO3.

The code ‘SW’ indicates that LINO3 will hold
the DLA Troop Support Stock Number for the
item on the catalog.

Value: [“SW”]






Segment

Element

Definition and Value

Size

M/C/O

LIN Item

LINO3

Stock number

Definition: Identifying Code DLA Troop
Support uses to identify an item on a catalog.

Value: [Stock Number]

13 AN

LIN Item

LINO04

Vendor Part Identifier Code

Definition: Code identifying the type of
descriptive number used in LINOS.

The code VP’ indicates that LINOS will hold
the Vendor’s Part Number for the item on the
catalog.

Value: [“VP”]

21D

LIN Item

LINOS

Part Number

Definition: Identifying Code of the vendor’s
product on the catalog

Value: [Part Number]

25 AN

LIN Item

LINO06

Mutually Defined Identifier Code

Definition: This is a constant ‘ZZ’ which
indicates that the value in LINO7 is a mutually
agreed upon code between the Vendor and
DLA.

Value: [“ZZ”]

21D

LIN Item

LINO7

update indicator

Definition: The update indicator for an item on
the catalog. ‘C’ for a Change or Add,

or ‘D’ for Delete

Value: [‘C’ or ‘D’]

1 AN






LIN Item

LINOS8

Mutually Defined Identifier Code

Definition: This is a constant ‘ZZ’ which
indicates that the value in the LIN09 is a
mutually agreed upon code between the Vendor
and DLA.

Value: [“ZZ”]

21D

Segment

Element

Definition and Value

Size

M/C/O

LIN Item

LINO09

Economic Indicator

Definition: The Economic Indicator for the
vendor providing the catalog stock items

Value: [One of the below codes — 00 to 08]

Economic Indicator options:

00 = Large business

01 = SB (Small business)

02 = SDB (Small disadvantaged business)

03 = WOSB (Women owned small business)

04 = VOSB (Veteran owned small business)

05 =SDVOSB (Service-disabled veteran
owned small business)

06 = HZSB (Hub-Zone small business)

07 = Native Indian small business

08 = Native Hawaiian small business

2 AN

LIN Item

LIN10

GTIN Identifier Code

Definition : This is a constant ‘US’ value used
to indicate Uniform Stock Symbol Code
Number and that the next element will hold the
Global Trade Item Number (GTIN)

Value: [“US”]

21D

LIN Item

LIN11

Global Trade Item Number (GTIN)

Definition: This is the Global Trade Item
Number (GTIN) for the item on the catalog.

This element is required if LIN10 is provided.

1/40 AN






REF Reference
Numbers

REF01

Mutually Defined Identifier Code

Definition: This is a constant ‘ZZ’ which
indicates that the value in the REF02 is a
mutually agreed upon code between the Vendor
and DLA.

Value: [“ZZ”]

21D

REF02

Special Order Identifier Code

2 AN

Segment

Element

Definition and Value

Size

M/C/O

Definition: ‘SO’ is always entered in this
element. ‘SO’ standing for ‘Special Order
Item’. If the item is a special order one,
additional information is entered in REF03.

Value: [“SO”]

REF03

Special Ordering Instructions

Definition: If the item is a Special Order one,
the Special Ordering Instructions are entered in
this element. If the item is not a Special Order
one, then no value is entered.

Value: [Special Ordering Instructions or Null]

80 AN

REF01

Mutually Defined Identifier Code

Definition: This is a constant ‘ZZ’ which
indicates that the value in the REF02 is a
mutually agreed upon code between the Vendor
and DLA.

Value: [“ZZ7”]

21D

REF02

Foreign Source Identifier Code

Definition: Definition: This is a constant ‘FS
which indicates a ‘Foreign Source (Non-US)
Item’. If the item is from a foreign source,
additional information is entered in REF03.

Value: [FS]

2 AN

10






REF03 Foreign Source Indicator 1 AN M
Definition: This element designates either
‘Y’=Yes the item is from a foreign source or
‘N’=No, the item is not from a foreign source.
Value: [‘Y’ or ‘N’]

REF01 Mutually Defined Identifier Code 21D M
Definition: This is a constant ‘ZZ’ which
indicates that the value in the REF02 is a
mutually agreed upon code between the Vendor

Segment Element Definition and Value Size M/C/O

and DLA.
Value: [“ZZ”]

REF02 Manufacturer SKU Identifier Code 2 AN M
Definition: This is a constant ‘SK’ which
indicates Manufacturer SKU code. If the item
has an SKU code assigned, additional
information is entered in REF03
Value: [“SK”]

REF03 Manufacturer SKU 20 AN M
Definition: If the item has an SKU assigned,
the identifying code is entered. If the item does
not have an SKU Code, then no value is entered.
Value: [Vendor SKU or Null]
Mutually Defined Identifier Code

REFO01 21D M

Definition: This is a constant ‘ZZ’ which
indicates that the value in REF02 is a mutually
defined code between the Vendor and DLA.

Value: [“ZZ”]

11






REF02

DLA Troop Support Unique Identifier Code

Definition: ‘DU’ is always entered in this
element. ‘DU’ standing for a ‘DLA Troop
Support Unique Item’. If the item is a DLA
Troop Support Unique Item, additional
information is entered in REF03.

Value: [“DU”]

2 AN

REF03

DLA Troop Support Unique Indicator

Definition: This element designates either
‘Y’=Yes the item is DLA Troop Support
Unique or ‘N’=No the item is not DLA Troop
Support Unique

Value: [Either ‘Y’ or ‘N’]

1 AN

CTB Restrictions/
Conditions

CTBO01

Ordering Restrictions Identifier Code

Definition: This element specifies the

21D

Segment

| Element

Definition and Value
conditions/restrictions (such as shipping.
ordering)

Value: [“OR”]

Size

| M/C/0

CTB02

Not Used

1/80 AN

CTBO03

Minimum Order Quantity Identifier Code

Definition: This is a constant ‘57’ which
indicates that the value in the CTBO04 is the
minimum number of unit of measures for
ordering this item.

Value: [“577]

21D

CTB04

Minimum Order Quantity

Definition: This element identifies the
minimum number of unit of measures of the
item that needs to be ordered; otherwise the
vendor will not fill the order.

Value: [Quantity]

8 INT
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PID Product/Item
Description

PIDO01

Free Form Identifier Code

Definition: This element identifies the ‘PID’
line as ‘F’ Free-form line where the vendor can
enter item information.

Value: [“F”]

11D

PIDO02

PID03

General Description Identifier Code

Definition: This code of ‘GEN’ (General
Description) indicates that PID05 will provide a
general description of the line item.

Value: [“GEN”]
Mutually Defined Identifier Code

Definition: This is a constant ‘ZZ’ which
indicates that the value in PIDO07 is the

Producer Price Index Categories

Value: [“ZZ”]

31D

21D

PID04

Not Used

PIDOS

DLA Troop Support Item Description

Definition: The vendor will enter a general

80 AN

Segment

Element

Definition and Value

Size

M/C/O

description of the line item in this element.

Value: [DLA Troop Support Item Description]

PID06

Not Used

PID07

Producer Price Index Categories

Definition: Producer Price Index as defined by
the bureau of labor statistics

Value [Producer Price Index Categories]

1/15 AN

PIDO0S

DLA Troop Support Standards Acceptance
Indicator

Definition: This element designates either
"Y'=Yes, the vendor accepts that their
provided item does not deviate in any way
from the DLA Standardized Item
Description, or 'N'=No, the vendor does not
provide this guarantee.

Value: [“Y” or “N”|

11D

13






MEA Measurements

MEAO01

Waste Identifier Code

Definition: The code identifying the Tare
Weight Value. For this element “WA” for
Waste.

(Meaning the following MEA02, MEAO3 and
MEAO04 elements will describe a measure of
waste associated with the line item)

Value: [“WA”]

21D

MEAOQ2

Tare Weight Identifier Code

Definition: The code identifying a specific
product or process characteristic to which a
measurement applies. In this case the value is
“T” for Tare Weight. Tare Weight is the total
weight of all packaging for an item.

Value: [“T”]

11D

MEAO03

Tare Weight Value

Definition: The code identifying the Tare
Weight Value

Value: [Tare Weight Value]

9,2 Decimal

Segment

Element
MEA04

Definition and Value
Tare Weight Unit of Measure

Definition: The Tare Weight Unit of Measure

Value: [Tare Weight Unit of Measure]

Size
21D

M/C/O
ol

MEAO01

Waste Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. In
this case the value is “WA” for Waste.
(Meaning the following MEA02, MEAO3 and
MEAO04 elements will describe a measure of
waste associated with the line item)

Value: [“WA”]

21D

14






MEA02

Aluminum Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. If the
packaging is Aluminum a value of “ZAL” is
entered. (Total weight of aluminum packaging
for item)

Value: [“ZAL”]

31D

MEAO03

Aluminum Weight Value
Definition: The Aluminum Weight Value

Value: [Aluminum Weight Value]

9,2 Decimal

MEA04

Aluminum Weight Unit of Measure

Definition: The Aluminum Weight Unit of
Measure

Value: [Aluminum Weight Unit of Measure]|

21D

MEAO01

Waste Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. In
this case the value is “WA” for Waste.
(Meaning the following MEA02, MEAO3 and
MEAO04 elements will describe a measure of

21D

Segment

Element

Definition and Value

Size

M/C/O

waste associated with the line item)

Value: [“WA”]

MEA02

Tin Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. If the
packaging is Tin, a value of “ZSN” is entered.
(Total weight of tin packaging for item)

Value: [“ZSN”]

31D

15






MEAO03

Tin Weight Value
Definition: The Tin Weight Value

Value: [Tin Weight Value]

9,2 Decimal

MEA04

Tin Weight Unit of Measure
Definition: The Tin Weight Unit of Measure

Value: [Tin Weight Unit of Measure]

21D

MEAO01

Waste Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. In
this case the value is “WA” for Waste.
(Meaning the following MEA02, MEAO3 and
MEAO04 elements will describe a measure of
waste associated with the line item)

Value: [“WA”]

21D

MEAOQ2

Paper Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. If the
packaging is paper or cardboard, a value of
“ZFL” is entered. (Total weight of paper and
cardboard packaging for item)

Value: [“ZFL”]

31D

Segment

Element

Definition and Value

Size

M/C/O

MEAO03

Paper Weight Value
Definition: The Paper Weight Value

Value: [Paper Weight Value]

9,2 Decimal
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MEA04

Paper Weight Unit of Measure
Definition: The Paper Weight Unit of Measure

Value: [Paper Weight Unit of Measure]

21D

MEAO01

Waste Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. In
this case the value is “WA” for Waste.
(Meaning the following MEA02, MEAO3 and
MEAO04 elements will describe a measure of
waste associated with the line item)

Value: [“WA”]

21D

MEAOQ2

Plastic Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. If the
packaging is Plastic, a value of “VIN” is
entered. (Total weight of plastic packaging
for item)

Value: [“VIN”]

31D

MEAO03

Plastic Weight Value
Definition: The Plastic Weight Value

Value: [Plastic Weight Value]

9,2 Decimal

MEA04

Plastic Weight Unit of Measure
Definition: The Plastic Weight Unit of Measure

Value: [Plastic Weight Unit of Measure]

21D

Segment

Element

Definition and Value

Size

M/C/O
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MEAO01

Waste Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. In
this case the value is “WA” for Waste.
(Meaning the following MEA02, MEAO3 and
MEAO04 elements will describe a measure of
waste associated with the line item)

Value: [“WA”]

21D

MEA02

Glass Identifier Code

Definition: The code identifying the broad
category to which a measurement applies. If the
packaging is Glass, a value of “ZZZ” is entered.
(Total weight of glass packaging for item)

Value: [“ZZZ”]

31D

MEAO03

Glass Weight Value
Definition: The Glass Weight Value

Value: [Glass Weight Value]

9,2 Decimal

MEA04

Glass Weight Unit of Measure
Definition: The Glass Weight Unit of Measure

Value: [Glass Weight Unit of Measure]

21D

P04
Item Physical
Detail

PO401

Units-per-purchase-pack

Definition: The number of inner pack units per
outer pack unit

Value: [Units per purchase pack]
Element Example: [24]
Catalog Item Example: 24 -12 OZ CN

4 Ul

PO402

Package-size
Definition: The size of supplier units in a pack
Value: [Package Size]

Example: [12]
Catalog Item Example: 24 -12 OZ CN

8 Explicit
Decimal 2
“12345.78”

PO403

Package-unit-of-measure

2 AN

M

| Segment

| Element |

Definition and Value

Size

| Mm/c/o |
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Definition: The Unit of Measure

Value: [Package Unit of Measure]
Example: [OZ] — Ounce
Catalog Item Example: 24 -12 OZ CN

PO404

Packaging-code

Definition: The code identifying the type of
packaging. (Note: must be “AVG” if item is
catch weight)

Value: [Packaging Code]
Example: [CAN] - Can
Catalog Item Example: 24 -12 OZ CN

5 AN

PO405

Not Used

PO406

Gross Weight/Pack

Definition: The numeric value of gross weight
per pack

Value: [Gross Weight/Pack]

9,2 Decimal

PO407

Gross Weight Unit
Definition: The Gross Weight Unit

Value: [Gross Weight Unit]

21D

PO408

Gross Volume

Definition: The numeric value of gross volume
per pack

Value: [Gross Volume]

9,2 Decimal

PO409

Gross Volume Unit

Definition: The Gross Volume Unit in which a
value is being expressed

Value: [Gross Volume Unit]

21D

ITD Terms of Sale

ITDO1

Prompt Payment Act Identifier Code

Definition: The code identifying the type of
payment terms. The value of 16 designates that

21D

19






Segment Element Definition and Value Size M/C/O

the item is part of the Prompt Payment Act
Value: [*16”]

ITD02 Not Used

ITDO03 Not Used

ITD04 Not Used

ITD05 Not Used

ITD06 Not Used

ITDO07 Not Used

ITD08 Not Used

ITD09 Not Used

ITD10 Not Used

ITD11 Not Used

ITD12 Brand Name 1-80 AN M
Definition: A description field that allows for
entry of an 2 position State code for where the
item was grown followed by a hyphen “-“ and
the items Brand Name. The 2 position State
Code is NOT mandatory for OCONUS
Vendors. The hyphen is only required
when State Code is present.
Value:|2 position State Code, “-“ (hyphen) and
Brand Name]
Example [PA-KC Mushrooms]

LDT Lead Time LDTO1 Shelf Life Identifier Code 21D O

Definition: This code identifies the LDT line as
dealing with Lead Time/Shelf Life for a stock
item. It is a mutually defined Lead Time Code,
where AU = Shelf Life
Value: [“AU”|

LDTO02 Shelf Life 3 Integer @)

Definition: A numeric value designating the
Shelf Life (the number of months or days) of
the product.

Value: [Shelf Life]

20






LDTO03

Shelf life Unit

Definition: The unit of shelf life time — either
months or days

Value: [Either “MO” — Month or “DY”’- Day]

21D

LDT Lead Time

LDToO1

Lead Time Identifier Code

21D

Segment

Element

Definition and Value

Size

M/C/O

Definition: A lead time code of “AF” indicates
lead time from purchase order (PO) date to
required delivery date (RDD)

Value: [“AF”]

LDT02

Required Lead Time in Days

Definition: The numeric quantity of the
Required Lead Time Quantity in Days

Value: [Required lead time in days]

3 Integer

LDTO03

Calendar days

Definition: A code of ‘DA’ indicates the time
period is in “Calendar Days”

Value: [“DA”]

21D

DTM Date/Time
Reference

DTMO01

Voucher Date Identifier Code.

Definition: This code of ‘518’ indicates the
Voucher Date of a manufacturing product
purchased by the prime vendor

Value: [“518”]

31D

C4

DTMO02

MPA Purchase Date
Definition: This field allows entry of the MPA
Purchase Date (required for OCONUS MPA

items)

Value: [YYMMDD]

Date

C4

21






SAC Service,
Promotion,
Allowance or
Charge Information

SACO1

Allowance Identifier Code

Definition: This element is an allowance
indicator

Value: [“A”]

11D

SACO02

NAPA Allowance Identifier Code

Definition: This allowance code of “C260”
indicates a ‘Discount — Incentive (NAPA)

Value: [“C2607]

41D

C2

Segment

Element

Definition and Value

Size

M/C/O

SACO05

NAPA Allowance

Definition: The monetary amount of the
NAPA Allowance. Must be prorated in
accordance with the Unit of Measure of the
Delivered Price of the item.

Value: [Napa Allowance $]

10,2
Decimal
Explicit

C2

SACO1

Allowance Identifier Code

Definition: This element is an allowance
indicator

Value: [“A”]

11D

SACO02

Food Show Allowance Identifier Code

Definition: This allowance code of “C300”
indicates a ‘Discount — Special (Food Show)

Value: [“C3007]

41D

SACO05

Food Show Allowance

Definition: The monetary amount of the Food
Show Allowance

Value: [Food Show Allowance $]

10,2
Decimal
Explicit
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SACO1

Allowance Identifier Code

Definition: This element is an allowance
indicator

Value: [“A”]

11D

SACO02

Promotional Allowance Identifier Code

Definition: This allowance code of “C310”
indicates a ‘Discount — Promotional’

Value: [“C3107]

41D

C2

SACO05

Promotional Allowance

Definition: The monetary amount of the
Discount — Promotional Allowance

10,2
Decimal
Explicit

Segment

Element

Definition and Value

Size

M/C/O

Value: [Promotional Allowance]

SACO01

Charge Identifier Code
Definition: This element is a charge indicator

Value: [“C”]

11D

SACO02

Distribution Price Identifier Code

Definition: This charge code of “C330”
indicates a ‘Distribution Price’

Definition (Fixed Unit Price): This charge
code of “C330” indicates a ‘Distribution Price’
(storage and/or handling fee)

Value: [“C3307]

41D

SACO03

Mutually Defined Identifier Code

Definition: The mutually agreed upon Agency
Qualifier Code (between the Vendor and DLA)

Value: [“ZZ7”]

21D
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SAC04

Distribution Price Category Code

Definition: The Agency maintained
Distribution Price Category Code identifying
the charge.

Definition (Fixed Unit Price): The Agency
maintained Distribution Price (storage and/or
handling fee) Category Code identifying the
charge. For Fixed Unit Price (FUP) type
contracts, where the item represents a Food
Service Operating Supplies (FSOS) or a
Producer Price Index (PPI) item, the value
submitted should be “NA”

Value: [Distribution Price Category Code]

4 AN M

SACO05

Distribution Price for Unit of Measure

Definition: The monetary amount of the
Distribution Price. If no Distribution Price is
applicable, the value submitted should be
0.00.

10,2 M
Decimal
Explicit

Segment

| Element

Definition and Value

Size | M/C/O

Definition (Fixed Unit Price): The monetary
amount of the Distribution Price (storage
and/or handling fee). If no Distribution
Price is applicable, the value submitted
should be 0.00.

Value: [Distribution Price for Unit of
Measure]

CTP Pricing
Information

CTPO1

Not used

21D O

CTP02

Standard Price Identifier Code
Definition: The standard price identifier code

Value: [STA]

31D M
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CTPO3

Unit price

Definition: The unit price per unit of product.
This price includes the distribution price per
unit of measure, standard freight, and
includes a reduction for all applicable
allowances

Definition (Fixed Unit Price): The unit price
per unit of product. This price contains all
elements of price including the distribution
price (storage and/or handling fee)

Value: [Unit Price]

10,2
Decimal
Explicit

CTP04

Catch weight multiple

Definition: The Catch Weight multiple number
of units (in pounds (lbs.)) that must be ordered
to purchase one case of product

Value: [Catch Weight Multiple Number of
Units]

6 Integer
(entered for
catch weight
items only)
otherwise
blank

C3

CTPO5

Unit-of-measure

Definition: The standard Unit-of-Measure.
(Note: must be "LB" if item is catch weight)
This is the unit that defines how the vendor
sells the product, and represents the unit that
the vendor price is based upon

2 AN

Segment

Element

Definition and Value

Size

M/C/O

Value: [Unit-of-Measure]

CTPO06

Purchase Ratio Factor Identifier Code

Definition: The code identifying the
Purchase Ratio Factor as ‘SEL’ — a selling
multiplier

Value: [“SEL”]

31D
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CTPO7

Ratio-numerator

Definition: The PRF is the ratio between the
Unit of Issue (how DLA sells the item to the
customer), and the Unit of Measure (how
the vendor sells the product to the
customer). It defines how many units of
issue there are in one vendor unit of
measure

Value: [Ratio-Numerator]

4 Ul

CTPOS8

Ratio-denominator

Definition: The PRF is the ratio between the
Unit of Issue (how DLA sells the item to the
customer), and the Unit of Measure (how
the vendor sells the product to the
customer). It defines how many units of
issue there are in one vendor unit of
measure.

Value: [Ratio-Denominator]

4 Ul

CTP Pricing
Information

CTPO01

Not Used

CTP02

Product Price (Pertains to OCONUS
contracts) / Delivered Price (Pertains to
CONUS contracts) Identifier Code

Definition: The price identifier code.
Specifically the Manufacturer’s unit price (Price
excluding distribution price but includes
standard freight and a reduction for all
applicable allowances per unit of measure)

Definition (Fixed Unit Price): The price

identifier code. Specifically the unit price

3ID

Segment

Element

Definition and Value

Size

M/C/O

excluding distribution price (storage and/or
handling fee)
Value: [“PRO”]
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CTPO3

Product Price (Pertains to OCONUS
contracts) / Delivered Price (Pertains to
CONUS contracts)

Definition (Product Price): The Manufacturer
unit price. This price excludes the
distribution price but includes standard
freight and a reduction for all applicable
allowances per unit of measure

Definition (Delivered Price): The unit price
excluding distribution price (storage and/or
handling fee)

Value: [Product Price]

10 Explicit
Decimal 2
R

CTP Pricing
Information

CTPO1

Not Used

CTP02

Additional Freight Charge Code

Definition: The Additional Freight Charge
Code for the item being shipped/delivered.
This code indicates that CTP03 is additional
freight charge.

Value: [“PPD”]

4 Ul

CTPO3

Additional Freight Charge Price

Definition: Additional Freight Charge fee for
item being shipped /delivered

Value: [Additional Freight Price]

0 Explicit
Decimal 2
R

C6

SE Transaction Set

SE01

Number of included segments

Definition: The total number of elements
included in a transaction set (including ST and
SE elements)

1-10 AN

| Segment

| Element

Definition and Value

| Size

| M/Cc/O |
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Value: [Number of included elements]

Trailer SE02 Transaction Set Control Number 4-9 AN M

Definition: The identifying control number that
must be unique within the transaction set
functional group for a transaction set. *Note:
This is the final element in the 832 transaction
set.

Value: [Transaction Set Control Number]

C' = Conditional: Element is required if catalog is used for Navy standard core

menu. C* = Conditional: Item is required if allowance applies for this item

C* = Conditional: Element is required if item is a Catch-weight item.

C*= Conditional : Element is mandatory for OCONUS contracts, while optional for others.

C’ = Conditional: Element is mandatory for CONUS Fixed Unit Price type contracts, while optional for
others. C® = Conditional: Element is mandatory for CONUS Alaska contracts, while optional for others.

832 Example File:

ISA~00~ ~00~ ~27Z~ABC ~27~S39017 ~120312~1234~U~
00200~000000593~0~P~"
GS~SC~ABC~S39017~120312~1234~587~X~003040
ST~832~100535

BCT~PC~SPM30010DXXXX

DTM~152~120312~1234
LIN~1~SW~892501E19XXXX~VP~100068~2Z~C~ZZ~00
REF~Z7Z~SO

REF~ZZ~FS~N

REF~Z7~SK~01232

REF~ZZ~DU~N

PID~F~GEN~~~CANDY, CHOC COV PEANUTS, PAN-COATED, ASST COLORS, 48/1.00 OZ PG~~~Y
P04~48~1.00~0OZ~PG~~1.00~CS~10.00~CS

ITD~1 6~~~ MARS

LDT~AU~329~DY

LDT~AF~2~DA

SAC~A~C260

SAC~A~C300

SAC~A~C310

SAC~C~C330~ZZ~ 14~11.49
CTP~~STA~243.66~~CS~SEL~1~1

CTP~~PRO~100.00
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LIN~2~SW~891501E09XXXX~VP~100041~2Z~C~2Z~03
REF~ZZ~SO

REF~ZZ~FS~N

REF~ZZ7~SK~53181

REF~ZZ~DU~N

PID~F~GEN~~~RAISINS, SDLS, NAT, US GRA, 144/1.5 OZ PG~~~Y
P0O4~144~1.00~OZ~PG~~10.00~CS~100.00~CS

ITD~1 6~~~ REGENT

LDT~AU~546~DY

LDT~AF~2~DA

SAC~A~C260

SAC~A~C300

SAC~A~C310

SAC~C~C330~ZZ~ 14~11.49
CTP~~STA~10.00~~CS~SEL~1~1

CTP~~PRO~10.00
LIN~3~SW~892501E19XXXX~VP~181164~Z7Z~C~ZZ~00
REF~ZZ~SO

REF~ZZ~FS~N

REF~ZZ~SK~65CLGF

REF~ZZ~DU~N

PID~F~GEN~~~HONEY, WHITE, US GRADE A, 5 LB CO, 6/CS~~~Y
P0O4~6~1.00~LB~CO~~10.00~CS~100.00~CS

ITD~1 6~~~ AMERICAN BOUNTY
LDT~AU~728~DY

LDT~AF~2~DA

SAC~A~C260

SAC~A~C300

SAC~A~C310

SAC~C~C330~2Z~ 22~12.63
CTP~~STA~10.00~~CS~SEL~6~1

CTP~~PRO~10.00

CTT~3

SE~54~100535

GE~1~587

IEA~1~000000593
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3.2 850 Purchase Order Version 3040 (Customer to Vendor)

All STORES customer sites will use the 850 Purchase Order transaction set when ordering food. Multiple
orders may be sent by customers to vendors at any time of the day.

ISA Qualifier 2z

ISA Id CHUCK1

GSId CHUCK1

VAN DLA Transaction Services

Points of contact for 850 EDI Testing are:

Lou Milano, louis.milano@dla.mil, 215-737-7315
Bill Saccone, charles.benn@dla.mil, 215-737-7318
Robert Thistle, robert.thistle@dla.mil 215-737-7558

Guidelines for 850 — Purchase Order

Segment Element Definition / Value Size
ST Transaction Set | ST01 Transaction Set Identifier Code 4/9 N
Header

Definition: Code uniquely identifying a
transaction set.

Value: [“850”]

STO02 Transaction Set Control Number

Definition: This is the Transaction Set
Control Number and holds the value of
the unique identifying control number
within the transaction set.

Value: [Transaction Set Control Number]

BEG Beginning BEGO01 Transaction Set Purpose Code 2 AN
Segment for
Purchase Order Definition: This is the Transaction Set

Purpose Code and the ‘00’ value indicates
that this Purchase Order is the Original.

Value: [00”]

BEGO02 Purchase Order Type Code 2 A

Definition: This is the Purchase Order
Type Code and the value of ‘NE’
indicates that this is a new Order.

Value: [“NE”]
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Segment

Element

Definition / Value

Size

BEGO03

Purchase Order Number

Definition: This is the purchase order
number for the current order.

Value:[ Purchase Order Number]

14 AN

BEG04

Contract Order Number

Definition: Due to the PIID
implementation, the Contract Order
Number (Call Number) is no longer
required.

Value: [NULL]

4 SPACES

BEGO05

Contract Order Date

Definition: This is the Date the order was
created.

Value: [Contract Order Date]

date

BEGO06

Contract Number

Definition: This is the contract number
field and it holds the contract number for
the contract that the customer will order
from when placing orders.

Value [Contract Number]

13 AN

DTM Date/Time
Reference

DTMO01

Delivery Requested

Definition: This is a constant value of
‘002’ to indicate delivery requested.

Value: [“002”]

3 AN

DTMO02

Required Delivery Date

Definition: This is the required delivery
date for the items on the purchase order.

Value: [Required Delivery Date]

6 AN
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Segment Element Definition / Value Size
N1 Name N101 Ship To 2A
Definition: The constant value “ST” is
required in this segment.
Value: [“ST”]
N102 Not Used
N103 Department of Defense Activity Address | 2 AN
Code (DoDAAC)
Definition: The constant value “10” is
required and indicates the next segment
hold the DoDAAC.
Value: [“107]
N104 Ship To Dodaac 6 AN
Definition: This is the DODAAC of the
Ship To Address of the location to where
the items will be shipped.
Value: [Ship To Dodaac]
N2 Additional N201 Ship To Facility Name or Number 35 AN
Name Information
Definition: This is the facility name or
number of the location to where the items
will be shipped.
Value: [Ship To Facility Name or
Number]
N202 Ship To Building Name Or Number 35 AN

Definition: This is the building name or
number of the location to where the items
will be shipped.

Value: [Ship To Building Name Or
Number]
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N3 Address
Information

N301

Ship To Address-1

Definition: This is the first line address of

35 AN

Segment

Element

Definition / Value

Size

the ship to location to where the items will
be shipped.

Value: [Ship To Address-1]

N302

Ship To Address-2

Definition: This is the second line address of
the ship to location to where the items will be

shipped.

Value: [Ship To Address-2]

35 AN

N4 Geographic
Location

N401

Ship To City

Definition: This is the City of the ship to
location for the items that will be shipped.

Value: [Ship To City]

25 AN

N402

Ship To State

Definition: This is the State of the ship to
location for the items that will be shipped.

Value: [Ship To State]

2 AN

N403

Ship To Zip

Definition: This is the Zip Code of the
ship to location for the items that will be
shipped.

Value: [Ship To Zip]

9UI

PO1 Baseline Item

PO101

Line Item Number
Definition: This is the line item number
for the item on the order. Thisis a

sequential number for each new order.

Value: [Line Item Number]

4 Ul
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PO102

Quantity

Definition: This is the quantity ordered
for the item.

5UI

Segment

Element

Definition / Value

Size

Value: [Quantity]

PO103

Unit of Measure
Definition: The standard Unit of Measure

Value: [Unit of Measure]

2 AN

PO104

Vendor Selling Price

Definition: This is the vendor’s selling
price for the item

Value: [Vendor Selling Price]

10 explicit decimal 2
“1234567.90”

PO105

Not Used

PO106

Vendor Part Number

Definition: This is a constant value of
“VP”. This value indicates that the next
segment will hold the vendor’s part
number.

Value: [“VP”]

2 AN

PO107

Vendor Part Number

Definition: This is the vendor’s part
number for the item being ordered.

Value: [Vendor Part Number]

25 AN
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PO108

Stock-Number

Definition: This is a constant value of
“SW”. This value indicates that the next
segment will contain the DLA stock
number.

Value: [“SW”]

15 AN

PO109

Stock Number

Definition: This is the DLA stock number
for the item being ordered.

15 AN

Segment

Element

Definition / Value

Size

Value: [Stock Number]

PO110

Mutually Defined

Definition: This is a constant value of ‘ZZ’
and it means that the next element is mutually
defined element between DLA Troop Support
and the STORES EDI vendor.

Value: [“ZZ”]

PO111

FIC

Definition: This is the Food Identification
Code (FIC). The FIC is used by Navy
ordering sites only. It is the identification
code used to identify an item on the
catalog or order.

Value: [FIC]

3 AN

PID
Production/Item
Description

PIDO1

Free Form
Definition: The code indicating the

format of the DLA Troop Support Item
Description.

Value: [“F”]

PID02

Not Used

PID03

Not Used

PID04

Not Used
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PIDO0S

DLA Troop Support Item Description

Definition: This is the DLA Troop
Support item description of the item that
is on the order. The description is taken
from the DLA Troop Support catalog.

Value: [DLA Troop Support Item
Description]

80 AN

CTT Transaction
Totals

CTTO01

Line Item Number

Definition: This is the total number of
line items in the purchase order.

4 Ul

Segment

Element

Definition / Value

Size

Value: [Line Item Number]

CTTO02

Total Purchase Order Dollar

Definition: This is the total dollar value
for the purchase order.

Value:[Total Purchase Order Dollar]

12 Explicit Decimal 2

SE Segment
Elements

SE01

Number Of Included Segments

Definition: This is the number of ST
segments in the transaction

Value: [Number Of Included Segments]

1/10 N

SE02

Transaction Set Control Number

Definition: This is the Transaction Set
Control Number and holds the value of
the unique identifying control number
within the transaction set. It should match
the Transaction Set Control Number used
in the ST02 element.

Value: [Transaction Set Control Number]

4/9 AN

850 Example File:
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ISA*00* *00* *27* CHUCK1 *ZZ*STORES
GS*PO*CHUCK1*STORES*120214*2103*1161*X*003040
ST*850*000000001

BEG*00*NE* CHUCK120455695* *120214*SPM30011DXXXX
DTM*002*120221

NI1*ST*SAM CAFE*10* CHUCK1

N2*SAM CAFE*BLDG# 335

N3*SAM CAFE*A1C REEDY

N4*Philadelphia*PA*19111
PO1*0086*88*LB*1.97**VP*11111*SW*891501E213585*ZZ*V03
PID*F****APPLES, EATING, RED, SWT, FRESH, BU
PO1*0087*88*LB*2.06**VP*2222*SW*891501E213586*ZZ*V 04
PID*F****APPLES, EATING, YELLOW, FRESH, BULK
PO1*0088*81*LB*.8**VP*33333*SW*891501E213590*ZZ*V11
PID*F****BANANAS, FRESH, BULK, BUY IN1 LB I
PO1*0089*108*LB*.83**VP*44444*SW*891501E211702
PID*F****BANANAS, FRESH, NMT, 4L, BULK, BUY
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PO1*0090*4*CS*20.94**VP*55555%SW*891001E29988 1*ZZ*U47
PID*F****CHEESE, COTTAGE, CHL, ESL, SMALL CU
PO1*0091%1 1*LB*3.25**VP*66666*SW*891501E213599*
77*V42

PID*F****CUCUMBERS, BULK, FRESH, US

NO. 1 GR

PO1*0092*36*LB*2.28**VP*77777*SW*891501

E213252

PID*F****GRAPES,FRESH,RED,GLOBE,BULK,US NO.
PO1*0093*54*L B*.99**VP*38888*SW*891501E213604*

Z7*V61

PID*F****HONEYDEW MELONS, FRESH, BULK, US NO

PO1*0094*28*L B*3.33**VP*99999*SW*891501E213605*ZZ*V66
PID*F****KIWIFRUIT, FRESH, BULK, US GR NO. 1
PO1*0095*72*LB*2.37**VP*12222*SW*891501E213607*ZZ*V69
PID*F**** ETTUCE, ICEBERG, FRESH, BULK, US N
PO1*0096*1 1*LB*2.95%*VP*212222*SW*891501 E213614*
77*V87

PID*F****ONIONS, GREEN, FRESH, US NO. 1

GR,

PO1*0097*88*LB*.67**VP*323333*SW*891501

E310466

PID*F****ONIONS, YELLOW, LG, DRY, BUYIN I L
PO1*0098*22*LB*3.94**VP*434444*SW*891501E213620*Z
Z*W02

PID*F****PEPPERS, BELL, SWT, FRESH, US NO 1
PO1*0099*66*LB*1.07**VP*545555*SW*891501 E213622*ZZ*W07
PID*F****PINEAPPLE, FRESH, BULK, US NO.

1 GR

PO1*0100*66*LB*.85**VP*656666*SW*891501

E211782

PID*F****POTATOES, FRESH, MAYQUEEN 2L, US#1
PO1#0101*44*LB* 82**VP*177777*SW*891501E213626*ZZ*W15
PID*F****POTATOES, WHITE, FRESH, FOR

BAKING,

PO1*0102*72*LB*3.08**VP*32838888*SW*891501

E211785

PID*F****TOMATOES, FRESH, LARGE, US#1 OR LOC
PO1*0103*18*CS*6.6**VP*888655*SW*891001E391626*
77*U95

PID*F****YOGURT, REG, VARIETY, CHL, ESL, FRU
PO1#0104*34*LB*1.14**VP*655555*SW*891501 E213601*
Z7*V54

PID*F****GRAPEFRUIT, FRESH, US NO. | GRADE,
PO1*0105*190*LB*1.21**VP*867567676*SW*891501E213615*ZZ*V89
PID*F****ORANGES, FRESH, ANY VARIETY EXCEPT
PO1*0106*44*LB*1.37**VP*32323111*SW*891501E213633*Z
Z*W39

PID*F****T ANGERINES, FRESH, BULK, US NO. 1 G
CTT*21%2038.4

SE*51*000000001

GE*1*1161

38





IEA*1*000001161

3.3

810 INVOICE - VERSION 4010

This standard contains the format and establishes the data contents of the Invoice. The

transaction set is used for customary and established business and industry practice relative to

the billing for goods and services provided.

Points of contact for 810 Invoice Testing are:

Karen Conroy-Hegarty, karen.hegarty@dla.mil, 215-737-7550

Guidelines for 810 — Invoices

Segment

Element

Definition and Value

Size

M/C/O

Transaction Set
Header (ST)

STO1

Transaction Set Identifier Code

Definition: Code uniquely identifying a
transaction set.

Value: [810]

3/3 1D

STO2

Transaction Set Control Number

Definition: Identifying control number that
must be unique within the Transaction set
functional group assigned by the originator
for a transaction set

Value: [Transaction Set Control Number ]

49 AN

Beginning Segment
for Invoice (BIG)

BIGO1

Invoice Date
Definition: The invoice date

3050 Value: [YYMMDD)]
3050 Example: [101312]

6 - Date
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BIGO02

Invoice Number
Definition: Identifying number assigned by issuer

Value: [Invoice Number]

1-22 AN

BIG03

Not Used

Segment

Element

Definition and Value

Size

M/C/O

BIG04

Contract Number
Definition: The contract number of the invoice

Value: [Contract Number]

13/13 AN

BIGO5

Call Number / Release Number

Definition: Due to the PIID implementation,
the Contract Order Number (Call Number) is
no longer required.

Value: [NULL]

4/4 SPACES

BIG06

Not Used

BIGO7

Transaction Type Code

Definition: This element will always be ‘DI’
standing for ‘Debit Invoice’

Value: [“DI”]

2/2 1D

BIGO08

Transaction Set Purpose Code

Definition: The mutually agreed upon
transaction set purpose code.

Value: [“ZZ”]

2/2 1D
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N1 Loop ID (N1)

N101

Entity Identifier Code
Definition: The Entity Identifier Code

Value: [“ST”]

2/2 1D

N102

Customer Name
Definition: The Customer Name

Value: [Customer Name]

1/35 AN

N103

Identification Code Qualifier

Definition: This Identification Code will always
be ’10°, designating it as a Dept of Defense
Activity Address Code (DoDAAC)

Value: [<10”]

1/2 AN

Segment

Element

Definition and Value

Size

M/C/O

N104

Ship To DoDAAC

Definition: The Ship-To DoDAAC for the
invoice.

Value: [Ship To DoDAAC]

6/6 AN

Reference Numbers

(REF)

REFO01

Reference 1.D. Qualifier
Definition: This Reference Number Qualifier
will always be ‘RQ’, the code for Purchase

Requisition Number

Value: [“RQ”]

2/2 1D

REF02

Purchase Order Number

Definition: The Purchase Order Number (or
Reference ID)

Value: [PO Number]

14/14 AN
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Date/Time
Reference (DTM)

DTMO1

Date/Time Qualifier

Definition: This element displays a Date
Qualifier of ‘011°

Value: [“011”]

3/3 1D

DTMO02

Date

Definition: This element displays the Date the
invoice was sent

3050 Value: [YYMMDD]

6/8 DT

Baseline Item
Invoice Data (IT1)

IT101

Contract Line Item Number (CLIN)
Definition: a Four position Alpha-numeric
characters assigned for differentiation within a

transaction set

Value: [alpha-numeric characters]

1/11 AN

Segment

| Element

Definition and Value

Size

M/C/O

IT102

Quantity Invoiced

Definition: The quantity of supplier units
invoiced

Value: [Numeric quantity]

1/10 R

IT103

Unit or Basic Measurement
Definition: The unit of measurement

Value: [Unit of measurement]

2/2 1D

IT104

Price-extended CLIN

Definition: Price-extended for CLIN, quantity
invoiced * price.

Value: [Price per unit]

1/14 R
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IT105

Not Used

IT106

Product/Service 1.D. Qualifier

Definition: This Product ID Qualifier will
always be ‘FS’, designating a National Stock
Number

Value: [“FS”]

2/2 1D

IT107

Product/Service I.D. NSN

Definition: The Product ID/NSN (National
Stock Number)

Value: [National Stock Number]

13/13 AN

IT108

Product/Service 1.D. Qualifier

Definition: The mutually agreed upon
transaction set product qualifier code.

Value: [“ZZ”]

2/2 1D

IT109

Product/Service 1.D.

Definition: The identifying code for a prime
vendor

Value: [“PV”’]

2/2 AN

Segment

| Element

Definition and Value

Size

M/C/O

IT110

Vendor Number

Definition: The code specifying the next

element will display the Vendor’s Item Number.

Note: Must be populated when the vendor is a
prime vendor.

Value: [“VN”]

2/2 1D
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IT111

Vendor Item Number

Definition: The Vendor’s Item Number
identifying the item on the invoice

Note: Must be populated when the IT110 is
populated.

Value: [Vendor Item Number]

1/30 AN

Total Monetary
Value Summary
(TDS)

TDS01

Amount of Total Invoice
Definition: The total invoice amount

Value: [Invoice Amount]

1/10 N2

Transaction Totals
(CTT)

Number of line items invoiced

Definition: The total number of line items
invoiced

Value: [Number of line items invoiced]

1/6 No

SE Segment
Elements

SEO01

Number of included segments

Definition: Total number of segments in the
810

Value: [Number of included segments]

1/10 No

SE02

Transaction Set Control Number

Definition: The unique identifying control
number for the 810 transaction set

Value: [Transaction Set Control Number]

4/9 AN

810 Invoice Example
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ISA*00* *00* *2Z*COMPANYABC *ZZ*DTDN
*20120301*0900*U*00401*000129756*1*P*>
GS*IN*COMPANYABC*HBJSUB*20120301*0900*12975
6*X*004010

ST*810*0001

BIG*20120301*281082**SPM300010DXXXX*

**DI*ZZ N1*ST*HEYRATAN*10*WZZZZZ
REF*RQ*WYYYYY20430641

DTM*011*120301

IT1*1212*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7171
IT1*1213*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7115
IT1*1214*18*LB*1.00**FS*891501 E2XXXXX*ZZ*PV*VN*7099
IT1*1215*20*LB*1.00**FS*891501 E2XXXXX*ZZ*PV*VN*7186
IT1*1216*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7173
IT1*1217*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7109
IT1*1218*0*CS*0**FS*891001 E2XXXXX*ZZ*PV*VN*1841
IT1*1219*0*CS*0**FS*891001 E2XXXXX*ZZ*PV*VN*1840
IT1*1220*0*CS*0**FS*891001 E2XXXXX*ZZ*PV*VN*18752
IT1*1221*40*LB*1.00**FS*891501 E2XXXXX*ZZ*PV*VN*7172
IT1*1222*40*LB*1.00**FS*891501 E2XXXXX*ZZ*PV*VN*7176
IT1*1223*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7098
IT1*1224*30*LB*1.00**FS*891501 E2XXXXX*ZZ*PV*VN*7096
IT1*1225*%0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7112
IT1*1226*0*LB*0**FS*891501 E3XXXXX*ZZ*PV*VN*7188
IT1*1227*0*LB*0**FS*891501 E3XXXXX*ZZ*PV*VN*7185
IT1*1228*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7183
IT1*1229*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7107
IT1*1230*33*LB*1.00**FS*891501 E2XXXXX*ZZ*PV*VN*7170
IT1*1231*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7102
IT1*1232*0*LB*0**FS*891501 E2XXXXX*ZZ*PV*VN*7101
IT1*#1233*0*CS*0**FS*891001 E3XXXXX*ZZ*PV*VN*9371
TDS*15216

CTT*22

SE*30*0001
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3.4

864 Text Message (Internal Process for Rations)

Segment Element | Value / Definition Size
ST Transaction Set | ST01 Transaction Set Identifier Code 3 AN
Header

Definition: This is the Transaction Set Identifier Code

Value: [“864”]

ST02 Not Used 4/9 AN

BMG Beginning | BMGO1 | Original Message 2/2 AN
Segment for text
Message Definition: The “00” indicates that is the original

message

Value: [“00”]
MIT Message MITO1 Type of Message
Identification

Definition: The “Rations Order” indicates the type of

message.

Value: [Rations Order]
MSG Message MSGO1 | Milstrip Record 80 AN
Text

Definition: This is the AOA Milstrip format record

Value: [Milstrip Record]
SE Transaction Set | SE01 Number of Included Segments /10N
Trailer

Definition: This segment will hold the Number of

Included Segments.

Value: [Number Of Included Segments]

SE02 Transaction Set Control Number 4/9 AN

Definition: This is the Transaction Set Control
Number and holds the value of the unique identifying
control number within the transaction set. It should
match the Transaction Set Control Number used in the
STO2 element.

Value: [Transaction Set Control Number]
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3.5

ISA Qualifier
ISA Id

GSId

VAN

997 Guidelines

2z

CHUCK1
CHUCK1
DLA Transaction Services

997 Functional Acknowledgement Version 3040 (Vendor to STORES)

Segment Element | Value / Definition Size M/C/O
ST STO1 Transaction Set Identifier Code 3N M
Transaction
Set Header Definition: This is the Transaction Set
Identifier Code
Value: [“997”]
STO02 Transaction Set Control Number 4/9 AN | M
Definition: Transaction Set Control Number
Value: [Transaction Set Control Number]
AK1 AK101 | Functional Identifier Code 2/2 AN | M
Functional
Group Definition: The Functional Identifier Code
Response holds the code of the transaction being
Header acknowledged. Example “PO” or “TX”
Value: [“PO” or “TX”]
AK102 | Group Control Number 1/9AN | M

Definition: The Group Control Number holds
the value of the group control number of the
transaction being acknowledged.
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Segment

Element

Value / Definition

Size

M/C/O

Value: [Group Control Number]

AK2

Transaction Set
Response Header

AK201

Transaction Set Identifier Code

Definition: This is the Transaction Set Identifier
Code and it hold the transactions set Id found in
the ST segment in the transaction being
acknowledged

3/31D

AK202

Transaction Set Control Number

Definition: This the Transaction Set Control
Number and it holds the transaction set control
number found in the ST segment in the
transaction being acknowledged

4/9 AN

AKS

Transaction Set
Response Trailer

AKS01

Transaction Set Acknowledgement

Definition: This is the Transaction Set
Acknowledgement Code and it should contain an
“A” if transaction Accepted and “R” if it is
Rejected.

1A

AK9

Functional Group
Response Trailer

AK901

Functional Group Acknowledge Code

Definition: This is the Functional Group
Acknowledge Code and it should contain the
value of “A” if the transmitted functional group
is accepted

1A
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AK902

Number of Transaction Sets Included

Definition: This segment will hold the
Number of Transaction Sets Included

Value: [Number Of Transaction Sets Included]

IN

AK903

Number of Received Transactions Sets

IN

Segment

Element

Value / Definition

Size

Definition: This segment will hold the Number
of Received Transactions Sets

Value: [Number Of Received Transactions
Sets]

M/C/O

AK904

Number of Accepted Transactions Sets

Definition: This segment will hold the Number
of Accepted Transactions Sets

Value: [Number Of Accepted Transactions
Sets]

I N

SE

Transaction

Set Trailer

SEO01

Number of Included Segments

Definition: This segment will hold the Number
of Included Segments.

Value: [Number Of Included Segments]

1/10 N

SE02

Transaction Set Control Number

Definition: This is the Transaction Set Control
Number and holds the value of the unique
identifying control number within the
transaction set. It should match the Transaction
Set Control Number used in the ST02 element.

Value: [Transaction Set Control Number]

4/9 AN
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997 Functional Acknowledgement Example
ISA*00* *00*

*08*STORESVENDOR*08*S39017*120214*2109*U*00304*900149639*O*P*>

GS*FA* STORESVENDOR *S39017%120214*2109*159639*X*003040

ST*997%4587
AKI1*PO*1161
AK2#850*000000001
AKS*A
AKO9*A*1*1*1]
SE*6*4587
GE*1*159639
IEA*1%*900149639

ISA*00* *00*  *08* STORESVENDOR
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*120214*2129*U*00304*900149640*O*P*





Document Change Log
1. Changed definition and value for Element ITD12 (Brand Name) from:

1TD12 Brand Name

Definition: A description field that allows for
entry of an items Brand Name

Value: [Brand Name]

To the value below:

ITD12 Brand Name

Definition: A description field that allows for
entry of an 2 position State code for where the
item was grown followed by a hyphen “-*“ and
the items Brand Name. The 2 position State
Code is NOT mandatory. The hyphen is

only required when State Code is present.
Value:|2 position State Code, “-*“ (hyphen) and
Brand Name]

Example [PA-KC Mushrooms]

Completed by Charles Benn on 8-17-16.
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Department of Defense

INSTRUCTION

NUMBER 2000.16
October 2, 2006
Incorporating through Change 2, December 8, 2006

USD(P)
SUBJECT: DoD Antiterrorism (AT) Standards

References: (a) DoD Instruction 2000.16, “DoD Antiterrorism Standards,” June 14, 2001

(hereby canceled)

(b) DoD Directive 2000.12, “DoD Antiterrorism (AT) Program,” August 18, 2003

(c) DoD Instruction 2000.14, “DoD Combating Terrorism Program Procedures,”
June 15, 1994 (hereby canceled)

(d) DoD Instruction 2000.18, “DoD Installation Chemical, Biological,
Radiological, Nuclear, and High-Yield Explosive Emergency Response
Guidelines,” December 4, 2002

(e) through (ag), see Enclosure 1

1. REISSUANCE AND PURPOSE

This Instruction:

1.1. Reissues Reference (a) to update policy implementation, responsibilities, and the
antiterrorism (AT) standards for the DoD Components under the authority of Reference (b) for
the protection of DoD elements and personnel from acts of terrorism. This update reorganizes
the AT standards listed in Enclosure 3 according to the minimum required elements for an AT
program: risk management, planning, training and exercises, resource application, and
comprehensive program review. It also cancels Reference (c).

1.2. Expands protection of DoD installations to recognize the importance of defending
against terrorist use of chemical, biological, radiological, nuclear and high explosive (CBRNE)
weapons according to Reference (d).

1.3. Expands requirements to DoD Instruction 5200.08 and DoD 5200.8-R (References (e)
and (f)) to address the linkages between AT and Physical Security Programs.
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2. APPLICABILITY AND SCOPE

2.1. This Instruction applies to the Office of the Secretary of Defense (OSD), the Military
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of
the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field
Activities, and all other organizational entities in the Department of Defense (hereafter referred
to collectively as the “DoD Components™). The term “commander(s),” as used herein, refers to
personnel assigned to command positions at all levels and their civilian equivalents.

2.2. The standards prescribed in this Instruction apply only to the DoD AT Program.

3. DEFINITIONS

The terms used in this Instruction are defined in Joint Publication 1-02 (Reference (g)) or
Enclosure 2.

4. POLICY
Under Reference (b), it is DoD policy:

4.1. To protect DoD personnel, their families, installations, facilities, information, and other
material resources from terrorist acts.

4.2. To establish AT standards for the Department of Defense. The primary AT standards are
contained in this Instruction and supplemented by guidance contained in References (e) and (f),
and DoD O-2000.12-H (Reference (h)).

4.3. That commanders at all levels shall have the authority to enforce security measures and
are responsible for protecting persons and property subject to their control.

4.4. That Geographic Combatant Commander AT policies and programs shall take
precedence over all AT policies or programs of any DoD Component operating or existing in that
command’s area of responsibility (AOR) except for those under the security responsibility of a
Chief of Mission (COM) pursuant to the Memorandums of Understanding (References (i) and

(@)

4.5. That the DoD elements and personnel not falling under the AT policies and programs of
a geographic Combatant Commander, by law or under Reference (i), shall comply with the
Overseas Security Policy Board Security Standards.

4.6. That non-DoD tenants on a DoD installation, facility, or other DoD property must
comply with all aspects of the DoD AT program addressed in this Instruction and other AT
guidance documents.





DoDI 2000.16, October 2, 2006

4.7. That functional Combatant Commanders will support geographic Combatant
Commanders as they exercise overall AT responsibility within their AOR.

5. RESPONSIBILITIES

Under the authority in Reference (b):

5.1. The Assistant Secretary of Defense for Special Operations and Low-Intensity Conflict,
under the Under Secretary of Defense for Policy, shall:

5.1.1. In coordination with the Under Secretary of Defense for Intelligence, the Assistant
Secretary of Defense for Homeland Defense and the Assistant to the Secretary of Defense for
Nuclear and Chemical and Biological Defense Programs, provide AT policy oversight and
monitor compliance with this Instruction by the DoD Components, both within and outside the
United States.

5.1.2. Develop, publish, and maintain this Instruction to provide standards for protective
measures that serve to reduce the vulnerability of DoD personnel, their families, installations,
facilities, information, and other material resources to terrorist acts. AT protective measures are
an extension of the existing DoD Physical Security Program requirements.

5.1.3. Be the point of contact for the Department of Defense with the Department of
State for the standards contained in this Instruction and be responsible at the departmental level
for resolving any conflicts with the Department of State between the DoD Components and any
United States Country Team with respect to such standards.

5.2. The Heads of the DoD Components shall:

5.2.1. Establish clear AT policies for all DoD elements and personnel that support the
geographic Combatant Commanders as they exercise overall responsibility for AT within their
AOR.

5.2.2. Develop and implement comprehensive AT programs pursuant to the requirements
and standards established by this Instruction and References (b) and (i), and DoD 0O-2000.12-P
(Reference (k)) and be responsible for the implementation of and compliance with DoD AT
policies within their organizations.

5.2.3. Use the standards prescribed in this Instruction as baseline standards. The DoD
Components may promulgate unique requirements to supplement the standards contained herein.

5.2.4. ldentify the level of command (e.g., the specific subordinate commanders)
responsible for meeting the standards prescribed in this Instruction.
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6. INFORMATION REQUIREMENTS

The review, assessment, and reporting of AT programs is exempt from licensing in accordance
with paragraphs C4.4.1., C4.4.2., C4.4.7., and C4.4.8. of DoD 8910.1-M (Reference (1)).

7. EFFECTIVE DATE

This Instruction is effective immediately.

Under Secretary of Defense

Enclosures — 4
E1l. References, continued
E2. Definitions
E3. DoD Antiterrorism (AT) Standards
E4. DoD FPCON
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E1l. ENCLOSURE 1

REFERENCES, continued

DoD Instruction 5200.08, “Security of DoD Installations and Resources,”

December 10, 2005

DoD 5200.8-R, “Physical Security Program,” May 1991

Joint Publication 1-02, “DoD Dictionary of Military and Associated Terms”, 12 April 2001
DoD 0-2000.12-H, “DoD Antiterrorism Handbook,”* February 9, 2004

Memorandum of Understanding Between DOS and DoD on Security of DoD Elements and
Personnel in Foreign Areas, December 16, 1997

Memorandum of Understanding between the Department of State and the Department of
Defense on Security on the Arabian Peninsula, September 16, 1996,

DoD 0-2000.12-P, “DoD Antiterrorism Strategic Plan,” June 15, 2004

DoD 8910.1-M, “DoD Procedures for Management of Information Requirements,” June 30,
1998

Section 1072(2) of title 10, United States Code

DoDI 5240.10, “Counterintelligence Support to the Combatant Commands and The
Defense Agencies,” May 14, 2004

DoD Directive 5200.27, “Acquisition of Information Concerning Persons and
Organizations not Affiliated with the Department of Defense,” January 7, 1980

DoD 5240.1-R, “Procedures Governing the Activities of DoD Intelligence Components that
Affect United States Persons,” December 1982

Under Secretary of Defense for Acquisition, Technology, and Logistics Memorandum,
“DoD Policy on Drinking Water Vulnerability Assessments and Emergency Response
Plans,” July 3, 2003

Defense Threat Reduction Agency JSIVA Security Classification Guide,* February 2001
Joint Requirements Oversight Council Memo, JROCM 180- 3, “Chemical, Biological,
Radiological, and Nuclear (CBRN) Defense Baseline Capabilities Assessment,”
September 11, 2003.

Unified Facilities Criteria (UFC) 4-010-01, “DoD Minimum Antiterrorism Standards for
Buildings,”* October 8, 2003

DoD Directive C-4500.51, “DoD Non-Tactical Armored Vehicle Policy,”* May 4, 1987
Unified Facilities Criteria 4-010-02, “DoD Minimum Antiterrorism Standoff Distances for
Buildings,”* October 8, 2003

Unified Facilities Criteria 4-021-01, “Design and O&M: Mass Notification Systems®,”
December 18, 2002

Defense Federal Acquisition Regulation Supplement (DFARS)

DoD Directive 6490.2, “Comprehensive Medical Surveillance,” October 21, 2004

CJCS Instruction 3121.01B, Standing Rules of Engagement / Standing Rules For the Use of
Force For US Forces®, June 13, 2005

1 A copy of this document is available via Secure Internet Protocol Router Network at www.atep.smil.mil
% The JROCM 180-3 is available via Secure Internet Protocol Router Network at http://j8.js.smil.mil
® The CJCSI 3121.01B is available via Secure Internet Protocol Router Network at http://js.smil.mil.
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(aa) DoD Directive 5210.56, “Use of Deadly Force and the Carrying of Firearms by DoD
Personnel Engaged in Law Enforcement and Security Duties,” November 1, 2001

(ab) CJCS Instruction 3150.25B, “Joint Lessons Learned Program, February 15, 2005*

(ac) CJCS Guide 5260, “Antiterrorism Personal Protection Guide: A Self-Help Guide to
Antiterrorism”, October 14, 2005

(ad) CJCS Pocket Card 5260, “Antiterrorism Individual Protective Measures”, October 1, 2001*

(ae) DoD 4500.54-G, “DoD Foreign Clearance Guide (FCG)®,” current edition

(af) CJCS Instruction 5261.01D, “Combating Terrorism Readiness Initiatives Fund”,
December 16, 2005

(ag) Defense Threat Reduction Agency (DTRA) Antiterrorism Vulnerability Assessment Team
Guidelines,® March 1, 2002

* Unclassified CJCS Instructions, Guides, and Pocket Cards are available at www.dtic.mil/cjcs_directives/index.htm
® The FCG is available via http://www.fcg.pentagon.smil.mil
® The DTRA Vulnerability Assessment Team Guidelines are available at www.dtra.mil
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E2. ENCLOSURE 2

DEFINITIONS

E2.1. Antiterrorism (AT). See Joint Publication 1-02 (Reference (g)).

E2.2. AT Awareness. Fundamental knowledge of the terrorist threat and measures to reduce
personal vulnerability to terrorism.

E2.3. AT Program. The AT program is one of several security-related programs that fall under
the overarching Combating Terrorism and Force Protection programs. The AT program is a
collective, proactive effort focused on the prevention and detection of terrorist attacks against
DoD personnel, their families, facilities, installations, and infrastructure critical to mission
accomplishment as well as the preparation to defend against and planning for the response to the
consequences of terrorist incidents. Although not elements of AT, plans for terrorism
consequence management preparedness and response measures as well as plans for continuing
essential military operations are important adjuncts to an effective AT program. The minimum
elements of an AT program are AT risk management, planning, training and exercises, resource
application, and a program review.

E2.3.1. AT Risk Management. The process of systematically identifying, assessing, and
managing risks arising from operational factors and making decisions that balance risk cost with
mission benefits. The end products of the AT risk management process shall be the identification
of areas and assets that are vulnerable to the identified threat attack means. From the assessment
of risk based upon the three critical components of AT risk management (threat assessment,
criticality assessment, and vulnerability assessment), the commander must determine which
assets require the most protection and where future expenditures are required to minimize risk of
attack or lessen the severity of the outcome of an attack. The commander shall decide on how
best to employ given resources and FP measures to deter, mitigate, and prepare for a terrorist
incident.

E2.3.2. AT Planning. The process of developing specific guidance and execution-oriented
instructions for subordinates. An AT Plan contains command-specific guidance for the
establishment of an AT program and the implementation of the AT standards prescribed by this
Instruction.

E2.3.3. AT Training and Exercises. The development of individual, leader, and collective
skills, and the conduct of comprehensive exercises to validate plans for AT, incident response,
terrorism consequence management, and continuity of essential military operations.

E2.3.4. AT Resource Application. The process of applying risk management to
vulnerabilities, and where the resultant risk is not acceptable after applying mitigation measures,
elevate the vulnerability with a resource request using the existing Planning, Programming,
Budgeting, and Execution (PPBE) system, the Combating Terrorism Readiness Initiative Fund
(CbT-RIF), the Physical Security Program, and other funding mechanisms. Central to success in
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resource application is tracking and ensuring sufficient funding for identified AT program life-
cycle costs and assessed shortfalls to mitigate risk associated with terrorist capabilities.

E2.3.5. Comprehensive AT Program Review. The systematic assessment of the AT program
against the standards prescribed by this Instruction.

E2.4. Antiterrorism Officer (ATO). The principal military or civilian advisor charged with
managing the AT Program for the commander or DoD civilian exercising equivalent authority.

E2.5. Combating Terrorism (CbT). For the purpose of this Instruction, CbT within the
Department of Defense encompasses all actions, including AT (defensive measures taken to
reduce vulnerability to terrorist acts), counterterrorism (offensive measures taken to prevent,
deter, and respond to terrorism), terrorism consequence management (preparation for and
response to the consequences of a terrorist incident or event), and terrorism intelligence support
(collection and dissemination of terrorism-related information) taken to oppose terrorism
throughout the entire threat spectrum, including terrorist use of CBRNE.

E2.6. Counterterrorism. See Reference (g).

E2.7. Criminal Intelligence (CRIMINT). Law enforcement information derived from the
analysis of information collected through investigations, forensics, crime scene and evidentiary
processes to establish intent, history, capability, vulnerability, and modus operandi of threat and
criminal elements.

E2.8. Criticality Assessment. A criticality assessment addresses the effect of temporary or
permanent loss of key assets or infrastructures on the installation or a unit's ability to perform its
mission. The assessment also examines costs of recovery and reconstitution including time,
funds, capability, and infrastructure support.

E2.9. Defense Critical Asset. An asset of such extraordinary importance to DoD operations in
peace, crisis, and war that its incapacitation or destruction would have a very serious, debilitating
effect on the ability of the Department of Defense to fulfill its mission.

E2.10. DoD Contractor. Any individual, firm, corporation, partnership, association, or other
legal non-Federal entity that enters into a contract directly with the Department of Defense to
furnish services, supplies, or both, including construction. Defense contractors may include U.S.
nationals, local citizens, or third country nationals. Defense contractors do not include foreign
governments or representatives of foreign governments that are engaged in selling to the
Department of Defense or a DoD Component, or foreign corporations wholly owned by foreign
governments.

E2.11. DoD Elements and Personnel. DoD military and civilian personnel and their dependent
family members; DoD contractors; DoD installations and facilities; DoD-owned, leased, or
managed infrastructure and assets critical to mission accomplishment; and other DoD-owned,
leased, or managed mission essential assets.

8 ENCLOSURE 2





DoDI 2000.16, October 2, 2006

E2.12. DoD Personnel. Uniformed Military Service members and DoD Federal civilian
employees hired and paid from appropriated and non-appropriated funds under permanent or
temporary appointment.

E2.13. Emergency Responders. Firefighters, law enforcement, security personnel, emergency
medical technicians, emergency management and operations personnel, Explosive Ordnance
Disposal personnel, physicians, nurses, medical treatment providers at medical treatment
facilities, disaster preparedness officers, public health officers, bio-environmental engineers, and
mortuary affairs personnel.

E2.14. Family Member. Individuals defined as “Dependent” in Section 1072(2) of Title 10
U.S.C. (Reference (m)). Includes spouses; unmarried widows; unmarried widowers; unmarried
legitimate children, including adopted children or stepchildren, who are under 21, incapable of
self support or under 23 and enrolled in a full-time institution of higher learning. Also, the
family members of DoD civilian employees, particularly as it pertains to those assigned
overseas. The DoD standard for family members requiring Level | AT awareness training is 14
years or older (or younger at the discretion of the DoD sponsor).

E2.15. Force Protection. See Reference (g).

E2.16. Force Protection Condition (FPCON). A DoD-approved system standardizing DoD’s
identification of and recommended preventive actions and responses to terrorist threats against
U.S. personnel and facilities. The system is the principal means for a commander to apply an
operational decision on how to protect against terrorism and facilitates coordination among DoD
Components and support for antiterrorism activities.

E2.17. Force Protection Detachment (FPD). A Counterintelligence (Cl) element that provides
comprehensive CI support to transiting ships/personnel/aircraft in regions of elevated threat.

E2.18. High-Risk Billet (HRB). Authorized personnel billet (identified and recommended by
appropriate authority) that because of grade, assignment, travel itinerary, or symbolic value may
make personnel filling them an especially attractive or accessible terrorist target.

E2.19. High-Risk Personnel (HRP). Personnel who, by their grade, assignment, symbolic value,
or relative isolation are likely to be attractive or accessible terrorist targets.

E2.20. Higher Headquarters Assessment (HHA). An overall assessment by a higher
headquarters of how an organization is managing its AT program, to include management and
compliance effort by subordinate organizations.

E2.21. Joint Staff Integrated Vulnerability Assessment (JSIVA). A JSIVA is a “vulnerability-
based” evaluation of an installation's ability to deter and/or respond to a terrorist incident. A
“vulnerability-based” assessment considers both the current threat and the capabilities that may
be employed by both transnational and local terrorist organizations, both in terms of their
mobility and the types of weapons historically employed.
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E2.22. Overseas Security Policy Board (OSPB). The OSPB was a National Security Council
body established to consider, develop, coordinate, and promote security policies, standards, and
agreements on overseas security operations, programs and projects that affect all U.S.
Government Agencies under the authority of a COM abroad. The Department of State Director
for Diplomatic Security chaired the OSPB. National Security Presidential Directive (NSPD) 1,
February 13, 2001, disestablished the OSPB and assigned the duties to various Policy
Coordination Committees. However, the OSPB continues in its charter and is a sub-group of the
Records and Access Information Security Policy Committee of the National Security Council.
The Secretary of State has designated the Assistant Secretary, Bureau of Diplomatic Security, to
chair the OSPB.

E2.23. Physical Security. That part of security concerned with physical measures designed to
safeguard personnel; to prevent unauthorized access to equipment, installations, material, and
documents; and to safeguard them against espionage, sabotage, damage, and theft.

E2.24. Security

E2.24.1. Measures taken by a military unit, activity, or installation, to protect against all acts
designed to, or that may, impair its effectiveness.

E2.24.2. A condition that results from establishing and maintaining protective measures that
ensures a state of inviolability from hostile acts or influences.

E2.25. Special Event. An activity characterized by a large concentration of personnel and/or a
gathering where distinguished visitors are involved, often associated with a unique or symbolic
event.

E2.26. Terrorism. See Reference (g).

E2.27. Terrorism Consequence Management. DoD preparedness and response for mitigating the
consequences of a terrorist incident including the terrorist use of a Weapon of Mass Destruction
(WMD). DoD consequence management activities are designed to support the Lead Federal
Agency (domestically, Department of Homeland Security; overseas, Department of State) and
include measures to alleviate damage, loss of life, hardship or suffering caused by the incident;
protect public health and safety; and restore emergency essential government services.

E2.28. Terrorism Incident Response Measures. A set of procedures established for response
forces to deal with the effects of a terrorist incident.

E2.29. Terrorism Threat Assessment

E2.29.1. The process used to conduct a threat analysis and develop an evaluation of a
potential terrorist threat.

E2.29.2. The product of a threat analysis for a particular unit, installation, or activity.
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E2.30. Terrorism Threat Level. See Reference (Q).

E2.31. Terrorism Vulnerability Assessment

E2.31.1. An assessment to determine the vulnerability to a terrorist attack against an
installation, unit, exercise, port, ship, residence, facility, or other site. It identifies areas of
improvement to withstand, mitigate, or deter acts of violence or terrorism.

E2.31.2. The process the commander uses to determine the susceptibility to attack from the
full range of threats to the security of personnel, family members, and facilities, which provide a
basis for determining AT measures that can protect personnel and assets from terrorist attacks.

E2.31.3 A systematic examination of the characteristics of an installation, system, asset,
application, or its dependencies to identify vulnerabilities.

E2.32. Vulnerability
E2.32.1. In AT, a situation or circumstance, which if left unchanged, may result in the loss of

life or damage to mission essential resources.

E2.32.2. The susceptibility of a nation or military force to any action by any means through
which its war fighting potential or combat effectiveness may be reduced or will to fight
diminished.

E2.32.3. The characteristics of a system that cause it to suffer a definite degradation
(incapability to perform the designated mission) as a result of having been subjected to a certain
level of effects in an unnatural (manmade) hostile environment.

E.2.32.4. The characteristics of an installation, system, asset, application, or its dependencies
that could cause it to suffer a degradation or loss (incapacity to perform its designated function)
as a result of having been subjected to a certain level of threat or hazard.

E2.33. Weapons of Mass Destruction (WMD). See Reference (g).
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E3. ENCLOSURE 3

DoD ANTITERRORISM (AT) STANDARDS

E3.1. DoD STANDARD 1: AT Program Elements. The minimum required elements of a DoD
Component AT program shall be: risk management (STANDARD 3); planning (including the AT
Plan) (STANDARD 7); training and exercises (STANDARD 23); resource application
(STANDARD 30); and comprehensive program review (STANDARD 31). The development
and maintenance of the AT program elements should be ongoing and continuously refined to
ensure the relevance and viability of all defensive measures employed to reduce vulnerabilities to
terrorist capabilities.

E3.2. DoD STANDARD 2: Intelligence Support to the DoD AT Program

E3.2.1. The Director, Defense Intelligence Agency (DIA), sets the DoD Terrorism Threat
Level identifying the potential threat to DoD interests in a particular country, including the
United States. The Director, DIA, shall coordinate, if necessary, with the Department of State to
minimize conflicting classification of threat levels for the affected country. The DoD Terrorism
Threat Level applies whether or not U.S. personnel are present in the country. The Geographic
Combatant Commanders may also set Terrorism Threat Levels for specific personnel, family
members, units, installations, or geographic regions in countries within the Geographic
Combatant Commander’s AOR, using the definitions and criteria established by the Director,
DIA.

E3.2.2. The Heads of the DoD Components shall:

E3.2.2.1. Task the appropriate officials under their command or control to gather,
analyze, and circulate appropriate terrorism threat information. When local information indicates
gaps, commanders shall forward timely requests for information via appropriate intelligence
collection and production channels.

E3.2.2.2. Develop Priority Intelligence Requirements (PIR) and Commander’s Critical
Information Requirements (CCIR) to focus collection and analysis efforts.

E3.2.2.3. Provide units in transit with tailored terrorist threat information.
E3.2.2.4. Integrate countersurveillance, surveillance detection, Cl, and other specialized
skills as a matter of routine in all AT programs.

E3.2.2.5. Identify an official as the focal point for the integration of operations and local
or host-nation intelligence, Cl, and CRIMINT information.
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E3.2.2.6. Incorporate proactive techniques to detect and deter terrorists, particularly in
support of assets or activities conducted in areas designated with SIGNIFICANT or HIGH threat
levels. These activities shall include, but are not limited to: in-transit forces, HRP, special
events, and high-value military cargo shipments.

E3.2.2.7. Ensure counterintelligence support for those DoD Components without organic
counterintelligence capability within provisions of DoDD 5240.10 (Reference (n)).

E3.2.2.8. Ensure that commanders at all levels forward up and down the chain of
command all information pertaining to suspected terrorist threats, or acts of terrorism involving
DoD elements and personnel or assets for which they have responsibility, including the provision
of such information to appropriate interagency officials.

E3.2.3. The Secretaries of the Military Departments shall ensure that military personnel are
trained to maximize the use of information derived from law enforcement liaison, and from
intelligence and CI processes and procedures. This includes intelligence procedures for handling
PIR for in-transit units and implementation of procedures to conduct intelligence preparation of
the battlespace and mission analysis.

E3.2.4. DoD intelligence, CI, and law enforcement elements shall disseminate information
on U.S. persons to DoD Components as appropriate in support of AT program implementation
within the provisions of DoD Directive 5200.27 (Reference (0)) and DoD 5240.1-R (Reference

(P)).-

E3.3. DoD STANDARD 3: AT Risk Management

E3.3.1. The Heads of the DoD Components shall establish an AT Risk Management process
modeled upon the principles outlined in Reference (h) and applied in all aspects of AT program
implementation and planning, including operational plans and decisions, development of risk
mitigation measures, and the prioritization and allocation of resources. The essential
components of AT Risk Management include: assessing the terrorist threat (threat assessment)
determining the criticality of assets (criticality assessment); identifying the vulnerabilities of
facilities, programs, and systems to terrorist attack; including the use of CBRNE or similar
capabilities (vulnerability assessment), risk assessment, and outlining DoD Component
capabilities to deter terrorist incidents, employ countermeasures, and mitigate and recover from
the effects of a terrorist incident.

E3.3.2. The DoD Component AT Risk Management process and procedures shall be
reviewed at least annually. An AT Program Review, an HHA, or a JSIVA visit satisfies the
annual requirement.
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E3.4. DoD STANDARD 4: Terrorism Threat Assessment. The Heads of the DoD Components
shall:

E3.4.1. Establish a Terrorism Threat Assessment process consistent with the principles
outlined in Reference (h) to identify the full range of known or estimated terrorist threat
capabilities (including the use or threat of use of CBRNE and WMD) for those DoD Elements
and Personnel that have AT responsibilities. These assessments shall be updated on an annual
basis or more frequently as the terrorist threat environment dictates. Assessments shall be
tailored to local conditions and address terrorist group’s operational capability, intentions, and
activity, and whether the operational environment is conducive to terrorist activity.

E3.4.2. Prepare specific Terrorism Threat Assessments to support operational planning and
risk decisions for unique mission requirements or special events including, but not limited to, in-
transit forces, training and exercises, operational deployments, and special events.

E3.4.3. Implement effective processes to integrate and fuse all sources of available threat
information from local, State, Federal, host-nation law enforcement agencies; the appropriate
local, State, Federal, and host-nation Intelligence Community (IC) activities; other local
community officials and individuals; the applicable U.S. country team; port authority officials
and husbanding contractors, as appropriate, to provide for a continuous analysis of threat
information to support the Threat Warning process.

E3.4.4. Terrorism Threat Assessments shall be integrated into the risk management process
and be a major source of analysis and justification for recommendations to raise or lower
FPCON levels, implementation of Random AT Measures (RAM), AT enhancements including
Physical Security Program changes, program and budget requests, and used when conducting
terrorism vulnerability assessments.

E3.5. DoD STANDARD 5: Criticality Assessment. The Heads of the DoD Components shall:

E3.5.1. Establish a Criticality Assessment process consistent with the principles outlined in
Reference (h) and consistent with DoD STANDARD 3 to identify, classify, and prioritize
mission-essential assets, resources, and personnel critical to DoD mission success. Criticality
Assessments shall also be conducted for non-mission essential assets such as high-population
facilities, mass gathering activities, and any other facility, equipment, service, or resource
deemed important by the commander warranting protective measures to ensure continued
efficient operation; protection from disruption, degradation, or destruction; and timely
restoration.

E3.5.2. Update Criticality Assessments at least annually to determine the degree of asset
criticality based upon the following factors: relative importance, effect of loss, recoverability,
mission functionality, substitutability, and reparability. Criticality Assessments, consistent with
E3.1.3, shall provide the basis for identifying those assets that require specific protective
measures and priorities for resource allocation when developing and updating the AT Plan.

E3.6. DoD STANDARD 6: Terrorism Vulnerability Assessment

E3.6.1. The Heads of the DoD Components shall:
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E3.6.1.1. Establish a Terrorism Vulnerability Assessment process consistent with the
principles outlined in References (h) and the DoD Drinking Water Policy (Reference (q)) to
provide a vulnerability-based analysis of mission-essential assets, resources, and personnel
critical to mission success that are susceptible to terrorist attack.

E3.6.1.2. Within 90 days of a completed assessment, prioritize identified vulnerabilities,
develop a plan of action to mitigate or eliminate the vulnerabilities, and report to the first general
officer, flag officer, or civilian equivalent director in the chain of command the results of the
assessment.

E3.6.1.3. Ensure that the DoD vulnerability database (the Core Vulnerability Assessment
Management Program (CVAMP)) is populated with all assessment results within 120 days from
completion of the assessment.

E3.6.1.4. Conduct and update Terrorism Vulnerability Assessments at least annually or
more frequently if the terrorist threat assessment or mission requirements dictate. Terrorism
Vulnerability Assessments shall be conducted at a minimum for, but not limited to:

E3.6.1.4.1. Any facility populated daily by 300 or more DoD personnel.

E3.6.1.4.2. Any DoD facility bearing responsibility for emergency response or
physical security plans and programs, or determined to host critical infrastructure.

E3.6.1.4.3. Any DoD facility or activity possessing authority to interact with local
non-military or host-nation agencies or having agreements with other agencies or host-nation
agencies to procure these services.

E3.6.1.4.4. Sea and air ports of embarkation and debarkation; movement routes (sea,
air, ground, and rail); and assembly, staging, reception, and final beddown locations in support of
any battalion, squadron, ship, or equivalent operational deployment; similar sized in-transit
movement or training exercise; and any movement or shipment of military cargo (including
Military Sealift Command voyage charters).

E3.6.1.4.5. Any personnel designated as HRP. These assessments are referred to as
Personal Security Vulnerability Assessments (PSVA). PSVA will conform to Defense Criminal
Investigative Office formats.

E3.6.1.4.6. Any event or activity determined to be a special event or other activity
involving a gathering of 300 or more DoD personnel.

15 ENCLOSURE 3





DoDI 2000.16, October 2, 2006

E3.6.1.4.7. Off-installation housing, schools, daycare centers, transportation systems,
and routes used by DoD personnel and their dependent family members when the Terrorism
Threat Level is SIGNIFICANT or higher consistent with DoD STANDARD 3.

E3.6.1.5. Classify information derived from vulnerability assessments pursuant to the
requirements outlined in the Defense Threat Reduction Agency JSIVA Security Classification

Guide (Reference (r)).

E3.6.2. Geographic Combatant Commanders will:

E3.6.2.1. Establish the frequency for assessments, which should be conducted at least
annually for those locations considered critical to strategic projection. The frequency of
assessments and who conducts them is listed in Table E3.T1.

E3.6.2.2. Prescribe policies for no-notice or short-notice movements to locations where a
Vulnerability Assessment has not been accomplished or is not current. Predeployment
vulnerability assessments should assist commanders in updating AOR-specific training (see DoD
STANDARD 29) and in obtaining necessary physical security materials and equipment to

implement protective measures.

Table E3.T1.

Type of Assessment

Conducted by

Frequency

PSVA

Defense Criminal Investigative
Office (or others as designated)

Conduct per DoDI 2000.16
STANDARD 16; validate at least
annually; conduct triennially

VA of critical Roads, bridges,
sea and air ports, and
staging/bed down areas

DoD Component

Per GCC guidance
See DoDI 2000.16 STANDARD 6

VA of DoD Day Care,
schools, & routes

DoD Component

At Threat Level: Significant

VA of Installations and
facilities

With 300 personnel, or

Responsible for emergency
response/critical infrastructure

DoD Component (local), Higher
Headquarters, Service, Geographic
Combatant Command, or JSIVA

At least annually
Per DoDI 2000.16 STANDARD 6

Program Review

DoD Component (local) or as HHA

At least annually and in
predeployment

Per E3.1.31.2
External Higher Headquarters | Higher Headquarters, Geographic Triennially
Assessment (HHA)/ Program | Combatant Command, JSIVA
Review

Per E3.1.31.5
CJCS led HHA CJCS Triennially

Per E3.1.31.6
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E3.7. DoD STANDARD 7: AT Plan

E3.7.1. The Heads of the DoD Components shall:

E3.7.1.1. Develop and maintain a comprehensive AT Plan for all DoD Elements and
Personnel that have AT responsibility. Use of the Joint Antiterrorism (JAT) Guide, the only OSD
and Joint Staff approved AT software planning tool, when used in its entirety, satisfies all
minimum planning elements prescribed in this document. An AT Plan will not be considered
complete unless signed and exercised.

E3.7.1.2. Incorporate AT principles into all operational plans and risk decisions using the
standards prescribed by this Instruction as a baseline to develop and implement AT policies in
support of the DoD Components’ unique roles and mission requirements. At a minimum, AT
plans shall be developed at the installation, separate or leased facility/space, and ship levels, and
also for operational deployments, training exercises, and special events.

E3.7.1.3. Tailor AT plans to the level of command or activity for which the AT principles
were developed. Ata minimum AT plans shall address:

E3.7.1.3.1. The minimum essential AT program elements (see STANDARD 1) and
standards prescribed by this Instruction.

E3.7.1.3.2. Specific threat risk mitigation measures to establish a local baseline
defensive posture. The local baseline defensive posture shall facilitate systematic movement to
and from elevated security postures, including the application of Random Antiterrorism
Measures (RAM).

E3.7.1.3.3. AT Physical Security Measures (see STANDARD 13).

E3.7.1.3.4. AT Measures for Off-installation Facilities, Housing, and Activities (see
STANDARD 15).

E3.7.1.3.5. AT Measures for HRP (see STANDARD 16).

E3.7.1.3.6. AT Construction and Building Considerations (see STANDARD 17).
E3.7.1.3.7. AT Measures for Logistics and Other Contracting (see STANDARD 18).
E3.7.1.3.8. AT Measures for Critical Asset Security (see STANDARD 19).
E3.7.1.3.9. AT Measures for Intransit Movements.

E3.7.1.3.10. Terrorism Incident Response Measures (see STANDARD 20).
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E3.7.1.3.11. Terrorism Consequence Management Measures, including CBRNE and
WMD mitigation planning (see STANDARD 21).

E3.7.1.3.12. FPCON Implementation Measures, including site-specific AT measures
(see STANDARD 22).

E3.7.1.3.13. CBRN Defense Joint Enabling Concepts of Sense, Shape, Shield, and
Sustain per JROCM 180-3 (Reference (s)).

E3.7.2. The Geographic Combatant Commanders shall provide AT planning information
(e.g., airfield, port, and movement route information and threat; vulnerability and criticality
assessment data) to deploying DoD Component units to enable them to perform risk
management and develop a tailored AT plan.

E3.7.2.1. Direct the execution of advance site reviews to facilitate the AT planning
process in areas assessed as SIGNIFICANT or HIGH Threat Level or where a specific Terrorism
Warning is in effect.

E3.7.2.2. At the discretion of the Geographic Combatant Commander, such security
efforts may be waived for deployments or visits to controlled locations such as existing military
installations or ships afloat. Augmentation of assessment personnel may be necessary to enable
subordinate Component Commanders to discharge their responsibility to provide security,
surveys, assessments, Cl, and countersurveillance support, and to act as the liaison with the
country team, host-nation security force, husbanding contractor, and port authority.

E3.7.2.3. In countries where available, FPD will assist by providing surveys,

assessments, CI, and countersurveillance support, and act as the liaison with the country team,
host-nation security forces, husbanding contractor, and port authority.

E3.8. DoD STANDARD 8: AT Program Coordination

E3.8.1. The Geographic Combatant Commanders shall coordinate AT and security matters
with the appropriate Chiefs of Mission and host-nation authorities for countries within their AOR
and with the Heads of the other DoD Components whose personnel are stationed in or transit the
respective Geographic Combatant Commander’s AOR.

E3.8.2. The Heads of the DoD Components (whose personnel will be stationed in, or transit,
the AOR of a Geographic Combatant Commander) shall:

E3.8.2.1. Initiate coordination of AT matters with the appropriate Geographic Combatant
Commander pursuant to the requirements established by Reference (b).

E3.8.2.2.. Coordinate AT matters with local, State, Federal, and host-nation authorities
pursuant to existing law and DoD policy to support AT planning and program implementation.
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E3.8.3. Subordinate elements of the DoD Components that are tenant units on installations
or separate facilities shall coordinate their AT program and plan requirements with the host
installation or separate facility commander or civilian equivalent director. Tenant units shall
participate fully in installation and separate facility AT programs. At locations where there are
multiple DoD Components, such as DoD-leased facilities or other facilities where DoD occupies
space, the designated senior DoD Component shall be responsible for integrating and
coordinating individual DoD Component security plans into a comprehensive installation or
facility or area-wide AT program.

E3.9. DoD STANDARD 9: Antiterrorism Officer (ATO). The Heads of the DoD Components
shall:

E3.9.1. Ensure subordinate elements designate, in writing, a Level Il-certified (see DoD
STANDARD 26 for criteria) commissioned officer, non-commissioned officer, or civilian staff
officer as the ATO. ATOs shall be assigned at the battalion, ship, squadron, and separate facility
and higher levels (stationary or deployed). A deploying unit having 300 or more personnel
assigned or under the operational control of a designated commander will have a Level 1I-
certified ATO.

E3.9.2. At the Combatant Command, Military Department, and Defense Agency or Field
Activity Headquarters level, designate, train, and resource a full-time staff to support ATOs in
administering their respective AT programs.

E3.9.3. Consider maintaining full-time AT staffs, including individuals with CBRNE
expertise, at the Component Command, installation, separate facility, and other subordinate
headquarters levels as appropriate.

E3.10. DoD STANDARD 10: Antiterrorism Working Group (ATWG). The Heads of the DoD
Components shall establish an ATWG at the installation and separate facility level and higher
(stationary or deployed) that meets at least semi-annually or more frequently, depending upon the
level of threat activity, to oversee the implementation of the AT program, to develop and refine
AT plans, and to address emergent or emergency AT program issues. ATWG membership shall
include the ATO, the Commander (or a designated representative), representatives of the
principal staff, including CBRNE expertise, tenant unit representatives, and other representatives
as required to support AT planning and program implementation.
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E3.11. DoD STANDARD 11: Threat Working Group (TWG). The Heads of the DoD
Components shall establish a TWG at the installation and separate facility level and higher
(stationary or deployed) that meets at least quarterly or more frequently, depending upon the
level of threat activity, to develop and refine terrorism threat assessments and coordinate and
disseminate threat warnings, reports, and summaries. TWG membership shall include the ATO;
the Commander (or a designated representative); members of the staff; tenant unit
representatives; and appropriate representation from direct-hire, contractor, local, State, Federal,
and host-nation law enforcement agencies and the IC.

E3.12. DoD STANDARD 12: AT Executive Committee (ATEC). The Heads of the DoD
Components shall establish an AT executive-level committee or similarly structured corporate
body at the installation and separate facility level and higher (stationary or deployed) that meets
at least semi-annually to develop and refine AT program guidance, policy, and standards; to act
upon recommendations of the ATWG and TWG; and to determine resource allocation priorities
to mitigate or eliminate terrorism-related vulnerabilities.

E3.13. DoD STANDARD 13: AT Physical Security Measures. The Heads of the DoD
Components shall:

E3.13.1. Apply the principles of Reference (f)) and fully integrate them into AT Plans to
ensure employment of a holistic security system to counter terrorist capabilities. Well-designed
AT physical security measures are multi-layered and include the integration and synchronization
of the following essential elements: detection (human, animal, or sensors to alert security
personnel of possible threats and unauthorized entry attempts at or shortly after occurrence);
assessment (electronic audio-visual means, security patrols, or fixed posts to localize and
determine the size and intentions of unauthorized intrusion or activity); delay/denial (active and
passive security measures including barriers to impede intruders’ efforts); communication
(command and control procedures) and response (trained and properly equipped security forces).
The development of comprehensive AT physical security measures requires the integration of
facilities, physical security equipment, trained personnel, and procedures oriented at a minimum
in support of perimeter and area security, access and egress control, protection against CBRNE
attacks (including those using the postal system), HRP protection, barrier plans, and facility
standoff distances.

E3.13.2. Develop AOR or other mission-specific physical security policies to guide
subordinate development of local physical security systems and the purchase of physical security
equipment.

E3.13.3. Coordinate and integrate tenant command and unit security plans and measures into
the AT Plan.
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E3.14. DoD STANDARD 14: Random Antiterrorism Measures (RAM). The Heads of the DoD
Components shall:

E3.14.1. Develop and implement RAM as an integral component of the overall AT program
guided by the principles outlined in Reference (i). To maximize the effectiveness and deterrence
value, RAM should be implemented without a set pattern, either in terms of the measures
selected, time, place, or other variables. RAM, at a minimum, shall consist of the random
implementation of higher FPFCON measures in consideration of the local terrorist capabilities.
Random use of other physical security measures should be used to supplement FPCON
measures.

E3.14.2. Employ RAM, in conjunction with site-specific FPCON measures (see DoD
STANDARD 22), in a manner that portrays a robust security posture from which terrorists
cannot easily discern security AT and security patterns or routines.

E3.14.3. Include tenant units and commands in RAM planning and execution.
E3.14.4. Develop command-unique and site-specific FPCON measures for added deterrence

effect (see DoD STANDARD 22).

E3.15. DoD STANDARD 15: AT Measures for Off-Installation Facilities, Housing, and
Activities. The Heads of the DoD Components shall:

E3.15.1. Develop in their overall AT programs specific AT measures for off-installation
facilities, housing, transportation services, daycare centers, and other activities used by or
involving a mass-gathering of DoD personnel and their dependent family members. These risk
mitigation measures shall include, but are not limited to: emergency notification and recall
procedures; guidance for selection of off-installation housing, temporary billeting, and other
facility use (including compliance with Unified Facilities Criteria 04-010-01 (Reference (t)) for
leased, newly constructed, and expeditionary buildings); physical security measures; CBRNE
defensive measures; and shelter-in-place, relocation, and evacuation procedures.

E3.15.2. Develop Mutual Aid Agreements or other similarly structured protocols with the
appropriate local, State, Federal, and host-nation authorities to coordinate security measures and
assistance requirements to ensure the protection of DoD personnel and their family members at
off-installation facilities and activities.
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E3.16. DoD STANDARD 16: AT Measures for High-Risk Personnel (HRP). The Heads of the
DoD Components shall:

E3.16.1. Develop AT measures pursuant to the principles outlined in Reference (h) for
personnel designated as HRP, for those personnel occupying HRB, and for other personnel
designated as distinguished visitors.

E3.16.2. Annually, identify to the responsible Military Department those personnel
designated as HRP, and those personnel assigned to HRB.

E3.16.3. Identify to the responsible Military Department those personnel, including
designated HRP family members, requiring formal HRP training before assignment. This will
enable the Military Departments to schedule the required training.

E3.16.4. Ensure HRP and family members, as appropriate, complete appropriate high-risk
training (personal protection, evasive driving, AT awareness, and hostage survival); are properly
cleared for assignment to HRBs, facilities, or countries requiring such protection; and have been
thoroughly indoctrinated on the duties and responsibilities of protective service personnel.

E3.16.5. Ensure that HRP designees and their family members are familiar with treaty,
statutory, policy, regulatory, and local constraints on the application of supplemental security
measures for certain high-ranking DoD officials who are provided additional protection due to
their position.

E3.16.6. Complete PSVA for each person designated as HRP. PSVA will be initiated within
90 days of an individual’s assignment to an HRB or designation of an individual as HRP. PSVA
will be revalidated annually and updated if the Terrorism Threat Level changes but no less than
every 3 years.

E3.16.7. Review HRP security measures within 60 days of changes to the Terrorism Threat
Level for the affected country and HRP.

E3.16.8. Comply with the provisions of the DoD Non-Tactical Armored Vehicle Policy
(DoD C-4500.51, Reference (u)) for the acquisition and use of non-tactical armored vehicles.

E3.17. DoD STANDARD 17: AT Construction and Building Considerations. The Heads of the
DoD Components shall:

E3.17.1. Fully comply with the standards prescribed in Reference (f) and the Unified
Facilities Criteria (References (t), (v), and (w)) regarding the adoption of and adherence to
common criteria and minimum construction standards to mitigate vulnerabilities.

E3.17.2. Develop a prioritized list of AT measures for use by site selection teams. These

criteria shall be used to determine if facilities either currently occupied or under consideration for
occupancy by DoD personnel provide adequate protection of occupants against the effects of a
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terrorist attack. Circumstances may require the movement of DoD personnel or assets to
facilities the U.S. Government had not previously used or surveyed. AT standards shall be a key
consideration in evaluating the suitability of these facilities for such use.

E3.18. DoD STANDARD 18: AT Measures for Logistics and Other Contracting. The Heads of
the DoD Components shall:

E3.18.1. Incorporate AT measures into the logistics and contracting processes (requirements
development, vendor selection, award, execution, and evaluation) when the provisions of the
contract or services provided affect the security of DoD elements, personnel, or mission-essential
cargo, equipment, assets, or services. Consider AT performance as an evaluation factor for
award (past performance and proposed performance under the instant contract), and as a
performance metric under the resultant contract.

E3.18.2. Implement a verification process, whether through background checks or other
similar processes, that enables the U.S. Government to attest to the trustworthiness of DoD
contractors and sub-contractors (U.S. citizens, host-nation, and third country personnel) to the
greatest extent possible, including those personnel having direct or indirect involvement in the
delivery or provision of services. Priority will go to service provisioning related to mail,
supplies, food, water, or other materiel and equipment intended for use by DoD personnel. This
vetting of trustworthiness shall include husbanding agents and crews on contracted ships, planes,
trains, and overland vehicles.

E3.18.3. Develop and implement site-specific risk mitigation measures to maintain positive
control of DoD contractor and sub-contractor access to and within installations, sensitive
facilities, and classified areas.

E3.18.4. Develop and implement site-specific risk mitigation measures to screen contractor
or sub-contractor transportation conveyances for CBRNE hazards before entry into or adjacent to
areas with DoD personnel and mission-essential assets.

E3.18.5. Ensure that contracts comply with the AT provisions of the Defense Federal
Acquisition Regulation Supplement (Reference (x)).

E3.18.6. Ensure that contracts incorporate AT Level | training requirements
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E3.19. DoD STANDARD 19: AT Measures for Critical Asset Security. The Heads of the DoD
Components shall:

E3.19.1. Develop and implement risk mitigation measures to reduce the vulnerabilities of
DoD critical assets to terrorist attack, with emphasis on risk management, and integrate these
measures into overall AT program efforts. Critical assets are those assets meeting the
requirements defined in DoD STANDARD 5 and distributive information and computer-based
systems and networks.

E3.19.2. Include coordination with the appropriate local, State, Federal, or host-nation
authorities responsible for the security of non-DoD assets deemed essential to the functioning of
DoD critical assets and overall capability of the Department of Defense to execute the National
Military Strategy.

E3.20. DoD STANDARD 20: Terrorism Incident Response Measures

E3.20.1. The Heads of the DoD Components shall develop terrorism incident response
measures consistent with the principles outlined in Reference (h) and include these measures in
the overall AT plan. These measures shall include procedures for determining the nature and
scope of incident response (including incidents with a CBRNE component); procedures for
coordinating security, fire, medical, hazardous materiel, and other emergency responder
capabilities; and steps to recover from the incident while continuing essential operations.

E3.20.2. The Geographic Combatant Commanders shall prepare terrorist incident response
measures for their AOR. It is critical that Geographic Combatant Commanders deploy in a
timely manner a Terrorist Incident Response team capable of providing advice to local, State,
Federal, or host-nation authorities; supporting emergency lifesaving and rescue functions;
providing protection of DoD personnel and property; reducing further effects and damage; and
when appropriate, conducting or supporting criminal investigations. This preparation shall
include FPD involvement in contingency planning for in-transit units.

E3.21. DoD STANDARD 21: Terrorism Consequence Management Measures. The Heads of
the DoD Components shall:

E3.21.1. Include terrorism consequence management, CBRNE and public health emergency
preparedness, and emergency response measures as an adjunct to the overall AT Plan. These
measures shall focus on mitigating vulnerabilities of personnel, families, facilities, and materiel
to terrorist use of WMD and CBRNE weapons, as well as overall disaster planning and
preparedness to respond to a terrorist attack. These measures shall include integration with DoD
Emergency Responder guidelines (Reference (d); mass notification system standards (Reference
(w)); establishment of medical surveillance systems (DoD Directive 6490.2 (Reference (y)); and
deployment of CBRNE sensors and detectors; providing collective protection; and providing
individual protective equipment in the following priority:
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E3.21.1.1. Emergency Responders and First Responders. Personnel who work closest to
known or suspected CBRNE hazards (e.g., emergency responders) should be given the best
protection (e.g., “Level A”). Responders should use maximum possible protection until
determined otherwise by competent authority.

E3.21.1.2. Critical Personnel. Personnel deemed essential to the performance of critical
military missions (whether military, civilian, contractor, host-nation personnel, or third country
nationals) should be provided an appropriate level of protection to support continuity of those
critical military missions. Since critical missions should be continued without interruption,
collective or individual protection may be necessary to sustain them.

E3.21.1.3. Essential Personnel. Personnel deemed essential to the performance of
essential military operations (whether military, civilian, contractor, host-nation personnel, or
third country nationals) should be provided an appropriate level of protection to support near
continuity for those essential military operations. Since essential operations may be interrupted
for relatively short periods (e.g., hours to days), escape protection may be necessary to sustain
essential operations (i.e., escape, survive, and restore essential operations).

E3.21.1.4. Other Personnel. For all other persons not in the above categories, the
objective will be to provide the procedures or protection necessary to safely survive an incident.
Evacuation procedures, for example, may fulfill this requirement.

E3.21.1.5. Included as part of the above categories are those who work or live on DoD
installations worldwide, family members authorized overseas, and DoD contractors if designated
in contract agreements and designated as essential to perform critical DoD missions.

E3.21.2. Develop and implement site-specific CBRNE preparedness and emergency
response measures that are synchronized with a corresponding FPCON measure.

E3.21.3. Establish Mutual Aid Agreements or other similarly constructed protocols with the
appropriate local, State, Federal, or host-nation authorities to support AT plan execution and
augment incident response and post-incident consequence management activities.

E3.21.4. Ensure the installation can warn its resident population in affected areas of CBRNE
hazard identification immediately, but no longer than 10 minutes after detection. The warning
must include instructions to remain in place or evacuate.

E3.21.5. Develop and implement site-specific public health emergency response measures
that are synchronized with FPCON levels in accordance with References (r) and (z).
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E3.22. DoD STANDARD 22: FPCON Measures

E3.22.1 The Geographic Combatant Commanders have ultimate AT authority and
responsibility for all DD Elements and Personnel (including family members), except for those
under the security responsibility of a COM, within the Combatant Commander’s AOR
(Reference (b)). The Geographic Combatant Commanders shall be responsible for establishing
the baseline FPCON for the AOR and procedures to ensure that FPFCON measures are uniformly
disseminated and implemented.

E3.22.2. The Heads of the DoD Components shall:

E3.22.2.1. Establish policies and procedures for setting FPCON levels; FPCON
transition; dissemination and implementation of FFCON measures; notification of higher
headquarters and affected DoD Component headquarters; development of site-specific FFCON
measures; and a waiver (exceptions) process for FFCON implementation (approved waivers
shall be in writing, consistent with the guidelines outlined in Reference (h)).

E3.22.2.2. Establish a review mechanism to lower the FPCON level as soon as the threat
environment permits. This is essential because implementation of FPCON measures at elevated
FPCON levels for an extended duration can be counter-productive to effective security and
overall mission accomplishment. In some circumstances, based upon local conditions and the
threat environment, commanders should consider implementing a lower-level FPCON and
supplement with other local security measures and RAM as an effective alternative to executing
the higher-level FPCON measures.

E3.22.2.3. Develop and implement site-specific FPCON measures for stationary and in-
transit forces to supplement the FPCON measures and actions enumerated for each FPCON level
in Enclosure 4 to this Instruction. The development of site-specific FPCON measures must
permit sufficient time and space to determine hostile intent, while fully considering constraints
imposed by the Standing Rules of Engagement (Chairman of the Joint Chiefs of Staff Instruction
3121.01B (Reference (z)) and Rules of Force (DoD Directive 5210.56 (Reference (aa)). Organic
intelligence, ClI, and law enforcement resources, institutional knowledge of the area of AT
responsibility, and comprehensive understanding of organic capabilities, supported by national
and AOR assets, shall be leveraged in directing tailored FPCON measures to be implemented at
specific sites for both stationary and in-transit forces.

E3.22.3. The DoD Component Subordinate Commanders shall:

E3.22.3.1. Determine an appropriate FPCON level for those personnel and assets for
which they have AT responsibility. DoD Component subordinate commanders may raise a
higher-level commander’s FPCON level, but they shall not lower a higher-level commander’s
FPCON level without the higher-level commander’s written concurrence.
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E3.22.3.2. Establish Site-specific AT measures and physical security actions, linked to an
FPCON, which shall be classified “CONFIDENTIAL.” When separated from the AT Plan,
specific AT measures linked to a FPCON and site-specific FPFCON levels may be downgraded to
“FOR OFFICIAL USE ONLY™ if appropriate.

E3.23. DoD STANDARD 23: AT Training and Exercises

E3.23.1. The Heads of the DoD Components shall:

E3.23.1.1. Ensure that AT training and exercises are integrated with overall physical
security and are afforded the same emphasis as combat task training and executed with the intent
to identify shortfalls affecting the protection of personnel and assets against terrorist attack and
subsequent terrorism consequence management efforts.

E3.23.1.2. Ensure that AT training, particularly pre-deployment training, is supported by
measurable standards, including credible deterrence and response standards; deterrence-specific
tactics, techniques, and procedures (TTP); and lessons learned. AT training shall also be
incorporated into unit-level training plans and predeployment exercises. Ensure that joint
operations and exercises incorporate AT training and planning for forces involved.
Predeployment training shall also include terrorist scenarios and hostile intent decision making.

E3.23.1.3. Conduct comprehensive field and staff training, including deploying units
(battalion, ship, squadron, equivalent-sized units, and above) to exercise AT plans at least
annually. Ensure that annual AT exercises encompass all aspects of AT and physical security
plans. Additionally, the current baseline FPCON through FPCON Charlie measures shall be
exercised at installations and separate facilities.

E3.23.2. Commanders shall:

E3.23.2.1. Maintain AT exercise documentation for no less than 2 years to ensure
incorporation of lessons learned.

E3.23.2.2. Encourage subordinates to exercise their AT plans more frequently.

E3.23.2.3. Ensure AT lessons learned are submitted in accordance with the Joint Lessons
Learned Program (Chairman of the Joint Chiefs of Staff Instruction 3150.25A, Reference (ab)).

E3.23.2.4. Implement AT measures through FPCON Delta at parts of the installation.

E3.23.3. The AT Officer shall develop an annual training and exercise program to provide
the necessary individual and collective training to prepare for the annual exercise.
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E3.24. DoD STANDARD 24: Formal AT Training. The DoD’s formal AT Training Program
shall consist of Level I through Level 1V Training, AOR-specific Training, and HRP AT Training
(see DoD STANDARD 16 for HRP training requirements).

E3.24.1. The Heads of the DoD Components shall ensure all assigned personnel complete
appropriate formal training and education. Individual records shall be updated to reflect
completion of the AT training prescribed by this Instruction and DoD Component policy.

E3.24.2. Commanders, at all levels, who receive individuals not properly trained shall
provide the required AT training as soon as possible following the arrival of such individuals.
Concurrently, they shall report the deficiency through their DoD Component chain of command
to the losing DoD Component, which shall institute appropriate corrective action to prevent
recurrence of the discrepancy. Tables E3.T1. through E3.T4 outline the minimum requirements
for Level I through Level 1V training.

E3.25. DoD STANDARD 25: Level | AT Awareness Training. (Table E3.T1. outlines the
minimum requirements for Level | training).

E3.25.1. The Heads of the DoD Components shall:

E3.25.1.1. Ensure that every military service member, DoD employee, and local national
or third country citizen in a direct-hire status by the Department of Defense, regardless of grade
or position, completes Level I AT Awareness Training requirements prescribed by this Instruction
and is knowledgeable on AT TTP.

E3.25.1.2. Provide AT information to DoD contractors as required by Reference (x),
section 252.225-7043. Offer AT Awareness Training to DoD contractor employees under the
terms and conditions as specified in the contract.

E3.25.1.3. Ensure that dependent family members ages 14 years and older (or younger at
the discretion of the DoD sponsor) traveling outside the Continental United States (OCONUS)
on official business (e.g., on an accompanied permanent change of station move) complete Level
I AT Awareness Training as part of their pre-departure requirements.

E3.25.1.4. Provide Level | AT Awareness Training in initial entry basic training or in
general military subject training for all initial entry Military Department and Defense Agency or
Field Activity civilian personnel. DoD personnel accessions must receive this initial training
under the instruction of a qualified Level | AT Awareness Instructor.

E3.25.1.5. Provide post-accession Level | AT Awareness Training annually to all DoD

personnel. Annual post-accession Level | AT Awareness Training may be accomplished by one
of two means:
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E3.25.1.5.1. Under the instruction of a qualified Level I AT Awareness Instructor.

E3.25.1.5.2. Completion of a DoD-sponsored and certified computer or web-based
distance learning instruction for Level | AT Awareness. Personnel assigned or attached to an
embassy on TDY under Chief of Mission authority must receive Level | AT Training from a
qualified instructor (Level Il AT Training qualified). The completion of a DoD-sponsored and
certified computer-based distance learning instruction for Level | AT awareness will not satisfy
Department of State Chief of Mission requirements.

E3.25.1.6. Designate in writing all individuals qualified to administer Level | AT
Awareness Training. Individuals may qualify to administer Level I AT Awareness Training via
two methods:

E3.25.1.6.1. Completion of a formal Military Department-approved Level 11 ATO
Training Course of Instruction, whether a course in residence or through a mobile training team.

E3.25.1.6.2. For DoD Agencies and field activities only, certification may be
achieved by completion of a DoD-sponsored and certified computer or web-based distance
learning instruction course for Level 11 ATO Training. Other DoD components may use DoD-
sponsored and certified computer or web-based distance learning instruction only to augment
their formal Course of Instruction.

E3.25.2. Commanders shall:

E3.25.2.1. Certify and appoint qualified Subject Matter Experts (e.g., military police,
security forces, special agents, CBRNE, intelligence personnel) who have received formal
training in AT TTP and individual security and protection, and are knowledgeable in the current
AT publications and methods for obtaining AOR-specific updates. Commanders must clearly
describe the qualifications of the individual in the appointment letter to justify this method and
explain why the other options are not feasible.

E3.25.2.2. Encourage dependent family members to complete Level | AT Awareness
Training before any travel OCONUS (e.g., leave) or to any locale where the Terrorism Threat
Level is MODERATE or higher.

E3.25.3. Individuals completing this training shall:

E3.25.3.1. Have the requisite knowledge to remain vigilant for possible terrorist actions.

E3.25.3.2. Be capable of employing AT TTP as outlined in Reference (h).
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Table E3.T2. Minimum Level | AT Awareness Training Requirements

Level | AT Awareness
Minimum Training Requirements
1. View a Military Department, Defense Agency, or Field Activity-selected
personal AT awareness video. Those personnel who complete a DoD-sponsored
and certified computer or web-based distance learning Level | training course are
not required to view an awareness video.

2. Level | AT Awareness Instruction shall include at least the following:
e Introduction to Terrorism
e Terrorist Tactics and Operations
¢ Individual Protective Measures

e Personal Protective Measures for CBRNE attacks to Include Sheltering in
Place or Evacuation, Indicators of CBRNE attack, Impromptu Methods of
Decontamination, etc.

e Terrorist Surveillance Techniques
e Improvised Explosive Device (IED) Attacks
¢ Kidnapping and Hostage Survival

e Explanation of Terrorism Threat Levels and FPCON System Levels and
Measures

3. Note: All DoD Personnel should be provided and retain personal copies of
Chairman of the Joint Chiefs of Staff Guide 5260, “Antiterrorism Personal
Protection Guide: A Self-Help Guide to Antiterrorism,” (Reference (ac)) and
Chairman of the Joint Chiefs of Staff Pocket Card 5260 “Antiterrorism Individual
Protective Measures” (Reference (ad)). Local reproduction of both CICS
issuances is authorized.

E3.26. DoD STANDARD 26: Level Il Antiterrorism Officer (ATO) Training. The Heads of the
DoD Components shall:

E3.26.1. Ensure that each installation, separate facility, and stationary or deployed unit,
throughout the chain of command (battalion, squadron, equivalent-sized units, and above) is
assigned at least one Level Il certified ATO who is appointed in writing. A deploying unit having
300 or more personnel assigned or under the operational control of a designated commander will
have a Level Il-certified ATO. Deploying units consisting of less than 300 personnel may
designate a Level-11 ATO due to Military Department, COCOM, or threat assessment constraints.
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E3.26.2. Qualify individuals as an ATO by completion of a formal Military Department-
approved Level 11 ATO Training Course of Instruction, whether a course in residence or through
a mobile training team. Level Il ATO Training shall prepare ATOs to manage AT Programs,
advise the Commander on all AT issues, and qualify individuals to administer Level | AT
Awareness Training. Table E3.T2. outlines Level Il ATO training requirements separated by
installation and deployable unit ATOs.

E3.26.2.1. For DoD Agencies and Field Activities only, certification may be achieved by
completion of a DoD-sponsored and certified computer or web-based distance learning
instruction course for Level Il ATO Training. Other DoD components may use DoD-sponsored
and certified computer or web-based distance learning instruction only to augment their formal
Course of Instruction.

E3.26.2.2. Ensure completion of a formal Military Department-approved Level Il ATO
refresher Training Course of Instruction at least every 3 years.

Table E3.T3. Minimum Level 1l ATO Training Requirements’

Level Il AT Officer (ATO)
Minimum Training Requirements
1. (I/U) Complete a formal Military Department-approved Level 11 ATO Training Course of
Instruction, whether a course in residence or through a mobile training team (CONUS or
OCONUS). For DoD agencies or field activities, a DoD-sponsored and certified computer
or web-based distance learning instruction course for Level 11 ATO Training is acceptable.

2. (I/U) Level 11 ATO Training shall consist of the following minimum topics:

. (I/U) Understanding AT Roles and Responsibilities

- (I) Understand Department of Defense, Military Department, and applicable
Agency/Field Activity Policy

- (/U) Understand Current Standards

- (I/U) Access Reference Sources to include the AT Enterprise Portal (ATEP) on the
SIPRNET at https://www.atep.smil.mil or NIPRNET at https://atep.dtic.mil/portal/site/atep
— (1/U) Understand online Core Vulnerability Assessment Management Programs
(CVAMP)

- (I) Understand necessary coordination with host-nation, Combatant Commands,
Department of State, U.S. Embassies, and other government agencies

(1/U) Understanding Minimum Required AT Program Elements

- (I/U) Risk Management

- (I/U) AT Planning

- (/U) Training and Exercises

— (1/U) Resource Application

" Requirements are identified by Installation ATO (1), Unit ATO (U) or both (I/U). For DoD components separating
installation from unit ATO training, unit level ATO training should emphasize managing AT programs in
contingency operations.
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Level Il AT Officer (ATO)
Minimum Training Requirements

HOe® OO0 OO0 I OO I OCOOOOO | e

Operations

Operations

uide program)

(I/U) Comprehensive Program Reviews
(I/U) How to Organize AT Groups
(I) Command and Staff Relationships on an Installation
(U) Command and Staff Relationships in Contingency and Joint Operations
() ATWG
() TWG
() ATEC
(V) Establishing the ATWG, TWG, and ATEC in a Contingency Environment
(V) Understanding Operations Center Functions
(1/U) Risk Management Considerations
(I/U) Threat Assessments
(1/U) Identify Terrorism
(I) Terrorist Tactics and Operations
(V) Terrorist Tactics and Operations in a Contingency Environment
(1) Domestic and International Terrorist Threat
(1) Intelligence and CI Integration
(I/U) Practical Exercise—Conducting a Threat Assessment
Criticality Assessments
(1) Assessment Methodology for an Installation
(I/U) Practical Exercise—Conducting a Criticality Assessment
(/U) Vulnerability Assessments
(1) Assessment Methodology for an Installation
(U) Assessment Methodology in a Tactical Environment
(1/U) Practical Exercise - Conducting a Vulnerability Assessment
(I/U) Risk Assessments
(1/U) Assessment Methodology
(1/U) Practical Exercise—Conducting a Risk Assessment
(I/U) Create and Execute AT Programs (consider using the Joint Antiterrorism (JAT)

(1/U) Use of Terrorism Threat Levels and FPCON
(1/U) Site Specific Protective Measures
(V) Establishing Access Control Points/Entry Control Points in Contingency

(U) Barrier Planning in Contingency Operations
(U) Establishing Electronic Detection and Security Capability in Contingency

(1/U) Mitigating Vulnerabilities
(1/U) Use of RAM
(1/U) Prepare AT Plans (consider using the JAT Guide)
(I/U) Templates and Planning Tools
(I/U) Minimum Essential AT Plan Elements
(1/U) How to Develop and Write Plans
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Level Il AT Officer (ATO)
Minimum Training Requirements

- (U) How to Integrate AT Plans with Base Defense/Tactical Operations
- (I) CBRNE and WMD Considerations
- (1) Vehicle Bomb Search Planning
- (1/U) Vehicle Inspection Checklist
- (V) Deployment/In-transit Considerations
(I/U) Determine AT Resource Management
— (1/U) Vulnerability Identification and Management, Resource Application, and
Prioritization using CVAMP
- (1/U) CbT RIF

(1/U) Identify Physical Security and Construction Requirements

(1/U) Identify Communications Systems Requirements
(1/U) Conduct AT Training

(U) Conduct and Oversee Level | AT Awareness Training

(I) Develop AT Exercise Plans

(1/U) Obtain AOR-specific Updates for deployments and travel areas
(I) Case Studies — Installation Based
(V) Case Studies — Contingency Operations
(I) Legal Considerations
(1) Interagency and Host-Nation Responsibilities and Jurisdictions
(1) Special law enforcement Considerations
(I/U) Access to DoD AT Lessons Learned Databases
(I) Familiarization with HRB/HRP Requirements
(I) AT Considerations in Contracting

3. (I/U) Review of the following DoD and Joint Staff publications.
o (1) DoD Directive 2000.12
o (1/U) DoD Instruction 2000.16
. (I/U) DoD Instruction 2000.18
. (1/U) DoD 0-2000.12-H
. (I/U) CJCS Guide 5260

. (I/U) Unified Facilities Criteria (UFC) 4-010-01, 4-010-02, and 4-021-01

. (1/U) DoD 4500.54-G

. (1/U) Other applicable Military Department, Defense Agency, or Field Activity
publications

4. (1/U) Component-directed modules on other aspects of AT such as physical security
requirements, critical infrastructure protection, technology updates, and CBRNE installation
preparedness.

E3.27. DoD STANDARD 27: Level Il Pre-Command AT Training. The Heads of the DoD
Components shall ensure that O5 and O6 commanders (or civilian equivalent director position)
complete Level 111 Pre-Command AT Training before assuming command.
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Table E3.T4. Minimum Level 111 AT Training Requirements®

Level I11 Pre-Command AT
Minimum Training Requirements
1. Level 11l Pre-Command AT Training shall be conducted during pre-command or pre-
assignment training/orientation.

2. Level I1l Pre-Command AT Training shall include the following minimum topics:

e Understanding AT Responsibilities and Minimum AT Program Elements
— Understanding Policy
— Staff AT Roles
— Duties and Responsibilities of the ATO
— Risk Management and Risk Assessments
— AT Planning
— AT Training and Exercises
— AT Resource Application
— Comprehensive AT Program Review
e Ensuring Preparation of AT Plans
Baseline FPCON Posture
Mitigating CBRNE/WMD Attack/Risks
— MOUs, MOAs, and MAAs
— JAT Guide Capabilities
e Ensuring Conduct of AT Planning
— AT Plans and Training
— Level I Training
— Level Il Training
e Organizing AT Groups
- ATWG
- TWG
— ATEC
e Understanding the Local Threat Picture
— Potential Sources of Law Enforcement-Derived Force Protection information
— Fusion of Intelligence, Counterintelligence, and law enforcement Information
— Terrorism Threat Levels
e Building a Sustainable AT Program
— CVAMP Capabilities
e Executing Resource Responsibilities
— AT Resourcing Program

& Level Il Pre-Command AT Training provides prospective O5 and O6-level commanders with the requisite
knowledge to direct and supervise AT programs.
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Level 111 Pre-Command AT
Minimum Training Requirements
— Role of CVAMP in Resource Process
— Construction Standards
e Understanding Use of Force and Rules of Engagement
— Terrorist Scenarios and Hostile Intent Decision Making

3. Review of References (b) and (i), this Instruction, and other applicable DoD Joint,
Military Department, Defense Agency, or Field Activity publications.

4. Note: All Level Il recipients should be issued and retain a personal copy of Joint Pub 3-
07.2.

E3.28. DoD STANDARD 28: Level IV AT Executive Seminar. The Heads of the DoD
Components shall ensure that the appropriate military officers in the grades of O6 through O8
and civilian equivalent/senior executive service civilian employees attend the Level IV AT
Executive Seminar. Table E3.T5. outlines the minimum requirements for the training.

E3.28.1. Administered by the Joint Staff (J3, DD AT/HD, J34), this seminar provides DoD
senior military and civilian executive leadership with the requisite knowledge to enable
development of AT Program policies and facilitate oversight of all aspects of AT Programs at the
operational and strategic levels.

E3.28.1. Directors of Defense Agencies and Defense Field Activities should also attend this
training.

Table E3.T5. Minimum Level IV AT Training Requirements

Level IV AT Executive Seminar

Minimum Training Requirements
Executive-level seminar hosted by J-3 Deputy Director for AT/Homeland Defense, J34.
Provides AT updates, briefings, panel discussion topics, and tabletop AT and Terrorist
Consequence Management war games.

E3.29. DoD STANDARD 29: AOR-Specific Training for DoD Personnel and In-transit Forces.
The Geographic Combatant Commanders shall:

E3.29.1. Develop AT Awareness Training and Education programs to orient all DoD
personnel (including family members ages 14 years and older) assigned permanently or
temporarily, transiting through, or performing exercises or training in the AOR with AOR-
specific information on AT protection. This AOR-specific information is in addition to annual
Level | AT Awareness Training and may be provided through multiple means including
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Combatant Command publications, messages, Internet homepages, and the DoD Foreign
Clearance Guide (DoD 4500.54-G (Reference (ae)).

E3.29.2. Ensure that DoD personnel (including family members ages 14 years and older)
departing to another Geographic Combatant Commander’s AOR complete the gaining
Combatant Commander's AOR-specific AT education requirements within three months of a
permanent change of station.

E3.29.3. Provide in-transit forces, units, and individuals with detailed threat information
covering transit routes and sites that will be visited by the deploying unit or individuals. Such
information shall include focused information on potential terrorist threats (e.g., tailored
production and analysis) and guidance on the development of AT protection risk mitigation
measures to aid in the development of tailored AT planning. Similar tailored information shall
also be provided to intra-theater transiting units and individuals.

E3.29.4. Periodically update Reference (ac) regarding the country and AOR-specific AT
training and education requirements for travel within the AOR.

E3.30. DoD STANDARD 30: AT Resource Application

E3.30.1. The Heads of the DoD Components shall:

E3.30.1.1 Assess the risk against the standard and apply mitigation measures. Where the
resulting risk is still deemed too great, elevate the vulnerability using the PPBE process and
implement the DoD-approved methodology for documenting and prioritizing AT resource
requests.

E3.30.1.2. When faced with emergency or emergent AT risks that could not reasonably
have been anticipated or programmed, submit to the Chairman of the Joint Chiefs of Staff
through the appropriate Combatant Commander CbT-RIF requests pursuant to the requirements
specified in CJCSI 5261.01D (Reference (af)).

E3.30.1.3. Submit validated prioritized AT resource requests with compelling
justification, including those submitted or considered for CbT-RIF, to the Chairman of the Joint
Chiefs of Staff on an annual basis pursuant to current DoD Program Objective Memorandum
guidance and timelines using the CVAMP.

E3.30.2. The Combatant Commanders shall forward CbT-RIF requests to the Department of
Defense via the Chairman of the Joint Chiefs of Staff using CVAMP.
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E3.31. DoD STANDARD 31: Comprehensive AT Program Review. The Heads of the DoD
Components shall:

E3.31.1. Conduct comprehensive AT Program Reviews to evaluate the effectiveness and
adequacy of AT Program implementation. The evaluation shall include an assessment of the
degree to which DoD Component AT Programs comply with the standards prescribed in this
Instruction. AT Program Reviews shall evaluate all mandatory AT program elements (see DoD
STANDARD 1) and assess the viability of AT Plans (see DoD STANDARD 7) in view of local
operational environment constraints and conditions.

E3.31.2. Ensure that comprehensive AT Program Reviews are conducted at least annually by
all commanders required to establish AT programs.

E3.31.3. Ensure that a comprehensive AT Program Review is conducted in conjunction with
predeployment vulnerability assessments (see DoD STANDARD 6).

E3.31.3.1. The purpose of a Predeployment AT Program Review is to ensure that
deploying units have viable AT programs and executable AT Plans for transit to, from, and during
operations or training exercises in the deployed AOR.

E3.31.3.2. The deploying DoD Component’s elements shall comply with the geographic
Combatant Commander’s AT guidance.

E3.31.4. Ensure that a comprehensive AT Program Review is conducted whenever there are
significant changes in threat, vulnerabilities, or asset criticality.

E3.31.5. Ensure subordinate commands undergo an external AT Program Review at least
once every three years. The ultimate outcome of triennial AT Program Reviews is the
identification of AT program deficiencies and vulnerabilities that may be exploited by terrorists.
The AT Program Review teams should provide realistic solutions aimed at improving AT
program implementation and risk mitigation strategies.

E3.31.5.1. Triennial AT Program Reviews may be conducted as an HHA or JSIVA. The
DoD Components may use an HHA or JSIVA in lieu of an annual AT Program Review.

E3.31.5.2. In addition to providing an assessment of compliance with the standards
prescribed in this Instruction, an HHA or JSIVA shall assess and evaluate the viability of a
headquarters’ AT policies, subordinate AT program implementation, the methodology for
addressing resource shortfalls, inter-organization coordination, and synchronization of the AT
program elements.

E3.31.6. Ensure that Combatant Commands, Services, and Defense Agencies undergo a

Chairman of the Joint Chiefs of Staff -led Headquarters AT Program Review at least once every
three years. These triennial reviews shall assess a commander’s ability to administer AT
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Program responsibilities including support to subordinate commands and assess and evaluate the
viability of AT policies, subordinate AT program implementation, the methodology for
addressing resource shortfalls, inter- and intra-organization coordination, and synchronization of
the AT program elements.

E3.31.7. Ensure tenant commands and units are included in all comprehensive AT Program
Reviews.

E3.32. DoD STANDARD 32: AT Program Review Teams. The Heads of the DoD Components
shall:

E3.32.1. Develop AT Program Review Assessment Team guidelines for the conduct of AT
Program Reviews. These guidelines shall be modeled upon the Defense Threat Reduction
Agency Antiterrorism Vulnerability Assessment Team Guidelines (Reference (ag)) and include,
at a minimum, compliance with the standards prescribed in this Instruction, accepted TTP, and
best AT practices.

E3.32.2. Resource a sufficient number of AT Program Review Teams to execute the program
review assessment requirements of the DoD Component concerned, and ensure AT Program
Review teams comprise individuals with sufficient functional expertise (modeled upon the
criteria established in Reference (ag)) to assess satisfactorily and evaluate the effectiveness and
adequacy of AT Program implementation at the level (headquarters, unit, command, installation,
activity, etc.) for which the AT Program Review is being conducted.
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E4. ENCLOSURE 4

DoD FPCON

E4.1. INTRODUCTION

The DoD FPCON progressively increases protective measures implemented by the DoD
Components in anticipation of or in response to the threat of terrorist attack. The FPCON is the
principal means through which commanders apply an operational decision on how to best guard
against the terrorist threat. These FPCON measures assist commanders in reducing the risks of
terrorist attacks and other security threats to DoD personnel, units, and activities.

E4.2. FPCON

The DoD FPCON consists of five progressive levels of increasing AT protective measures. The
implementing measures for each level are detailed in sections E4.4. and E4.5. The circumstances
that apply and the purposes of each protective posture are as follows:

E4.2.1. FPCON NORMAL: Applies when a general global threat of possible terrorist
activity exists and warrants a routine security posture. At a minimum, access control will be
conducted at all DoD installations and facilities.

E4.2.2. FPCON ALPHA: Applies when there is an increased general threat of possible
terrorist activity against personnel or facilities, and the nature and extent of the threat are
unpredictable. ALPHA measures must be capable of being maintained indefinitely.

E4.2.3. FPCON BRAVO: Applies when an increased or more predictable threat of terrorist
activity exists. Sustaining BRAVO measures for a prolonged period may affect operational
capability and military-civil relationships with local authorities.

E4.2.4. FPCON CHARLIE: Applies when an incident occurs or intelligence is received
indicating some form of terrorist action or targeting against personnel or facilities is likely.
Prolonged implementation of CHARLIE measures may create hardship and affect the activities
of the unit and its personnel.

E4.2.5. FPCON DELTA: Applies in the immediate area where a terrorist attack has occurred
or when intelligence has been received that terrorist action against a specific location or person is
imminent. This FPCON is usually declared as a localized condition. FPCON DELTA measures
are not intended to be sustained for an extended duration.
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E4.3. FPCON PROCEDURES

E4.3.1. Site-specific AT measures, linked to an FPCON and physical security actions, shall
be classified “CONFIDENTIAL.” When separated from the AT or Physical Security Plan,
specific AT measures linked to an FPCON and site-specific FPCON levels may be downgraded
to “FOR OFFICIAL USE ONLY” if appropriate.

E4.3.2. Upon declaration of an FPCON level, all listed security measures for that FPCON
level are to be implemented immediately unless waived in writing by competent authority (see
Reference (d) for guidelines). In non-DoD controlled facilities housing DoD occupants, DoD
organization shall implement applicable FPCON security measures in space directly controlled
by DoD to the extent possible. The supplementing RAM and command-unique or site-specific
measures should also be implemented to complicate a terrorist group’s operational planning and
targeting.

E4.3.3. Airfield-specific measures are for installations and facilities with a permanently
functioning airfield. Installations and facilities with an emergency helicopter pad should review
and implement any applicable airfield-specific measures when they anticipate air operations.

E4.3.4. Because of specific security requirements, shipboard measures are listed separately,
beginning at section E4.5. The measures applying solely to U.S. Navy combatant ships are
further identified throughout this section. The shipboard measures are tailored to assist
commanding officers and ship masters in reducing the effect of terrorist and other security
threats to DoD combatant and non-combatant vessels, including U.S. Army and Military Sealift
Command ships worldwide.

E4.4. BASELINE FPCON LEVELS AND MEASURES

E4.4.1. FPCON NORMAL Measures

E4.4.1.1. Measure NORMAL 1: Secure and randomly inspect buildings, rooms, and
storage areas not in regular use.

E4.4.1.2. Measure NORMAL 2: Conduct random security spot checks of vehicles and
persons entering facilities under the jurisdiction of the United States.

E4.4.1.3. Measure NORMAL 3: Limit access points for vehicles and personnel
commensurate with a reasonable flow of traffic.

E4.4.1.4. Measure NORMAL 4: Identify defense critical assets (per E2.1.8.) and high-
occupancy buildings (per E3.1.6.3.1.).
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E4.4.2. FPCON ALPHA Measures

E4.4.2.1. Measure ALPHA 1: Continue, or introduce, all measures of the previous
FPCON level.

E4.4.2.2. Measure ALPHA 2: At regular intervals, inform personnel and family
members of the general situation. Ensure personnel arriving for duty are briefed on the threat.
Also, remind them to be alert for and to report suspicious activities, such as the presence of
unfamiliar personnel and vehicles, suspicious parcels, and possible surveillance attempts.

E4.4.2.3. Measure ALPHA 3: The duty officer or personnel with access to building
plans as well as the plans for area evacuations must be available at all times. Plans should be in
place to execute access control procedures. Key personnel required to implement security plans
should be on-call and readily available.

E4.4.2.4. Measure ALPHA 4: Increase security spot checks of vehicles and persons
entering installations or facilities under the jurisdiction of the United States.

E4.4.2.5. Measure ALPHA 5: Initiate food and water risk management procedures, brief
personnel on food and water security procedures, and report any unusual activities.

E4.4.2.6. Measure ALPHA 6: Test mass notification system.

E4.4.2.7. Measure ALPHA 7: Review all plans, identify resource requirements, and be
prepared to implement measures of the next higher FPCON level.

E4.4.2.8. Measure ALPHA 8: Review and, if necessary, implement security measures
for high-risk personnel.

E4.4.2.9. Measure ALPHA 9: As appropriate, consult local authorities on the threat and
mutual AT measures.

E4.4.2.10. Measure ALPHA 10: Review intelligence, Cl, and operations dissemination
procedures.

E4.4.2.11. Measure ALPHA 11: Review barrier plans.

E4.4.2.12. Measure ALPHA 12: Review all higher FPCON measures.

E4.4.3. FPCON BRAVO Measures

E4.4.3.1. Measure BRAVO 1: Fully implement all measures of lower FPCON levels.

E4.4.3.2. Measure BRAVO 2: Enforce control of entry onto facilities containing U.S.
infrastructure critical to mission accomplishment, lucrative targets, or high-profile locations; and
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randomly search vehicles entering these areas. Particular scrutiny should be given to vehicles
that are capable of concealing a large IED (e.g., cargo vans, delivery vehicles) sufficient to cause
catastrophic damage to property or loss of life.

E4.4.3.3. Measure BRAVO 3: Keep cars and objects (e.g., crates, trash containers) away
from buildings to reduce vulnerability to bomb attacks. Apply this criterion to all critical and
high-occupancy buildings. Consider applying to all inhabited structures to the greatest extent
possible. Standoff distance should be determined by the following factors: asset criticality; the
protection level provided by structure; IED/Vehicle Borne IED threat; References (s) and (u), and
available security measures. Consider centralized parking and implementation of barrier plans.

E4.4.3.4. Measure BRAVO 4: Secure and periodically inspect all buildings, rooms, and
storage areas not in regular use.

E4.4.3.5. Measure BRAVO 5: At the beginning and end of each workday, as well as at
random intervals, inspect the interior and exterior of buildings in regular use for suspicious
packages.

E4.4.3.6. Measure BRAVO 6: Implement mail-screening procedures to identify
suspicious letters and parcels.

E4.4.3.7. Measure BRAVO 7: Randomly inspect commercial deliveries. Advise family
members to check home deliveries.

E4.4.3.8. Measure BRAVO 8: Randomly inspect food and water for evidence of
tampering or contamination before use by DoD personnel. Inspections should include delivery
vehicles, storage areas, and storage containers.

E4.4.3.9. Measure BRAVO 9: Increase security measures and guard presence or initiate
increased patrols and surveillance of DoD housing areas, schools, messes, on-base clubs, military
treatment facilities, and similar high-occupancy targets to improve deterrence and defense, and to
build confidence among staff and family members.

E4.4.3.10. Measure BRAVO 10: Implement plans to enhance off-installation security for
DoD facilities. In areas with Threat Levels of Moderate, Significant, or High, coverage includes
facilities (e.g., DoD schools and daycare centers) and transportation services and routes (e.g., bus
routes) used by DoD employees and family members.

E4.4.3.11. Measure BRAVO 11: Inform local security committees of actions being
taken.

E4.4.3.12. Measure BRAVO 12: Verify identity of visitors to the installation and
randomly inspect their suitcases, parcels, and other containers.

E4.4.3.13. Measure BRAVO 13: Conduct random patrols to check vehicles, people, and
buildings.
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E4.4.3.14. Measure BRAVO 14: As necessary, implement additional security measures
for HRP.

E4.4.3.15. Measure BRAVO 15: Place personnel required for implementing AT plans on
call; commanders should exercise discretion in approving absences.

E4.4.3.16. Measure BRAVO 16: Identify and brief personnel who may augment guard
forces. Review specific rules of engagement including the use of deadly force.

E4.4.3.17. Measure BRAVO 17: As deemed appropriate, verify identity of personnel
entering buildings.

E4.4.3.18. Measure BRAVO 18: Review status and adjust as appropriate operations
security, communications security, and information security procedures.

E4.4.3.19. Measure BRAVO 19: (Airfield-specific) As appropriate, erect barriers and
establish manned checkpoints at entrances to airfields. Ensure the identity of all individuals
entering the airfield (flight line and support facilities) with no exceptions. Randomly inspect
vehicles, briefcases, and packages entering the airfield.

E4.4.3.20. Measure BRAVO 20: (Airfield-specific) Coordinate plans to safeguard
aircraft departure and approach flight paths with local authorities. Be prepared to activate
contingency plans and issue detailed air traffic control procedures. As appropriate, take actions
to mitigate the threat of surface-to-air missiles or standoff weapons that can be delivered from
beyond the airfield perimeter.

E4.4.3.21. Measure BRAVO 21: Review all higher FPCON measures.

E4.4.4. FPCON CHARLIE Measures

E4.4.4.1. Measure CHARLIE 1: Fully implement all measures of lower FPCON levels.

E4.4.4.2. Measure CHARLIE 2: Recall additional required personnel. Ensure armed
augmentation security personnel are aware of current rules of engagement and any applicable
Status of Forces Agreements (SOFA). Review types of weapons and ammunition issued to
augmentation security personnel; heightened threats may require employment of different
weapon capabilities.

E4.4.4.3. Measure CHARLIE 3: Be prepared to react to requests for assistance from
both local authorities and other installations in the region.

E4.4.4.4. Measure CHARLIE 4: Limit access points in order to enforce entry control.
Randomly search vehicles.
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E4.4.4.5. Measure CHARLIE 5: Ensure or verify the identity of all individuals entering
food and water storage and distribution centers, use sign-in and sign-out logs at access control
and entry points, and limit or inspect all personal items.

E4.4.4.6. Measure CHARLIE 6: Initiate contingency monitoring for chemical,
biological, and radiological contamination as required. Suspend contractors and off-facility users
from tapping into the facility water system. An alternate locally developed measure should be
implemented when contractors are responsible for DoD water supplies or when water is provided
by local (non-DoD) sources or agencies.

E4.4.4.7. Measure CHARLIE 7: Increase standoff from sensitive buildings based on the
threat. Implement barrier plan to hinder vehicle-borne attack.

E4.4.4.8. Measure CHARLIE 8: Increase patrolling of the installation/facility/unit
including waterside perimeters, if appropriate. Be prepared to assist local authorities in
searching for threatening actions and persons outside the perimeter. For airfields, patrol or
provide observation of approach and departure flight corridors as appropriate to the threat.
Coordinate with Transportation Security Administration, Marine Patrol, U.S. Coast Guard, and
local law enforcement as required to cover off-facility approach and departure flight corridors.

E4.4.4.9. Measure CHARLIE 9: Protect all designated infrastructure critical to mission
accomplishment. Give special attention to and coordinate with local authorities regarding
infrastructure outside the military establishment.

E4.4.4.10. Measure CHARLIE 10: To reduce vulnerability to attack, consult local
authorities about closing public (and military) roads and facilities and coordinate any other
precautionary measures taken outside the installation perimeter.

E4.4.4.11. Measure CHARLIE 11: Randomly inspect suitcases, briefcases, packages
being brought onto the installation through access control points and consider randomly
searching them upon leaving the installation.

E4.4.4.12. Measure CHARLIE 12: Review personnel policy procedures to determine
appropriate courses of action for dependent family members.

E4.4.4.13. Measure CHARLIE 13: Review access procedures for all non-U.S. personnel
and adjust as appropriate. For airfields, consider terminating visitor access to the flight line and
support facilities.

E4.4.4.14. Measure CHARLIE 14: Consider escorting children to and from DoD
schools (among options to consider are escorting school buses, recommending parents escort
children to/from school, etc.).

E4.4.4.15. Measure CHARLIE 15: (Airfield-specific) Reduce flying to only essential
operational flights. Implement appropriate flying countermeasures as directed by the Flight
Wing Commander (military aircraft) or Transportation Security Administration (civilian aircraft).
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Consider relief landing ground actions to take for aircraft diversions into and out of an attacked
airfield. Consider augmenting fire-fighting details.

E4.4.4.16. Measure CHARLIE 16: Review all FFCON DELTA measures.

E4.4.5. FPCON DELTA Measures

E4.4.5.1. Measure DELTA 1: Fully implement all measures of lower FPCON levels.

E4.4.5.2. Measure DELTA 2: Augment guards as necessary.

E4.4.5.3. Measure DELTA 3: Identify all vehicles within operational or mission support

areas.

E4.4.5.4. Measure DELTA 4: Search all vehicles and their contents before allowing
entrance to the installation. Selected pre-screened and constantly secured vehicles used to
transport escorted very important personnel may be exempted.

E4.4.5.5. Measure DELTA 5: Control facility access and implement positive
identification of all personnel with no exceptions.

E4.4.5.6. Measure DELTA 6: Search all personally carried items (e.g., suitcases,
briefcases, packages, backpacks) brought into the installation or facility.

E4.45.7. Measure DELTA 7: Close DoD schools.

E4.4.5.8. Measure DELTA 8: Make frequent checks of the exterior of buildings and of
parking areas.

E4.45.9. Measure DELTA 9: Restrict all non-essential movement.

E4.4.5.10. Measure DELTA 10: (Airfield specific) Cease all flying except for
specifically authorized operational sorties. Be prepared to deploy light aircraft and/or helicopters
for surveillance tasks or to move internal security forces. Implement, if necessary, appropriate
flying countermeasures.

E4.4.5.11. Measure DELTA 11: (Airfield specific) As appropriate, airfields should
prepare to accept aircraft diverted from other stations.

E4.4.5.12. Measure DELTA 12: If permitted, close public and military roads and
facilities. If applicable, close military roads allowing access to the airfield.

E4.4.5.13. Measure DELTA 13: Begin continuous monitoring for chemical, biological,
and radiological contamination.
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E4.5. SHIPBOARD FPCON LEVELS AND MEASURES

E4.5.1. FPCON NORMAL Measures

E4.5.1.1. Measure NORMAL 1: Brief crew on the port-specific threat, the AT and
security plans, and security precautions to be taken while ashore. Ensure all hands are
knowledgeable of FPCON requirements and that they understand their role in implementation
of these measures.

E4.5.1.2. Measure NORMAL 2: Remind all personnel to be suspicious and inquisitive
of strangers, be alert for abandoned parcels or suitcases and for unattended vehicles in the
vicinity. Report unusual activities to the Officer of the Deck, Master or Mate on watch, as
applicable.

E4.5.1.3. Measure NORMAL 3: Secure and periodically inspect spaces not in use.

E4.5.1.4. Measure NORMAL 4: Review security plans and keep them available.

E4.5.1.5. Measure NORMAL 5: Review pier and shipboard access control procedures
including land and water barriers.

E4.5.1.6. Measure NORMAL 6: Ensure sentries, Mate on Watch, roving patrols, the
quarterdeck watch, and gangway watch have the ability to communicate with one another.

E4.5.1.7. Measure NORMAL 7: Coordinate pier and fleet landing security requirements
with collocated forces, and/or husbanding agent. Identify anticipated needs for mutual support
and define methods of implementation and communication.

E4.5.2. FPCON ALPHA Measures

E4.5.2.1. Measure ALPHA 1: Muster, arm, and brief security personnel on the threat and
rules of engagement. Keep key personnel who may be needed to implement security measures
on call.

E4.5.2.2. Measure ALPHA 2: U.S. Navy combatant ships when in a non-U.S. Navy
controlled port, deploy barriers to keep vehicles away from the ship if possible (100 feet in U.S.
ports and 400 feet outside the United States as the minimum standoff distances). DoD non-
combatant ships in a non-U.S. Government controlled port, request husbanding agents to arrange
and deploy barriers to keep vehicles away from the ship (100 feet in U.S. ports and 400 feet
outside the United States as the minimum standoff distances).

E4.5.2.3. Measure ALPHA 3: (U.S. Navy combatant ship-specific) Randomly inspect
vehicles entering pier.

E4.5.2.4. Measure ALPHA 4: Randomly inspect hand-carried items and packages before
they are brought aboard.
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E4.5.2.5. Measure ALPHA 5: Regulate shipboard lighting as appropriate to the threat
environment.

E4.5.2.6. Measure ALPHA 6: When in a non-U.S. Government controlled port, rig
hawse pipe covers and rat guards on lines, cables, and hoses. Consider using an anchor collar.

E4.5.2.7. Measure ALPHA 7: When in a non-U.S. Government controlled port, raise
accommaodation ladders and stern gates when not in use.

E4.5.2.8. Measure ALPHA 8: Increase frequency of security drills.

E4.5.2.9. Measure ALPHA 9: Establish internal and external communications, including
connectivity checks with the local operational commander, agencies, and authorities that are
expected to provide support, if required.

E4.5.2.10. Measure ALPHA 10: Establish procedures for screening food, mail, water,
and other supplies and equipment entering the ship.

E4.5.3. FPCON BRAVO Measures

E4.5.3.1. Measure BRAVO 1: Continue or introduce all measures of lower FPCON
level.

E4.5.3.2. Measure BRAVO 2: Set Material Condition YOKE (secure all watertight door
and hatches), main deck and below.

E4.5.3.3. Measure BRAVO 3: Consistent with local rules, regulations, and/or any
applicable SOFA, U.S. Navy combatant ships post armed pier sentries as necessary and non-
combatant ships post pier sentries (armed at the Master’s discretion) as necessary.

E4.5.3.4. Measure BRAVO 4: Restrict vehicle access to the pier. Discontinue parking
on the pier. Consistent with local rules, regulations, and/or any applicable SOFA, establish
unloading zones and move all containers as far away from the ship as possible (100 feet in the
United States, 400 feet outside the United States as the minimum stand-off distance).

E4.5.3.5. Measure BRAVO 5: Consistent with the local rules, regulations, and/or any
applicable SOFA, U.S. Navy combatant ships post additional armed watches as necessary and
non-combatant ships post additional watches (armed at the Master’s discretion) as necessary.
Local threat, environment, and fields of fire should be considered when selecting weapons.

E4.5.3.6. Measure BRAVO 6: Post signs in local language to establish visiting and
loitering restrictions.

E4.5.3.7. Measure BRAVO 7: When in a non-U.S. Government controlled port, identify
and randomly inspect authorized watercraft, such as workboats, ferries, and commercially rented
liberty launches, daily.
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E4.5.3.8. Measure BRAVO 8: When in a non-U.S. Government controlled port, direct
liberty boats to make a security tour around the ship upon departing from and arriving at the ship,
with particular focus on the waterline and under pilings when berthed at a pier.

E4.5.3.9. Measure BRAVO 9: Before allowing visitors aboard, inspect all their hand-
carried items and packages. Where available, use baggage scanners and walk-through or hand-
held metal detectors to screen visitors and their packages prior to boarding the ship.

E4.5.3.10. Measure BRAVO 10: Implement measures to keep unauthorized craft away
from the ship. Authorized craft should be carefully controlled. Coordinate with host-nation’s
husbanding agent or local port authority, as necessary, and request their assistance in controlling
unauthorized craft.

E4.5.3.11. Measure BRAVO 11: Raise accommodation ladders, etc., when not in use.
Clear ship of all unnecessary stages, camels, barges, oil donuts, and lines.

E4.5.3.12. Measure BRAVO 12: Review liberty policy in light of the threat and revise it
as necessary to maintain safety and security of ship and crew.

E4.5.3.13. Measure BRAVO 13: U.S. Navy combatant ships conduct division quarters at
foul weather parade. All DoD ships avoid conducting activities that involve gathering a large
number of crewmembers at the weatherdecks. Where possible, relocate such activities inside the
skin of the ship.

E4.5.3.14. Measure BRAVO 14: Ensure an up-to-date list of bilingual personnel for the
area of operations is readily available. Maintain warning tape, in both the local language and
English, in the bridge, pilot house, or quarterdeck, for use on the ship’s announcing system to
warn small craft to remain clear.

E4.5.3.15. Measure BRAVO 15: If they are not already armed, arm the quarterdeck,
gangway or mate on watch.

E4.5.3.16. Measure BRAVO 16: If they are not already armed, consider arming the
sounding and security patrol.

E4.5.3.17. Measure BRAVO 17: Review procedures for expedient issue of firearms and
ammunition to the shipboard security reaction force (SRF) and other members of the crew, as
deemed necessary by the commanding officer/master.

E4.5.3.18. Measure BRAVO 18: Instruct watches to conduct frequent, random searches
of the pier, including pilings and access points.

E4.5.3.19. Measure BRAVO 19: Conduct visual inspections of the ship’s hull and ship’s
boats at intermittent intervals and immediately before it is put to sea using both landside
personnel and waterside patrols.
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E4.5.3.20. Measure BRAVO 20: Hoist ship’s boats aboard when not in use.

E4.5.3.21. Measure BRAVO 21: Terminate all public visits. In U.S. Government
controlled ports, host visits (family, friends, small groups sponsored by the ship) may continue at
the commanding officer’s/master’s discretion.

E4.5.3.22. Measure BRAVO 22: After working hours, reduce entry points to the ship’s
interior by securing infrequently used entrances. Safety requirements must be considered.

E4.5.3.23. Measure BRAVO 23: In non-U.S. Government-controlled ports, use only one
brow/gangway to access the ship (remove any excess brows/gangways). Aircraft carriers and
other large decks may use two as required, when included in an approved AT Plan specific to that
port visit.

E4.5.3.24. Measure BRAVO 24: In non-U.S. Government-controlled ports, maintain the
capability to get underway on short notice or as specified by standard operating procedures.

E4.5.3.25. Measure BRAVO 25: In non-U.S. Government-controlled ports, consider the
layout of fire hoses. Brief designated crew personnel on procedures for repelling boarders, small
boats and ultra-light aircraft.

E4.5.3.26. Measure BRAVO 26: Where applicable, obstruct possible helicopter landing

areas.

E4.5.3.27. Measure BRAVO 27: Where possible, monitor local communications (ship-
to-ship, TV, radio, police scanners).

E4.5.3.28. Measure BRAVO 28: As appropriate, inform local authorities of actions
being taken as FPCON increases.

E4.5.3.29. Measure BRAVO 29: (U.S. Navy combatant ship-specific) If the threat
situation warrants, deploy picket boats to conduct patrols in the immediate vicinity of the ship.
Brief boat crews and arm them with appropriate weapons considering the threat, the local
environment, and fields of fire.

E4.5.4. FPCON CHARLIE Measures

E4.5.4.1. Measure CHARLIE 1: Continue or introduce all measures of lower FPCON

levels.

E4.5.4.2. Measure CHARLIE 2: Consider setting Material Condition Zebra (secure all
access doors and hatches), main deck and below.

E4.5.4.3. Measure CHARLIE 3: Cancel liberty. Execute emergency recall.
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E4.5.4.4. Measure CHARLIE 4: Prepare to get underway on short notice. If conditions
warrant, request permission to sortie/get underway.

E4.5.4.5. Measure CHARLIE 5: Block unnecessary vehicle access to the pier.

E4.5.4.6. Measure CHARLIE 6: Coordinate with host-nation husbanding agent and/or
local port authorities to establish a small boat exclusion zone around ship.

E4.5.4.7. Measure CHARLIE 7: (U.S. Navy combatant ship-specific) Deploy the SRF
to protect command structure and augment posted watches. Station the SSDF to provide 360-
degree coverage of the ship.

E4.5.4.8. Measure CHARLIE 8: Energize radar and/or sonar, rotate screws, and cycle
rudder(s) at frequent and irregular intervals, as needed to assist in deterring, detecting, or
thwarting attacks.

E4.5.4.9. Measure CHARLIE 9: Consider staffing repair locker(s). Be prepared to staff
one repair locker on short notice. Ensure adequate lines of communications are established with
damage control central.

E4.5.4.10. Measure CHARLIE 10: (U.S. Navy combatant ship-specific) If available
and feasible, consider use of airborne assets as an observation/FP platform.

E4.5.4.11. Measure CHARLIE 11: If a threat of swimmer attack exists, activate an anti-
swimmer watch.

E4.5.4.12. Measure CHARLIE 12: In non-U.S. Government-controlled ports and if
unable to get underway, consider requesting armed security augmentation from area Combatant
Commander.

E4.5.5. FPCON DELTA Measures

E4.5.5.1. Measure DELTA 1: Fully implement all measures of lower FPCON levels.

E4.5.5.2. Measure DELTA 2: Permit only necessary personnel topside.

E4.5.5.3. Measure DELTA 3: If possible, cancel port visit and get underway.

E4.5.5.4. Measure DELTA 4: Employ all necessary weapons to defend against attack.
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Instructions

		Instructions:

		Only complete sections that are highlighted in red.



		For Company Information:

		Provide your Company name and address.

		Provide your Company's Cage Code & Duns Number.

		Provide your Company's authorized negotiator and title of the authorized negotiator under POC and POC #2.

		Provide phone number, e-mail and fax number for each authorized negotiator.

		Customer Service Point of Contact: Provide the name of at least one dedicated customer service representative and their back-up.  The representative shall be available to handle emergency service requirements, product quality complaints, shipping discrepancies.

		Provide your Company's Ordering method (Indicate EDI or FAX and provide the EDI or FAX number for orders).

		Provide Point of Contact information for Ordering, Invoicing & Payment.

		Provide the  Local Bottler  Contact information to include Name and Region ,   address, phone #, fax number to receive orders,  with your offer.

		Provide a copy of your company's current Wholesale Price list or other documents containing Commercial Pricing information. (NOT in this Excel spreadsheet BUT as an attachment to your offer).



		For filling in your company's Bag-in-Box offer pricing:

		Offerors must submit pricing on at least one category and must be all items in that category (Tab titled BAG IN BOX - SCHEDULE OF ITEMS).

		Proposed Prices Shall Be FOB Destination Only.

		You MUST provide the following information for 15 months.

		*Full Item Description for each item (BEV BASE, COLA, ________ (Brand) name of the product, 5 GAL BIB)

		*Product Code for each item

		*Unit Price, which is the price per gallon (TWO decimal places only)

		Offerors containing a unit price of more than two decimal places shall be rounded off to two decimal places, as follows:

		$0.01 to $0.104 = $0.10

		$0.105 to $0.109 = $0.11

		$0.111 to $0.114 = $0.11

		$0.115 to $0.119 = $0.12, etc.





		For filling in your company's Flavors-Category Description:

		Provide full item description and product code in the format requested (Tab titled Flavors-Category Description)



								SAMPLE

		CATEGORY # 		CATEGORY DESCRIPTION		LINE ITEM		CUSTOMERS		ESTIMATED QUANTITY		OFFERED UNIT PRICE (PER GALLON)

												UNIT		Tier 1         (15 Months) Pricing

		1		Carbonated Bag-In-Box Beverage Products - Any Carbonated Products such as Cola, Diet Cola, Lemon-Lime Soda, etc.                     		0001		CONUS LAND:  Army, Air Force, Marines, Coast Guard land, Navy land, and other DoD customers 		362,427		GL		$0.00

						0002		CONUS SHIPS:  Coast Guard Cutters and Naval Ships 		97,385		GL		$0.00

				Offeror will type in its available flavors and product codes in the tab titled FLAVORS/CATEGORY DESCRIPTION in the following format: BEV BASE, COLA, ________ (Brand) name of the product, 5 GAL BIB - PRODUCT CODE		0003		Alaska customers		9,127		GL		$0.00

						0004		Hawaii Customers		9,109		GL		$0.00

						0004		Hawaii Customers		9,109		GL		$0.00

						0005		Guam Customers  		9,128		GL		$0.00



		*Please repeat this process for one or both categories listed on the Schedule of Items.

		* Please provide your company pricing for each tier period for all line items.

		* For example: see above in red.



		FAILURE TO CORRECTLY AND COMPLETELY PROVIDE THE INFORMATION ABOVE COULD LEAD TO YOUR COMPANY’S BID BEING CONSIDERED NON-RESPONSIVE AND WILL NOT BE EVALUATED FOR AWARD.  PROVIDING THIS INFORMATION IS NOT OPTIONAL, IT IS REQUIRED



















































Company Information

		ABSTRACT OF OFFERORS



		SOLICITATION#: SPE300-22-R-0037										OPEN DATE:  06/30/2022

												CLOSING DATE: 07/29/2022

		ITEMS: CARBONATED AND NON-CARBONATED BAG-IN-BOX BEVERAGE PRODUCTS



		DLA TROOP SUPPORT

		DIRECTORATE OF SUBSISTENCE - BUILDING 6B

		700 ROBBINS AVENUE

		PHILADELPHIA, PA 19111







		OFFEROR

		Company Name:

		Address:







		Cage Code: 

		DUNS Number:

		POC:  

		Phone:  

		Email: 

		Fax Number:

		POC#2: 

		Phone: 

		Email: 

		Fax Number:



		Offerors shall provide the name of at least one dedicated customer service representative and their back-up.  The representative shall be available to handle emergency service requirements, product quality complaints, shipping discrepancies.

		Customer Service Point of Contact:

		Phone Number:

		Email:

		Fax Number:



		Customer Service Point of Contact #2:

		Phone Number:

		Email:

		Fax Number:



		***OFFERORS ARE REQUIRED TO SUBMIT A LOCAL BOTTLER CONTACT LIST WITH THEIR OFFER***



		Is your company EDI capable? (Please HIGHLIGHT a response in yellow)

				YES		NO

		EDI Code (if applicable):

		If not EDI capable, provide FAX number for orders :





























		Note: All Troop Support customers are currently processing orders and receipts through EBS. Provide the following information for ordering, invoicing and payment purpose:

		Point(s) of Contact for ORDERING:

		Phone Number:

		Email:

		Fax Number:



		Point(s) of Contact for INVOICING & PAYMENT:

		Phone Number:

		Email:

		Fax Number:



		***OFFERORS ARE REQUIRED TO SUBMIT A COPY OF THEIR CURRENT WHOLESALE PRICE LIST OR OTHER DOCUMENTS CONTAINING COMMERCIAL PRICING INFORMATION WITH THEIR OFFER***



		Additional Information Section if needed:





































BAG-IN-BOX SCHEDULE OF ITEMS

		SCHEDULE OF ITEMS 



		CATEGORY # 		CATEGORY DESCRIPTION				LINE ITEM		CUSTOMERS		ESTIMATED QUANTITY				15 Months

														UNIT		OFFERED UNIT PRICE (PER GALLON)		TOTAL PRICE AGGREGATE

		1		Carbonated Bag-In-Box Beverage Products - Any Carbonated Products such as Cola, Diet Cola, Lemon-Lime Soda, etc.       		Carbonated Bag-In-Box Beverage Products: Any Carbonated Products such as Cola, Diet Cola, Lemon-Lime Soda, etc.                                                                                                                                                                                                                                                                                                           Offeror will type in its available flavors and product codes in the tab titled FLAVORS/CATEGORY DESCRIPTION		0001		CONUS LAND:  Army, Air Force, Marines, Coast Guard land, Navy land, and other DoD customers		149,912		GL		$0.00		$0.00

								0002		CONUS SHIPS:  Coast Guard Cutters and Naval Ships		96,007		GL		$0.00		$0.00

				 Offeror will type in its available flavors and product codes in the tab titled FLAVORS/CATEGORY DESCRIPTION				0003		Alaska customers		5,915		GL		$0.00		$0.00

								0004		Hawaii		4,264		GL		$0.00		$0.00

								0005		Guam		4,632		GL		$0.00		$0.00

								0006		Touch Screen/Touchless Dispenser		1		EA		$0.00		$0.00

												303820.00		GL		0		$0.00

		2		Non-Carbonated Bag-In-Box Beverage Products - Any Non-Carbonated products such as Iced Tea, Sports Drinks, Flavored Waters, Juice Beverages that contain less than 100% Fruit Juice, with the exception of Cranberry Juice Cocktail or Cranberry blend Juice Cocktail which can contain a maximum of 20% Fruit Juice as per 21 CFR Part 101.30.   		Non-Carbonated Bag-In-Box Beverage Products:  Any Non-Carbonated products such as Iced Tea, Sports Drinks, Flavored Waters, Juice Beverages that contain less than 100% Fruit Juice, with the exception of Cranberry Juice Cocktail or Cranberry blend Juice Cocktail which can contain a maximum of 20% Fruit Juice as per 21 CFR Part 101.30.		0007		CONUS:  Army, Air Force, Marines, Coast Guard land, Navy land, and other DoD customers		68,601		GL		$0.00		$0.00

								0008		CONUS SHIPS:  Coast Guard Cutters and Naval Ships		3,712		GL		$0.00		$0.00

								0009		Alaska customers		3,938		GL		$0.00		$0.00

								0010		Hawaii		2,698		GL		$0.00		$0.00

								0011		Guam		1,728		GL		$0.00		$0.00

								0012		Touch Screen/Touchless Dispenser		1		EA		$0.00		$0.00

										customers

														 

														 









































Flavors-Category Description

		SCHEDULE OF ITEMS 



		CATEGORY # 		CATEGORY DESCRIPTION



		1		Carbonated Bag-In-Box Beverage Products - Any Carbonated Products such as Cola, Diet Cola, Lemon-Lime Soda, etc.  Offeror will type in its available flavors and product codes in the following format: BEV BASE, COLA, ________ (Brand) name of the product, 5 GAL BIB - PRODUCT CODE































		2		Non-Carbonated Bag-In-Box Beverage Products - Any Non-Carbonated products such as Iced Tea, Sports Drinks, Flavored Waters, Juice Beverages that contain less than 100% Fruit Juice, with the exception of Cranberry Juice Cocktail or Cranberry blend Juice Cocktail which can contain a maximum of 20% Fruit Juice as per 21 CFR Part 101.30.  Offeror will type in its available flavors and product codes in the following format:  BEV BASE, FLAVOR, ________ (Brand) name of the product, 5 GAL BIB - PRODUCT CODE
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SF1449 - CONTINUATION SHEET
CONTINUATION OF THE BLOCKS ON PAGE 1 (SF 1449)

BLOCK 8. Offer due Date/Local Time (continued)
OFFER DUE DATE/LOCAL TIME: July 29, 2022, 3:00 P.M. LOCAL PHILADELPHIA TIME

Submission via email to the Contracting Officer and Contract Specialist, Felicia.London@dla.mil and
Alyssa.Marley@dla.mil

BLOCK 9, Issued By
DLA Troop Support Subsistence

Address Procuring Agency:

Defense Logistics Agency (DLA) Troop Support
Post Office Box 56667
Philadelphia, PA 19111-6667

Solicitation Number: SPE300-22-R-0037
Solicitation Issue Date: June 30, 2022
Solicitation Closing Date: July 29, 2022, at 3:00 P.M., Eastern Time

ADDITIONAL NOTE: Please note that due to the current environment of mandatory telework, the Bid
Room is not a viable option for proposal submission of large purchase procurements. Offers mut be
submitted via email to the Contract Specialist, Alyssa.Marley@dla.mil and the Contracting Officer,
Felicia.LLondon@dla.mil (Be advised that email firewalls and capacity could come into play since only
10MB can be forwarded via email. If your proposal is larger than 10MB, please split your submission
into smaller emails.)

Note: Submission of proposals through the upload capability in DIBBs is prohibited.

Note: For the subject acquisition, the Government intends to evaluate offers and award contract(s)
without discussions. Therefore, the offeror's initial offer should contain the offeror’s best terms from a
price and technical standpoint. The Government reserves the right to evaluate offers and make award(s)
without discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best
terms from a price and technical standpoint. However, the Government reserves the right to conduct
discussions if later determined by the Contracting Officer to be necessary.

As directed by the Contracting Officer, e-mail may also be used during discussions/negotiations, if
discussions/negotiations are held, and for proposal revision(s), including Final Proposal Revision(s). The
Contract Specialist, Alyssa Marley (Alyssa.Marley@dla.mil) and the Contracting Officer, Felicia R.
London (Felicia.L.ondon@dla.mil) may receive the e-mailed proposal revisions. If and when a request
for proposal revision is issued, the date and time for receipt of proposal revisions, will be designated in
that request. Submission of proposals and any revisions are subject to the terms of FAR 52.215-1.




mailto:Alyssa.Marley@dla.mil

mailto:Felicia.London@dla.mil

mailto:Alyssa.Marley@dla.mil

mailto:Felicia.London@dla.mil
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Block 10, This Acquisition is: NAICS: 312111
BLOCK 17A Contractor/Offeror (Continued):

Offeror’s assigned Data Universal Numbering System (DUNS) Number

do not have a DUNS number, contact the individual identified in Block 7a ofthe

SF1449 or see 52.212-1, Instructions to Offerors-Commercial Items for information on
contacting Dun and Bradstreet.)

Offeror’s assigned Contractor and Government Entity (CAGE) Code:

(If you

PRIMARY COMPANY POC/NEGOTIATOR
PHONE #:

E-MAIL ADDRESS:

FAX NUMBER:

BLOCK 17B (Continued):

REMITTANCE WILL BE MADE TO THE ADDRESS THAT THE CONTRACTOR HAS
LISTED IN THE SYSTEM FOR AWARD MANAGEMENT (SAM).

AUTHORIZED NEGOTIATORS:

The offeror represents that the following persons are authorized to negotiate on its behalf with the
Government in connection with this request for proposal. Please list names, titles, e-mail addresses, and
telephone numbers for each authorized negotiator.

BLOCKS 19-24 (CONTINUED): SEE STATEMENT OF WORK & SCHEDULE OF ITEMS (See

Attached Excel Spreadsheet)
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CAUTION NOTICE

This procurement is being solicited under the Federal Acquisition Regulations FAR part 12 —
Acquisition of Commercial Items, and FAR 13.5 as unrestricted using simplified acquisition
procedures. Solicitation SPE300-22-R-0037 is for full-service Bag-In-Box Beverage products
delivery to Land and Ships Customers in the Continental United States (CONUS) and Alaska,
Hawaii, and Guam. The contract period will be for fifteen (15) months or Seven Million
dollars ($7,000,000.00) whichever comes first.

THIS SOLICITATION IS ISSUED ON AN “UNRESTRICTED” BASIS.

The acquisition will be a negotiated procurement utilizing the Best Value, Low Price award
methodology. Offerors must be determined technically acceptable, by providing proof of
performing same /similar contracting in value and scope (providing service, equipment and
product). Pricing must be determined fair and reasonable. The Government intends to award
multiple contracts based on offers received in each item category (Carbonated and/or Non-
Carbonated). Each contract, regardless of offeror’s choice of Carbonated and/or Non-
Carbonated category or both categories serviced must include all customer locations (Land
and Ships Customers in the Continental United States (CONUS) and Alaska, Hawaii and
Guam. All contracts will be for a 15-month period or $7,000,000.00 total combined,
whichever comes first. Failure to indicate acceptance by annotating offered unit prices (which
will be evaluated on a gallon per gallon basis), as described in the Schedule of Items, may be
deemed as non-acceptance of the terms and conditions, and may result in rejection of the
offeror’s entire proposal. An exception to this would be not providing a unit price for the line
item that includes Touch Screen Dispenser equipment.

All products must be produced and manufactured in the United States in accordance with
DFARS 252.225-7012.

OFFERORS ARE CAUTIONED TO TAKE EXTREME CARE WHEN PREPARING
PROPOSALS IN RESPONSE TO THIS SOLICITATION. ALL TERMS AND CONDITIONS
SHOULD BE REVIEWED CAREFULLY. ITEM DESCRIPTION/SPECIFICATIONS AND
SPECIFIC DELIVERY LOCATIONS ARE LISTED IN THIS SOLICITATION. HOWEVER,
THE GOVERNMENT RESERVES THE RIGHT TO ADD OR DELETE CUSTOMERS OR
ITEMS AS MILITARY NEEDS CHANGE.

**% FIRMS CAN OFFER ON ONE OR MORE BEVERAGE CATEGORIES (CARBONATED
/ NON-CARBONATED), AND MUST BE ABLE TO DELIVER TO ALL CUSTOMERS IN
EACH SPECIFIC CUSTOMER GROUPING (E.G. LAND AND SHIPS CUSTOMERS IN
THE CONTINENTAL UNITED STATES (CONUS) AND ALASKA. CARBONATED
BEVERAGES INCLUDE ANY CARBONATED PRODUCTS SUCH AS
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COLA, DIET COLA, LEMON-LIME SODA, ETC. NON-CARBONATED BEVERAGES
INCLUDE ANY NON-CARBONATED PRODUCTS SUCH AS ICED TEA, SPORTS
DRINKS, FLAVORED WATERS, JUICE BEVERAGES THAT CONTAIN LESS THAN
100% FRUIT JUICE, WITH THE EXCEPTION OF CRANBERRY JUICE COCKTAIL OR
CRANBERRY BLEND JUICE COCKTAILS WHICH CAN CONTAIN A MAXIMUM OF
20% FRUIT JUICE AS PER 21 CFR PART 101.30. JUICES, DEFINED AS CONTAINING
100% JUICE EXCEPT FOR CRANBERRY (I.E., 21% OR HIGHER JUICE
CONCENTRATION), IS NOT COVERED UNDER THIS SOLICITATION NOR WILL IT BE
PROVIDED UNDER ANY CONTRACTS ISSUED UNDER THIS SOLICITATION. ***

The Government intends to award to the responsible offeror(s) that conform to the solicitation
requirements, and that offer fair and reasonable prices as determined by the Contracting Officer.
The Government expects to make multiple awards. After awards, DLA customers will have the
flexibility to choose among the successful contractors for Carbonated and/or Non-Carbonated
item categories or both. In choosing a contractor to supply its Bag-In-Box beverage needs,
customers are expected to consider price, flavor selection, service, and other factors. Customers
may also choose to switch suppliers among the successful offerors during contract performance.
Further details on switching suppliers are available under Statement of Work, section I,
paragraph 7.

In accordance with FAR 4.1103, it is mandatory that in order to do business or continue to do
business with any DoD Agency, vendors/offerors must be actively registered in the System
for Award Management (SAM). For registration information or assistance, visit the SYSTEM
FOR AWARD MANAGEMENT website https://www.sam.gov

See Also “Deliveries and Performance” section under STATEMENT OF WORK.

Taking exception to any of the terms and conditions of the solicitation may deem your
proposal technically unacceptable and may preclude consideration for award. An exception to
this would be providing a unit price to the line item for Touch Screen Dispensers.

The requirements for Clause 52.222-37 (see Addendum to FAR 52.212-5), Employment Reports
on Special Disabled Veterans and Veterans of the Vietnam Era (38 U.S.C. 4212) mandate annual
reporting of certain statistics on a form titled "Federal Contractor Veterans' Employment Report
VETS-100."

*** ALL OFFERORS ARE REQUIRED TO SUBMIT A COPY OF THEIR CURRENT
WHOLESALE PRICE LIST OR OTHER DOCUMENTS CONTAINING COMMERCIAL
PRICING INFORMATION WITH THEIR OFFER. ***

***PROPOSED PRICES SHALL BE FOB DESTINATION ONLY***

***In order to accommodate the Government’s ordering system (Subsistence Total Order
and Receipt Electronic System -STORES), unit prices are limited to a maximum of 2 places
after the decimal point (reference Clause DLAD 52.214-9008 “Rounding Off of Offer and
Award Price”). ***



https://www.sam.gov/
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INSTRUCTIONS FOR COMPLETING THE COMPANY INFORMATION ON ATTACHMENT 2-
SCHEDULE OF ITEMS EXCEL SPREADSHEET

For instructions on completing the below information see attached Excel Spreadsheet tab titled
“Instructions”

Please see attached Excel Spreadsheet tab titled “Company Information” and complete the
required information.

*  Company name and address, cage code, DUNS number, and Authorized Negotiator information
» Customer Service Points of Contact
*  Ordering Capability and Points of Contact for Ordering and Invoicing/Payment
* Provide the Local Bottler Contact information to include Name and Region,
address, and phone # with your offer.

*  Provide a copy of your company's current Wholesale Price list or other documents containing
Commercial Pricing information. (NOT in the Excel spreadsheet BUT as an attachment to your offer).

*OFFERORS MUST SUBMIT PRICING ON AT LEAST ONE CATEGORIES AND ALL
ITEMS IN THAT CATEGORY MUST BE PRICED*

Please see attached Excel Spreadsheet tab titled “Bag-In-Box - Schedule of Items” and complete the required
information.

e Schedule of Items - Unit Price, which is the price per gallon
(TWO decimal places only)

Please see attached Excel Spreadsheet tab titled “Flavors —Category Description” and complete the required
information.

Full Item Description for each item (BEV BASE, COLA, (Brand)
name of the product, 5-GAL BIB)

e Product Code for each item

FAILURE TO CORRECTLY AND COMPLETELY PROVIDE THE INFORMATION
ABOVE COULD LEAD TO YOUR COMPANY’S BID BEING CONSIDERED NON-
RESPONSIVE AND IT WILL NOT BE EVALUATED FOR AWARD. PROVIDING THIS
INFORMATION IS NOT OPTIONAL, IT IS REQUIRED.

An exception to this would be not providing a unit price for the line item that
includes Touch Screen Dispenser equipment.

If you have any questions, please contact the Contracting Officer that is associated with this
procurement. Contact information is provided below for your convenience.
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Contract Specialist & Contracting Officer

Contracting Specialist:
Alyssa Marley
215-737-4281
Alyssa.Marley@dla.mil

Contracting Officer/Branch Chief SMSG:
Felicia R. London

215-737-5141

Felicia.LLondon@dla.mil

Caution - Contractor Code of Business Ethics

FAR Part 3.1002(a) requires all government contractors to conduct themselves with the highest
degree of integrity and honesty. Contractors should have a written code of business ethics and
conduct within thirty days of award. To promote compliance with such code of business ethics
and conduct, contractors should have an employee business ethics and compliance training
program that facilitates timely discovery and disclosure of improper conduct in connection with
government contracts and ensures corrective measures are promptly instituted and carried out. A
contractor may be suspended and/or debarred for knowing failure by a principal to timely
disclose to the government, in connection with the award, performance, or closeout of a
government contract performed by the contractor or a subcontract awarded there under, credible
evidence of a violation of federal criminal law involving fraud, conflict of interest, bribery, or
gratuity violations found in title 18 of the United States Code or a violation of the False Claims

Act. (31 U.S.C. 3729-3733)

If this solicitation or contract includes FAR clause 52.203-13 - CONTRACTOR CODE OF
BUSINESS ETHICS AND CONDUCT; the contractor shall comply with the terms of the clause
and have a written code of business ethics and conduct; exercise due diligence to prevent and
detect criminal conduct; promote ethical conduct and a commitment to compliance with the law
within their organization; and timely report any violations of federal criminal law involving
fraud, conflict of interest, bribery or gratuity violations found in title 18 of the United States
Code or any violations of the False Claims Act. (31 U.S.C. 3729-3733). When FAR 52.203-13
is included in the contract, contractors must provide a copy of its written code of business ethics
and conduct to the contracting officer upon request by the contracting officer.

52.212-4 Contract Terms and Conditions - Commercial Products and Commercial Services

Contract Terms and Conditions - Commercial Products and Commercial Services (NOV 2021)

(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that conform to the
requirements of this contract. The Government reserves the right to inspect or test any supplies or services that
have been tendered for acceptance. The Government may require repair or replacement of nonconforming
supplies or reperformance of nonconforming services at no increase in contract price. If repair/replacement or
reperformance will not correct the defects or is not possible, the Government may seek an equitable price
reduction or adequate consideration for acceptance of nonconforming supplies or services. The Government
must exercise its post acceptance rights (1) within a reasonable time after the defect was discovered or should
have been discovered; and (2) before any substantial change occurs in the condition of the item, unless the
change is due to the defect in the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of
performance of this contract to a bank, trust company, or other financing institution, including any Federal
lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). However, when a third
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party makes payment (e.g., use of the Governmentwide commercial purchase card), the Contractor may not
assign its rights to receive payment under this contract.
(¢) Changes. Changes in the terms and conditions of this contract may be made only by written agreement of
the parties.
(d) Disputes. This contract is subject to 41 U.S.C. chapter 71, Contract Disputes. Failure of the parties to this
contract to reach agreement on any request for equitable adjustment, claim, appeal or action arising under or
relating to this contract shall be a dispute to be resolved in accordance with the clause at Federal Acquisition
Regulation (FAR) 52.233-1, Disputes, which is incorporated herein by reference. The Contractor shall proceed
diligently with performance of this contract, pending final resolution of any dispute arising under the contract.
(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference.
() Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an
occurrence beyond the reasonable control of the Contractor and without its fault or negligence such as, acts of
God or the public enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods,
epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common carriers. The
Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible after the
commencement of any excusable delay, setting forth the full particulars in connection therewith, shall remedy
such occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting Officer
of the cessation of such occurrence.
(g) Invoice. (1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if
authorized) to the address designated in the contract to receive invoices. An invoice must include -
(1) Name and address of the Contractor;
(i1) Invoice date and number;
(ii1) Contract number, line item number and, if applicable, the order number;
(iv) Description, quantity, unit of measure, unit price and extended price of the items delivered;
(v) Shipping number and date of shipment, including the bill of lading number and weight of shipment if
shipped on Government bill of lading;
(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective invoice; and
(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice only if
required elsewhere in this contract.
(x) Electronic funds transfer (EFT) banking information.
(A) The Contractor shall include EFT banking information on the invoice only if required elsewhere in this
contract.
(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be a proper
invoice, the Contractor shall have submitted correct EFT banking information in accordance with the
applicable solicitation provision, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer -
System for Award Management, or 52.232-34, Payment by Electronic Funds Transfer - Other Than System for
Award Management), or applicable agency procedures.
(C) EFT banking information is not required if the Government waived the requirement to pay by EFT.
(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C. 3903) and Office of
Management and Budget (OMB) prompt payment regulations at 5 CFR part 1315.
(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and agents
against liability, including costs, for actual or alleged direct or contributory infringement of, or inducement to
infringe, any United States or foreign patent, trademark or copyright, arising out of the performance of this
contract, provided the Contractor is reasonably notified of such claims and proceedings.
(1) Payment - (1) Items accepted. Payment shall be made for items accepted by the Government that have been
delivered to the delivery destinations set forth in this contract.
(2) Prompt payment. The Government will make payment in accordance with the Prompt Payment Act (31
U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.
(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b) for the
appropriate EFT clause.
(4) Discount. In connection with any discount offered for early payment, time shall be computed from the date
of the invoice. For the purpose of computing the discount earned, payment shall be considered to have been
made on the date which appears on the payment check or the specified payment date if an electronic funds
transfer payment is made.
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(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice payment or
that the Government has otherwise overpaid on a contract financing or invoice payment, the Contractor shall -
(i) Remit the overpayment amount to the payment office cited in the contract along with a description of the
overpayment including the -
(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, liquidation errors, date(s)
of overpayment);
(B) Affected contract number and delivery order number, if applicable;
(C) Affected line item or subline item, if applicable; and
(D) Contractor point of contact.
(i1) Provide a copy of the remittance and supporting documentation to the Contracting Officer.
(6) Interest. (i) All amounts that become payable by the Contractor to the Government under this contract shall
bear simple interest from the date due until paid unless paid within 30 days of becoming due. The interest rate
shall be the interest rate established by the Secretary of the Treasury as provided in 41 U.S.C. 7109, which is
applicable to the period in which the amount becomes due, as provided in (i)(6)(v) of this clause, and then at
the rate applicable for each six-month period as fixed by the Secretary until the amount is paid.
(i) The Government may issue a demand for payment to the Contractor upon finding a debt is due under the
contract.
(iii) Final decisions. The Contracting Officer will issue a final decision as required by 33.211 if -
(A) The Contracting Officer and the Contractor are unable to reach agreement on the existence or amount of a
debt within 30 days;
(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the timeline
specified in the demand for payment unless the amounts were not repaid because the Contractor has requested
an installment payment agreement; or
(C) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting
Officer (see 32.607-2).
(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the final
decision shall identify the same due date as the original demand for payment.
(v) Amounts shall be due at the earliest of the following dates:
(A) The date fixed under this contract.
(B) The date of the first written demand for payment, including any demand for payment resulting from a
default termination.
(vi) The interest charge shall be computed for the actual number of calendar days involved beginning on the
due date and ending on -
(A) The date on which the designated office receives payment from the Contractor;
(B) The date of issuance of a Government check to the Contractor from which an amount otherwise payable
has been withheld as a credit against the contract debt; or
(C) The date on which an amount withheld and applied to the contract debt would otherwise have become
payable to the Contractor.
(vii) The interest charge made under this clause may be reduced under the procedures prescribed in FAR
32.608-2 in effect on the date of this contract.
(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the supplies
provided under this contract shall remain with the Contractor until, and shall pass to the Government upon:
(1) Delivery of the supplies to a carrier, if transportation is f.0.b. origin; or
(2) Delivery of the supplies to the Government at the destination specified in the contract, if transportation is
f.0.b. destination.
(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.
(1) Termination for the Government's convenience. The Government reserves the right to terminate this
contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shall
immediately stop all work hereunder and shall immediately cause any and all of its suppliers and
subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid a percentage of
the contract price reflecting the percentage of the work performed prior to the notice of termination, plus
reasonable charges the Contractor can demonstrate to the satisfaction of the Government using its standard
record keeping system, have resulted from the termination. The Contractor shall not be required to comply
with the cost accounting standards or contract cost principles for this purpose. This paragraph does not give the
Government any right to audit the Contractor's records. The Contractor shall not be paid for any work
performed or costs incurred which reasonably could have been avoided.
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(m) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the
event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and
conditions, or fails to provide the Government, upon request, with adequate assurances of future performance.
In the event of termination for cause, the Government shall not be liable to the Contractor for any amount for
supplies or services not accepted, and the Contractor shall be liable to the Government for any and all rights
and remedies provided by law. If it is determined that the Government improperly terminated this contract for
default, such termination shall be deemed a termination for convenience.
(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to
the Government upon acceptance, regardless of when or where the Government takes physical possession.
(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and fit
for use for the particular purpose described in this contract.
(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor will not be
liable to the Government for consequential damages resulting from any defect or deficiencies in accepted
1tems.
(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws,
executive orders, rules and regulations applicable to its performance under this contract.
(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with 31 U.S.C.
1352 relating to limitations on the use of appropriated funds to influence certain Federal contracts; 18 U.S.C.
431 relating to officials not to benefit; 40 U.S.C. chapter 37, Contract Work Hours and Safety Standards; 41
U.S.C. chapter 87, Kickbacks; 41 U.S.C. 4712 and 10 U.S.C. 2409 relating to whistleblower protections; 49
U.S.C. 40118, Fly American; and 41 U.S.C. chapter 21 relating to procurement integrity.
(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving
precedence in the following order: (1) the schedule of supplies/services; (2) The Assignments, Disputes,
Payments, Invoice, Other Compliances, Compliance with Laws Unique to Government Contracts, and
Unauthorized Obligations paragraphs of this clause; (3) the clause at 52.212-5; (4) addenda to this solicitation
or contract, including any license agreements for computer software; (5) solicitation provisions if this is a
solicitation; (6) other paragraphs of this clause; (7) the Standard Form 1449; (8) other documents, exhibits, and
attachments; and (9) the specification.
(t) [Reserved]
(u) Unauthorized Obligations. (1) Except as stated in paragraph (u)(2) of this clause, when any supply or
service acquired under this contract is subject to any End User License Agreement (EULA), Terms of Service
(TOS), or similar legal instrument or agreement, that includes any clause requiring the Government to
indemnify the Contractor or any person or entity for damages, costs, fees, or any other loss or liability that
would create an Anti-Deficiency Act violation (31 U.S.C. 1341), the following shall govern:
(i) Any such clause is unenforceable against the Government.
(i1) Neither the Government nor any Government authorized end user shall be deemed to have agreed to such
clause by virtue of it appearing in the EULA, TOS, or similar legal instrument or agreement. If the EULA,
TOS, or similar legal instrument or agreement is invoked through an “I agree” click box or other comparable
mechanism (e.g., “click-wrap” or “browse-wrap” agreements), execution does not bind the Government or any
Government authorized end user to such clause.
(iii) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal instrument or agreement.
(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that is expressly
authorized by statute and specifically authorized under applicable agency regulations and procedures.
(v) Incorporation by reference. The Contractor's representations and certifications, including those completed
electronically via the System for Award Management (SAM), are incorporated by reference into the contract.
(End of clause)
Alternate I (NOV 2021). When a time-and-materials or labor-hour contract is contemplated, substitute the
following paragraphs (a), (e), (i), (1), and (m) for those in the basic clause.
(a) Inspection/Acceptance. (1) The Government has the right to inspect and test all materials furnished and
services performed under this contract, to the extent practicable at all places and times, including the period of
performance, and in any event before acceptance. The Government may also inspect the plant or plants of the
Contractor or any subcontractor engaged in contract performance. The Government will perform inspections
and tests in a manner that will not unduly delay the work.
(2) If the Government performs inspection or tests on the premises of the Contractor or a subcontractor, the
Contractor shall furnish and shall require subcontractors to furnish all reasonable facilities and assistance for
the safe and convenient performance of these duties.
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(3) Unless otherwise specified in the contract, the Government will accept or reject services and materials at
the place of delivery as promptly as practicable after delivery, and they will be presumed accepted 60 days
after the date of delivery, unless accepted earlier.
(4) At any time during contract performance, but not later than 6 months (or such other time as may be
specified in the contract) after acceptance of the services or materials last delivered under this contract, the
Government may require the Contractor to replace or correct services or materials that at time of delivery
failed to meet contract requirements. Except as otherwise specified in paragraph (a)(6) of this clause, the cost
of replacement or correction shall be determined under paragraph (i) of this clause, but the “hourly rate” for
labor hours incurred in the replacement or correction shall be reduced to exclude that portion of the rate
attributable to profit. Unless otherwise specified below, the portion of the “hourly rate” attributable to profit
shall be 10 percent. The Contractor shall not tender for acceptance materials and services required to be
replaced or corrected without disclosing the former requirement for replacement or correction, and, when
required, shall disclose the corrective action taken. [Insert portion of labor rate attributable to profit.]
(5)(1) If the Contractor fails to proceed with reasonable promptness to perform required replacement or
correction, and if the replacement or correction can be performed within the ceiling price (or the ceiling price
as increased by the Government), the Government may -
(A) By contract or otherwise, perform the replacement or correction, charge to the Contractor any increased
cost, or deduct such increased cost from any amounts paid or due under this contract; or
(B) Terminate this contract for cause.
(i1) Failure to agree to the amount of increased cost to be charged to the Contractor shall be a dispute under the
Disputes clause of the contract.
(6) Notwithstanding paragraphs (a)(4) and (5) above, the Government may at any time require the Contractor
to remedy by correction or replacement, without cost to the Government, any failure by the Contractor to
comply with the requirements of this contract, if the failure is due to -
(i) Fraud, lack of good faith, or willful misconduct on the part of the Contractor's managerial personnel; or
(i1) The conduct of one or more of the Contractor's employees selected or retained by the Contractor after any
of the Contractor's managerial personnel has reasonable grounds to believe that the employee is habitually
careless or unqualified.
(7) This clause applies in the same manner and to the same extent to corrected or replacement materials or
services as to materials and services originally delivered under this contract.
(8) The Contractor has no obligation or liability under this contract to correct or replace materials and services
that at time of delivery do not meet contract requirements, except as provided in this clause or as may be
otherwise specified in the contract.
(9) Unless otherwise specified in the contract, the Contractor's obligation to correct or replace Government-
furnished property shall be governed by the clause pertaining to Government property.
(e) Definitions. (1) The clause at FAR 52.202-1, Definitions, is incorporated herein by reference. As used in
this clause -
(i) Direct materials means those materials that enter directly into the end product, or that are used or consumed
directly in connection with the furnishing of the end product or service.
(i1) Hourly rate means the rate(s) prescribed in the contract for payment for labor that meets the labor category
qualifications of a labor category specified in the contract that are -
(A) Performed by the contractor;
(B) Performed by the subcontractors; or
(C) Transferred between divisions, subsidiaries, or affiliates of the contractor under a common control.
(ii1) Materials means -
(A) Direct materials, including supplies transferred between divisions, subsidiaries, or affiliates of the
contractor under a common control;
(B) Subcontracts for supplies and incidental services for which there is not a labor category specified in the
contract;
(C) Other direct costs (e.g., incidental services for which there is not a labor category specified in the contract,
travel, computer usage charges, etc.);
(D) The following subcontracts for services which are specifically excluded from the hourly rate: [Insert any
subcontracts for services to be excluded from the hourly rates prescribed in the schedule.]; and
(E) Indirect costs specifically provided for in this clause.
(iv) Subcontract means any contract, as defined in FAR Subpart 2.1, entered into with a subcontractor to
furnish supplies or services for performance of the prime contract or a subcontract including transfers between
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divisions, subsidiaries, or affiliates of a contractor or subcontractor. It includes, but is not limited to, purchase
orders, and changes and modifications to purchase orders.

(1) Payments. (1) Work performed. The Government will pay the Contractor as follows upon the submission of
commercial invoices approved by the Contracting Officer:

(1) Hourly rate.

(A) The amounts shall be computed by multiplying the appropriate hourly rates prescribed in the contract by
the number of direct labor hours performed. Fractional parts of an hour shall be payable on a prorated basis.
(B) The rates shall be paid for all labor performed on the contract that meets the labor qualifications specified
in the contract. Labor hours incurred to perform tasks for which labor qualifications were specified in the
contract will not be paid to the extent the work is performed by individuals that do not meet the qualifications
specified in the contract, unless specifically authorized by the Contracting Officer.

(C) Invoices may be submitted once each month (or at more frequent intervals, if approved by the Contracting
Officer) to the Contracting Officer or the authorized representative.

(D) When requested by the Contracting Officer or the authorized representative, the Contractor shall
substantiate invoices (including any subcontractor hours reimbursed at the hourly rate in the schedule) by
evidence of actual payment, individual daily job timecards, records that verify the employees meet the
qualifications for the labor categories specified in the contract, or other substantiation specified in the contract.
(E) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not be varied by virtue of
the Contractor having performed work on an overtime basis.

(1) If no overtime rates are provided in the Schedule and the Contracting Officer approves overtime work in
advance, overtime rates shall be negotiated.

(2) Failure to agree upon these overtime rates shall be treated as a dispute under the Disputes clause of this
contract.

(3) If the Schedule provides rates for overtime, the premium portion of those rates will be reimbursable only to
the extent the overtime is approved by the Contracting Officer.

(i1) Materials.

(A) If the Contractor furnishes materials that meet the definition of a commercial product at FAR 2.101, the
price to be paid for such materials shall not exceed the Contractor's established catalog or market price,
adjusted to reflect the -

(1) Quantities being acquired; and

(2) Any modifications necessary because of contract requirements.

(B) Except as provided for in paragraph (i)(1)(ii)(A) and (D)(2) of this clause, the Government will reimburse
the Contractor the actual cost of materials (less any rebates, refunds, or discounts received by the contractor
that are identifiable to the contract) provided the Contractor -

(/) Has made payments for materials in accordance with the terms and conditions of the agreement or invoice;
or

(2) Makes these payments within 30 days of the submission of the Contractor's payment request to the
Government and such payment is in accordance with the terms and conditions of the agreement or invoice.
(C) To the extent able, the Contractor shall -

(1) Obtain materials at the most advantageous prices available with due regard to securing prompt delivery of
satisfactory materials; and

(2) Give credit to the Government for cash and trade discounts, rebates, scrap, commissions, and other
amounts that are identifiable to the contract.

(D) Other Costs. Unless listed below, other direct and indirect costs will not be reimbursed.

(1) Other Direct Costs. The Government will reimburse the Contractor on the basis of actual cost for the
following, provided such costs comply with the requirements in paragraph (i)(1)(ii)(B) of this clause: [Insert
each element of other direct costs (e.g., travel, computer usage charges, etc. Insert “None” if no
reimbursement for other direct costs will be provided. If this is an indefinite delivery contract, the Contracting
Officer may insert “Each order must list separately the elements of other direct charge(s) for that order or, if
no reimbursement for other direct costs will be provided, insert ‘None’”.]

(2) Indirect Costs (Material Handling, Subcontract Administration, etc.). The Government will reimburse the
Contractor for indirect costs on a pro-rata basis over the period of contract performance at the following fixed
price: [Insert a fixed amount for the indirect costs and payment schedule. Insert “$0” if no fixed price
reimbursement for indirect costs will be provided. (If this is an indefinite delivery contract, the Contracting
Officer may insert “Each order must list separately the fixed amount for the indirect costs and payment
schedule or, if no reimbursement for indirect costs, insert ‘None’).”’
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(2) Total cost. It is estimated that the total cost to the Government for the performance of this contract shall not
exceed the ceiling price set forth in the Schedule and the Contractor agrees to use its best efforts to perform the
work specified in the Schedule and all obligations under this contract within such ceiling price. If at any time
the Contractor has reason to believe that the hourly rate payments and material costs that will accrue in
performing this contract in the next succeeding 30 days, if added to all other payments and costs previously
accrued, will exceed 85 percent of the ceiling price in the Schedule, the Contractor shall notify the Contracting
Officer giving a revised estimate of the total price to the Government for performing this contract with
supporting reasons and documentation. If at any time during the performance of this contract, the Contractor
has reason to believe that the total price to the Government for performing this contract will be substantially
greater or less than the then stated ceiling price, the Contractor shall so notify the Contracting Officer, giving a
revised estimate of the total price for performing this contract, with supporting reasons and documentation. If
at any time during performance of this contract, the Government has reason to believe that the work to be
required in performing this contract will be substantially greater or less than the stated ceiling price, the
Contracting Officer will so advise the Contractor, giving the then revised estimate of the total amount of effort
to be required under the contract.
(3) Ceiling price. The Government will not be obligated to pay the Contractor any amount in excess of the
ceiling price in the Schedule, and the Contractor shall not be obligated to continue performance if to do so
would exceed the ceiling price set forth in the Schedule, unless and until the Contracting Officer notifies the
Contractor in writing that the ceiling price has been increased and specifies in the notice a revised ceiling that
shall constitute the ceiling price for performance under this contract. When and to the extent that the ceiling
price set forth in the Schedule has been increased, any hours expended and material costs incurred by the
Contractor in excess of the ceiling price before the increase shall be allowable to the same extent as if the
hours expended and material costs had been incurred after the increase in the ceiling price.
(4) Access to records. At any time before final payment under this contract, the Contracting Officer (or
authorized representative) will have access to the following (access shall be limited to the listing below unless
otherwise agreed to by the Contractor and the Contracting Officer):
(i) Records that verify that the employees whose time has been included in any invoice meet the qualifications
for the labor categories specified in the contract;
(i1) For labor hours (including any subcontractor hours reimbursed at the hourly rate in the schedule), when
timecards are required as substantiation for payment -
(A) The original timecards (paper-based or electronic);
(B) The Contractor's timekeeping procedures;
(C) Contractor records that show the distribution of labor between jobs or contracts; and
(D) Employees whose time has been included in any invoice for the purpose of verifying that these employees
have worked the hours shown on the invoices.
(ii1) For material and subcontract costs that are reimbursed on the basis of actual cost -
(A) Any invoices or subcontract agreements substantiating material costs; and
(B) Any documents supporting payment of those invoices.
(5) Overpayments/Underpayments. Each payment previously made shall be subject to reduction to the extent
of amounts, on preceding invoices, that are found by the Contracting Officer not to have been properly payable
and shall also be subject to reduction for overpayments or to increase for underpayments. The Contractor shall
promptly pay any such reduction within 30 days unless the parties agree otherwise. The Government within 30
days will pay any such increases, unless the parties agree otherwise. The Contractor's payment will be made by
check. If the Contractor becomes aware of a duplicate invoice payment or that the Government has otherwise
overpaid on an invoice payment, the Contractor shall -
(1) Remit the overpayment amount to the payment office cited in the contract along with a description of the
overpayment including the -
(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, liquidation errors, date(s)
of overpayment);
(B) Affected contract number and delivery order number, if applicable;
(C) Affected line item or subline item, if applicable; and
(D) Contractor point of contact.
(i1) Provide a copy of the remittance and supporting documentation to the Contracting Officer.
(6)(1) All amounts that become payable by the Contractor to the Government under this contract shall bear
simple interest from the date due until paid unless paid within 30 days of becoming due. The interest rate shall
be the interest rate established by the Secretary of the Treasury, as provided in 41 U.S.C. 7109, which is



https://www.govinfo.gov/link/uscode/41/7109
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applicable to the period in which the amount becomes due, and then at the rate applicable for each six month
period as established by the Secretary until the amount is paid.

(i1) The Government may issue a demand for payment to the Contractor upon finding a debt is due under the
contract.

(ii1) Final Decisions. The Contracting Officer will issue a final decision as required by 33.211 if -

(A) The Contracting Officer and the Contractor are unable to reach agreement on the existence or amount of a
debt in a timely manner;

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the timeline
specified in the demand for payment unless the amounts were not repaid because the Contractor has requested
an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting
Officer (see FAR 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the final
decision shall identify the same due date as the original demand for payment.

(v) Amounts shall be due at the earliest of the following dates:

(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment resulting from a
default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved beginning on the
due date and ending on -

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an amount otherwise payable
has been withheld as a credit against the contract debt; or

(C) The date on which an amount withheld and applied to the contract debt would otherwise have become
payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the procedures prescribed in FAR
32.608-2 in effect on the date of this contract.

(viii) Upon receipt and approval of the invoice designated by the Contractor as the “completion invoice” and
supporting documentation, and upon compliance by the Contractor with all terms of this contract, any
outstanding balances will be paid within 30 days unless the parties agree otherwise. The completion invoice,
and supporting documentation, shall be submitted by the Contractor as promptly as practicable following
completion of the work under this contract, but in no event later than 1 year (or such longer period as the
Contracting Officer may approve in writing) from the date of completion.

(7) Release of claims. The Contractor, and each assignee under an assignment entered into under this contract
and in effect at the time of final payment under this contract, shall execute and deliver, at the time of and as a
condition precedent to final payment under this contract, a release discharging the Government, its officers,
agents, and employees of and from all liabilities, obligations, and claims arising out of or under this contract,
subject only to the following exceptions.

(1) Specified claims in stated amounts, or in estimated amounts if the amounts are not susceptible to exact
statement by the Contractor.

(i1) Claims, together with reasonable incidental expenses, based upon the liabilities of the Contractor to third
parties arising out of performing this contract, that are not known to the Contractor on the date of the execution
of the release, and of which the Contractor gives notice in writing to the Contracting Officer not more than 6
years after the date of the release or the date of any notice to the Contractor that the Government is prepared to
make final payment, whichever is earlier.

(iii) Claims for reimbursement of costs (other than expenses of the Contractor by reason of its indemnification
of the Government against patent liability), including reasonable incidental expenses, incurred by the
Contractor under the terms of this contract relating to patents.

(8) Prompt payment. The Government will make payment in accordance with the Prompt Payment Act (31
U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.

(9) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b) for the
appropriate EFT clause.

(10) Discount. In connection with any discount offered for early payment, time shall be computed from the
date of the invoice. For the purpose of computing the discount earned, payment shall be considered to have
been made on the date that appears on the payment check or the specified payment date if an electronic funds
transfer payment is made.




https://www.govinfo.gov/link/uscode/31/3903
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(1) Termination for the Government's convenience. The Government reserves the right to terminate this
contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shall
immediately stop all work hereunder and shall immediately cause any and all of its suppliers and
subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid an amount for
direct labor hours (as defined in the Schedule of the contract) determined by multiplying the number of direct
labor hours expended before the effective date of termination by the hourly rate(s) in the contract, less any
hourly rate payments already made to the Contractor plus reasonable charges the Contractor can demonstrate
to the satisfaction of the Government using its standard record keeping system that have resulted from the
termination. The Contractor shall not be required to comply with the cost accounting standards or contract cost
principles for this purpose. This paragraph does not give the Government any right to audit the Contractor's
records. The Contractor shall not be paid for any work performed or costs incurred that reasonably could have
been avoided.
(m) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the
event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and
conditions, or fails to provide the Government, upon written request, with adequate assurances of future
performance. Subject to the terms of this contract, the Contractor shall be paid an amount computed under
paragraph (i) Payments of this clause, but the “hourly rate” for labor hours expended in furnishing work not
delivered to or accepted by the Government shall be reduced to exclude that portion of the rate attributable to
profit. Unless otherwise specified in paragraph (a)(4) of this clause, the portion of the “hourly rate” attributable
to profit shall be 10 percent. In the event of termination for cause, the Contractor shall be liable to the
Government for any and all rights and remedies provided by law. If it is determined that the Government
improperly terminated this contract for default, such termination shall be deemed a termination for
convenience.

End of Clause
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222? DID YOU REMEMBER TO: 222?

Num
ber

Reminder

Check

Complete and sign SF1449 as required?

Sign and return any/all amendments?

Complete the Cage Code and DUNS number?

Forward your proposal and Schedule of Items w/pricing via email to the
Contracting Officer?

9] AW N

Complete and return “Company Information”; “Bag-In-Box - Schedule of Items”;
“Flavors—Category Description” on the formatted spreadsheets in accordance with the
instructions?

Email the Solicitation with completed fill-ins along with your Pricing Excel
Spreadsheet as your offer including any signed Amendments.

Read Addenda:

52.212-1 (Instructions to Offerors — Commercial Items),

52.212-2 (Evaluation — Commercial Items), and

52.212-4 (Contract Terms and Conditions—Commercial Items) very carefully to assure
you prepare your Non-Price and Price Proposals in accordance with the evaluation
criteria?

Fill in Place of Performance (FAR 52.215-6)?

Submit your best offer?

O ool

Submit a copy of current Wholesale Price List?

—
()

Check your calculations for accuracy on your Price Proposal/Excel Spreadsheet-
Schedule of Items?

Identify your authorized negotiators as required? Identify negotiator?

12

Complete solicitation fill-ins at:

52.212-3 -- Offeror Representations and Certifications Commercial Items?
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STATEMENT OF WORK

I. SUPPLIES /SERVICES /PRICES

1. INTRODUCTION

A.

The Defense Logistics Agency Troop Support (DLA Troop Support)
intends to enter into and establish Indefinite Quantity/Indefinite
Delivery type contract(s) for the supply and direct delivery of
Carbonated and Non-Carbonated beverage products for the customers
supported by this solicitation.

This is an unrestricted acquisition for Beverage Base (Bag-In-Box
Carbonated, Non-Carbonated, Electrolyte and Juice Drinks containing
</=20% Juice) for delivery to DOD and non-DOD customers and
Navy/Coast Guard Ships in the Continental United States (CONUS),
Hawaii, Alaska and Guam. In addition to Bag-In-Box products,
successful offeror(s) will supply the necessary dispensing equipment
and CO2. (Exception: Navy customers will order CO2 separately due
to funding issues specific to the Navy.)

The resultant contract(s) will be Fixed Price Indefinite Quantity
Contract(s) (IQC) that provide for an indefinite quantity, within stated
limits, of specific supplies or services to be furnished during a fixed
period, with deliveries to be scheduled by placing orders with the
contractor (FAR 16.504(a)).

The contract period will be for fifteen (15) months or Seven Million
dollars ($7,000,000.00) whichever comes first.

NOTE: Offering on at least one category is mandatory.

Items will be routinely delivered in accordance with electronic orders
(Subsistence Total Order and Receipt Electronic System -
STORES) placed by individual customers. The current delivery
schedule for each location is set forth on pages 41-64. Delivery on all
products is required via commercial delivery vehicle and shall be in
accordance with standard commercial practice.

Award(s) will be made based on the fair and reasonable price
determination of proposals meeting all terms and conditions of this
solicitation. Awardee(s) will be responsible for delivering a full line of
Bag-In-Box beverage products for each customer. Multiple awards may
be made. In the event of multiple awards, individual DLA customers
will have the optionto choose among the successful contractors.
Customers are expected to make that determination considering factors
such as price, flavor selection, flavor preference, etc.
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2. CONTRACT MINIMUM/MAXIMUM

A.

The guaranteed minimum will be $2,000 for each resultant contract
under this solicitation. During contract performance, customers will
be free to choose which awardee(s) they will use. Contract award
does not guarantee sales above the aforementioned guaranteed
minimum. This guaranteed minimum is per contract awarded under
this solicitation.

The maximum ceiling on the resultant contracts is fifteen (15) months or
Seven Million dollars ($7,000,000.00) whichever comes first. The maximum
value is inclusive of the total requirement and the total value of all contracts to
be awarded will not exceed $7,000,000.00 or 15 months.

3. PRICING

A.

Contract prices will be firm fixed unit price for all items within a category of
items (Carbonated and/or Non-Carbonated) for the contract period of fifteen
(15) months or Seven Million dollars ($7,000,000.00) whichever comes first.
The Unit Price is the price that is charged for a product delivered to a DLA
customer. Prices are to be submitted by Gallon. Contractor (s) will supply
commercially standard Bag-In-Box sizes (2.5-, 3-, or 5-gallon BIBS) priced
according to the awarded gallon price.

Note: As long as 5 individual Bag-In-Box (BIB) products per purchase
order minimum is met, Carbon Dioxide (C02) containers will be
provided to the customer at no charge.

Note: Offering Multiple Unit Prices for the same line item are not
permitted, except when providing pricing for the touch screen
equipment option

Line items must be available on the STORES catalog in order to be ordered
and delivered. Items not on the STORES catalog cannot be ordered from the
contractor, and the contractor shall not deliver items that are not on the
electronic catalog. Payment will not be made for items not appearing on the
catalog at time of order.

For the subject acquisition, the Government intends to evaluate offers and
award contract(s) without discussions. Therefore, the offeror's initial offer
should contain the offeror’s best terms from a price and technical standpoint.
However, the Government reserves the right to conduct negotiations if
necessary. Negotiations may include phone, email, facsimile transmission,
letter, and face to face meetings. However, any information provided during
negotiations, including changes to the initial offer, must be submitted in
writing and transmitted to email by the time and date specified at the time of
Final Proposal Revisions. Information not submitted to email by the specified
date and time may not be considered by the Government during final
negotiations.
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4. SCHEDULE OF ITEMS

A.

In lieu of specific beverage products, this solicitation includes categories of
items (Carbonated and Non-Carbonated) annotated with flavors commonly
available commercially. Offerors will specify their specific flavors/products
for each category. The precise schedule or list of items will be determined
according to the specific flavors/products proposed by the offeror and
awarded by the Government.

The electronic catalog will be established in the Subsistence Total Order and
Receipt Electronic System (STORES) and will be comprised of individual

stock numbers and nomenclatures for each of the awarded flavors/products.

***The Government may add, delete, or replace items on the contract as

customer needs change by written notification from the customer to DLA and

the vendor.

The price of an added line item will be the same as the contract price for the
item category corresponding to the new item. (For example, the post-award
addition of a new carbonated soda flavor will be priced at the carbonate
category price.) Items will be added to the contract and STORES catalog
upon written agreement between the contractor and Contracting Officer.

Additional line items and associated quantities may not increase the
combined value of the contracts above the maximum of Seven Million
dollars ($7,000,000.00).

A written request must be submitted to the Contract Specialist/Contracting
Officer to process a written request remove an item from the contract catalog.

5. ADDITIONAL CUSTOMERS

A.

The Government reserves the right to add DoD and non-DoD customers at
no additional cost, based on a written mutual agreement specified between
DLA Troop Support adthe Vendor.

The set-up period to include site survey and equipment installation for new
customers will be a maximum of 14 days after written agreement.

Anticipated quantities/ sales from new customers may not exceed the
contract maximum.

Additional customers are limited to those that receive Federal funding.

The Government reserves the right to unilaterally remove DoD andnon-DoD
customers from the resultant award by way of formal modification.
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6. CONTRACTING AUTHORITY

A.

The DLA Troop Support Contracting Officer is the only person authorized to
approve changes to or modify any requirement of the contract.
Notwithstanding any provisions contained elsewhere in the contract, said
authority remains solely with the DLA Troop Support Contracting Officer.

In the event the vendor effects any change at the direction of any person
other than the DLA Troop Support Contracting Officer, the change will be
considered to have been made without authority and no adjustments will be
made to cover any costs associated withsuch changes.

7. SWITCHING CONTRACTS

A.

If multiple Bag-In-Box contracts are awarded, individual DLA customers
may choose to switch BIB contractors at any time after an initial 12-month
period; customers may not switch from one supplier to another more than
once per 12 months. A customer may switch contractors by providing a
minimum of 30 days’ notice to the current servicing contractor as well as the
Contracting Officer or a lesser timed notice so long as it is mutually agreed
to between the customer and the contractor. The outgoing contractor must
remove its dispensing equipment from the premises as soon as possible after
a switch in contractors. The Government will not be responsible for
dispensing equipment that is not picked up by the vendor. The notification
for switching vendor must be done in writing by the customer to the
Contracting Officer.

8. BEVERAGE DISPENSING EQUIPMENT

The contractor(s), at no charge to the Government, shall furnish mechanically
refrigerated standard Soda Fountain dispensing equipment with multiple valves
suitable for use with its Bag-In-Box products. Sufficient machines/dispensing heads
shall be supplied to accommodate the specific requirements of the dining facility in
which they are installed. The number of dispensers per dining facility will be
determined at the time of installation based on individual dining facility’s needs.

A.

For all item categories (Carbonated and Non-Carbonated): The contractor(s)
shall furnish the dispensers and all equipment, material, and labor required to
furnish, install, maintain, and remove the same. During installation the
Contractor(s) shall furnish adequate instruction in the use of each system,
including connection and disconnection of the syrup and carbon dioxide
(CO2) containers, to the dining facility personnel in each dining facility
serviced as a result of this solicitation. Note: Navy customers will order CO2
separately due to funding issues specific to the Navy; Contractor(s) shall still
furnish adequate instruction in the use of each system.

Any equipment or material furnished for the purpose of dispensing these
beverages shall remainthe property of the contractor.

The contractor will provide a technically qualified service representative who
will install, service, and repair as required. In the event of problems/issues
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with dispensing equipment, contractors shall use reasonable efforts to provide
emergency service. If same-day service cannot be accomplished, the problem
must be addressed within one business day after notification of the issue.

The contractor(s) shall maintain all reusable CO2 containers and equipment in
a sanitary condition and in a good state of repair and working order. At the
time of each delivery, the Contractor(s) shall remove from the premises of the
Government all empty reusable CO2 containers, unless the Contracting
Officer grants permission in writing for less frequent removal. The
Government shall not be liable for any damage to, or loss or destruction of
containers and equipment furnished by the contractor(s).

NOTE: The contractor is not responsible for purging water lines or
changing any water filters. Water lines or water filtration is the
responsibility of Facility Maintenance.

Where dispensers are Government-furnished, the contractor(s) shall furnish
CO2 and maintenance and repair and service of the equipment, but not spare
parts. Upon the request of the covered customer, the contractor(s) will furnish
a list of recommended spare parts for storage by the Government. In the event
of a service issue, if the Contractor is unable to restore the equipment to
proper working order, the customer will have the option to get a contractor
approved post-mix dispenser or ancillary equipment.

All management, labor, transportation, and supplies required to repair and
maintain Contractor equipment shall be the sole responsibility of the
contractor.

A new line item adding Touch Screen Dispensers will have the same
requirements as those listed above paragraphs A thru G, except that the
vendor is not required to provide this type of dispensing equipment.

9. DUAL POUR CUSTOMERS

A.

D.

Some customers may require “dual pour”, in which two or more contractors
provide product to enhance customer choice. Each contractor will be
responsible for maintaining and servicing their equipment.

CO2 must be ordered from the same supplier that is providing the ordered
product. For example, Contractor “A” will provide pricing to fulfill order
needs only for Contractor “A” products. Customers may not utilize CO2
from one contractor for products from another Contractor. DLA Troop
Support will not be responsible for any charges stemming from CO2 that was
ordered and/or used from the incorrect supplier.

There shall be no price adjustment made if customers decide to utilize “dual
pour”.

Services and maintenance required must be received from the correct and
appropriate supplier. If wrong supplier is dispatched by the customer for
service or maintenance needs, DLA Troop Support will not be responsible
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for the charges incurred.

10. MINIMUM ORDER QUANTITY

A.

The minimum requirement is 5 individual Bag-In-Box (BIB) products per
purchase order. Standard sizes include 2.5 gallons, 3 gallons and/or 5 gallons.
For purposes of the minimum order quantity, individual BIB size does not
matter. Minimum order is any size/flavor combination of 5 BIBs. This is
true if customers are ordering from a single contractor or multiple contractors
(i.e., “dual pour” - for example, 5 Beverage-In-Box products must be ordered
from Contractor “A” and 5 Beverage-In-Box products must be ordered from
Contractor “B”).

Orders falling below the minimum are not required to be honored by
contractors.

II. PACKAGING AND LABELING

A.

C.

All packaging and packing shall be in accordance with good commercial
practice. Labeling shall be in accordance with commercial labeling
complying with the Federal Food, Drug and Cosmetic Act and regulations
promulgated thereunder. Shipping containers shall be in compliance with the
National Motor Freight Classification and Uniform Freight Classification
Code.

Standard commercial markings for individual packages will be used to clearly
mark and identify the nature of contents and the expiration date. All

markings shall be clear, legible, non-fading, and durable.

All items must be adequately protected at all times and inclement weather.

III. INSPECTION AND ACCEPTANCE

1. Point Of Inspection And Acceptance

A.

Contractor’s delivery vehicles will stop and report to the veterinary
inspection points as designated for inspection of products before proceeding
to any other designated delivery point.

Inspection and Acceptance of products will be performed at destination. The
inspection is normally limited to identity, count and condition; however, this
may be expanded if deemed necessary by either the military Veterinary
Inspector, Medical Personnel, or Contracting Officer.

All deliveries are subject to military veterinary inspection. In addition, the
delivery vehicles may be inspected for cleanliness and condition.

The authorized inspector at each delivery point is responsible for inspecting
and accepting products as they are delivered. The invoice/delivery ticket
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shall not be signed prior to inspection of the product. All overages, shortages,
and/or returns are to be noted on the delivery ticket by the receiving official
and the delivery driver. A signature on the delivery ticket/invoice denotes
acceptance of the product.

Title of all products purchased for the Government remains with the
Contractor during the shipment, and title passes to the Government when
products are inspected at final delivery point. All deliveries shall be FOB
Destination to the end user delivery points. The Government shall not be
liable for any delivery, storage, demurrage, accessorial, or other charge
involved in the actual delivery of the supplies to the final destination. The
Contractor shall pay and bear all charges to the specified point of delivery.
For complete definition of FOB destination, see FAR 52.247-34, “FOB
Destination.”

Security Clearance: Many bases currently require enrollment in Rapid Gate
and will not allow entry without Rapid Gate or other similar security
clearance. During the contract implementation period, the Contractor must
contact all customer locations to determine whether enrollment in Rapid Gate
or another security program is required for access to each location. If Rapid
Gate or other security enrollment is required, the contractor must take all
necessary steps to obtain this in time for the start of performance under this
contract. Failure to have Rapid Gate or comparable clearance may result in a
vendor being turned away from the base and being unable to complete
delivery. The contractor is responsible for the additional cost for Rapid Gate
enrollment and must ensure that a Rapid Gate enrolled driver is available for
all deliveries. We currently estimate that Rapid Gate enrollment will cost
about $250 per company and $200 per enrolled employee for 1 year of access
to multiple locations, but the cost of Rapid Gate or other security enrollment
may vary, so the contractor should contact Rapid Gate to determine its own
costs. If more than one driver is required, Rapid Gate enrollment must be
obtained for each driver. Note that enrollment can take several weeks, so an
awardee that is not already enrolled must begin enrollment at the time of
award notification at the latest. If difficulty or delay in enrollment in Rapid
Gate is encountered during the implementation period, the contractor MUST
contact Rapid Gate and/or the Security Officer at the applicable customer
locations to resolve any issues with processing Rapid Gate enrollment so that
the contractor will be able to deliver as required. For additional information
regarding Rapid Gate, including enrollment instructions, please visit their
website at http://www.rapidgate.com.

2. PRODUCT QUALITY

Note: Acceptance of supplies awarded under this solicitation will be limited to
fresh product.

All products delivered under this contract must conform to the following
freshness requirements:

A.

25
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B. Commercial standards should be used to maintain temperatures appropriate for
the individual items.

3. CONTRACTOR QUALITY PROGRAM

The contractor should develop and maintain a quality program for product acquisition,
warehousing and distribution to assure the following:

e Product quality is standardized;

e First-In, First-Out (FIFO) principles are used;

e Product shelf life is monitored;

e Items are free of damage;

e (Correct items and quantities are selected and delivered;

e Customer satisfaction is monitored;

e Product discrepancies and complaints are resolved, and
corrective actionis initiated;

e Supplier, FDA, or DoD initiated food recalls are promptly reported to
customers and DLA Troop Support;

e EPA and OSHA requirements are complied with;

e Salvaged items or products shall not be used.

The vendor is responsible to contract for independent third-party warehouse
audits for each proposed place of performance as part of any resultant contact. At
a minimum, the third-party audits are to take place annually and submitted to the
contracting officer within 30 days calendar days of completion of audit. The
vendor must achieve a passing score without major deficiencies in order to
continue performance under any resultant contract. The vendor is to submit a
copy of each third-party warehouse audit conducted in accordance with Global
Food Safety Initiative (GFSI) schemes (i.e., SQF, BRC, IFS, FSSC, GLOBAL
GAP. and BAP and Canada GAP certification, other state or federal sanitation
inspections) to the contracting officer prior to contract award. Failure to submit
timely and complete audit reports may result in termination of the contract (Third
party warehouse audits exclude Government agency audits). The vendorshall
have in place the proper temperature controls in their warehouse to ensure
product is stored at commercially acceptable temperature settings.

4. WAREHOUSING AND SANITATION PROGRAM /STOREDPRODUCT PEST
MANAGEMENT

The contractor and all of its subcontractors shall develop and maintain a sanitation
program and a stored product pest management program for food and other co-
located non-food items that comply with industry standard programs such as the
Code of Federal Regulations, Title 21, part 110, Food Manufacturing Practices; the
Federal Insecticide, Fungicide and Rodenticide Act; the Food, Drug, and Cosmetic
Act of 1938; and all pertinent state and local laws and regulations. Records of
inspections performed by the firm, subcontractor, or recognized industry association
shall be maintained and made available to the Government at the Contracting
Officer’s request.
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S. CONTRACTOR QUALITY AUDITS

The Government may conduct formalized audits to verify the vendor’s adherence to
the contract requirements and the quality of product being supplied under any
resultant contract.

6. RECALL PROCEDURES REQUIREMENTS

In the event that a product recall is initiated by the USDA, vendor, supplier or
manufacturer, the vendor shall follow the procedures as outlined below:

A.

Immediately notify the following personnel:

Customers that have received the recall product

DLA Troop Support Contracting Officer

DLA Troop Support Account Manager

DLA Troop Support Consumer Safety Officer at 215-737-2678

faoc o

Provide the following information to the DLA Troop Support
ConsumerSafety Officer:

Reason for recall

Level of recall, i.e., Type I, IT or III

Description of product

Amount of product

List of customers that have received product

Name and phone number of responsible person (Recall Coordinator)

MmO e o

The vendor should provide a Final Status Report of Recall, when completed,
to the DLA Troop Support Consumer Safety Officer.

At the discretion of the affected customers, the vendor shall either replace at
no additional cost or adjust the invoice quantity for any recalled product.
Delivery ofreplacement product shall occur at the discretion of the customer.

7. FOOD DEFENSE/FORCE PROTECTION

A.

DLA Troop Support Subsistence Directorate provides world-wide subsistence
logistics support during peace time as well as during regional conflicts,
contingency operations, national emergencies, and natural disasters. At any
time, the United States Government, its personnel, resources and interests
may be the target of enemy aggression to include espionage, sabotage, or
terrorism. This increased risk requires DLA Troop Support to take steps to
ensure measures are taken to prevent the deliberate tampering and
contamination of subsistence items. Such precautions are designed to provide
for Food Defense as described by the Food & Drug Administration (FDA) at
www.fda.gov/Food/FoodDefense/.

The offeror must ensure that products and/or packaging have not been
tampered with or contaminated throughout the growing, storage, and delivery
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process. Contract awardee will ensure to complete security of all
conveyances to any military installations. The offerormust immediately
inform DLA Troop Support Subsistence of any attempt or suspected attempt
by any party or parties, known or unknown, to tamper with or contaminate
subsistence supplies. As the holder of a contract with the Department of
Defense, the awardees should be aware of the vital role they play in
supporting our customers. It is incumbent upon the awardees to take all
necessary actions to secure product delivered to all military customers, as
well as any applicable commercial destinations.

8. WARRANTIES

The supplies furnished under the resultant contract(s) shall be covered by the most favorable
commercial warranties the contractor gives to any customer for such supplies and the rights
and remedies provided therein are in addition to and do not limit any rights afforded to the
Government by Clause 52.212-4(0) “Warranty” contained in the solicitation.

9. REJECTION PROCEDURES

A.

If product is determined to be defective, damaged, compromised in any other manner
or simply the wrong item delivered it may be rejected by the Authorized Receiving
Official (ARO). All suspect items shall be segregated.

When product is found to be nonconforming or damaged or otherwise suspect, the
receiving personnel shall notify the Food Service Officer (FSO) (and/or) Authorized
Receiving Official.

It is a requirement of this solicitation that product shall be inspected uponreceipt as
promptly as practicable. However, failure to promptly inspect or accept supplies
shall not relieve the contractor from responsibility, nor impose liability on any of the
customers, for nonconforming supplies.

If an item is rejected at the time of delivery for any of the above reasons, the delivery
ticket/invoice must be annotated to reflect what item(s) and quantity(ies) were
affected. The line-item dollar value, as well as the total invoice dollar value, must be
adjusted to reflect the adjusted value of the shipment.

If product is rejected after the delivery occurred, the vendor must
pick up the rejected product at the time the next regular shipment is
made.

IV. ORDERING AND DELIVERIES & PERFORMANCE

1.

TERMS OF INDEFINITE QUANTITY CONTRACT

The contract period will be for fifteen (15) months or Seven Million dollars ($7,000,000.00)
whichever comes first.

DELIVERY INSTRUCTIONS

A.

Deliveries shall be made FOB Destination to each ordering activity and shall be free of
damage, with all packing and packaging intact.
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B.

During installation the Contractor(s) shall furnish adequate instruction in the use of
each system, including connection and disconnection of the syrup and carbon dioxide
(CO2) containers, to the dining facility personnel in each dining facility serviced as a
result of this solicitation. Note: Navy customers will order CO2 separately due to
funding issues specific to the Navy. After installation, customers will be responsible
for the routine use of each system, including connection and disconnection of the
syrup and carbon dioxide (CO2) containers.

Deliveries shall be made when and as requested by the Ordering Officer(s) of the
activity concerned and shall be accompanied by the delivery ticket of the dealer in
triplicate, showing the exact quantities delivered. Deliveries shall be made by the
contractor any day except Holidays, between the hours and location specified by the
ordering officer (see Delivery Schedule /Points).

Contractor will be required to make delivery within 48 hours or 2 business days of
receipt of order. Saturdays, Sundays, and Holidays are not considered business
days. If a Saturday or Sunday is the second business day after receipt of an order, the
contractor has until the next business day to make delivery. If a holiday is the second
business day after receipt of an order, the contractor has until the next business day
to make delivery.

At no time is a contractor permitted to change the delivery schedule. Only the DLA
Troop Support Contracting Officer is permitted to make changes to the
delivery schedule.

****1f the schedule is changed, you will run the risk of non-payment if you don’t
deliver on time, at the right location.

At certain military installations, the contractor will be required to submit invoices to
a location other than the actual delivery point.

On occasion, contractor may be required to make deliveries to special delivery
points when product needs to be airlifted or loaded onto ocean carriers.

Naval Ships, special accommodations are to be made to ensure dispensing machines
are in working order before ship deploys.

1. The vendor in their proposal shall provide in document form a listing of all
assets and assets’ numbers, their location, and installation date and # of
repairs to the machine if any.

2. In addition to the asset list in document form, a list of parts, labor and
maintenance recommendations for each dispensing machine is required
annotated with who is responsible for repairs and servicing to the parts,
whether it is the vendor or customer.

3. When the ship has a deployment date, the customer shall contact DLA to
coordinate a routine maintenance check with the vendor in order to determine

the functionality of all dispensing machines onboard the naval vessel

4, Once the customer notifies DLA and DLA contacts the vendor, within 3
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business days, the vendor is required to send a tech onboard naval ship for
inspection of all dispensing machines.

a. Upon completion of technician’s inspection of all dispensing machines
onboard, the technician is to provide in document form to the customer
and DLA (namely the customer representative) the condition of each
dispensing machine and recommendations for repair(s) or replacement as
well as an anticipated date of repair to each non-functioning machine.

b. The technician is also to state on the document form whether the
dispensing machines shall be able to handle 3,000 to 4,000 personnel
onboard or not and if not, the reasoning it cannot handle all shipmates
onboard.

c. Ifthe technician determines the malfunction of the dispensing machines
are not operating due to lack of proper use on the customer behalf, the
customer shall be liable for the technician’s cost of repairing the
dispensing machine.

ACTION PLAN LIST OF ASSETS

1. HAVE SHIPS CUTOMERS LIST THIR “ASSETS”, and LOCATIONS WITHIN THE SHIP,
provide a DOCUMENT (spreadsheet) so the CUSTOMER CAN EASILY INPUT
INFORMATION

2. LIST OF RESPONSIBLE POC’S FOR ASSETS

3. LIST OF PARTS THAT WERE TO BE MAINTAINED BY THE SHIP AND OR THE
VENDOR MANAGEMENT PLAN

4. TIME FRAME WITHIN THE SERVICE SHOULD BE COMPLETED

5. USEAGE WARRANTY FOR SYSTEMS/PARTS SINCE 3K TO 4K PERSONNEL ARE ON
BOARD AT ONE TIME.

6. WARRANTY FOR ASSETS/DISPENSER

7. DAMAGE RESPONSIBILITY FOR USING A DISPENSER ON THE WRONG EQUIPMENT

(1) atno increase in contract price, to correct or replace the defective or nonconforming
supplies at the original point of delivery or at the Contractor’s plant at the Contracting Officer’s
election, and in accordance with a reasonable delivery schedule as may be agreed upon between
the Contractor and the Contracting Officer; provided, that the Contracting Officer may require a
reduction in contract price if the Contractor fails to meet such delivery schedule
(c) Changes.

(1) In addition to bilateral modifications the Contracting Officer, at his/her discretion, may
unilaterally
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invoke any of the contingency pricing tiers set forth in this contract.

(2) The Contracting Officer may at any time, by unilateral written order, make changes
within the general scope of this contract in any one or more of the following:

(1) method of shipment or packing.

(i1) place, manner, or time of delivery.

(3) If such change causes an increase or decrease in the cost of, or time required for,
performance for any part of the work under this contract, the Contracting Officer shall
make equitable adjustment in the contract price, the delivery schedule, or both, and shall
modify the contract.

3. DELIVERY VEHICLE REQUIREMENTS

A. Supplies transported in vehicles that are not sanitary, or that have not
maintained the proper temperatures, may be rejected at destination
without further inspection.

B. Shipping containers shall be in compliance with the National
Motor Freight Classification and Uniform Freight Classification
Code.

NOTE: CONTRACTOR’S DELIVERY VEHICLES WILL STOP AND
REPORT TO THE VETERINARY INSPECTION POINTS AS DESIGNATED
FOR INSPECTION OF HIS/HER PRODUCTS BEFORE PROCEEDING TO
ANY OTHER DESIGNATED DELIVERY POINT.

4. NO SUBSTITUTIONS

Orders will be filled on a “fill or kill” basis. If an item is not available, the
contractor is not to substitute an item. Instead, they will advise the customer
as soon as possible that the item is not available and suggest an alternate item
from among the existing contract line items (STORES catalog). The customer
may then choose to submit a separate purchase order for the identified item(s).
For any items not filled at delivery, the customer must input unfilled items as a
zero-quantity receipt in STORES. Customer will be directly responsible for
payment of any items not appearing on a STORES purchase order.

S. HOLIDAYS

A. All orders are to be delivered on the specified required delivery date, except
for Federal holidays as outlined below. When a scheduled delivery day falls on
one of these days, or one designated by your firm, delivery should occur on the

next scheduled business day, unless otherwise agreed to by the customer.

New Year’s Day Memorial Day
Martin Luther King’s Birthday Independence Day
President’s Day Labor Day
Columbus Day Veteran’s Day
Thanksgiving Day Christmas Day

NOTE: Holidays falling on a Saturday are observed on the preceding day
(Friday); holidays falling on a Sunday are observed the following day
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(Monday).

B. List below any additional holidays observed by your firm, which require
closing. Also specify your policy for celebrating holidays that fall on Saturday
or Sunday:

6. EMERGENCY ORDERS

A. In order to adequately support an emergency order, the vendor must
have the ability to provide “same day service” to a customer that is
experiencing an emergencysituation.

B. The contractor shall provide, at maximum, two (2) emergency orders
per month, per individual ordering activity or individual ship or vessel,
at no additional cost to the Government. The contractor will notify the
customer and Contracting Officer immediately upon receipt of their
request for an emergency order.

C. The contractor is responsible for furnishing the name of the
designated point of contact responsible for handling emergency
orders, and his/her phone number, e-mail address and/or pager
number, to the customers.

D. The contractor shall not contact customer regarding contractual
information. MUST contact the Contacting Officer.

7. AUTHORIZED RETURNS

A. The contractor shall accept returns under the following conditions:

Products shipped in error;

Products damaged in shipment;

Products with concealed or latent damage;

Products that are recalled;

Products that do not meet shelf-life requirements;

Products that do not meet the minimum quality requirements;
. Products delivered in unsanitary vehicles;

Quantity excess as a result of order input error and/or

PurchaseRatio Factor error.

B RT B

B. Any other conditions not specified above that are deemed to be valid reasons for
return by the customer.

8. SHORT SHIPMENTS/SHIPPING ERRORS

A. All short shipments must be annotated by the receiving official on the delivery
ticket/invoices accompanying the shipment.

B. Any product delivered in error must be picked up by the vendor on the same day or
by the next delivery day after notification by the ordering activity.
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9.

10.

11.

DELIVERY

A. A delivery ticket will accompany each delivery. It is mandatory that the Delivery
Ticket include the below information:

Customer/Recipient signature; MUST BE CLEAR AND LEGIBLE
Contract Number;

Call Number;

Purchase Order Number;

Contract Line Items listed in numeric sequence (also referred to as CLIN order);
DODAAC;

Item Nomenclature;

LSN or NSN;

Quantity purchased per item in DLA TROOP SUPPORT’s unit of issue;
Clearly identified and annotated changes on all copies;

Total dollar value of each invoice (reflecting changes to the

shipment, if applicable);

e Required Delivery Date (RDD) 1.e., 5/23/2022.

B. Prices cited on delivery tickets for STORES orders will be the prices at
the time of order and not the prices at time of delivery.

C. All deliveries exclude national legal holidays unless otherwise indicated by ordering
activity.

D. Items will be off-loaded from the contractor(s) vehicle(s) and contractor personnel will
place items delivered inside the dining halls, etc. Deliveries to ships shall be brought to
the brow of the vessel, when applicable.

SITE VISITS

Offerors are urged and expected to inspect installations to familiarize themselves with the
locations of the delivery points and conditions under which deliveries will be required.

ORDERING SYSTEM

A. Subsistence Total Order and Receipt Electronic System (STORES)

1) STORES is the Government’s ordering system which is capable of accepting
orders from any of the Services’, i.e., Army, Air Force, Navy or Marines,
individual ordering systems and translating the orders into an EDI (Electronic
Data Interchange) format. In addition, this information is transmitted to DLA
TROOP SUPPORT for the purposes of contractor payment and customer billing.

2) Customers will be able to order all of their Soda requirements through
STORES.

3) STORES access is required for each Contractor’s employee. All STORES
users must receive Account Management Provisioning System (AMPS)
role approval prior to completing and electronically accepting the
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electronic user agreement for a STORES account. Detailed instructions
on how to gain access to AMPS and STORES can be found in Attachment
5 — STORES — AMPS Customer Vendor Request.

4) The awardee shall be required to interface with STORES and must

be able to support the following EDI transactions:

i. 810 — Electronic Invoice
ii. 832 — Catalog (Outbound: Vendor to DLA Troop Support)
iii. 850 — Purchase Order
iv. 997 — Functional Acknowledgment
v. A complete description of these transaction sets is included in the “STORES
EDI Requirements” located at:

http://www.dla.mil/Portals/104/Documents/TroopSupport/Subsi
stence/STORES and EDI Requirements.pdf or see Attachment
4 — EDI Implementation Guidelines.

5) The Contractor shall have access to the Internet and be able to send and
receive electronic mail (email).

6) Unit prices must be formatted no more than two (2) places to the right of the
decimal point.

7) Any EDI-capable vendor must be able to conform to the Government’s format for
Item Descriptions on both the catalog and the invoices. The Government’s format
begins with a broad category and then continues with a more general description.
For example, a 5 gallon of Cola would be described as “BEV BASE, COLA, 5-
Gal BIB”

12. ORDER PLACEMENT

A.

Customers shall place orders via STORES to accommodate order lead
time stated on contract. Orders shall generally be sent no later than
10:00 a.m. two (2) days prior to the desired delivery date in order to
ensure maximum availability of product. However, a customer may
decide to place an order with a longer lead-time for delivery except as
noted on Section5-A Holidays on page 31.

The vendor MUST notify the customer within 24 hours after order
placement, when there is non-availability of an item or items. If it
appears that the vendor will not be able to fulfill the order in time to meet
the required delivery date, the vendor shall advise the customer of its
Not-in-Stock position so that the customer can go in STORES to adjust
the receipt.

There shall be no line-item (LSN) additions to existing STORES
orders. Requirements for additional LSN's to prior/existing orders
shall be ordered by customers via STORES as a new and separate
STORES order.




http://www.dla.mil/Portals/104/Documents/TroopSupport/Subsistence/STORES_and_EDI_Requirements.pdf

http://www.dla.mil/Portals/104/Documents/TroopSupport/Subsistence/STORES_and_EDI_Requirements.pdf
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13.

14.

15.

D. All pricing is effective at the time order is submitted.

PURCHASE ORDER

There shall only be one invoice per purchase order. This will reduce invoice
and payment issues. At no time is a delivery driver permitted to deliver
items that do not appear on the purchase order.

STORES (Subsistence Total Order and Receipt Electronic System)

The automated STORES (Subsistence Total Order and Receipt Electronic
System) will be used to the maximum extent practical on the resultant
contracts from this solicitation. In order to facilitate the receipt and payment
process, there is specific information contained on the STORES purchase
order that MUST be mirrored on the vendor’s invoice. The information may
have to be handwritten on the invoice. Please ensure the information is
correct and legible. Invoices for those customers placing orders under
STORES must be submitted for payment to the following address:

DFAS BVDP (SL4701)
P.O. Box 369031
Columbus, Ohio 43236-9031

INVOICING / PAYMENTS

Electronic Invoicing by Suppliers via Electronic Commerce/Electronic Data
Interchange:

All suppliers are required to process invoices electronically. An
electronic invoicing system expedites payments by providing a real time
system for invoice processing. In an effort to ensure that your firm is paid
promptly for products that you supply, we want to utilize the best business
practices available. The business practices of today reflect increased
utilization of Electronic Commerce/Electronic Data Interchange providing
timelier and cost-effective ways of information exchange. DLA Troop
Support, Subsistence is migrating towards more and more use of the
electronic mediums available to conduct business with you as our business
partners. The Defense Logistics Agency has undergone an Enterprise
Business Systems (EBS) initiative. This EBS initiative will change the way
you currently invoice. EBS conforms to a strict adherence of detailed line-
item payment in concert with the order. Manual paperwork will no longer be a
viable way to invoice. Invoices need to be submitted for payment promptly
after delivery. Our intention is to provide you a quick and easy way to submit
your invoices for payment and to help ensure prompt and accurate payments.
Efforts have been underway for some time to bring a resolution for you to be
able to accomplish Electronic Data Interchange with the invoices.

Invoicing:

A. All parties shall comply with the following invoicing requirements:

Acceptable methods of Invoicing include:
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a. If your company is able to exchange information electronically through
American National Standards Institute (ANSI) X12 format, we could
set your company up as an Electronic Data Interchange (EDI) vendor
immediately,being able to receive orders and send invoices
electronically.

b. There are companies available who, for a fee, will turn flat files
into EDI Invoices (810 transactions).

c. The STORES/EBS Reconciliation (Recon) Tool web application is used
to submit invoices electronically. This tool is only for vendors that have
a DLA TROOP SUPPORT contract and are invoicing using the 810-
transaction set. This system can be found on the DLA TROOP
SUPPORT web page for Subsistence,
https://www.stores.dla.mil/stores_web/default.aspx. A User ID and
Password would be issued after properly registering for the site. This
application allows visibility on the website for receipts by the customers.
After review of the receipt and, if in agreement, simply type in an
invoice number to submit the invoice to DFAS. This receipt information
is available at this website for 180 days. The user will have the ability to
add lines or change existing lines to reflect what was delivered. The
changes will be e-mailed to the appropriate DLA Troop Support
Account Manager, who will work at resolving the differences; however,
the customer must make the corrections electronically. Vendors are
encouraged to wait until the receipt is adjusted to submit their invoices.
The system will be updated daily from the receipt files. Vendors are
required to utilize the system at least once a week. Invoices submitted
using this website will generate an EDI invoice to flow through the
paying process at DFAS. If additional information is needed on
electronic or alternate electronic invoice processing contact the
appropriate DLA TROOP SUPPORT Account Manager or Contract
Specialist/Officer for the region in question or use the Recon Training
Tool.

Individual delivery orders shall be invoiced within 5 days from the actual
date of delivery.

All invoicing for payment is to be submitted electronically using the
STORES/EBS Reconciliation (Recon) Tool website from the DLA Troop
Support Subsistence Home Page. No paper invoices shall be submitted to
DFAS for payment.

**ONE OF THE ABOVE METHODS MUST BE USED AS PAPER
INVOICES ARE NO LONGER A VIABLE OPTION. THIS IS A
CONDITION FOR CONTRACT AWARD**

B. To create an account for the STORES/EBS Reconciliation (Recon) Tool
invoicing website all vendors shall obtain the following:



https://www.stores.dla.mil/stores_web/default.aspx

https://www.stores.dla.mil/stores_web/default.aspx

https://www.stores.dla.mil/stores_web/default.aspx
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a.

Public Key Interface (PKI) certificate for EACH individual that will
have access to the DLA Troop Support Reconciliation Tool.

External Certificate Authority certificate (ECA) for EACH individual
that will have access to the DLA Troop Support Reconciliation Tool.

1. Begin at https://www.stores.dla.mil/stores web/Admin_Logon.aspx

2. Select New Account Request Form and follow
the instructions on completion and submission.

3. After registration, you will receive a Username and
Password toaccess data from your contract.

C.  Each delivery will be accompanied by the contractor’s delivery
ticket/invoice. Three (3) copies (an original plus two) shall accompany
the shipment. The customer shall print and sign all copies of the
invoices/delivery ticket, keep one (1) copy and return the ORIGINAL
copy to the vendor. Any changes must be made on the face of the

invoice.

D. Every Invoice shall contain the following information in a CLEAR and
LEGIBLE manner in which DoD Finance personnel will accept its
legitimacy:

Nk

— =00

0.
1.

Customer/Recipient signature;

Contract Number;

Call Number;

Purchase Order Number;

Contract Line Items listed in numeric sequence (also referred to as CLIN
order);

DODAAC;

Item Nomenclature;

LSN or NSN;

Quantity purchased per item in DLA TROOP SUPPORT’s unit of issue;
Clearly identified and annotated changes on all copies;

Total dollar value of each invoice (reflecting changes

to the shipment, if applicable);

12. Required Delivery Date (RDD) i.e.,.

A sample STORES order is illustrated below for informational purposes only.
The information indicated in the five elements below is required to be identified on the
vendor’s invoice in order for the vendor to be promptly paid by DFAS. These elements
are on the system generated STORES purchase order, and the information needs to be
transferred to the invoice.
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SAMPLE OF SENT ORDER DETAILS
Purchase Order Number: W81YMG13060865

Contract Number: SPM30012DW500
Vendor: VENDOR NAME
Call Number: 0006
Ordering Point: W81YMG
Ship To DoDAAC: W81YMG
RDD: 5/3/2012
Receipt Date:
Source of Receipt: Manual
DLA
Stock Number TROOP i :
Include? CLIN Dl\(;lcll:nlgz;lt Description UMPRF  qUPPORT Og:;r Re(;te;pt Cost (I;l;?i"e
E |
Part Number U/l | Price |||
B 892001E114646 BREAD, WHITE, FRESH, |
PAN BAKED
; PG 1| PG
19 FT1234913203 24415 SANDWICHED ENRICHED $1.13 12 $13.56
16 OZ PG
I =
892001E119580
£ 1220 ROLLS, HAMBURGER, | | | M M
FRESH, SLICED WHITE, W/
21 FT123490913206 SESAME SEEDS, 12 PER 23 |PG | 1 |PG $1.88 10 | $18.80|"
0Z PG
L | I

Total: $52.16

E. Every Purchase Order must have a corresponding Invoice. There
SHALL NOT be any instance where two (2) Purchase Orders
correspond to one (1) Invoice or where one (1) Purchase order
corresponds to two (2) Invoices.

F. If a delivery requires adjustment, both the customer/recipient AND
the delivery driver shall make an annotation on the Invoice face, and
BOTH shall print and sign the Invoice indicating agreement. The
RECON Tool Receipt will then be adjusted accordingly by the
customer/recipient and the RECON Tool Invoice will be adjusted
accordingly by the Vendor.

G. All invoices must be “clean”, i.e., all debits and/or credits must be
reflected onthe invoice prior to its submission.

H. The STORES/EBS Reconciliation (Recon) Tool must be updated no
less than once a week to ensure proper Invoicing and timely
payments.

I. Delivery drivers SHALL NOT deliver items that do not appear on the
purchase order or substitute items requested with items that do not
appear on the purchase order.
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16.

17.

PAYMENT

. DFAS Columbus is the payment office for this acquisition.

Customers are to place orders electronically through the DLA
TROOP SUPPORT ordering system STORES.

. Payment of delivery orders will be made in accordance with the terms

and conditions of Paragraph (I) of Clause 52.212-4 “Contract Terms
and Conditions — Commercial Items”, appearing in the section of this
solicitation entitled “Contract Clauses”.

. All offerors must have the ability to accept an 820-transaction set from

its financial institution. DFAS Columbus will no longer forward a
detailed summary of payment(s). This information will only be available
from your bank.

. Payment is currently being made in approximately ten (10) days after

thereceipt of a proper invoice; however, payment is still subject to the
terms and conditions of the Prompt Payment Act (31 U.S.C. 3903). All
electronic invoices must be submitted with accurate, sufficient, clean
data before any payment can be made.

. Unit prices and extended prices must be formatted to only two (2)

places beyond the decimal point. STORES will not accommodate
positions of three (3) and above places beyond the decimal point. For
example, an extended unit price of $1.088 must be rounded upto $1.09.

. The Government intends to utilize Electronic Funds Transfer (EFT)

to make payments under the resultant contract(s). However, the
Government reserves the right to use a manual payment system, i.e.,
check, if the need arises. Refer to Clause 52.232-33 “Mandatory
information for Electronic Funds Transfer Payment”.

. VENDOR PAYMENT INQUIRY SYSTEM - ACCESS AT:

https://myinvoice.csd.disa.mil/index.html

CONTRACT ADMINISTRATION DATA

. Administration of the contract will be administered by DLA TROOP

SUPPORT in Philadelphia.

. Administration of the individual delivery order will be performed by a

designated representative at the ordering activity. This includes
approving product changes and delivery changes.

. The DLA TROOP SUPPORT Contracting Officer must approve any

changes to the contract.

39
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18. NON-COMPETE PROVISION

The offeror warrants that it will not actively promote, encourage, or
market any of the customers on this acquisition away from a resultant
DLA Troop Support contract and onto a contract of any other
Government agency or commercial entity. This prohibition applies both
on a pre-award and post-award basis. The Contracting Officer reserves
the right to resolicit the contract if he/she discovers that the successful
Contractor has violated this provision. Customers that have been
approached by a vendor regarding ordering off of a separate contract
should immediately contact the Contracting Officer.

Financial Improvement Audit Readiness (FIAR) Policy

52.209 - 7995 - Representation by Corporations Regarding an Unpaid Delinquent
Tax Liability or a Felony Conviction under any Federal Law— Fiscal Year2013
Appropriations

FIAR Policy requires all vendors to ensure that each customer sign, date and
circle each receipt/invoice for every shipment made. Customer signatures, acquired by
the vendor, from on board CS, DSO or duty station AOR, must be clearly legible.

For all receipts/invoices - Manual signatures must be provided by each
customer - this is mandatory. Electronic signature(s) for each receipt/invoice (via
handheld gadget or otherwise) is not authorized and will not be processed for payment
to the vendor. Vendor shall ensure that customer receives an official hard copy
document of each completed receipt/invoice.

There is a possibility that vendors will need to allow for more time in between
deliveries to allow receipt/invoices to be in FIAR compliancy before they turn them into
FLC for processing in STORESWEB.

Company Representative Name Signature & Date
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SCHEDULE OF DELIVERIES FOR MILITARY CUSTOMER
SPE300-22-R-0037 BAG-IN-BOX BEVERAGE

120349 ANACONDA JOB CORP

127128 CASS JOB CORPS CENTER

1542B3 DEPT OF JUSTICE BOP MIAMI FLORIDA
1542PT FEDERAL BOP FCC COLEMAN

157451 US IMMI & NAT EL PASO, TX

159417 INS FLORENCE AZ

160135 ALASKA JOB CORP CENTER

160476 TONGUE POINT JOB CORPS CENTER
160477 SPRINGDALE JOB CORPS CENTER
1613GK GRAFTON JOB CORPS, GRAFTON MAS
1623P3 LAREDO JOB CORP

1631LP POTOMAC JOB CORPS CENTER

1631LV POTOMAC JOB CORP

1642TB JACKSONVILLE JOB CORPS CENTER
1642TL JACKSONVILLE JOB CORPS CENTER
1651AV PAUL SIMON CHICAGO JOB CORPS CENTER
165E7N CINCINNANTI JOB CORPS CENTER
165E7P DAYTON JOB CORPS CENTER

166203 FLINT HILL JOB CORPS

1674F8 LAREDO JOB CORPS CENTER, TX
1674G6 LAREDO JOB CORP

1674GE DAVID CARRASCO JOB CORPS CTR
1674H7 NORTH TEXAS JOB CORPS

1691GB INLAND EMPIRE JOB CORPS CENTER, CA
707452 PORT ISABEL DETENTION CENTER
899346 USDOE C/O NSTEC

CA0005 PORT OF SAN DIEGO

CGAKO1 PORT OF KODIAK ALASKA

CGAKO02 PORT OF KETCHIKAN ALASKA

41
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CGAKO3
CGAKO04
CGAKOS5
CGAKO06
CGAKO7
CGAKO8
CGAKO09
CGAK10
CGAKI11
CGAK12
CGCA04
CGCAO05
CGFLO1
CGFLO02
CGFL04
CGFLO05
CGFLO06
CGILO1
CGLAO1
CGMAO1
CGMAO03
CGMDO1
CGMEO1
CGMIO1
CGMIO02
CGMSO01
CGMS02
CGNCO02
CGNFO01
CGNHO1
CGNYO01

PORT OF DUTCH HARBOR ALASKA
PORT OF NOME ALASKA
PORT OF SEWARD ALASKA
PORT OF VALDEZ, AK

PORT OF CORDOVA ALASKA
PORT OF HOMER ALASKA
PORT OF BARROW ALASKA
PORT OF SITKA ALASKA
PORT OF JUNEAU ALASKA
PORT OF PETERSBURG, AK
PORT OF SAN DIEGO, CA
PORT OF SAN PEDRO, CA
PORT OF MAYPORT, FL

PORT OF MIAMI, FL

PORT OF TAMPA / ST. PETE, FL
PORT OF PENSACOLA, FL
PORT OF CAPE CANAVERAL, FL
PORT OF CHICAGO, IL

PORT OF NEW ORLEANS, LA
PORT OF BOSTON, MA

PORT OF GLOUCESTER, MA

US COAST GUARD PORT BALTIMORE MD 01

PORT OF PORTLAND, ME

PORT OF CHEBOYGAN, MI

PORT OF SAULT STE MARIE, MI
PORT OF GULPORT, MS

PORT OF PASCAGOULA, MS

PORT OF WILMINGTON, NC

PORT OF NORFOLK COAST GUARD
PORT OF PORTSMOUTH, NH

PORT OF NEW YORK, NEW YORK
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CGORO1 PORT OF PORTLAND, OR

CGPAO1 PORT OF PHILADELPHIA, PA

CGSCO1 PORT OF CHARLESTON, SC

CGTXO02 PORT OF GALVESTON, TX

CGVAO1 COAST GUARD PORTSMOUTH

CGVAO02 USCG LITTLE CREEK

CGWAO1 PORT OF SEATTLE, WA

CTFJOR US NAVY SUPPORT JORDAN

DAHO040 JIMMIE PADGETT

FA4654 GRISSOM AIR NATIONAL RESERVE
FB6091 FLORIDA AIR NATIONAL GUARD JACKSONV
FB6191 MARYLAND AIR NATIONAL GUARD
FB6221 127TH SERV FLIGHT MICHIGAN AIR NAT
FB6223 ALPENA AIR NATIONAL GUARD

FB6324 174TH FIGHTER WIN ANG

FB6356 121ST ARW/SVF

FB6372 OREGON AIR NTNL GUARD KF

FB6422 164TH SERVICES FLIGHT

FLAFEX FORT LEE - AFGHAN EXERCISE

FM3010 KEESLER NUTRILFLIGHT MEDICINE
FP6201 104TH FIGHTER WING/ SERVICES FLIGHT
FT2300 88TH MEDICAL GROUP

FT3020 SHEPPARD HOSPITAL 82 MED GROUP
FT3047 WILFORD HALL

FT4427 DAVID GRANT MEDICAL CENTER
FT4600 E.B. HOSPITAL DINING HALL

FT4852 MIKE OCALLAGHAN FEDERAL HOSPITAL
FT4897 366 MED GRP NUTRITIONAL

FT5000 3 MDG SGSD NUTRIRIONAL MED FLIGHT
FT6011 117TH SERVICES FLIGHT

FT6012 187TH FW MONTGOMERY ALABAMA
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FT6021
FT6022
FT6043
FT6103
FT6112
FT6131
FT6202
FT6241
FT6242
FT6243
FT6261
FT6322
FT6341
FT6423
FT6433
FT6476
FT6493
FT6520
FT6562
FT6616
FT6647
FT7000
FT9000
FT9002
FT9006
FT9008
FT9010
FT9011
FT9013
FT9014
FT9015

161 ARW SERVICESOF PHOENIX

162 FW/SVF TUCSON, AZ

CHANNEL ISLAND AIR NATIONAL GUARD
165TH GA ANG

IDAHO AIR NATIONAL GUARD

INDIANA NATIONAL GUARD

102 FORCE SUPPORT FLIGHT SUSTAINMEN
186TH ARW

MISSISSIPPI AIR NATIONAL GUARD
MISSISSIPPT AIR NATIONAL GUARD
MONTANA AIR NATIONAL GUARD
105TH STEWART ANG

119TH FIGHTER WING

MCGHEE TYSON ANG, TN

ANG 147FW ELLINGTON FIELD, TX
CAMP MURRY AIR NATIONAL GUARD
VOLK FIELD ANGB

176 GP SVF AK ANG

137 SERVICES FLIGHT

UNIT 442 AIR FORCE RESERVE
AIRFORCE RESERVE 939 PORTLAND
USAF ACADEMY HOSPITAL
CHARLESTON AFB

EGLIN AFB

EGLIN AFB DUKE FIELD DINING FACILIT
HURLBURT OASIS FLIGHT KITCHEN
MACDILL AFB DINER'S REEF

MAXWELL AIRMENS DINING FACILITY
MOODY AFB 347 SVS/SVMF GEORGIA PINE
PATRICK AFB RIVERSIDE DINING FACILI
WYNN DINING FACILITY

44





SPE300-22-R-0037 Attachment # 1 — Statement of Work (SOW)

FT9017
FT9019
FT9023
FT9025
FT9028
FT9030
FT9032
FT9036
FT9039
FT9044
FT9046
FT9047
FT9051
FT9054
FT9060
FT9061
FT9063
FT9073
FT9084
FT9086
FT9088
FT9092
FT9093
FT9095
FT9100
FT9103
FT9106
FT9107
FT9110
FT9115
FT9118

SHAW AFB

325 SVS/SVMF

LANGLEY EAGLE ROOM
ANDREWS AFB, MD - 89 SVS (FOOD)
BOLLING AFB, DC - TROOP

POPE AFB, NC

SEYMOUR JOHNSON AFB

NELLIS AFB, NEVADA

CREECH AFB

DINING FACILITY EDWARDS AFB, CA
WRIGHT PATTERSON AFB, OH

SAN ANTONIO, TX

17TH SERVICES GOODFELLOW AFB, TX
KEESLER AFB, MS
VANDERBERG AFB, THE BREAKERS
HALVORSON HALL MCGUIRE AFB, NJ
FAIRCHILD AFB WARRIOR DFAC, WA
LACKLAND AFB 37 SVS SVMF DIN FAC
MCCHORD AFB, WA.

TROOPS MCCONNELL AFB WICHITA, KS
NIGHTINGALE INN SCOTT AFB, IL
TROOP SUPPORT TRAVIS AFB, CA
OZARK INN WHITEMAN AFB, MO, KS
SHEPPARD AFB

PETERSON AFB, CO

ALTUS AFB FLIGHT KITCHEN
SCHRIEVER AFB

USAF ACADEMY HIGH COUNTRY INN
TINKER AFB, OK

PC TROOP & RED RIVER, BARKSDALE AFB
DYESS AFB, TX.
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FT9122
FT9123
FT9125
FT9130
FT9134
FT9136
FT9140
FT9141
FT9142
FT9146
FT9147
FT9148
FT9152
FT9155
FT9158
FT9181
FT9249
FT9260
FT9264
FT9266
FT9300
FT9301
FT9305
FT9444
FT9570
FT9601
FT9602
FT9608
FT9611
FT9709
FT9710

ELKHORN DINER MALMSTROM AFB, MT
2 SEASONS DINING FACILITY ALASKA
IDITAROD DINING FACILITY

OFFUTT AFB

RAY VAN HENSMAN DIN FAC, AZ
DINING FAC. KIRTLAND AFB, NM
CANNON AFB - PECOS TRAIL DFAC
DESERT INN -DAVIS MONTHAN AFB, AZ
DAVIS MONTHAN AFB ROAD RUNNER
CLEAR AIR STATION

DAKOTA INN MINOT AFB, ND

MINOT AFB.910SS/OSOE

SERVICES BUCKLEY ANG BASE, CO

AIR FORCE CULINARY ARTS SCHOOL
366 SERVICES SQUADRON MT. HOME AFB,
CAPE ROMANZOF

THULE AFB

EGLIN AF BASE

MT HOME AFB

711 HPW DINING FACILITY

EGLIN AFB HOSPITAL

MACDILL AFB HOSP. DIN. FACILITY
LANGLEY HOSPITAL

USAF ACADEMY CDC, CO

USAF ACADEMY YOUTH ACTIVITY CENTER
FT. EUSTIS CHILD AND YOUTH PROGRAM
FT. EUSTIS CDC

YOUTH CENTER FORT EUSTIS

FT EUSTIS CDC 2

EARECKSON AFB, AK

GALENA AFB, AK
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FT9711
FT9718
HTO0018
HTO0917
HTO0919
INARNG
KSMRO02
MO00146
MO0026A
M14063
M21300
M33060
M33610
M34220
M35013
M35302
M54004
M54078
M54900
M60169
M67001
M67002
M67391
M67865
M93013
M94006
MAAGO02
MOMRO02
MSCO001
NO00012
N00022

KING SALMON AFB, AK

CLEAR AFS NAF POLAR BAR

NATIONAL NAVAL MEDICAL CENTER
NAV HOSP BLDG 1343 29 PALMS

NAVAL HOSPITAL CAMP PENDLETON ND
INDIANA NAT GUARD ENHANCEMENTS
KANSAS ENHANCEMENT

MCAS - CHERRY POINT, NC

PARRIS ISLAND DSSC, SC

MARINES RESERVES

CAMP PENDLETON

CAMP PENDLETON, FOOD SERVICE #3
MC TRNG CTR BRIDGEPORT, CA

MCRD

29 PALMS/MARCH AFB-ENHANCEMENTS
29 PALMS/MARCH AFB - RATIONS
HENDERSON HALL, VA, MD, DE, DC
MARINE CORP DETACHMENT FORT LEE
MARINE BARRACKS DINING HALL
PARRIS ISLAND AIR WING

CAMP LEJEUNE #1, NC

CAMP LEJEUNE #2, NC

CAMP ALLEN

MCAS MIRAMAR

QUANTICO MC, VA

11TH MARINES

MA ARMY GUARD TWINING HALL DFAC
MISSOURI ENHANCEMENTS

FLEET & INDUSTRIAL SUPPLY CENTER
PENTAGON SEC. OF NAVY DFAC/EUREST
NAVY SAN DIEGO
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NO00109 YORKTOWN NAVAL STATION

NO00129 NAVAL SUBMARINE BASE NEW LONDON
NO00168 NATIONAL NAVAL MEDICAL CENTER, MD
NO00183 NAVAL MEDICAL CENTER PORTSMOUTH
N00204 NAS PENSACOLA

N00206 NAS NEW ORLEANS

N00207 NAS JACKSONVILLE GALLEY

N00232 NAS JACKSONVILLE NAVAL HOSPITAL
N00244 ALMIRANTE MONTT

N00245 NAVAL STATION SAN DIEGO

N00246 NAB CORONADO

NO0024A FISC'A' SAN DIEGO, CA

N0024B FISC 'B' SAN DIEGO, CA

N0024C FISC 'C' SAN DIEGO, CA

N0024D FISC 'D' SAN DIEGO, CA

NO0024E FISC 'E' SAN DIEGO, CA

NO0024F FISC SAN DIEGO

N00281 DAM NECK GALLEY

NO0040A FISC BREMERTON

N0040C NAV SUBBASE BANGOR

N0040D FISC DETACHMENT EVERETT

NO0417A NAVAL SUPPORT FACILITY THURMONT
N21467 FISC DET MOOREHEAD CITY

N35949 29 PALMS NAVAL HOSPITAL

N42237 PIRATES COVE GALLEY

N4275A NAVAL SUPPORT ACTIVITY NW ANNEX
N43456 NSGA KUNIA GALLEY, HI

N43649 FISC MAYPORT

N44466 TRF AFLOAT - BLUE

N45411 ACUS5 CAMP PENDLETON

N45534 SURFACE COMBAT SYSTEM CENTER
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N45610
N46207
N47905
N55460
N6019A
N60201
N60495
N61009
N61331
N61414
N62226
N62604
N62661
N62688
N62741
N62841
N63042
N63043
N63126
N63406
N63891
N64120
N68093
N68094
N68436
N68836
N69214
N81464
N83447
NCAFO01
NINAVY

NAVCON BRIG CHARLESTON
EGLIN AFB

FISC JAX DET PASCAGOULA, MS
NAVAL CONSTRUCTION GROUP 2
OCEANA NAS

NS MAYPORT OASIS GALLEY

NAS FALLON, NV, CA

RANGE 51

SEASHORE GENERAL MESS (PANAMA CITY)
NAB LITTLE CR GALLEY

NAVAL STATION ANNAPOLIS MESS
NCBC-GULFPORT

NETC NEWPORT, RI

NAVAL STATION NORFOLK

NAVY SUPPLY CORPS SCHOOL
NAVAL ORDINANCE TEST UNIT, FL
MAIN GALLEY NAS LEMOORE
NAVAL AIR STATION, MERIDIAN
POINT MUGU/PORT HUENEME

ASW

NSGA GALLEY

CSS LEARNING SITE FORT LEE
NAVAL HOSP CAMP LEJEUNE, NC
NAVAL HOSPITAL CAMP PENDLETON, CA
NAVAL BASE KITSAP TRIDENT INN
FISC MAYPORT

NAVAL WEAPONS STA GALLEY
NAVY EXPEDITIONARY LOGISTICS SUPGRP
NAS JRB FORT WORTH

567TH RED HORSE SQUADRON
NEW JERSEY NAVY
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NOAANP
NOANFL
NPOAO1
NSUBO1
NYNAVY
OKARNG
SANFRN
TKIOSK
W13G07
W15HZU
W16BF1
W16SLD
WI16W7L
W23A75
W23HY0
W26ABN
W26ALR
W26DJ1
W26QKQ
W26RF2
W31G3J
W3INWU
W33BRC
W33BTY
W33M8P
W33RSW
W34GND
W36N0Q
W36QX9
W36XTM
W37N04

NOAA SHIPS @ NEWPORT, OR

NOAA SHIP NORTH FL.

PORT OF ANCHORAGE

NAVY SUBMARINES IN SE ALASKA
NEW YORK NAVY

OKLAHOMA ARMY NATIONAL GUARD
SAN FRANCISCO REGION

FT. HOOD KIOSK

SOLEDAD BIERHOFF

FORT MONMOUTH, NJ

TISA FT DRUM, NY

WEST POINT ARMY HOSPITAL CAFE
WEST POINT 1ST INFANTRY

FORT MEADE

ABERDEEN PROVING GROUND

FT BELVOIR COMMUNITY HOSPITAL
FORT EUSTIS

TISA FORT A. P. HILL, VA

FORT LEE

MCDONALD ARMY HOSP, FT. EUSTIS, VA
REDSTONE ARSENAL

FORT RUCKER AVIATION CENTER
FT. BENNING

FT BENNING MARTIN ARMY COMM. HOSPIT
FT GORDON

FT STEWART

FT CAMPBELL

FORT BRAGG

WOMACK ARMY MED CTR
WOMACK ARMY MED CENTER
FORT JACKSON TISA
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W42NU4
W44DQ8
W44DVQ
W45C08
W45CM1
W45NR 1
W517PV
W51830
W5183X
W5183Z
WS51XTP
W55C6T
W55CVG
W58NQ3
W61DET
W6SMX3
WS80Q7M
WSOWKM
WS813M9
WS1BRS5
WS1NOC
WSIR07
WS1X4F
W81YMG
W903RQ
WOOFWP
W90XBW
W91A2K
W930RQ
WCUITW
WCIJUE

FORT POLK

TROOP ISSUE ATZL LST

REYNOLDS ARMY HOSPITAL

FT. BLISS TISA

DARNALL ARMY HOSPITAL

TISA FT. HOOD, TX

DEVENS RESERVE FORCES TRAINING AREA
FT BLISS, TX

7TH SPECIAL SERVICES GROUP DFAC
FORT RUCKER

EVANS ARMY COMMUNITY HOSPITAL
FT. LEAVENWORTH INSTAL SUPPLY

FT RILEY KS (HENRY JACKSON), KS, MO
DIN FAC FT. LEONARD WOOD, MO

FT. HUACHUCA TISA

MADIGAN ARMY MEDICAL CENTER
WALTER REED ARMY MEDICAL CENTER
FT IRWIN CA

EGLIN ARMY RANGER CAMP

CAMP BLANDING JOINT TRAINING CENTER
CP SHELBY

CP MCCAIN

DLI MONTEREY

SF UNDERWATER TRAINING FACILITY
WHITE SANDS MISSLE RANGE DINING
TISA FORT DETRICK

CAMP BEAUREGARD

NATICK

WHITE SANDS MISSILE RANGE DINING
ALASKA ARMY NG

TROOP ISSUE SUBSISTENCE ACTIVITY
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WCIJXU
YUMAO5
711405
711408
Z11411
711507
Z11513
712102
712113
714501
714502
715245
715246
715247
715250
715252
715257
720140
720150
730136
7230335
730338
730475
730481
730505
731290
733244
733283
736212
746900
747200

GAR USAG FT GREELY

MCAS YUMA

USCGC BOUTWELL WHEC-719

USCG MORGENTHAU

USCGC JARVIS WHEC 725

USCGC ESCANABA WMEC 907

USCGC MOHAWK WMEC 913

USCGC DILIGENCE WMEC 616

USCG VIGOROUS

USCGC POLAR STAR WAGB 10

USCG POLAR SEA WAGB 11

USCG WALNUT WLB 205

USCGC SPAR WLB-206

USCGC MAPLE WLB 207

USCGC CYPRESS WLB 210

USCGC HICKORY WLB 212

USCGC MACKINAW

USCG AIR STATION OPALOCKA - MIAMI
USCG AIR STATION CLEARWATER
USCG STATION GLOUCESTER

COAST GUARD STATION GULFPORT
COAST GUARD STATION NEW ORLEANS
USCG STATION CAPE DISAPPOINTMENT
USCG STATION GRAYS HARBOR

USCG STATION YAQUINA BAY
MAYPORT/JACKSONVILLE, FL

COAST GUARD STATION HOUSTON TEXAS
USCG MSO VALDEZ

USCG GROUP SOUTH PORTLAND

USCG ISC MIAMI BEACH, FL
USCG ISC SEATTLE
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747720 USCG ISC SAN PEDRO
USCG TRAINING CENTER PETALUMA

1622EG EMC/BLUE RIDGE JOB CORPS CENTER
1623L3 SOUTH BRONX JOB CORPS CENTER NY
1631LP POTOMAC JOB CORPS CENTER

1631LV POTOMAC JOB CORP

1632F1 WOODLAND JOB CORPS

1633E5 OLD DOMINION JOB CORPS

169344 SIERRA NEVADA JOB CORPS

709JAT EL CENTRO DETENTION CTR

CGCAO05 PORT OF SAN PEDRO, CA

CGCTO1 PORT OF NEW LONDON, CT

CGLAO1 PORT OF NEW ORLEANS, LA

CGMAO02 PORT OF CAPE COD, MA

CGNYO01 PORT OF NEW YORK, NEW YORK

CGORO1 PORT OF PORTLAND, OR

CGTX02 PORT OF GALVESTON, TX

CGVAO1 COAST GUARD PORTSMOUTH

CGVAO02 USCG LITTLE CREEK

CGWAO1 PORT OF SEATTLE, WA

CTFJOR US NAVY SUPPORT JORDAN

FB6071 CONNECTICUT AIR NATL GUARD

FB6091 FLORIDA AIR NATIONAL GUARD JACKSONV
FLAFEX FORT LEE - AFGHAN EXERCISE

FT4425 MALCOM GROW MEDICAL CTR, MD
FT4600 E.B. HOSPITAL DINING HALL

FT4852 MIKE OCALLAGHAN FEDERAL HOSPITAL
FT6122 182ND AIR NATIONAL GUARD

FT6151 KANSAS NATIONAL GUARD 184TH SVF/SV
FT6171 159TH LOUISIANA ANG

FT6181 101 ST SVF NATIONAL GUARD (AF)
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FT6202
FT6291
FT6323
FT6355
FT6381
FT6441
FT6476
FT6481
FT6491
FT6608
FT9011
FT9017
FT9023
FT9025
FT9029
FT9036
FT9039
FT9044
FT9047
FT9051
FT9063
FT9073
FT9082
FT9084
FT9088
FT9092
FT9093
FT9095
FT9100
FT9106
FT9107

102 FORCE SUPPORT FLIGHT SUSTAINMEN
NEW HAMPSHIRE AIR NAT GUARD, NH, ME

109TH AIR WING ANG

180TH FW

PITTSBURGH ANG, 171 SERVICES FLIGHT
UTAH AIR NATIONAL GUARD, UT
CAMP MURRY AIR NATIONAL GUARD
WEST VIRGINIA NATIONAL GUARD
WISCONSIN ANG BASE, 128TH ANG UNIT
NORTHERN CA REGION

MAXWELL AIRMENS DINING FACILITY
SHAW AFB

LANGLEY EAGLE ROOM
ANDREWS AFB, MD - 89 SVS (FOOD)
FT. MEADE, MD - HOUSE OF FIVE HATS
NELLIS AFB, NEVADA

CREECH AFB

DINING FACILITY EDWARDS AFB, CA
SAN ANTONIO, TX

17TH SERVICES GOODFELLOW AFB, TX
FAIRCHILD AFB WARRIOR DFAC, WA
LACKLAND AFB 37 SVS SVMF DIN FAC
FOOD SERVICE STAFF OFFICE
MCCHORD AFB, WA.

NIGHTINGALE INN SCOTT AFB, IL
TROOP SUPPORT TRAVIS AFB, CA
OZARK INN WHITEMAN AFB, MO, KS
SHEPPARD AFB

PETERSON AFB, CO

SCHRIEVER AFB

USAF ACADEMY HIGH COUNTRY INN
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FT9110
FT9118
FT9130
FT9134
FT9136
FT9139
FT9140
FT9141
FT9142
FT9144
FT9149
FT9155
FT9601
FT9602
FT9608
FT9611
HTO0917
HT0919
KSMRO02
M21300
M33060
M34220
M35302
M54078
M54900
M67391
M67865
M93013
M94006
MOMRO02
NO00109

TINKER AFB, OK

DYESS AFB, TX.

OFFUTT AFB

RAY VAN HENSMAN DIN FAC, AZ
DINING FAC. KIRTLAND AFB, NM
TROOP SUPPORT BEALE AFB, CA
CANNON AFB - PECOS TRAIL DFAC
DESERT INN -DAVIS MONTHAN AFB, AZ
DAVIS MONTHAN AFB ROAD RUNNER
HOLLOMAN AFB (MIL)

LITTLE ROCK AFB, AR

AIR FORCE CULINARY ARTS SCHOOL
FT. EUSTIS CHILD AND YOUTH PROGRAM
FT. EUSTIS CDC

YOUTH CENTER FORT EUSTIS

FT EUSTIS CDC 2

NAV HOSP BLDG 1343 29 PALMS
NAVAL HOSPITAL CAMP PENDLETON ND
KANSAS ENHANCEMENT

CAMP PENDLETON

CAMP PENDLETON, FOOD SERVICE #3
MCRD

29 PALMS/MARCH AFB - RATIONS
MARINE CORP DETACHMENT FORT LEE
MARINE BARRACKS DINING HALL
CAMP ALLEN

MCAS MIRAMAR

QUANTICO MC, VA

11TH MARINES

MISSOURI ENHANCEMENTS
YORKTOWN NAVAL STATION
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NO00129
NO00174
N00206
N00245
N00246
N00259
N00281
N0040C
NO0040D
N31466
N35949
N42237
N4275A
N45411
N45611
N46246
N47898
N47905
N55460
N60087
N6019A
N60201
N60495
N61414
N62661
N62688
N63042
N63126
N63891
N64120
N68094

NAVAL SUBMARINE BASE NEW LONDON
NSWC INDIAN HEAD GALLEY

NAS NEW ORLEANS

NAVAL STATION SAN DIEGO

NAB CORONADO

NAVAL HOSPITAL SAN DIEGO

DAM NECK GALLEY

NAV SUBBASE BANGOR

FISC DETACHMENT EVERETT

NALF SAN CLEMENTE ISLAND, CA

29 PALMS NAVAL HOSPITAL

PIRATES COVE GALLEY

NAVAL SUPPORT ACTIVITY NW ANNEX
ACUS5 CAMP PENDLETON

NAVAL CONS.BRIG. MIRAMAR, SAN DIEGO

USNS COMFORT, MD

NAVAL SPECIAL WARFARE DEV GROUP
FISC JAX DET PASCAGOULA, MS
NAVAL CONSTRUCTION GROUP 2
BRUNSWICK NAVAL AIR STATION
OCEANA NAS

NS MAYPORT OASIS GALLEY

NAS FALLON, NV, CA

NAB LITTLE CR GALLEY

NETC NEWPORT, RI

NAVAL STATION NORFOLK

MAIN GALLEY NAS LEMOORE

POINT MUGU/PORT HUENEME

NSGA GALLEY

CSS LEARNING SITE FORT LEE

NAVAL HOSPITAL CAMP PENDLETON, CA
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N81464
NADTO1
NAVYTX
NINAVY
NOAAMS
NYNAVY
OKARNG
TKIOSK
W16BF1
W22PE0
W23A75
W26ABN
W26ALR
W26DJ1
W26QKQ
W33RSW
W34GND
W37N04
W42NU4
W44DQ8
W45C08
W45NQM
W45NR 1
WS50LSR
W51830
W51HQI
W56F7P
W67K2R
W6SNES
WSOWKM
WS 1XA4F

NAVY EXPEDITIONARY LOGISTICS SUPGRP
NAVY SHIPS DETROIT

USNS HOWARD O'LORENZEN

NEW JERSEY NAVY

NOAA SHIPS

NEW YORK NAVY

OKLAHOMA ARMY NATIONAL GUARD
FT. HOOD KIOSK

TISA FT DRUM, NY

FT KNOX

FORT MEADE

FT BELVOIR COMMUNITY HOSPITAL
FORT EUSTIS

TISA FORT A. P. HILL, VA

FORT LEE

FT STEWART

FT CAMPBELL

FORT JACKSON TISA

FORT POLK

TROOP ISSUE ATZL LST

FT. BLISS TISA

TISA SAM HOUSTON, TX

TISA FT. HOOD, TX

JOINT BASE MEYER HENDERSON HALL
FT BLISS, TX

TISA FT. CARSON

FT. HUNTER LIGGETT DINING FACILITY
UTAH ARMY NATIONAL GUARD, UTAH
FT LEWIS TISA WAREHOUSE

FT IRWIN CA

DLI MONTEREY
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WOOFWP
WOON6H
WOI1EF3
WOINSD
711405
714102
720115
730338
736229
747720
761200
773136
CGFLO02
CGVAOl
N00204
N68836
W3INWU
W33BRC
W5183X
746900
160135
169241
3MLGGU
3MLGHI
CGAKOl
FT9123
FT9174
FT9519
GU0001
HIO0001
HITEST

TISA FORT DETRICK
BT COLLINS DINING FACILITY

CAMP PARKS (PREFTA DINING FACILITY

640TH REGIMENT (RTI)

USCGC BOUTWELL WHEC-719
USCG HEALY WAGB 20

USCG AIR STATION CAPE COD, MA

COAST GUARD STATION NEW ORLEANS

CGC SECTOR LONG ISLAND SOUND
USCG ISC SAN PEDRO

USCG TRAINING CENTER PETALUMA
USCG ACTIVITIES NEW YORK

PORT OF MIAMI, FL

COAST GUARD PORTSMOUTH

NAS PENSACOLA

FISC MAYPORT

FORT RUCKER AVIATION CENTER
FT. BENNING

7TH SPECIAL SERVICES GROUP DFAC
USCG ISC MIAMI BEACH, FL

ALASKA JOB CORP CENTER

HAWAII JOB CORPS CENTER

GUAM ENHANCEMENTS

HAWAITI ENHANCEMENTS

PORT OF KODIAK ALASKA

2 SEASONS DINING FACILITY ALASKA
ANDERSON AFB, GUAM

ANDERSON AFB GUAM

PORT OF GUAM

PORT OF HAWAII

HAWAII TEST POINT
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MEF3GU
NOO6CA
N66687
NSUBO1
FT6580
FT9128
HIO0001
HIBACK
MO00312
MO00318
N0060B
NO0060C
N0060D
NOO60E
NOO60F
NOO6CA
N62813
WX3JN9
WX3JP3
715243
720255
747810
T9174
FT9240
FT9900
GU0001
MEF3GU
MSCGU1
N6111G
N66449
N66687

GUAM 3RD MARINE EXPEDITIONARY
HAWAII CARGO

CAMP COVINGTON, NMCB GUAM
NAVY SUBMARINES IN SE ALASKA
154TH AIR NATIONAL GUARD
HALE AINA DINING HICKAM
PORT OF HAWAII

PACIFIC BUYING OFFICE
ANDERSON HALL KANEOHE BAY
MCBH ANDERSON HALL, HI

FISC 'B' PEARL HARBOR, HI

FISC 'C' PEARL HARBOR, HI

FISC 'D' PEARL HARBOR, HI

FISC 'E' PEARL HARBOR, HI

FISC MSC PEARL HARBOR, HI
HAWAII CARGO

NAVAL STATION GALLEY, HI
TRIPLER ARMY MEDICAL CENTER
TISA SCHOFIELD BARRACKS, HI
USCGC KUKUI WLB 203

USCG AIR STATION, HI

USCG BSU HONOLULU
ANDERSON AFB, GUAM
NORTHWEST FIELD

36TH SERVICES SQUADREN

PORT OF GUAM

GUAM 3RD MARINE EXPEDITIONARY
MSC NAS GUAM
COMNAVMARIANAS, GUAM
UNITED SEAMANS SERVICE
CAMP COVINGTON, NMCB GUAM
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R20865
UY0307
W586FC
WS80GYB
WS0REC
W81KWC
CGAKOI
NO0018A
NO0018B
N0018C
N0018D
NO0018F
N0018G
NO0018H
NO0018K
NO0040E
N3742B
N62538
N68095
FT6501
FT9105
FT9032
N68093
W36N0Q
FT6580
FT9128
FT9129
HI0001
MO00318
N0040A
N0040C

USS FRANK CABLE

GLOBAL FOOD SERVICE (GFS)
USAG KWAJ-ATOLL

GUAM ARMY NATIONAL GUARD
DYDASCO USAR CENTER
GUAM NATIONAL GUARD
PORT OF KODIAK ALASKA
NORFOLK, VA FISC A
NORFOLK, VA FISC B
NORFOLK, VA FISC C
NORFOLK, VA FISC D
NORFOLK, VA FISC F
NORFOLK, VA FISC G
NORFOLK, VA FISCH

MSC SHIPS NORFOLK, VA
MSC SHIPS WASHINGTON

NAVAL STATION GTMO BAY GALLEY

FISC NORFOLK H
BREMERTON NAVAL HOSPITAL
ANG CHEYENNE WYOMING

CHADWELL DIN. FAC. F.E. WARREN AFB

SEYMOUR JOHNSON AFB

NAVAL HOSP CAMP LEJEUNE, NC
FORT BRAGG

154TH AIR NATIONAL GUARD
HALE AINA DINING HICKAM
MOKULELE FLIGHT KITCHEN
PORT OF HAWAII

MCBH ANDERSON HALL, HI

FISC BREMERTON

NAV SUBBASE BANGOR
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N0040D FISC DETACHMENT EVERETT
NO0040E MSC SHIPS WASHINGTON

N0060B FISC 'B' PEARL HARBOR, HI
NO0060C FISC 'C' PEARL HARBOR, HI
N0060D FISC 'D' PEARL HARBOR, HI
NOO60E FISC 'E' PEARL HARBOR, HI
NOO60F FISC MSC PEARL HARBOR, HI
N62813 NAVAL STATION GALLEY, HI
N68095 BREMERTON NAVAL HOSPITAL
WX3IN9 TRIPLER ARMY MEDICAL CENTER
WX3JP3 TISA SCHOFIELD BARRACKS, HI
720255 USCG AIR STATION, HI

747810 USCG BSU HONOLULU

CGAKOl PORT OF KODIAK ALASKA

FT9019 325 SVS/SVMF

FT9123 2 SEASONS DINING FACILITY ALASKA
FT9125 IDITAROD DINING FACILITY
FT9709 EARECKSON AFB, AK

FT9718 CLEAR AFS NAF POLAR BAR
WE&I1CAT BASSET ARMY HOSPITAL

WCLHIT7 FORT RICHARDSON ALASKA
CGAKOl PORT OF KODIAK ALASKA

FT9019 325 SVS/SVMF

FT9123 2 SEASONS DINING FACILITY ALASKA
FT9125 IDITAROD DINING FACILITY
FT9709 EARECKSON AFB, AK

FT9718 CLEAR AFS NAF POLAR BAR
WEI1CAT BASSET ARMY HOSPITAL

WCLIT7 FORT RICHARDSON ALASKA
CGAKOl PORT OF KODIAK ALASKA

FT9019 325 SVS/SVMF
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FT9123
FT9125
FT9709
FT9718
W81C4T
WCLIT7
CGAKOl
FT9019
FT9123
FT9125
FT9709
FT9718
W81C4T
WCUT7
CGFLO05
FT9002
N00204
W3INWU
W5183X
W55CVG
WS55CVG
FT9011
N00620
NOAAWA
169471
W6I1DET
169471
W6IDET
169471
W6IDET
169471

2 SEASONS DINING FACILITY ALASKA
IDITAROD DINING FACILITY
EARECKSON AFB, AK

CLEAR AFS NAF POLAR BAR

BASSET ARMY HOSPITAL

FORT RICHARDSON ALASKA

PORT OF KODIAK ALASKA

325 SVS/SVMF

2 SEASONS DINING FACILITY ALASKA
IDITAROD DINING FACILITY
EARECKSON AFB, AK

CLEAR AFS NAF POLAR BAR

BASSET ARMY HOSPITAL

FORT RICHARDSON ALASKA

PORT OF PENSACOLA, FL

EGLIN AFB

NAS PENSACOLA

FORT RUCKER AVIATION CENTER
7TH SPECIAL SERVICES GROUP DFAC

FT RILEY KS (HENRY JACKSON), KS, MO
FT RILEY KS (HENRY JACKSON), KS, MO

MAXWELL AIRMENS DINING FACILITY
NAS WHIDBEY ISLAND

NOAA SHIPS

PHOENIX JOB CORPS CENTER AZ

FT. HUACHUCA TISA

PHOENIX JOB CORPS CENTER AZ

FT. HUACHUCA TISA

PHOENIX JOB CORPS CENTER AZ

FT. HUACHUCA TISA

PHOENIX JOB CORPS CENTER AZ
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W6IDET
169471
W6I1DET
FT6441
FT6659
FT9114
FT9168
NO00128
W5CD3H
FA6492
NAWIOI
COSBAY
CAO0005
CGNFO1
MSC001
NO00181
NOO18A
NO0018B
NO0018C
NO0018D
NOOI8F
NO0018G
NOO18H
NOOI8K
NO0024A
N0024B
N0024C
N0024D
NO0024E
NO0024F
NO040A

FT. HUACHUCA TISA

PHOENIX JOB CORPS CENTER AZ
FT. HUACHUCA TISA

UTAH AIR NATIONAL GUARD, UT
419 MSF CCQ, HILL AFB

HILL AFB, UT

HILL AFB 729TH ACS LGCA

USN NSTC (FORT MCCOY)

TISA

WISCONSIN NATIONAL GUARD
NAVY SHIPS MARINETTE

PORT OF COOS BAY

PORT OF SAN DIEGO

PORT OF NORFOLK COAST GUARD

FLEET & INDUSTRIAL SUPPLY CENTER

NORFOLK NAVAL SHIPYARD
NORFOLK, VA FISC A
NORFOLK, VA FISC B
NORFOLK, VA FISC C
NORFOLK, VA FISC D
NORFOLK, VA FISC F
NORFOLK, VA FISC G
NORFOLK, VA FISCH
MSC SHIPS NORFOLK, VA
FISC'A' SAN DIEGO, CA
FISC 'B' SAN DIEGO, CA
FISC'C' SAN DIEGO, CA
FISC 'D' SAN DIEGO, CA
FISC 'E' SAN DIEGO, CA
FISC SAN DIEGO

FISC BREMERTON
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N0040C NAV SUBBASE BANGOR
NO0040E MSC SHIPS WASHINGTON
N20130 USS FORT WORTH

N43649 FISC MAYPORT

N44466 TRF AFLOAT - BLUE

N62538 FISC NORFOLK H

N68836 FISC MAYPORT

NOAAVA NOAAVA

747810 USCG BSU HONOLULU
FT9147 DAKOTA INN MINOT AFB, ND
FT9148 MINOT AFB.910SS/OSOE
FT9147 DAKOTA INN MINOT AFB, ND
FT9148 MINOT AFB.910SS/OSOE
R20134 USS MILWAUKEE

R20134 USS MILWAUKEE

W33BRC FT. BENNING





		CONTINUATION OF THE BLOCKS ON PAGE 1 (SF 1449)

		BLOCK 8, Offer due Date/Local Time (continued)

		BLOCK 9, Issued By

		Block 10, This Acquisition is: NAICS: 312111

		BLOCK 17A Contractor/Offeror (Continued):

		BLOCK 17B (Continued):

		AUTHORIZED NEGOTIATORS:

		BLOCKS 19-24 (CONTINUED): SEE STATEMENT OF WORK & SCHEDULE OF ITEMS (See Attached Excel Spreadsheet)

		CAUTION NOTICE

		***ALL OFFERORS ARE REQUIRED TO SUBMIT A COPY OF THEIR CURRENT WHOLESALE PRICE LIST OR OTHER DOCUMENTS CONTAINING COMMERCIAL PRICING INFORMATION WITH THEIR OFFER. ***

		***In order to accommodate the Government’s ordering system (Subsistence Total Order and Receipt Electronic System -STORES), unit prices are limited to a maximum of 2 places after the decimal point (reference Clause DLAD 52.214-9008 “Rounding Off of O...

		INSTRUCTIONS FOR COMPLETING THE COMPANY INFORMATION ON ATTACHMENT 2-SCHEDULE OF ITEMS EXCEL SPREADSHEET

		*OFFERORS MUST SUBMIT PRICING ON AT LEAST ONE CATEGORIES AND ALL ITEMS IN THAT CATEGORY MUST BE PRICED*

		 Product Code for each item

		FAILURE TO CORRECTLY AND COMPLETELY PROVIDE THE INFORMATION ABOVE COULD LEAD TO YOUR COMPANY’S BID BEING CONSIDERED NON- RESPONSIVE AND IT WILL NOT BE EVALUATED FOR AWARD. PROVIDING THIS INFORMATION IS NOT OPTIONAL, IT IS REQUIRED.

		Contract Specialist & Contracting Officer

		Caution - Contractor Code of Business Ethics

		52.212-4 Contract Terms and Conditions - Commercial Products and Commercial Services

		???? DID YOU REMEMBER TO: ????

		I. SUPPLIES / SERVICES / PRICES

		1. INTRODUCTION

		2. CONTRACT MINIMUM/MAXIMUM

		3. PRICING

		4. SCHEDULE OF ITEMS

		5. ADDITIONAL CUSTOMERS

		6. CONTRACTING AUTHORITY

		7. SWITCHING CONTRACTS

		8. BEVERAGE DISPENSING EQUIPMENT

		9. DUAL POUR CUSTOMERS

		10. MINIMUM ORDER QUANTITY

		II. PACKAGING AND LABELING

		III. INSPECTION AND ACCEPTANCE

		1. Point Of Inspection And Acceptance

		2. PRODUCT QUALITY

		3. CONTRACTOR QUALITY PROGRAM

		4. WAREHOUSING AND SANITATION PROGRAM /STORED PRODUCT PEST MANAGEMENT

		5. CONTRACTOR QUALITY AUDITS

		6. RECALL PROCEDURES REQUIREMENTS

		7. FOOD DEFENSE/FORCE PROTECTION

		8. WARRANTIES

		9. REJECTION PROCEDURES

		IV. ORDERING AND DELIVERIES & PERFORMANCE

		1. TERMS OF INDEFINITE QUANTITY CONTRACT

		2. DELIVERY INSTRUCTIONS

		3. DELIVERY VEHICLE REQUIREMENTS

		4.     NO SUBSTITUTIONS

		5. HOLIDAYS

		6. EMERGENCY ORDERS

		7. AUTHORIZED RETURNS

		8. SHORT SHIPMENTS/SHIPPING ERRORS

		9. DELIVERY

		10. SITE VISITS

		11. ORDERING SYSTEM

		6) Unit prices must be formatted no more than two (2) places to the right of the decimal point.

		12. ORDER PLACEMENT

		13. PURCHASE ORDER

		14. STORES (Subsistence Total Order and Receipt Electronic System)

		DFAS BVDP (SL4701)

		Columbus, Ohio 43236-9031

		15. INVOICING / PAYMENTS

		Electronic Invoicing by Suppliers via Electronic Commerce/Electronic Data Interchange:

		Invoicing:

		Individual delivery orders shall be invoiced within 5 days from the actual date of delivery.

		**ONE OF THE ABOVE METHODS MUST BE USED AS PAPER INVOICES ARE NO LONGER A VIABLE OPTION. THIS IS A CONDITION FOR CONTRACT AWARD**

		SAMPLE OF SENT ORDER DETAILS

		16. PAYMENT

		17. CONTRACT ADMINISTRATION DATA

		18. NON-COMPETE PROVISION

		Financial Improvement Audit Readiness (FIAR) Policy

		SCHEDULE OF DELIVERIES FOR MILITARY CUSTOMER
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								SPREADSHEET FOR FEMA







										Date & Time

								Report as of:

		FEMA CONTACT						PARTNER CONTACT

		Name						Name

		Email						Email

		Phone						Phone



		Notes:

		Column titles colored YELLOW are required fields and must be completed prior to returning to FEMA

		CBL Number		DO Number		Trailer Number		License Plate Number		License Plate State		Seal Number		Origin Facility		Destination Facility		Estimated Delivery Date/Time		Actual Shipped Date/Time		Comments
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STORES-AMPS

STORES Role Request Process for
Customers and Vendors

May 2016





Introduction

In order to gain access to the STORES system, new users must
first create an account and request access through the
Account Management and Provisioning System (AMPS) via
https://amps.dla.mil

Customers and vendors that are external to DLA will be issued
a user id and will create a password that is used just for AMPS
access.

Once a customer/vendor submits a request for a STORES role
via AMPS, the request will go directly to the DLA
Representative assigned to their specified geographic area of
responsibility.

The DLA Representative approves the request and a
notification from AMPS is sent to the STORES security
administrators for their records.




https://amps.dla.mil/



AMPS Login

e As a STORES Customer/Vendor, this will be the first login to AMPS:

{“g Favorites {.3 | Standard Mandatory DeD ... | DLA eWorkplace STORES ... @ Citrix XenApp - Applicatio... g DLA eWorkplace STORES ... @ DLA Troop Support Confe... g | STORES Web Admin

»

==k @Secureﬁ\ccess‘u’PN Portal ... I'_féldentityManager x. & - _— s§a ~ Pagew Safety~ Tools~ u@.v

ATTENTION DFAS AMP S Users: ifyou came to this page unintentionally,
please click the following link to get to new AMPS: https://amps.dla.mil/oim

User Guides

= 2l R =
First Time In AMPS$? Click Here to Register ™) EBS Collavoration
Use this option to register if you have never had a DLA account or if you have access to an
existing DLA application but have not registered in AMPS. Read the appropriate user =n

guide for step by step instructions. /= Fusion Center Select the Iink: {First Time

=
.-'\; Energy FES, PORTS, FMD-Express

Forgot your User ID? Click Here

Use this option if you have registered with AMPS in the past but cannot remember your
DLA assigned User ID

In AMPS? Click Here to
Need Help? Contact the Enterprise Help Desk at 1-855-352-0001. RegiSte r’

UserID

Passwaord

Forgot Password?

Home FAQ Privacy/Security 508 Compliance Contact Us L

Done € Local intranet | Protected Mode: Off V;] * HI100% -





* AMPS User Registration

5| v | @ Secure Access VPN Partal .. | {€ AMPS - User Registration X |

A v [ v Pagev Sifetyv Tookv @

m.%oount Management and Provisioning System (AMPS)

AMPS User Registration

If you have a CAC or PIV Card: AMPS supports certificate based authentication using Commeon Access Cards (CAC)
issued by DoD or Personal Identity Verification Cards (PIV) issued by supported External Certificate Authority (ECA) and
Federal Bridge Certificate Authority (FBCA) vendors. You must have your CAC or PIV card inserted in your computer

during registration if you want to login using your CAC or PIV card. This will allow you to login without a username and
password.

Attention DLA Employees or Oontractors This process is for Non DLA users on\y Ifyou are a DLA employee or
Contractor DO NOT continue with thigre

you joined DLA. I you reached the
computer that you are using to accq
If the problem persists, contact the

Please select: If you are
et vour bor e external to DLA, select
User Type ‘Supplier/Vendor’ on the

ereEEeedll |ower left hand table, first
column.

Supplier/Vendor

(
that supplies items/parts to DLA. Supplier/Vendors are subject to a less stringent
approval process.

Click this button if you are a user desiring to register for an account with DLA to gain
Public access to DLA applications available to the general public. You will be required to

provide a few facts about you and your organization to register and request access to
DLA applications.

Please contact the Enterprise Help Desk at 855.352.0001 or DLAEnterpriseHelpDesk@dla.mil if you have any questions concerning the use of this System.

(=)

»

Done

e‘y Local intranet | Protected Mode: Off

fa v ®0% v






DLA Privacy Act Statement and Rules of Use

|55|'|ghecurenccasVPN Fortal ... |FI"I1.'IZP'£HEI"I"IPS-ISE.USEA.... L| | CO[EN T BN T L= ERE U Faye T Jaicy T TUUs Tt

MMUM Management and Provisioning System (AMPS)

DLA Privacy Act Statement

Authority: 5 U.S.C. 301, Departmental Requlations; 10 U.S.C. 133, Under Secretary of Defense for Acquisition, Technology, and Logistics; 18 U.S.C. 1029, Access device fraud; E.O. 10450, Secunty Requirements for Government
Employees, as amended; and E.0. 9397 (SSN), as amended.

Principal Purpose(s):  Information is used to validate a user's request for access into a DLA system, database or network that has its access requests managed by AMPS.
Routine Uses:  Data may be provided under any of the DoD "Blanket Routine Uses" published at http://dpcld.defense.qov/Privacy/ SORNsIndex/BlanketRoutinelses.aspx.

Disclosure:  Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and Provisioning System (AMPS) database. Your identity / security
clearance must be verified prior to gaining access to the AMPS database, and withaut the requested information verification cannot be accomplished.

Rules of Use:  Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Motice S500.55, entitled "Information Technology Access and Control Records” available at
http://dpcld.defense. gov/Privacy/SORNsIndex/tabid/5915/ Category/ 11156/ defense-logistics-agency.aspx.
Accept

1. Read the Privacy Act Statement
2. Select the ‘Rules of Use’ link to

read and review.
3. Select ‘Accept’






OO0 | * | f5F JELUIE ALLESS VIV FUILGE i | g PITH 2 W01 IR

AMPS First Time User Registration

Acmunt Management and Provisioning System (AMPS)
ARPS

User Information
* First Name
Middle Name
* Last Name
* Email

*Title

Contact Information
* Official Telephone
Official Fax
DSH Phone
DSH Fax
Mobile
Site

AMPS User Registration - User Information

Please fill out the information below to create your account in AMPS,
AMPS has not detected a user certificate for you. I you have a certificate, and were not prompted to provide it when accessing AMPS, you

may contact the DLA Enterprise Help Desk for further assistance. All users will have the ability to log in using @ username and password once
the registration process is complete, regardless of whether you have a certificate or not.

User Type Vendor

* Country of Citizenship
CAGE Code

Office/ Cube

* Street

PO Box

* City

* State

* Postal Code

* Country

Cancel | Back| Next

1. Fill in the required fields. If you are a
vendor, provide your CAGE code.
2. When finished, select ‘Next’ on the

top right corner of the screen.
**The User Type will say VENDOR, even if you’re a

supplier or customer. This is a standard AMPS
designation**





AMPS User Registration - Set your Security Answers and Password

‘@F| {& Secure Access VPN Portal .. |@AMPS User Registration... X |_|

o v [ @ v Pagev Safetyv Toolsv @~

mmnmnt Management and Provisioning System (AMPS)

AMPS User Registration - Security Information

Set Security Questions
* Question 1 | E

tArms.'!.l\fer1|

*Quwtion2| E

*Answer2|

’Qumh'on3| E

tArms.'!.l\fer?.|

Set Password

Enter New Password
Confirm Password

Cancel| Back -

Please enter your security questions and & password which will be used to access AMPS, following the guidelines listed below for each.

Please set your security questions, using the following
rules:

1) You must choose 3 different questions

2) The answers to each question are not case senstive
3) Spaces and other punctuation are allowed

4) Each answer must be between atleast 3 and 40
characters long

5) Each answer cannot be a word contained in the
question

Please set your password, using the following rules:
1) Minimum length of 15 Characters

2) Maximum length of 32 Characters

3) Minimum of 4 Alphabetic Characters

4) Minimum of 2 Numeric Characters

5) Minimum of 2 Lowercase Characters

6) Minimum of 2 Uppercase Characters

7) Minimum of 2 Special Characters

8) Must begin with an Alphabetic Character

9) Must not use any of your previous 10 passwords
10) Cannotuse : &" /' " A\[1()%{}@$?

11) Must not contain your login name, first name, last
name or email address

Waitina for httns://amns-test.use? ad.dlz.mil/userrenistratinnfaces/extren/Securtuinformation? adf.ctrl-statecks82mudffe 78 afrl non=4061 50238601270

1. Select your security
questions using the drop
down box

2.Provide your answer to
each question in the field
directly beneath the
question.

3. You must select three
qguestions and provide
answers for each.

4. Set your password using
the composition rules on
the right side.

5. When finished, select
‘Next’ on the upper right
of the screen.






AMPS User Registration Summary

—_— E »
‘88 = | (@ Secure Access VPN Portal .. | (& AMPS External UserRe.. X | | & @ [ @ - Page~ OSafety~ Tools~ @v
AMPS User Registration - Summary Cancel | Back| Create Account

Flease review the information below and use the back button to make any changes to the information.
When you are finished, use the Create Account button to complete your AMPS registration.

User Information
Ll
First Name STORES User Type Vendor
Middle Name Country of Citizenship US 1 v Re"Iew you r

= ';amn:: ;f)srt:s.r.tester@test.test crercode 1 i nfo r m at i o n fo r
Title Vendor Supplier
accuracy.
- Offce/Cube 2.Select the ‘Create

Official Fax Street 700 Robbins Ave

m

P Phone POt Account’ button in the
Mgt postl code e upper right hand

Country UNITED STATES

corner of the screen to

Sacurity Information continue.

Question 1 What is the city of your birth? Password *FFFF===
Answerl EEXXEXXEE

Question 2 What is the name of your pet?
Amer2 *EEEEEEE (.

Question 3 What is your favorite color?

A 2

Done €& Local intranet | Protected Mode: Off fa v ®100% v






User Registration Confirmation (USER ID)

85 - @ secure Access VPN Portal .. |@hﬂpstﬂamPS-t5t-useZ-m x |_| S v B v & v Pagev Safetyv Tooks~ @~ ”

p | Account Management and Provisioning System (AMPS)

AMPS User Registration - Confirmation

Your new AMPS account will be ready momentarily.

Please make note of your login name: ESTDODO

‘You may use your login name and password to log into AMPS via the link below. 1. Ta ke note Of your llogin name’
2.Select the ‘Login to AMPS’ link

Login to AMPS

where you will use your issued login
name and the password you just
created to login to AMPS.

Done €4 Local intranet | Protected Mode: Off 3 v H100% v





AMPS Access Page

1se Logistics Agency

1A t{coﬂrfr Management and Provisioning System (AMPS) i

Welcome to the AMPS Gateway

AMPS News: 3/31/2015: Known issue with Remedy connection from AMPS-TEST. If you request a role that -
goes to Remedy Ticketing, your Remedy Ticket creation will fail. Email will state: "AMPS has =]
issued a Remedy Ticket Request for the provisioning of SAAR . The Remedy ticket number is
ERROR, Unsupported Content-Type: text/html Supported ones are: [text/xml]". This is due to
issues with the Remedy environment to which AMPS connects from TEST. Estimated Time for Fix

Click HERE for access to AMPS. User Guides and Job Aids B
» This link provides access through CAC authennc.atmh for CAC-enabled users. Right-click a title and click "Save Target As" to save the PDF file to a preferred
» Other users, vendors, and members of the public will be presented with a location and open the document. L
login screen.

X How to Register for an AMPS Account - External Uss 1 . You are now on the
Password Policies and Security Questions-External

’ | | AMPS Gateway page.

11 AMPS User Guide: Procedures for Users and Admini .

X AMPS General Information Guide Ver. 2.2 NOtlce the User

X Complete and Submit a Role Request — External Uss G u ides ad nd jOb Aids

'@Apprwing an AMPS Role Request — Supervisor (Exts Ava ila ble on the right

< | Il

4

See the AMPS Documentation screen--available from the main menu--for a complete list of user documentation, links, and Of the Scree n for
future reference.
2. Select ‘Click HERE for

Done

access to AMPS’





DLA Warning Banner and User Agreement

53

E5 | - | & Secure Access VPN Portal ... I@DefenseLogisticsAgen... x| v v ] v Pagev Safety Tools~v @~

Defense Logistics Agency

l””” Single Sign-On Authentication

You are accessing a U.S. Government (USG) Information System (1S) that is provided for USG-authorized use only.
By using this IS (which includes any device attached fo this IS), you consent to the following conditions:
« The USG routinely intercepts and manitors communications on this IS for purposes including, but not limited to, penetration testing,

COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl)
investigations.

« Atany time, the USG may inspect and seize data stored on this IS. 1 Rea d th e Wa rn | ng

« Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception,
Banner and select

disclosed or used for any USG-authorized purpose.
« This IS includes security measures (e.qg., authentication and access confrols) to protect USG interests—not for yq {

« Notwithstanding the above, using this IS does not constitute consent to PM, LE, or Clinvestigative searching or

' .
Agreement’ link for
of privileged communications, or work product, related to personal representation or services by attorneys, psyg g

and their assistants. Such communication and work product are private and confidential. See User Agreement f I"EVIeW

2.Select ‘OK’ to

continue.

[ P [





Login to AMPS

— »
ool ,éSecureAccessVPNPortal... I@DefenseLogisticsAgen... XI @ A v [ @ v Pagev Safety> Tools~ @'

Defense Logistics Agency 1

ll |~|i|l Single Sign-On Authentication

No cerfificate was detected. If you have a valid DoD, Federal Bridge or ECA certificate and were not prompted to provide it, please contact the Enterprise Help Desk for further assistance.
Otherwise, you may log in with your User ID and password below.

First Time User? Click Here to Register

Use this option fo register if you have never had a DLA account or if you have access
to an existing DLA application but have not registered in AMPS.

m

1.Login to
AMPS using

Forgot your User ID? Click Here
Use this option if you have registered with AMPS in the past but cannot remember

your DLA assigned User ID. t he Logi niD
Forgot your Password? Click Here iSSUEd to you
Use this option if you have registered with AMPS in the past but cannot remember —
your password. a nd PassSwo rd
User D you created.

Password

:
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] Defense Logistics Agency Account Management and Provisioning System (AMPS) Accessbility  Signout  EsTooon
Home Home
[gh Accessibility/Section 508 Home -
E My Reports
(@) AP Help S I IR R I ’ A
1.Select ‘Request Role =
| My Profile v| AMPS News [l
‘ My Information AMPS News: 3/31/2015: Known issue with Remedy connection from AMPS-TEST, If you o~ ro t e e n u o n
request a role that goes to Remedy Ticketing, your Remedy Ticket creation will f I I l h I l I
~|Requests fail, Email will state: "AMPS has issued a Remiady Ticket Request for the
@ Request Role provisioning of SAAR . The Remedy ticket number is ERROR,,

o
Unsupported Content-Type: text/himl Supported ones are; [text/xml]”, Thisis h I f h d d f
“; Pending Approvals due to issues with the Remedy enviranment to which AMPS connects from t e e t a n S I e o
TEST. Estimated Time for Fix is Unknown.

\Welcome to AMPS (TEST environment). t h e SC re e n .

AMPS Test may not always work as you might expect. Itis an active work
ﬂ environment and is constantly being medified by developers and testers,
PRW (Trish White - Test Lead) 3/26/2015

m

| Getting Started Help Topics

@ How do I use AMPS?

Done %LocalintraneﬂProtectedMode:[}H dy v H00% v






Home

lgh Accessbiity Secton 508
Fﬂ My Reparts

(&) Avs el

/My Profile
§ My Infornztio

| -

Hore ﬁ Request Role

DLA Privacy Act Statement

Authority: 5U.5.C. 301, Departmental Requlations; 10 U.S.C. 133, Under Secretary of Defense for Acquisition, Technology, and Logistics; 18 U.5.C. 1028, Access device
fraud; E.0. 10450, Secunty Requirements for Govemment Employees, as amended; and E.0. 9397 (SSN), as amended.

Principal Purpose(s):  Information is used to validate a users request for access into a DLA system, database or network that has its access requests managed by AMPS.

Routine Uses:  Data may be provided under any of the Dol "Blanket Rautine Uses" published at http://dpcld.defense.qov/ Privacy/SORNsIndex/BlanketRoutineUses.aspx.

Disclosure:  Disclosure is voluntary; however, f you fai to supply all the requested infarmation you will nat gain access to the DLA - Account Management and Provisioning
System (AMPS) database. Your identty / security clearance must be verified prior fo gaining access to the AMPS database, and without the requested information verfication
cannat be accomplished.

Rules of Use: ~ Rules for callecting, using, rstaining, and safequarding this information are contained in DLA Privacy Act System Notice S500 55, entitled ‘Information
Technology Access and Control Recards" available at hitp://dpcid.defense. gov/Privacy/SORNsIndex/tabid/3915/ Categary/ 11156/ defense-ogistics-2gency.aspx.

] Defense Logistics Agency Account Management and Provisioning System (AMPS) Aesshitty  Snout EsTO00 Q)

s 1. Review the DLA Privacy

Act Statement and select
‘Accept’ to continue.
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Hnme =" @Requatﬂnle
[ Accessbiit/Secton 508 A n o o .
B My Reprts User Information Select Roles Justification Summary Cice{@
@ i User Information
| My Profile
W — User ID EST0000 User Type Vendor
JRegest * Fstame STORES CAGE Code 1234 1. Review your
 Genestioe Middle Name *Co?lliuz':atrgh‘i); s information,
Pending Approval
@ Pendng Approvals *lastllame‘Tester make any
EDIPI/UPN
] necessary
* Email ‘ stores.tester@test test .
ﬂ *Title Vendor Suppler corrections
2. Select ‘Next’
Contact Information in the upper
* Official Telephone 2157370000 Office Cube right corner of
Offcial Fax * Street 700 Robhins Ave the screen to
DS Phone Poox continue.
DSH Fax ‘ * City ‘Philadelphia
Mobile ‘ * State ‘Pennsylvania
*Postal 19111
Code
= Country UNITED STATES B i






m Defense Logistics Agency Account Management and Provisioning System (AMPS)

Home
(¢ Accessiy/Secton 508
Fﬁ My Reports
(@At
/My Profile
§ yinformatin
* Requests
{5 st ok
4% Pending Approvals

-

[Erme  § reqestRoke
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Cancel | Back | Next

User Information Select Roles Justification Summzry

Browse Roles by Application Search Roles
> DLA Aviation Applications Role Name
1> DLA Enterprice Applications . ,7
= Enerqy Applications Role Descipion
Enterprise Application
Application
Environment I
Primary Role l
Search| Reset
Select a Role
[ Display Admin Roles (for Supenvsor and Approval Access)
‘Ro\e Name ‘ = ‘Se\ected Roles
1> STORES Prod - Customer- Iraq Kuwait and Jordan STORES-070 <~ > STORES Prod - Customer-Arkansas STORES-004
> STORES Prod - Customer-Afghanistan STORES-072 & STORES Prod - Customer-Afghanistan STORES-072
L» STORES Prod - Customer-Alabama STORES-001
» STORES Prod - Customer-Alaska STORES-002 {
> STORES Prod - Customer-All-AOR - EUCOM-CENTCOM-ARRICOM STC..
> STORES Prod - Customer-Arizna STORES-003
> STORES Prod - Customer-Arkansas STORES-004
1> STORES Prod - Customer-Bzhamas (Autec) STORES-066 v

I CTARCE Dend

Fuimtarnne Nahenin Nabae Causdi Avakia CTANCC (77

Arcessiblity 0 oz O

In the ‘Browse Roles

by Application’ area:

1.Select the arrow
on the left of ‘DLA
Enterprise
Applications’

2.Select ‘STORES’

3. You will see that
the box directly
beneath is
populated with
STORES Roles






Selecting your STORES Role(s)

M Defense Logistics Agency Account Management and Provisioning System (AMPS) Accesshity  Sign Out ()

[ Home 8] Home % Request Role &
[Z& Accessibility/Section 508

Browse Roles by Application Search Roles
@ My Reports ¥AP
@ AMPS Help L= DLA Aviation Applications Role Name
v/ My Profile DLA Enterprise Applications Role Description
ﬁ My Information BRGTS . .
Enterprise Application
| Requests )
i Request Role Application
4 Pending Approvals Environment E
Primary Role E
Search | Reset
i
Select a Role
Display Admin Roles (for Supervisor and Appraval Access)
Role Name Selected Roles

[> STORES Prod - Customer-Washington STORES-038 £ [= STORES Prod - Customer-Wyoming STORES-061

. If you are a customer, scroll through the roles for STORES Prod — Customer —
STATE/COUNTRY/ZONE and select the role for the PRIMARY geographic area that you
are responsible for, this is typically the same as your business address.

. If you are a vendor, scroll beyond the Customer roles until you see, STORES Prod —
Vendor — STATE/COUNTRY/ZONE and select the role for the PRIMARY geographic area
that you are responsible for, this is typically the same as your business address.

. Select the right arrow between the two boxes to move your role(s) into the ‘Selected
Roles’ area.

. Scroll up to the top of the screen and select ‘Next’ to continue.
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Home Home {5 Request Role
[gh Accessibility/Section 508 @ o} ) @
B My Reports User Information Select Roles Justification Summary _‘_I_‘Can/:el Back | lext
(@) AMps Help
—— Request Justification & Supporting Details
/My
@ My Information * Justification **Testing for STORES Account Process - 1 Burns Optional
T Information
/Requ
5 Request Roke
4% Pending Approvals

Attachment 1 Browse...
Attachment 2 Browse...
Attachment 3 Browse...

Attachments must be PDF files, smaller than 2MB

each
Role Attributes
Role(s) |Attn'bute |Va|ue |Required|
STORES Prod - Customer-Arkansas STORES-004 Sunenvisor Name W v
STORES Prod - Customer-Afghanistan STORES-072 pe )
STORES Prod - Customer-Arkanszs STORES-004 Supervisor E-mail Address jamie.bums@dla.mil
4 STORES Prod - Customer-Afghanistan STORES-072 be Jame. - ) Type your supenvisr's pone number
STORES Prod - Customer-Arkansas STORES-004 .
STORES Prod - Customer-Afghanistzn STORES-072 Supenvsor Phone Number 215737929 LI

1. Provide a ‘Justification’ for your request, enter your supervisor’s

contact information and select ‘Next’ when finished.






] Defense Logistics Agency Account Management and Provisioning System (AMPS)

Home

[gh Accessibility/S=ction 508

?@ My Reports

(® Amps telp
| My Profile

6 My Information
v|Requests

b Request Role

44 Pending Approvals

53] Home : mkemestnnle
= o = 8

User Information Se\ect_RnIes Just\ﬁcat\'on Summary

Cancel | Back | Suby

Role Request Summary
Please review the infermation below before submitting this request.
Use the Back button to change any information, and use the Submit button to complete this request.
User Jamie STORESTEST
User ID EJS3003
Organization DLA External

User Type Vendor

Requested Role(s) STORES Prod - Customer-Arkansas

STORES-004
STORES Prod - Customer-
Afghanistan STORES-072
Justification **Testing for STORES Account Comments
Process - ] Burns
Attachments
Role
Role Aftribute Value

STORES Prod - Customer-Arkansas STORES-004
STORES Prod - Customer-Afghanistan STORES-072
STORES Prod - Customer-Arkansas STORES-004
STORES Prod - Customer-Afghanistan STORES-072
STORES Prod - Customer-Arkansas STORES-004
STORES Prod - Customer-Afghanistan STORES-072

Supervisor Name jamie bums
Supervisor E-mail Address jamie.bums@dla.mil

Supervisor Phone Mumber 215-737-8290

Accessibility Sign Out

Review your Role
Request Summary
and if correct

Select ‘Submit’ to
complete your
request.

a3 O
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— Home [ RequestRole

b Accessibiliy/Section 508
B M Repots Role Request Confirmation
@uesre “
AMPS Help
~| My Profile

§ vy nomston Your request has been submitted to your supervisor for approval. The following SAARs have

been created:
~|Requests
i Request Role

% Pending Approvals SAAR  Role Status

772309 STORES Prod - Customer-Arkansas STORES-004  SUBMITTED
772310 STORES Prod - Customer-Afghanistan STORES-072  SUBMITTED

1. Take note of your SAAR (System

AMPS will notify you by email message regarding the status of each SAAR.

e e Authorization Access Request)
e . number
2. Take note of the displayed AMPS
: Helpdesk contact information in the

event you have questions or a
technical issue.

3. Select ‘Ok’

4. You will receive an e-mail
confirmation to the email address
you supplied during account
registration.






Next Steps

You will receive an e-mail notification once your request is
approved by your DLA Representative.

If you have not already, please proceed to

https://www.stores.dla.mil to request your STORES user
account.

If you have any questions about the process, please contact:
Your DLA Troop Support Representative



https://www.stores.dla.mil/





