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Form

Award Document
SOLIGITATIONICONTRACT FORM

Soligitation SPE300-17-R-0031 and sach of the following amendmentis are Incorporated infto subject cnniraci:

'Amendment 0001 was Issued on March 8, 2017
Amendmant 8002 was issued an May 23, 2017
Amendmant 00[}3 was issuad on Juna 15 2017

All documenis submmsd under sallcitatlon SPEM30017R0031 hy HF‘C Foodservices and are hereby 1ncorporaled as part of subject
contract, Including:

Final offered delivered prica to be utiiized for first week of orclerlng
 Distrlbution prices fixad throughout base period.

PERFORMANCE PERIOD:
Effactive Porlod of the Contract:

" Base Tler - 1 {18-months) August 14, 2017 thru February 13, 2019
Tlar - 2 (18-months) February 14, 2019thru August 13, 2{)20
Tier-3 ('la-manms) August 14, 2020 thru Fabruary 13, 2022

ESTIMATED DOLLAR VALUE/GUARANTEED MINIMUMIMAXIMUM

“The following chart ncludes the 4.5 year estimated dollar value along with ihe guaranteed 10% ralnimum of the base Tier 1 pericd and
. 250% meximum, The guaranteed minimum and meaximum, elthough based on sstimates, arg a firm doligr amount oaleulated as a
parcentage of the estimated dallar value; the minlmum contract dollar valtia below constitutes tha Government's legal ordering
abligation under the confract, The maximum condract dallar value Is the lagal imit of dollars that can be obligated agamst this conract,

Grouy 1 - DOD Troop MA CT R NH ME, VT $4 8GO0, 000 $160 UUO $12 000,000
Group 2 - Massachusetfs Schools $40,600,000 $1,350,000 $101,250,000
Group 3 — Connecticut Schools $18,900,000 $630,000 $47,250,000
Group 4 - Rhode Island Schools $4,950,000 $1656,000 $12,376,000
Group & - New Hampshire Schools ‘ $16,500,000 . | $550,000 $41,250,000
Group 8 —Maine Schoals $12,000,000 $400,000 $30,000,000
Totals $97,660,000 $3,265,000 $244,125,000

The tarm “2 year Estimate” rafors to the Government's goad faith sstimate of the ratjuirement for the hase petlod.

CONTINUED ON NEXT PAGE
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The minlmem cortract dollar valus ts $3,266,000.00
The maxlmum contract doflar value is $244,125,000.00

. START-UP PERIOD : )

The Contractor's startup perlod will take place priar ta the first order and is included in the 18-manth petlod of the base patlod, The. .
Contractor shall submit a proposed Implementatlon schedule to the Contrgcting Officer within fitaen (15) days after award highlighting
the staps that will be taken to Implement a fully functional distributlon accotint, noluding all EDI transactions for all cusiomars covered
by this sclicitation, An addltlonal thirty (30) days will be granted for actual implementation, Na more than forly-five (45) days after award
wiil be permittad for each coniractor to have filly functional distdbution ascotnts In placs for all customers. :

JLORDERNG GATALOGS. .. . *. .. .. _ . . ... ... ... .. ).

| “The following repressnts HPC Foodservices’ offer.

Ofiered dellvered price to be utlllzed for flrst week of ordering, Tha Prlcing Proposal spreadshsets
submitted are attached Juna 23, 2017; and

D?st;lbuﬁqn prices are fixed for each Tler as foliows:

‘SUPPLIES OF SERVICES AND PRICES
TTEMS: Fuli-Line Frosh Fruit and Vegetables ] ) )
GUSTOMERS: DoD and Non-DoD USDA Customers In the New England Zone listed In Attachment 1 of this document.

- FOB TERMS; FOB Dastination for all Items

NOTE: Paragraph (d} of the Economic Price Adjustment provision contalned In the Sollcitation enforcas an upward celling ohsny
econaimio price adjusiments appiicable fo the Instant Contract, Speclilcally, the aggregate of contract Deliverad Price increases for |
each ling item on the cataley subjact to this provislon shall nat exceed 100 percent (%) for Troop customars and 99 percent {%) for
Non-DaD School customers above that lina itar's mitlal Deliversd Price on the awarded catalog. This 100 peroent (%) for Troap -
customers and 80 percent {%) for Non-DoD School customers celllng for gach fine ltem s In effect throughout the entlre length of the
contract perlotd. To further illuskate this point, Altachment 1 (Final Pricing) Includes a separate column that Identifies the 90 percent
(%) EPA celling for the individual Deliverad Prices of each fine ltern on the catalog, This prce represents the maximum Increass In
Delivared Price allowable for the entira 4.5-yaar tength of the Confract. For addlfonal information, see the ERA provision as spacliled
in the Sollcltation. That sald, please ba aware that just because an awardse furnishes a price revision on o weekly basls that falls
within the EPA clause's 100 percent {%) for Troap customers and 90 percant (%) for Non-Dol) Scheol customers celling, does nat
aufomatically deern that price "falr aind reasonable® and thus aceeptable, The EPA provislon is merely one separate factor that Is
“considered by the Conlracting Offlesr i axrlving at histher final "fair and reascnable” price determinations. therefore, It Is Imporiant to
note that all other provisions of the Solloltatlon/Cantract must be adhered fo In conjunctlon with the aforementioned EIPA provision,

CONTRACT if's:, Commencing 10/31/2017, Troap Customers wilt order under SPE300-17-DP304.  USDA Schoo} Custemers In
Massachusells, Connecticut and Rhode Istand will arder under contract number $PE300-17-D-8918. USDA School Gustomers in’
New Hampshire and Malne wil orderunder confract number, SPE300~7-D-8811. HPC Foodssryvlces will involce in accordance with
customer's orders. : . -

CATALOG PRICING:

All catalog pricing Is valld from Sunday thru Saturday. Catalog updates must be recelvad no later than 12:00 PM ET the prece'ding' - .
Wadnesday. ' .

GONTINUED ON NEXT PAGE -
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The Traap Custorners are requlted to place orders for “skip day” defivery. The School Customers are required to place orders no later
then 72 hows hefara defivery date.
All pricing wili be flem at thne of order.
HPG Fo;:dsewlces wilt not invoke any additional charges for smergency orders (defined as an order that is placed for same day
_dellvery), : )
- DELIVERIES AND PERFORMANGE

“,Th‘e followlng ls the deslgnated plant looation for the performance of this contract for all contract line lems:

"HPG Focdsemvices, Ino,
625 Nutmeg Road North
~‘South Windsor, CT 08074

' The followlng Clauses are included in this contract:

‘Fﬁr‘ d!ause §2.212-5 -- Contract Terms and Condltions Required to Implement Statutes or'Executive Orders -- Commerclal
ltems {Jan 2017)

{a} The Gantracior shall comply with the following Faderal Acquisition Regulation {FAR) clauses, which are incorporated in this coniract
by raference, to impiement provislons of law or Executive orders applisable to asqulsitions of commerolal items: :

{1) 62.203-19, Prohibition on Requiring Certaln Internal Gonlidentialtty Agreements or Statoments (Jan 2017) (section 743 of
Divisian E, Title VI, of the Consolidated and Further Continuing Appropriations Act 2016 (Pub, .. 113-235) and ils sucosssor
“provistons in subsaguent eppropriations acts {and as extended it continuing resolutions}). .

* {2) 52,202-10, Prohibltlon en Contracting with Inverted Domestic Corporations (Nov 20186)
' (3) 52.233-3, Protest After Award {AUG 1998) (31 L1.8.C. 35663). |
{4) 52.233-4, Appliesble Law for Breach of Confract Clalm (OCT 2004} {(Public Laws 108-77, 108-76 {19 U.S.C, 3805 note)). :

- {b) The Goniractor shall comply with the FAR clauses in this paragraph (b} that the canfracting offlcer has indicated as béing
fncorporated in this contract by rafarence to implement provistons of law or Executive orders applicable to acquisitions of sommercial
itams: ‘ ' :

[Contracting ORiver check as appropilate.]

._Xm {1) 52.203-8, Restictlons on Subcontractor Sales io the Government (Sept 2008), with Alternate | {Oct 1995)-(41 USC:
4704 and 10 U.8.C. 2402).

_X__{2) 52.203-13, Contractor Code of Business Ethles and Conduct (Ot 2015} {41 U.S.C. 3500).

. (8)52.203-15, Whistleblower Protections under tha Amerlcan Recovery and Relnvestment Act of 2008 (Jun 2010)
{Saction 1653 of Pub L. 111-5) (Applies to confracts funded by the American Recovery and Relnvestment Ac_t of 2000).

- _X__.(4) 6220410, Reperting Executive compensation and First-Tler Gubeoniract Awards {Oct 2018) {Pub. L. 109-282) (31
1,8.C. 6101 note).

___(5)[Ressived]

Lo {8y52.204-14, Sarvice Contract Reporting Requirements {Oct 2018) (Pub. L. 11 1-147, section 743 of Div.- Cl.

- (7)62.204-15, Sawvice Conlract Reporting Requirements for Indefinite-Delivary Contracte (Oct 2018) (Pub. L. 11 1-1‘17.
soction 743 of Div. C). :

CONTINUED ON NEXT PAGE -
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. (8) 62,208-8, Protecting the Govermnent’s Interest Whan Suhcontracting with Contractors Debarrad, Suspended, or
Propossd for Dabarment {Oct 2015) (31 U.8.C. 8101 note),

_X__ (9) 52,2009, Updates of Publicly Available Information Regard!ng Responsibillly Matters (Jul 2013) t41 11.5.C. 2313),

_ (10) [Reserved] | o
X __ (11 {} 52.218-3, Notice of HUBZone Set-Aslde ar So-le-Seurce Award (Nov 2011) {16 U.8.C. 857a).

(i) Altemalo| {(Nov2011) of 52.2183,

(12) (I} 52 219 4, Noﬂce of Price Evaiualion Preference for HUBZone Smal! Buslness Ccncems (Oct 2014) (lf !he offeror
e!ects to walve the praferance, it shall so indicate In its offer}{16 U. S G, 657a),

_{IHAiternate | {(Jan 2011} of 52.219-4,

_ {13} [Reservad]
__{14) {i) 5221946, Notlce of Tolal Small Business Aslde (Nov 2011} (18 u.é.c. 644},
_ (ﬁ} Aiternate | (Nov 2011). |
(i) Altemate [l (Nov 2011).
___ {15} (i) 52.219-7, Notice of Parllal Small Business Set-Aside {June 2003) {15 U.8.C. 644).
___ (i} Alternate | {Oct 1898} of 52.219-7.. |
_' (i) Alternate 1i (Mar 2004) of 52,2197,
_X__(18) 52.219-8, Utillzation of Small Business Concerns {Nov 2016) (15 U.S.C. B37(d}(2) and (3)).
— (-17) {1)62.219-9, Small Business Subcontracting Plan {(Jan 2017) {16 U.8.C. 637 {d){4)).
__ (i) Alternate | (Mov 2016} of 52.219-9,
——_(iit) Alternate [l (Nov 2016) of 52:218-9,
 {iv) Alternate Kl {Nov 2016) of 62.218-8.

o (\_f) Alternate IV (Nov 2016) of 62.219-9.
. (18) B2.21 9-13, Notice of Set-Asida of Ordars {Nov 2011) (15 U.8.C. 644(n)}
_X__ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (16 U.8.C. 637(a)(14)).

__[20) 52.219-16, Liquidated Damages—Suhcontracting Plan (Jan 1998) (16 U.8.C. 637({d)(4)(FX)).

{21 52.219-27, Notice of Service-Disablad Veteran-Owned Small Business Set-Aside (Nov 2011).(15.U.8.C. 6571).

X (22) 52.219-28, Fost Award Small Business Program Rereprasantation (Jul 2013) (15 U.8.C. 632(a)(2)).

I3

CONTINUED ON NEXT PAGE
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__ (23) 52.219-29, Nofles of Set-Aslds for, or Sole Source Award 1o, Econamically Disadvantaged Women-Owned Small
Business Cancerns {Dac 2015) {16 U.8.C. 637(m)).

___ {24) 52,219-30, Natice of Set-Aslde for, or Sols Source Award to, Wemen-Owned Smalt Business Concerns Eligible
Under the Women-Owned Small Business Program {Dec 2018) (15 U.8.C. 637(m)).

_X__ (26} 82.222-3, Convlct Labar {June 2003} (E.0, 11755).
_X__(26)52.222+19, Child Labor—Coaparation with Authorlfles and Remedles (Oct 2016) {£.0. 13126).
. X_{(27) 82.222-21, Prohibition of Segregated Fagllitles (Apr 2015},

©__X_(28)52.222-26, Equal Opportunity (Sep 2016) (E.O, 11246).
X (29)-52.222-35. Equat Opportunity for Veterans {Oct 2015) {38 U.8.C. 4212).
_X__{30)52.222-38, Equal Opporiunity for Workers with Diéab!lﬂtes {Jul 2014} {29 U,8.C. 783).
;__X,__? {a1) 52.222-37. Employment Reports on Vetarané (Feb 2016) (33 U.8.C. 4212}, _
_X___(82) 52.222-40, Notification of Employes Rights Undar the National Labor Re[atloh-s Act (Dea 2016) (E.0, 12488). -
X (33) ) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.8.C. chapter 78 and E,O.‘1362-7).
il Alternate | (Mar 2018) of 52.222-80, (22 U1.8,C, chaptar 78 and E.Q. 13627).

_X_ (94) 52.222.54, Employment Ellgibility Verification (Oct 2015), (E. O, 12988). {Not applicable to the acquisiion of -
. ‘commerclally avallable off-the-shelf ltems or certaln other lypes of commercial items as prescribed in 22.1803.)

____(35) 62.222.59, Compllance with Labor Laws {Exscutive Order 13673) (Oct 2016). (Appllss at $60 milllon for solicitations
and resultant contracts Issued from QOctober 25, 2018 through Aprl 24, 2017; applies at $500,000 for sclicitations and resultant
contracts Issued after Aprll 24, 2017). : '

Note to Vpa'ragraph {b){35): By a court order issued on October 24, 2016, §2.222-89 Is enjoined indefinitely as of the date of o
the order. The enjcined paragraph will become effective Immediately If the court terminates the Injunction. At that time, Dol,
GSA, and NASA will publish a document In the Federal Reglstar advising the publlc of {he termination of the injunction.

{38} B2.222-60, Paychack Transparency {Executive Order 13873) (Get 2016).

___{37) (1) 52,222-9, Estimate of Percentage of Recovered Materlal Content for EPFA-Designated lems (May 2008) (42
U.8.C. 6962{c)(3) (A}{11}}. (Mot applicable to the acqulsltion of commerdlally avaliable off-the-sheif Hems.) -

(i) Atternate | (May 2008) of 52.223-8 {42 U.8.G. 6862(i){2)(C)). (Mot applicable to tha acquisition of commeroiallyt
avallable aff-the-shelf items.) . S

___ {38) 5222311, Ozons-Depleting Substances and High Glaba! Warming Potantal Hydratluoracarbons {Jun 2016)
(E.0.13693).

___{39) 82.223-12, Maintenance, Bervice, Repalr, or Disposal of Refrigoration Equipment and Air Condllioners {Jun 2016)
" {E.Q. 13693), _

___(40) (1) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment {Jun 2014} (E.0.s 13423 and 13514
(i) Alternate | (Ost 2015) of 52.223-13.

CONTINUED ON NEXT PAGE
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__(41) (i) 62.22314, Acquisition of EFEAT® -Reglstered Talsvision (Jun 2014) (E.0.5 13423 and '1351.4).
;H_m {ii} Alternata | (Jun 2014) of 52,223-14.
____(42) 62.228-15, Energy Effictency In Energy-Consuming Products {Déc 2007) (42 U.5.C, A258b).
(43} (1 52.223-186, Acquisltion of EPEAT® -Registered Parsonal Computer Products (Oot 2015) {E.0.5 13423 and 15514), .
(i) Aternate | (Jun 2014) of 52.223-16. '
. _L (44) 52:223.18, Encouraging Conlractor Folicies to Ban TextMessaging while Driving {Aug 2011 (E.O. 1361 3) -
. {AB) 52.223-20, Aerosols {($un 2016} {E.C. 13893). -
___(46)52.223-21, Foams {Jun 2016} {E.0. 13606).
(A7) {1y 52.224-3, Privaey Training {Jan 2017} (6 U.5.C. 552a).
(i) Alternate | {$an 2017) of 52.224-3.
___{48) 52.225-1, Buy Amerlcan--8uppllos {May 2014) (41 U.8.C. chapter 83).

. {49 g) 52.225-3, Buy American—Free Trade Agreements-dsrasli Trade Act (May 2014) (41 U.5.C. chapter 83, 19 11.8.C.
3301 nots, 18 U.8.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L., 103-182, 108-77, 108-78, 108-288, 108.
202, 109-83, 109162, 109283, 110-138, 112-41, 11242, and 112-43). C

___ (i) Atternate | (May 2014) of 62.226-3.

___{i) Altarnate | {May 2014) of 52.225—_3.

__ (iv) Allrnate 1l (May 2014) of 62,2253,

___(50) 52.276-5, Trade Agreements (Oot 2016) (19 U.8.C. 2601, ef s04., 19U.8.C, 3301 note).

. _X__(51)62.225~13, Restrictions on Certaln Forelgn Purchases (Jun 2008) (E.Q.’s, proclamations, and stetutes administered '.
by the Office of Farelgn Asssts Gonlra! of the Deparimant of the Treasury). S

- (52) §3.226-26, Confraotors Performing Private Securlty Functions Outslde the United States {Get 2018} (Sectlon 462, as
amended, of the Nattonal Dafense Authorization Act for Flscal Year 2008; 10 U.S.C. 2302 Nots). S

___ {83)52.226-4, Nolice of Disaster or Emergency Area Set-Aslde (Nov 2007) 42 U.8.0. 5’%50).
____{s4) 52.226-5, Restrlctions on Subcontracting Outslde Disaster or Emergency Area {(Nov 2007) {42 U.S.C. §180).
___(Bb)52.232-29, Terms for Flnencing of Purchs_tses of Commercial ltems (Feb 2002) (41 U.S.C. 4608), 10 U.8.C. 2307(f). -

____{56) 52,232-30, Installmant Payments for Commerclal ltlems (Jan 2017) {41 U.S.C. 4508, 10 U.S.C. 2307(f)).

X (57)52.232-33, Payment by Electrenic Funds Transfor— System for Award Management (Jul 2013) {31 U.8.C. 3332),

___ {5B) 62.232-34, Payment by Electronic Funds Transfer—Other Than System for Award Management {Jul 2013) (31
U.8.0. 3332). .

- CONTINUED ON NEXT PAGE
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___(59) 52.232-36, Payment by Third Parly {May 2014) (31 U.8.C, 3332),
" {B0) 52.239-1, Privacy or Securlty Safaguards (Aug 1986) {6 U.S.G. 652a).

___{61) 52.242-5, Payments to Small Business Subconiractors (Jan 2017) (15 U.8.C. 637(d)(12)).

and 10 1.8.C. 2631).

(62} () 62.247-64, Praferenco for Privately Owned U.S.-Flag Commerclal Vessels {(Feb 2008) (46 U.S.C. Appx 1241(5)

___{I} Alternata | (Apr 2003} of 52.247-84.
~{g) The Contractor shall comply with the FAR clauses in this paragraph (o), applicable to commerclal services, that the Contracting .
Officer has Indicated as balng Incarporated In ths contract by reference to implement provislons of law or executive orders applicable fo
- gequistiions of commoerclal ltems: . :
IContracting Cfficar chack as appropriale.]
'_ (1) 62.222-17, Nondlsplacement of Qualified Workers (May 2014) (E.O. 13485)
_ (2)62.222-41, Sarvice Contract Labor Standards (May 2014) (41 U.5.C. chapter 67.).
___(3)52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.8.C. 206 and 41 U.8.C. chapler 87} .

_{4)62.222.43, Fair Labor Slandards Act and Service Contract Labor Standards —~ Pries Adjustmant (Multiple Year and
- Opflon Conlracts) (May 2014) (28 U.S.C.208 and 41 U.8.C, chapler 67). :

__‘,;_ (5)'52.22244, Falr Labor Standards Act and Service Contract Lebor Standards -- Prlce Adjusfmant {May 2014} (25 U.8.C
206 and 41 U.5.C. chapler 67). ‘ ‘

_ (6)' 52.222.61, Exemption from Application of the Service Gontract Labar Stendards to Contracts for Malntenancs,
Calibratian, of Repsir of Certain Equipment-Requirements (May 2014) (41 U.8.C. chapter 67).

{7 52.222-63, Exermption frore Application of the Service Contract Labor Standards to Contracts for Cerlaln Services—
Requirements (May 2014) {41 U.B.C. chapler 67). :

___ {8y 52.222-58, Minimum Wages Under Executlve Order 13668 (Dac 2015) (E.0. 13658;. .

: ____ {9} 52.222-62, Paid Sick Leave Under Execulive Order 13706 (JAN 2017) (E.O. 13708).
"~ X__{10) 62.226-8, Promoiing Excess Food Donation to Nonproflt Organlzafions, (May 2614) 42 D.S.C. 1782), -
___{41) 52.237-11, Accepling-and Dlapensing of §1 Coln {Sep 2008) (31 US.C. 5112(#)(1 )] .

(d) Comptrofler Genarat Examinatlon of Record The Gartractor shall comply with the provisions of this paragraph (d) f this contractwas " | -
awardsd using ofhar than sealed bld, Is I excess of the simplified acquisition threshold, and doas not conteln the olause at 52.216-2,
Audit and Recards — Negofiation. . , .

{1) The Comptroller General of the United States, or an authorlzed representative of the Comptroller General, shall have
access to and right to examine any of the Contraclor’s direclly perinent records Invalving transactions relatad to this contract.

_ {2) The Gontractor shall make avaitable at its offices at all reasonable times the records, materals, and oiher evidenca for -
examination, audit, or repraduction, until 3 years after final payment under this contract or for any shorter perlod specliied In
FAR Subpart 4.7, Gontractor Records Retention, of the other clauses of thie contract. if this contract is complstaly or parially
terminated, the records relating to the work terminated shafl be made available for 3 years after any resulting final termination

CONTINUED ON NEXT PAGE
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(e)

— Regulrements-{(May-2044-{41-U.5:C-ehaptor-67)

settlement. Records relating to appeals under the disputes clause or to litlgation or the setliement of clalms arlsing under or
relating to this contract shall be made svallable until such appeals, lilgation, or claims are finally rasolved.

{3) As used In this clause, Tecords Include baoks, dootiments, ascounting procedures and pram!ces, and other data,
regardless of lype and regardless of farm, This does not require the Gontractor ta create or malatain any record thatthe

‘Conlractor doas nat malntain in the ordinary course of business or pursuani to a ptoviston of law.

{1) Notwlthstanding the requirements of the clauses In paragraphs (a), {b), (¢) and {d) of this clause, the Contractor Is not

reqyuired to flow down any FAR clause, other than those in this paragraph (e){1) In a subcantract for ccmmarclal ltems Unles'é. .
- othenwise Indlcated below; the extant of the flow down shall be as requived by the clause~~ =~ B I |

(1 52.203-13, Coniractor Cada of Buslness Fthlos and Conduct {Oct 2015) (41 U.8.C. 3509),

() 52, 203-19, Prohibition on Regulring Cartaln Internal Confldentiality Agresments or Statoments {Jan 2017} (section 743 of
Division E, Tltts V1), of the Consolldated and Further Continulng Approprietions Act, 2016 (Pub. L. 113-235) and lts suucessor )
prov!sEons in subsaquent appropriations acts {and as extonded In continuing resoluﬂons))

(liyy 52,218-8, Utlllzatlon of Small Business Goncarms (Nov 2016} (16 U.8.C. 637(d)(2) and (3)), In all subcontracts that offer -
further subcontracting opportunities, If the subcontract {oxcept stiboontracts to small business concerns) exceads $700,G00
($1.5 mliffon for constructlon of any publle facility), the subcontractor must include 52.219-8 in lowor tlar subcontracts that offer
subconiracting cpportunities, : o

(v} 52, 222-17 Nendisplacement of Qualified Workers (May 2014) (E.0. 13485), Flow down requlred In accordance with
paragraph (1) of FAR clause 62222417, .

© {v) 62.222-21, Prohibltion of Segregatad Facliiifes (Apr 2016).

{vl) 62.222-26, Eq‘uai‘Opportunlty (Sep 2016} (E.O. 11246).

{vii) 82.222-35, Equal Opportunity for Veterans {Oct 2015) (38 U.5.C. 4212),

{vlli) 62,222-38, Equal Oppdﬁunlly for Workers with Disabliitles (Jul 2044} {26 U.,8.C. 793),
(ixﬁ 52.222-87, Employment Repotts on Veterans (Feb 2016) (38 U.S.C, 4212). .

() 52 222-40, Notlfication of Employee Rights Undar the Naliona! Labor Relations Act (Dss 2010} (E.O. 13498), Fiow down ‘
raquired in accordance with paragraph (f) of FAR clause 52.222-40, .

{uf) 52.222-41, Service Contract Labor Standards (May 2014), {41 U.8.C. chapter 67},

1

" (xil) (A} 52.222.50, Combating Trafflcking In Parsens (Mar 2016} (22 U.S.C. chapter 78 anﬂ E.O. 13827).

(B) Alternate | (Mar 2015) of 52.222-50 (22 U.8.C, chapter 78 E.O, 13627).

- (xili) 52, 222—51 Exsmption from Appilcation of the Service Contrack Labor Standards to Cantracts for Malnlenance,

Callbration, or Repall‘ of Cartain Equipment--Requlraments {May 2014) (41 U.8.C. chapter 67.)

(xrv) 52.222-53, Exemption from AppHoation of the Service Contract Labor Standards to Centracts for Cerlain Setvioss—

{xv}) 52.222-64, Employment Eligibility Verlfication (Oct 2016 (E. O, 12889).
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(xvl) 52.222-55, Minimum Wages Under Exectitive Order 13658 (Dec 2015),

(xvil) 52.222-58, Compllance with Labor Laws {Executive Order 13673) (Oct 2016) (Applies at $50 milion for sollcitations and
resuitant contracts Issued from October 25, 2016 throuph Aprll 24, 2017; applles at $500,000 for solicitations and resullant
contracts lssued affer April 24, 2017),

Note to paragraph {e){1){xvii): By a gourt order jssued on Octaber 24, 2018, 62.222-59 Is anjoined mdshnataly as of the date
of tha crder. The enjolnad paragraph will become effective immacélaiely iftha ‘court terminates the injunctlon. Al that fims, DoD,
B8A, and NASA will publish a document in the Federal Register advising the public of the termination of the Injunction.

il 62.222:60, Paycheck Transparanicy (xaauilve Order 13873) (Ot 2016).
(xIx) 52.222-62, Pald sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
(%) (A} 652.224-3, Privacy Trainlné (Jan 2017} (5 U.5.C. 552a).
{B) Alternate | (Jan 20-'!?) of 52.224-3,

' (xxl) 52.225-26, Contractors Peﬁorm!ng Privale Securliy Functions Outslds the Unitad States {Oct 2016) (Seoﬂon 862, as
amended, of the Natlonal Defonse Authorizatton Act for Fiscal Year 2008; 10 U.S.C. 2302 No!a)

- {uxdi) 52.226-6, Promoﬁng Excess Food Donation to Nonprofit Drganizatiohs. (May 2014) “d2us.c. q 792) Flow down
requirecl in acoordance with paragraph {e) of FAR clause 52.226-G.

- (xxlll) 52.247-64, Prefarance for Privataly-Ownad U.S. Flag Commerclal Veasels (Feb 2006) (46 U.B.C. Appx 1241(b) and 10°
11.8.C. 2631). Flow down requirad in accordance with paragraph {d) of FAR clause 52.247-84.

{23} While not raquirad the Contiacter may include In its subcontracts for commercial items 8 mlnlmal numbar of additional -
clauses necessary to satlsfy its contractual obligations, :

Part 12 clauses

- 252, 204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF YHIRD-PARTY CONTRAGTOR REPORTED CYBER INCiDENT -
lNFORMATlON {CCT 2016) DFARS .

{a) Definltions, As used in this clause—
“Compromise” means disclosiie of Information to unauthorized persons ofa vlo!atlun of lhe securily patloy of a system, In
which unauthorized Intentional er unintentional disclosure, madification, destrustlon, of loss of an object, of the copylng of
Information to unauthorlzed media may have ocourred.
*Contralled lechnloal Information” means technleal infermation with military or space apphcaimn that i stibjact to r.:onlrols on
the actess, use, rapraduction, modlfication, perforimance, display, releass, disclosure, or dissaminatlon. Controllad technical
information would mest the crlierla, If dissemlnated, for distrlbution statements B through F using the criteria sat forth Ia DoD
Instruction: 5230.24, Distribufion Stalements on Tachhical Documents. The term does not include Informatlon that is lawfully -
publicly available without restrictions. . o
“Coverad defanss Information” means unclasslfied Information that—
{1} ls—
{i) Provided {o the centractor by or on behalf of DoD) Tn connection with the performance of the contract or :
{fl) Gollectad, developad, received, transmitied, used, or storad by or on behalf of the contracter In suppsri of
the performance of the contract and
{2) Falls in any of tho foliowing categorios!
(i) Controlled technical Information.

N Critical Informatlon {opsralions securily}. Specific facts identifled through the Operal[ons Securlly pracess
about frlendly Intentions, capabliitias, and activitles vitally needed by adversaries for them to plan and act
effeclively 5o 85 to guarantee fallure or unascepiable consequances for friendly mission accumplishment
(part of Operations Sacurily process).
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(Hy Export coniral. Unclassified informafion concerning certain ltems, commodities, technotogy, software, or
other Information whose sxport cauld reasonably be expacted to adversely affect the United States natlonal
saourlty and nonproliferation objectives. To includs dual use items; items [dengfied In export admintstration
regulations, international traffic in arms regulations and munitions Iist; license applications; and gonsitive
nuclear technofagy information. :
{iv) Any other Informatien, marked or otherwise identifiad in the contract, that requires safeguarding or * ‘
dissemination controls pursuant to and consistent with faw, regulations, and Goversmentwids policles (e.g.,
: ‘ privacy, proprietary business Infarmation), . ‘
“Cyber incident” msans actions taken through the use of compuiter natworks that result in a compromiss or an actual or
potentlally adverse effect on an information system andfor the Information restding thereln, L o
{b) Rastricllons. The Contractor agrees that the foflowing condltions apply to any Information i recelves or crestes In .
the performance of this contract that Is Informallon obtalned from a third-party's reparting of a eyber Incldent puravant -
- to DPARS clause 262.204-7012, Safeguarding Covared Defenss Informatien and Gyber Incident Reporting{or =
derlvad from sueh Informatlon obtalned under that clause): ‘ ' o
(1) The Contrastor shalt access and use the information only for the purpose of furnishing advice or
technleal assistance directly to the Government in support of the Govamment's aclivitles ralated to clause
252.204-7012, and shall not be used for any other purpose. S
{2) The Contractor shail protect the Information against unautharlzed releass or disclosure. ‘
() The Conkractor shall ensure that its smployeas are subject to Lise and nan-disolosire obligations
conslatent with this clause prior to the smployess belng provided access to or use of the Information.
(4) The third-party contractor that reportad the oyber incldent Is a third-parly bensficiary of the non- ‘
dliaclcsufe agresmant between the Government and Contractor, as requlred by paragraph (b)(3) of this
. clause, ) . o
{5) A breach of thess abllgafors or restrictions may sublect the Conlractor to— ,
{i) Crlminal, civil, administrative, and contractual actions In law and eqully for penalifes,
damages, and other appraprlate remedles by the Unlted States; and - o
(it} Civil actions for demages and other approprlate remedis by the third party thet = . -
repartad the cyber Inoldent, as a third party beneficiary of thiz clauss. , .
(c) Subcontracts, The Contractor shall Include this clause, Including this paragraph (c), in subcontracts, or similar
contractual Instruments, for setvices that includs suppor for the Government's activities related fo safeguarding
covered defense infarmation and cyber Incldent raporting, Including subconiracts for commerclal llems, without
alteration, except to identify the partles. ‘

{End of clause)

- | 252.204-7012 SAFEGUARDING GOVERED DEFENSE INFORMATION AND GYBER INCIDENT REPORTING (OCT 2016) ©
| ‘DFARS’ - - } . :

: - {a} Definftions. As used in this clause— : ’ o
“Adequate security” means proteclive measures that are commensurate with the consaguences and probabliity of loss,
misuse, o inautharlzed eccess to, or modification of Informatlon. T
“Compromise” means disclasure of information to unauthorized persons, or a violation of the sesurity polloy of a system, In -
which unetuthorized intentlonal or unintentional disclosure, modifioation, desliuctlon, or loss of an oblect, or the copying of
information to unauthorized madia may have ocourred. : :
“Contractor attributionalfproprietary information® means information that identifies the confracior(s}, whether directly or -
increctly, by the grouping of Infarmation that can be traced back to the contractor(s) (a.g., program descriotion, faclity
locatlons), perscnally identifiable Information, as well as frade secrets, commerclal or financlal information, or other
commerclally sensitive information that is not customarlly shared outslde of the company. - )
“Contractor Informatlon system” means an Information system belonging lo, or operated by or for, the Contractor,
“Controlled technloal Information” mesns tachnleal information with milltary or space application that s sublect to controls on
the access, useg, reproduction, modification, performance, display, releass, disclosura, or dissemination. Gontralled technical -~
+ Informetion would meet the oritara, If disseminetad, for distributlon stalements B through F using the criterla set farth In DoD,

Instruction 5230.24, Distribution Statements on Tachnloal Documents. The term does nat include information that is lawfully
publicly avaliable without restrictions. : oo
“Covered cantractor information system” means an Information system that s ownad, or operated by or for, a confractor and -
that procosses, stores, or fransmits coverad defanse Infarmation.
"Covered Sefense informatlon” means unclassifted nformation that-—

() ls—

{A) Provided to the cantractar by or on behall of DoD In cannestion with the peformance of the confract; or
(B} Collacled, develaped, raeeivad, fransmitted, used, or stored by or ot behalf of the contractor In support
of tha performancs of the contract; and : o
{ii} Falls In any of the following categories;

- {A} Controlted technloal informeation,

. CONTINUED ON NEXT PAGE




GONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINLIED: FAGE 14 OF 16 PAGES

SPE300-17-D-P304

(B) Critical Informafion {opsrations security}. Specific facts identiiled through the Operetions Soourity
process about friendly Intentlons, capabiiities, and activities vitally heeded by adversarfes for them to p!an

. and aot effectively so as to guarentee fallure or unacceptable consequences for frlandly mission
accomplishmant {part of Operaflans Secuity process),
{C) Export confrol, Unclassified Infarmatlon concerning certain lterts, commodities, technology, software, ar
ather information whose export could reasonabiy be expectad to advarsely affact the Unitad States national
security and nonproliferation objectives, Ta include.dual uge items; items identified in expert administration
tagulations, international trafiic In arms regulations and munliions list; lleenso applioatlons and sansitive
nuclear technology Information.
{D}) Any other Information, marked or ctherwise ldentified in the contract, that requires safeguarding or :
dissemination controls pursuant to and consistent with law, regulations, and Governmentwlde policies {e. G-
privacy, proprietary business information).

= "Cyber incldent" means actions taken throughthe use of computer networks that rasult in a compromise or-an actual o

polentlelly adverse effact on an informatlon system andfor the Information reslding therain,
“Forensie analysis” meens the praciice of gathering, rataining, and analyzing computer-related data for investigative purpnaas
_ Inamannar that malntains the integrity of the data,
“Maliclaus software” means computer software or firmwars Intanded fe perform an unauthorized process that will have
adverse impact on the confidentlality, Integrity, or avaliabillty of an informetion system. This definition inciudes a virus, worm,
Trojan horss, or other cods-based entity that infacts a host, as woll as spyware and some forms of adware.
“Medta" means physlcat devices or wiiting surfaces includ Ing, but Is not limited to, magnetlc tapes, optical disks, magnahc .
disks, large-scale Integration memoery chips, and prinfouts onto which Information is recorded, stored, oF prlnted within an ’
Information system. v
~“Operationally critical support” means supplies or ssivices designated by the Government as critical for airiift, seafift, :
intermodal fransportation services, or loglstlcal support that is essantial to the mobiization, depEoyment, or sustainment ofthe
Armed Foroea in a conlingericy opsration.
“Rapld{ly) repori{ing)” means within 72 howrs of discovery of any oyber Incident. -
“Technical information” musans technical data or computer software, as those terms are defined in the clauss at DFARS
. 252.227-7013, Rights in Technigal Data-Non Commaerclal ltems, regardiess of whather or not the clause Is Incorporated in this
galicltation or contract, Examples of technlcat informallon Inciude research and enginsering data, engineering drawlngs, and -
" assoclated flsts, specfications, standards, process sheets, manuais, technloal reports, technleat orders, catalog-ftam -
Ide;nl!ﬁcatloas. daty gets, studles and analyses and related informatlon, and somputer softwars exacutable code and source
code,
' {b) Adequate sevurity, The Contractor shall provide adequats seourity for al covered derense information an al
covered contractor Information systems that support the performance of work under this contract Ta provide
‘adsquata secuiily, the Contractor shall— ;
{1} Implamant information systems securily protections on il covered cmntrao!or lnfarmatlon aystems
including, at a minimum—
. (1) For covered contracior informalion systems that are part of an Information Tachnology
{IT) service or system operated on behalf of the Government—
{A) Cloud computing services shall be subject to the security requiremends
spacified in the clause 252.239-7010, Cloud Computing Services, of this ..
contract; and
{B) Any ather such IT gervice or system (L.e., othar than cloud computing) shaﬂ
ha subjact to the secully requirements spec]fied elsawhere In this contract or -
(it} For covered contractor information systems that are not part of an IT service or system
operated on bshalf of the Government and therafore are not subject to the sacunty
requirement specified at paragraph (b)(1)(1) of this clause—
{A) The security requirements in Matlonal Institute of Standards and Tachnc!ogy
{NIST) Speclal Publlcation (SP) 800174, "Protacting Contrallad Unclassifted -~ -
tnformation In Nonfetsral Information Systems and Organlzetions,” X )
hitp:/fdx.doi.org/10,6028/NIST.SP.800-171 thatls In effact at ihe time the
solicitation is iassued or as authortzed by the Confracting Officar, as soonas
pracloal, but not later than December 31, 2017, The Contractor shall nofify the -
DaD CIQ, via email at osd.dlbssla@mall, mII within 30 days of cantract award, of
- anhy seourity raquirements speclred by NIST 8P 800-171 not implemanted at the
* time of contract award; or

{B) Altarnativa hut agualiy effective security measures usad to compsnsate for

the Inability to satisfy a paritcular requirement and achleva squivalent protestion
accepted in wiitihg hy an authorlzed representalive of the Dol} ClO; and -
{2) Anply ather Informalion systems securlly measures when the Contracter aasenably determines that
Informatlon systems secutlty meastres, in addition to those Identified in paragraph (b}{1) of thls dlause; may
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be raguirad to provide adequate sscurlty in a dynamic environment based on an assessed risk ot
vulnerablilty.

{c) Cybor Incident raporting requlrement. : -
(1) When the Contractor discovers a cyber incident that affacts & coversd contractor information systemor
tha covered defense Informatlon residing theraln, or that affects the contrastor's abllity to perfarm the
requlraments of the eondract that are deslgnated as operationally oritleal support, the Contractor shall—

" (i) Conduot a review for evidence of compromise of covarad defense information,
Including, but hot limited to, identifying compromised computers, servers, spechfic data,
and user accounts. This raview shall alse include analyzing coverad contractor Information
system{s) that were part of the oyber Incldent, as well as other information systems on the
Contracior's network(s), that may have been accessed as a result of the Incldent in ordet

to identify compromised covered defense nformatlon, or that affeat the Coq_trantqr‘g ablllly_ 1 _' i

- to provide oparationally criffcal support;and -
) {ily Rapldly rapart cyber Incldents to Dol at htip:/fdibnat.dod.mil. : - ‘
(2) Cyber incidant report, The cybar incident report ghall be treated as Information created by or for DaD and -
- shall Inciude, at & minimum, the required olements at hitps/dibnet.dod.mii, - oL
(3} Medium assurance cerllficate requlremeant. In atder to report ayber Inckisnts In accordance with this clause, the Contractor
or subcontractar shall have or acquire a DoD-approved medium assurance certlficats to raport cyber Incldents, For information - |
on abialning 8 DoD-approvad medium assvurance cortificats, see htip:/fiase.dise.milipki/eca/Pagesi/index.aspx. - .
{d) Malielous software. The Contractor or subcontractars that discaver and Isolate maflclous software in connection
with a reported cyber incident shall submit the malicious software in accordance with Instructions provided by tha
Contracting Officar, : :
(8) Media praservation and protection. Whan a Contractor discovers a oyber ncldent has occurrad, the Contraclor
shall preserve and protact images of all known affected Information systems Identified in paragraph ((1){) of this ~ .~ -
clause and all relevant monitoringfpacket capture data for at least 80 days from the submission of the eyber incldent
repart to allow DoD to request the media or decline Interest. ) - AR
- {§) Aocess {0 edditional information or squipment nacessary for forensic analysls. Upon request by Dol), the .
Contractor shall provide Daly with access fo additional Infermation or equipment that i3 necessary to conduct & -
~foronsic analysis. S
(0) Gyber incidant damage assessment activitios, If Dob eleals to conduct a damage assessment, the Contracting
Offlcer will request that the Contractor provide ail of tha damage assesament Infarmation gathsred n accordance with
paragraph (e) of this clauss. - . . B
{h) DoD safaguarding and use of coniractor aftrlpulionalipropristaty Information. The Governgent shall protact
against the unauthorized use or raleasa of informatlon obtalhed from the contractor {or darived from Informallon - . -
obtalned from the contractor) under this clause that Includes contractor attribulionalipropristary Information, including
such informatlon submitted in accordance with paragraph {0). Tothe maximum extent practicable, the Contractor
shafl Identify and mark atbributionalfproprietary information. In making an authorlzed release of such infarmation, the
Govarnment will implement approprlato procedures to minimize the contractor attributlonaliproprietary Informatton -
*-thatls included In such authorized ralsaze, sesking to Include only that informafion that is necessary for the
authorized purpose{s} for which the information Is being released. . s
(i} Use and roloase of contractor altributionaliproprietary Informatlon not oreated by or for Dob. Informatlon that s~
obtalned from the contractor {or derlved from Information obtainad from the contractor) under this clause that s not -
araated by or for DoD Is authorizad to be released outside of Dop— R . :
(1) To eniltfes with missions that may be affected by such Infarmatlon;

(2) Ta entitiss that may bs called upon to assist in the diagnosis, detaction, or mitigation of cyber Incidénts; b -

{3) To Gavernment entitfes that conduct counterintelligence or law enforcemant Investigations; -

{4) For national security purposes, Including cyber situationat awarenass and defensa purposes (Inciuding

with Dafsnge Industral Bass (DIB) pariicipants in the program at 32 CFR part 236); or : .

(5} To a support Servlces contractor (reciplent”) that Is directly supporting Government activitles under a

contract that includas the clause at 252.204-7000, Limitatlons on the Use or Disclosure of Third-Farty

Contractor Reported Cyber Incldent tnformation, -
{l) Use and refease of confractor aflribufionaljproprietary Information wreatad by or for Dob, Information thatis -
obtalned fram the contractor for derived from Information obtalned from tha contractar) under this clause thatis =
created by or for DoD (including the Information submitted pursuant to paragtaph (¢) of this clausa) is authorlzed to'
be used and released cutslde of Dol for purposes and activitles authorized by paragraph (1) of this clause, and for
any othar lawfut Government purposs or activity, subjact to all applicable statutory, regutatory, and polley based
rastilotions on the Govatnment's Use and release of suck Information, X :

(k) Tha Contractor shall condust activities under this clause In sccordance wilh applicable laws and regulations oh the
interception, moniioring, acosss, use, and dlsclosure of slectronic commurdcations and data, ‘

{1) Othar safeguarding or reporting regultements, The safeguarding and oyber Incldent reporting raquired by this
clause in no way abrogates the Contractor's responsibllity for olher safeguarding or cyber incident reporting
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pertalning to ita unclassified information systems as required by other applicable clauses of this confract, orasa

resuit of other applicable U.S. Government statutory or regulatory requirements.

{m) Subvontracts, The Contractor shall— ) _
{1} Include this clause, Including this paragraph {m), in subcontracts, or similar contraciual Instruments, Tor -
opgrationally ctittoal support, or for whloh subcontraot performance will involve a covered contragtor
informatlon system, including subcontracts for commerclal tems, without alteration, except to identfy the

_'52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR

parttas; and

{2) When this clause is Included in a subcontract, require subcontractors tc-raptdly raport cyber incidents
directly to DoD at hitp:dibnet.dod.mil and the prime Contractor. This Includes praviding the Incldent report
numbar, automatlcally assigned by DoD, to the prime Contractor {or next higher-tisr subsontractor) as soon

as practicable.
{End of clause)

252.24?-7023 TRANSPORATION OF SUPPLIES BY 8EA {APR 2014} DFARS




