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This amendment contains the following revisions (adds/changes/deletions): 
 


All Statement of Work revisions identified in this amendment are highlighted in yellow. 
 
Section I – Attachment 1 – Statement of Work Revisions 


 
 


1. On page 61-62 of the Solicitation Attachment 1, Statement of Work, under section VIII. 
SECURITY MEASURES / FORCE PROTECTION AND THEATER SUPPORT, subsection 
A. SECURITY MEASURES / FORCE PROTECTION, #9. Cybersecurity requirements, 
paragraphs B. through D. are deleted and replaced with the following (paragraphs B. through 
F.): 


 
B.  INDEPENDENT VERIFICATION AND VALIDATION 
 
1) Upon request, the contractor shall provide to the Contracting Officer a copy of the 


contractor’s most current plan of action to meet the security requirements defined in National 
Institute of Standards and Technology (NIST) SP 800-171, and any revisions thereto.  Unless 
otherwise directed by the Contracting Office, the contractor shall use the NIST Controlled 
Unclassified Information (CUI) Plan of Action template format found at 
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-Plan-
of-Action-Template-final.docx.  The plan of action shall detail the resources required to 
accomplish the elements of the plan, any milestones in meeting the tasks, and scheduled 
completion dates for the milestones.  This requirement extends to any security requirements 
which may supersede or replace NIST SP 800-171.   
 


2) Upon request, the contractor shall provide to the Contracting Officer documentation 
verifying compliance with NIST SP 800-171 requirement 3.11.1, and any revisions thereto.  
The documentation shall demonstrate that the contractor periodically assesses the risk to 
organizational operations (including mission, functions, image, or reputation), organizational 
assets, and individuals, resulting from the operation of organizational systems and the 
associated processing, storage, or transmission of Controlled Unclassified Information (CUI).  
Examples of appropriate documentation include, but are not limited to:  risk assessment; risk 
assessment results; risk assessment reviews; and risk assessment updates.  The Contracting 
Officer may direct the contractor to provide other relevant documents or records if the 
Contracting Officer determines such documents or records are necessary to verify 
compliance with NIST SP 800-171 requirement 3.11.1. This requirement extends to any 
security requirements which may supersede or replace NIST SP 800-171 requirement 3.11.1.   


 
3) The contractor shall allow a Government Cyber Assessment Team or a Third Party Assessor 


to perform an on-site compliance review for compliance with DFARS 252.204-7012, of the 
systems owned and operated by the contractor or subcontractor that will be processing, 
storing, transmitting, or displaying Covered Defense Information or that will be used to 
perform the requirements of the contract designated as operationally critical support as 
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defined in DFARS 252.204-7012.  If the contractor proposes a Third Party Assessor in lieu 
of the Government Cyber Assessment Team, all costs associated with engaging the assessor 
shall be borne by the contractor.  Furthermore, the Government shall be provided all the 
standards and requirements of the Third Party Assessor in the contractor’s request to use the 
Third Party Assessor.  If the Government proposes a Third Party Assessor in lieu of the 
Government Cyber Assessment Team, the associated costs shall be borne by the 
Government. 
This will be a measured assessment with pre-defined IP address ranges identified at the start 
of the assessment and will include technical and operational reviews designed to test the rigor 
of all required security controls implemented.  The identification of IP address ranges will be 
agreed upon by both the Government and the contractor during the planning phase of the 
assessment.  The IP addresses shall include all the systems that processes, stores, or transmits 
covered defense information in support of the solicitation.  
If this assessment is to be performed by DLA’s Cyber Assessment Team or Third Party 
Assessor engaged by DLA, the rules of engagement that will govern this action will be 
provided to the contractor at least ninety (90) days prior to the actual engagement. 


 
C.  CONTINUITY OF OPERATIONS 
Upon request, the contractor shall provide to the Contracting Officer contingency planning 
documentation showing compliance with NIST SP 800-171 requirement 3.8.9, “Protect the 
confidentiality of backup CUI at storage locations,” and any revisions thereto.   


 
Compliance with NIST SP 800-171 requirement 3.8.9, “Protect the confidentiality of backup 
CUI at storage locations” shall be in accordance with NIST SP 800-171A Assessment 
Objectives. This requirement extends to any security requirements or assessment objectives 
which may supersede or replace those requirements. 
 
D. OTHER SAFEGUARDING OR REPORTING REQUIREMENTS 
The cybersecurity requirements identified in this Statement of Work do not abrogate or 
otherwise modify the contractor’s responsibility for compliance with any other safeguards or 
cybersecurity-related requirements contained in this contract, or required by other applicable 
U.S. Government statutes or regulations.   
 
E. SUBCONTRACTS 
The contractor shall include all the information security requirements detailed above in all 
subcontracts and agreements with third parties that are or will be processing, storing, or 
displaying Covered Defense Information in performance of the contract, or that will be used to 
perform the requirements of the contract designated as operationally critical support. 
 
F.  DEFINITIONS 
The definitions in DFARS 252.204-7012 apply to the Information Security Requirements stated 
above. 
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2. On page 142-143 of the Solicitation Attachment 1, Statement of Work, FACTOR VI – 
Cybersecurity, the Submission Requirements for Factor VI are deleted in their entirety and 
replaced with following:   
 
Submission Requirements – Factor VI 
 


INFORMATION SECURITY 
 
1.  Proposals shall include: 


 
a) A System Security Plan (SSP) documented using the National Institute of Standards and 
Technology (NIST) Controlled Unclassified Information SSP template format found at: 
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-SSP-
Template-final.docx. 
 
The SSP shall address:  


 
i. How all contractor and subcontractor systems that will process, store, transmit, or 


display Covered Defense Information (CDI), as defined in DFARS 252.204-7012, 
comply with the security requirements of NIST Special Publication (SP) 800-171r1, 
“Protecting Controlled Unclassified Information in Nonfederal Information Systems 
and Organizations”; 


 
ii. How all contractor and subcontractor/outsourced systems that the contractor will use 


to perform the requirements of the contract that are designated as “operationally 
critical support”, as defined in DFARS 252.204-7012, comply with and will during 
contract performance maintain compliance with the security requirements of NIST SP 
800-171r1.   


 
b)  Details of any alternative but equally effective security measures used to compensate for 
the inability to satisfy a particular derived security requirement of NIST SP 800-171r1.  
Alternative security measures proposed will be submitted by the Contracting Officer to the 
DoD Chief Information Officer (CIO) for adjudication. Alternative security measures 
accepted by the DoD CIO shall be included in the evaluation under this factor.  Note, 
however, that evaluations shall not be delayed pending DoD CIO adjudication, and any 
alternative security measure where DoD CIO acceptance has not be obtained shall not be 
included in the evaluation under this factor. 
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2.  Proposals are encouraged to include contingency planning documentation that demonstrates 
how: 
 


a) All contractor and subcontractor systems that will process, store, transmit, or display CDI 
are in, and will maintain, compliance with the NIST SP 800-53r4 security controls and 
security control enhancements listed below;  


 
b) All contractor and subcontractor systems that are used to perform the requirements of the 


contract that are designated as “operationally critical support”, as defined in DFARS 
252.204-7012, comply with the NIST SP 800-53r4 security controls and security control 
enhancements listed below: 


 
- CP-2 Contingency Plan 
- CP-2 (3) Contingency Plan | Resume Essential Missions / Business Functions 
- CP-2 (8) Contingency Plan | Identify Critical Assets 
- CP-8 Telecommunications Services 
- CP-9 Information System Backup 
- CP-10 Information System Recovery and Reconstitution 
- CP-10 (2) Information System Recovery and Reconstitution | Transactions Recovery 


 
 


 
3. On page 159 of the Solicitation Attachment 1, Statement of Work, Evaluation Criteria – 


Section A – Factor VI – Cybersecurity is deleted and replaced with the following language: 
 


Evaluation Criteria – Section A - Factor VI – Cybersecurity 
 
INFORMATION SECURITY 
 
The offeror’s system security plan will be evaluated to determine how well it implements all 
fourteen families of NIST SP 800-171r1 security requirements as demonstration of security 
planning for the applicable system(s).  The document shall address implementation of at least a 
minimum number of Security Requirements (see Table 1 below).  In doing so, offerors must 
specifically address the following numbered security requirements from NIST SP 800-
171r1:  3.1.1; 3.1.2; 3.1.20; 3.1.22; 3.5.1; 3.5.2; 3.8.3; 3.10.1; 3.10.3; 3.10.4; 3.10.5; 3.13.1; 
3.13.5; 3.14.1; 3.14.2; 3.14.4; and 3.14.5, and must address at least the minimum number of 
Security Requirements for each Family of Security Requirements listed in the third column of 
Table 1.  The evaluation and resulting rating will consider and be based on the extent to which 
the system security plan demonstrates compliance with NIST SP 800-171r1 security 
requirements and specified NIST SP 800-53r4 security controls and security controls 
enhancements.  The offeror’s system security plan will be evaluated in accordance with NIST SP 
800-171A and NIST SP 800-53Ar4 assessment objectives.  Proposals not sufficiently addressing 
the following numbered security requirements from NIST SP 800-171r1:  3.1.1; 3.1.2; 3.1.20; 
3.1.22; 3.5.1; 3.5.2; 3.8.3; 3.10.1; 3.10.3; 3.10.4; 3.10.5; 3.13.1; 3.13.5; 3.14.1; 3.14.2; 3.14.4; 
and 3.14.5, not sufficiently addressing the required minimum number of Security Requirements 
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per Family of Security Requirements in Table 1, or otherwise deficient in one or more areas, will 
be considered Unacceptable.  For the purposes of evaluating the individual NIST SP 800-171r1 
Security Requirements under this Factor, NIST SP 800-171A Assessment Objectives will be 
used. Sufficiently addressing 50% or more of the Assessment Objectives for a specific Security 
Requirement will result in the overall Security Requirement being considered sufficiently 
addressed.  Failing to sufficiently address at least 50% of the Assessment Objectives for a 
specific Security Requirement will result in a finding that the overall Security Requirement was 
not sufficiently addressed and will be considered a weakness.  Failing to sufficiently address at 
least 25% of the Assessment Objectives for a specific Security Requirement will also result in a 
finding that the overall Security Requirement was not sufficiently addressed and will be 
considered a significant weakness.  Offerors are reminded that the minimum number of Security 
Requirements for each Family of Security Requirements listed in the third column of Table 1 
must be considered sufficiently addressed or the proposal will be considered Unacceptable.  In 
general, more comprehensive and in-depth plans with more strengths and fewer or no 
weaknesses will receive a higher rating than less comprehensive and in-depth plans with fewer or 
no strengths and more weaknesses.  Similarly, proposal with fewer significant weaknesses may 
receive a higher rating than those with more significant weaknesses.   
 
The offeror’s contingency plan will be evaluated in accordance with NIST SP 800-53Ar4 
Assessment Objectives to determine how effectively and quickly the offeror can provide 
continued support to all DLA customers covered by the contract should any information system 
used in performance of the contract become compromised or unavailable.  Proposals containing 
contingency planning documentation may be rated more favorably than those which do not.   
 
Note that, regardless of the limited scope of this evaluation, any offeror who receives an award 
under this solicitation will be required to comply with all of the requirements of DFARS 
252.204-7012, including compliance with all security requirements listed in NIST SP 800-
171r1.   
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Table 1 


NIST SP 800-171r1 
Family # 


NIST SP 800-171r1 Family  of Security 
Requirements 


Minimum Number 
of security 


requirements that 
must be addressed 


3.1 Access Control 11 of 22 
3.2 Awareness and Training 2 of 3 
3.3 Audit and Accountability 5 of 9 
3.4 Configuration Management 5 of 9 
3.5 Identification and Authentication 6 of 11 
3.6 Incident Response 2 of 3 
3.7 Maintenance 3 of 6 
3.8 Media Protection 4 of 8 
3.9 Personnel Security 1 of 2 
3.10 Physical Protection 3 of 6 
3.11 Risk Assessment 2 of 3 
3.12 Security Assessment 2 of 4 
3.13 System and Communications Protection 8 of 16 
3.14 System and Information Integrity 4 of 7 
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