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THI'S CONTRACT | S MODI FI ED TO | NCLUDE 52. 204- 30 Federal Acquisition Supply Chain Security Act Orders—
Prohi biti on AS FOLLOWS:

Federal Acquisition Supply Chain Security Act Orders—Prohibition (DEC 2023)

(a) Definitions. As used in this clause—

Covered article, as defined in 41 U S.C. 4713(k), neans—

(1) Information technol ogy, as defined in 40 U . S.C. 11101, including cloud conputing services of al
types;

(2) Tel econmuni cati ons equi pnent or tel econmuni cations service, as those terns are defined in section 3
of the Comunications Act of 1934 (47 U S.C. 153);

(3) The processing of information on a Federal or non-Federal information system subject to the
requirements of the Controlled Uncl assified Information program (see 32 CFR part 2002); or

(4) Hardware, systems, devices, software, or services that include enbedded or incidental infornmation

t echnol ogy.

FASCSA order means any of the followi ng orders issued under the Federal Acquisition Supply Chain Security
Act (FASCSA) requiring the renoval of covered articles fromexecutive agency information systens or the
excl usion of one or nore naned sources or named covered articles from executive agency procurenent
actions, as described in 41 CFR 201-1.303(d) and (e):

(1) The Secretary of Homel and Security may issue FASCSA orders applicable to civilian agencies, to the
extent not covered by paragraph (2) or (3) of this definition. This type of FASCSA order may be referred
to as a Departnment of Homel and Security (DHS) FASCSA order

(2) The Secretary of Defense may issue FASCSA orders applicable to the Departnent of Defense (DoD) and
nati onal security systens other than sensitive conpartmented i nfornation systens. This type of FASCSA
order may be referred to as a DoD FASCSA order.

(3) The Director of National Intelligence (DNI) may issue FASCSA orders applicable to the intelligence
comunity and sensitive conpartnented information systems, to the extent not covered by paragraph (2) of
this definition. This type of FASCSA order may be referred to as a DNI FASCSA order

Intelligence community, as defined by 50 U.S.C. 3003(4), neans the foll ow ng—

(1) The O fice of the Director of National Intelligence

(2) The Central Intelligence Agency;

(3) The National Security Agency;

(4) The Defense Intelligence Agency;

(5) The National Geospatial-Intelligence Agency;

(6) The National Reconnai ssance Ofice

(7) Oher offices within the Departnment of Defense for the collection of specialized national
intelligence through reconnai ssance prograns;

(8) The intelligence elenents of the Arnmy, the Navy, the Air Force, the Marine Corps, the Coast Guard,

the Federal Bureau of |nvestigation, the Drug Enforcenment Adm nistration, and the Departnent of Energy;
(9) The Bureau of Intelligence and Research of the Departnent of State;

(10) The Ofice of Intelligence and Analysis of the Departnent of the Treasury;

(11) The O fice of Intelligence and Anal ysis of the Departnment of Homel and Security; or

(12) Such other elenments of any departnent or agency as nmay be designated by the President, or designated
jointly by the Director of National Intelligence and the head of the departnent or agency concerned, as
an elenent of the intelligence conmunity.

Nati onal security system as defined in 44 U S. C. 3552, means any information system (including any

t el ecommuni cati ons systen) used or operated by an agency or by a contractor of an agency, or other

organi zation on behal f of an agency—

(1) The function, operation, or use of which involves intelligence activities; involves cryptol ogic
activities related to national s ecurity; involves comrmand and control of mlitary forces; Involves

equi pment that is an integral part of a weapon or weapons systen or is critical to the direct
fulfillment of nmilitary or intelligence mssions, but does not include a systemthat is to be used for
routine administrative and busi ness applications (including payroll, finance, |ogistics, and personne
managenent applications); or

(2) I's protected at all times by procedures established for information that have been specifically

aut hori zed under criteria established by an Executive order or an Act of Congress to be kept classified
in the interest of national defense or foreign policy.

Reasonabl e i nquiry nmeans an inquiry designed to uncover any information in the entity's possessi on about
the identity of any covered articles, or any products or services produced or provided by a source. This
appl i es when the covered article or the source is subject to an applicable FASCSA order. A reasonable
inquiry excludes the need to include an internal or third-party audit.

Sensitive conpartnmented informati on nmeans classified informati on concerning or derived fromintelligence
sources, nethods, or analytical processes, which is required to be handled within fornmal access contro
systens established by the Director of National Intelligence

Sensitive conpartnented informati on system neans a national security system authorized to process or
store sensitive conpartnented i nformation.

Source nmeans a non- Federal supplier, or potential supplier, of products or services, at any tier.

(b) Prohibition. (1) Unless an applicabl e waiver has been issued by the issuing official, Contractors
shall not provide or use as part of the performance of the contract any covered article, or any products
or services produced or provided by a source, if the covered article or the source is prohibited by an
appl i cabl e FASCSA orders as fol |l ows:

CONTINUED ON NEXT PAGE
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(i) For solicitations and contracts awarded by a Departnent of Defense contracting office, DoD FASCSA
orders apply.

(ii) For all other solicitations and contracts DHS FASCSA orders apply.

(2) The Contractor shall search for the phrase “FASCSA order” in the System for Award Managenent (SAM at
https://ww. sam gov to | ocate applicable FASCSA orders identified in paragraph (b)(1).

(3) The Government may identify in the solicitation additional FASCSA orders that are not in SAM which
are effective and apply to the solicitation and resultant contract.

(4) A FASCSA order 1ssued after the date of solicitation applies to this contract only if added by an
amendnment to the solicitation or nodification to the contract (see FAR 4.2304(c)). However, see paragraph
(c) of this clause.

(5)(i) If the contractor wishes to ask for a waiver of the requirenments of a new FASCSA order being
applied through nodification, then the Contractor shall disclose the follow ng:

(A) Nane of the product or service provided to the Governnent;

(B) Nane of the covered article or source subject to a FASCSA order;

(C If applicable, name of the vendor, including the Commercial and Governnent Entity code and uni que
entity identifier (if known), that supplied or supplies the covered article or the product or service to
the Oferor;

(D) Brand;

(EI)Tbl\/bgiel nunber (original equi pnent manufacturer number, manufacturer part nunmber, or whol esal er

nunber) ;

(F) Item description;

(G Reason why the applicable covered article or the product or service is being provided or used;

(i) Executive agency review of disclosures. The contracting officer will review disclosures provided in
paragraph (b)(5)(i) to deternmine if any waiver is warranted. A contracting officer may choose not to
pursue a waiver for covered articles or sources otherw se covered by a FASCSA order and to instead pursue
ot her appropriate action.

(c) Notice and reporting requirement. (1) During contract performance, the Contractor shall review SAM
gov at |east once every three nmonths, or as advised by the Contracting O ficer, to check for covered
articles subject to FASCSA order(s), or for products or services produced by a source subject to FASCSA
order(s) not currently identified under paragraph (b) of this clause.

(2) If the Contractor identifies a new FASCSA order(s) that could inpact their supply chain, then the
Contractor shall conduct a reasonable inquiry to identify whether a covered article or product or service
produced or provided by a source subject to the FASCSA order(s) was provided to the Governnment or used
during contract performance.

(3)(i) The Contractor shall submit a report to the contracting office as identified in paragraph (c)(3)
(i1) of this clause, if the Contractor identifies, including through any notification by a subcontractor
at any tier, that a covered article or product or service produced or provided by a source was provided
to the Government or used during contract perfornmance and I's subject to a FASCSA order(s) identified in
paragraph (b) of this clause, or a new FASCSA order identified in paragraph (c)(2) of this clause. For
indefinite delivery contracts, the Contractor shall report to both the contracting office for the
indefinite delivery contract and the contracting office for any affected order.

(ii) If areport is required to be subnmtted to a contracting office under (c)(3)(i) of this clause, the
Contractor shall submt the report as follows:

(A) If a Departnent of Defense contracting office, the Contractor shall report to the website at https://
di bnet. dod. mi | .

(B) For all other contracting offices, the Contractor shall report to the Contracting O ficer.

(4) The Contractor shall report the following information for each covered article or each product or
servi ce produced or provided by a source, where the covered article or source is subject to a FASCSA
order, pursuant to paragraph (c)(3)(i) of this clause:

(i) Wthin 3 business days fromthe date of such identification or notification:

(A) Contract nunber;

(B) O der number(s), if applicable;

(G Nane of the product or service provided to the Governnment or used during performance of the contract;
(D) Nane of the covered article or source subject to a FASCSA order;

(E) If applicable, name of the vendor, including the Cormmercial and Governnent Entity code and uni que
entity identifier (if known), that supplied the covered article or the product or service to the
Contract or;

(F) Brand;

(G Model nunber (original equiprent manufacturer nunber, manufacturer part nunber, or whol esal er
nurber) ;

(H) ltemdescription; and

(1) Any readily available information about mtigation actions undertaken or reconmended.

(ii) Wthin 10 business days of submitting the information in paragraph (c)(4)(i) of this clause:

(A) Any further available information about mitigation actions undertaken or recomended.

(B) In addition, the Contractor shall describe the efforts it undertook to prevent submi ssion or use of
the covered article or the product or service produced or provided by a source subject to an applicable
FASCSA order, and any additional efforts that will be incorporated to prevent future submi ssion or use of
the covered article or the product or service produced or provided by a source that is subject to an

appl i cabl e FASCSA order.

(d) Renobval. For Federal Supply Schedul es, Governnentw de acquisition contracts, nulti-agency contracts
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or any other procurenent instrunent intended for use by nultiple agencies, upon notification fromthe
Contracting O ficer, during the performance of the contract, the Contractor shall pronptly make any
necessary changes or nodifications to renove any product or service produced or provided by a source that
is subject to an applicabl e FASCSA order.

(e) Subcontracts. (1) The Contractor shall insert the substance of this clause, including this paragraph
(e) and excluding paragraph (c)(1) of this clause, in all subcontracts and other contractual instrunents,
i ncl udi ng subcontracts for the acquisition of comercial products and commerci al services.

(2) The Governnment nay identify in the solicitation additional FASCSA orders that are not in SAM which
are effective and apply to the contract and any subcontracts and other contractual instruments under the
contract. The Contractor or higher-tier subcontractor shall notify their subcontractors, and suppliers
under other contractual instruments, that the FASCSA orders in the solicitation that are not in SAM apply
to the contract and all subcontracts.

(End of cl ause)

I F THE CONTRACTOR DOES NOT AGREE TO THI'S MODI FI CATION OR I'S NOT I N COVPLI ANCE W TH THE CLAUSE, | T SHALL
| MVEDI ATELY NOTI FY THE CONTRACTI NG OFFI CER I N VRI TI NG




