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Form

. SOLICITATION { CONTRACT FORM

“The terms and condiffons set forlh in solicitation SPE300-15-R-0029 are incorporated into sublect contract.

Il. PERFORMANCE PERIOD:

A. Effective Period of the Contract:

Base Period — November 12, 2015 through May 11, 2017.
Option Perlod 1 - May 12, 2017 through November 11, 2018
Option Pericd 2 — November 12, 2018 through May 11, 2020.

Performance begins on November 12, 2016

B. ESTIMATED DOLLAR VALUE / GUARANTEED MINIMUM / MAXIMUM

Tha following chart Includes the 18 month estimated dollar value and the 4.5 year eslimated dollar value, aleng with the
guaranteed 10% minimum and 200% maximum. The guaranteed minimum and maximum, although based on estimates, are
a firm dollar amount caleulated as a percentage of the estimated dollar value; the minimum confract dollar value below
constitules the Government's legal erdering obligation under the contract. The maximum contract dollar value is the legal limit
of dollars that can be obligated agalnst this confract.

(Western, OR &
Parts of WA)

=

7007 2$12;000,000.00%

The term *48 Month Estimate” refers to the Government's good faith estimate of the requirement for the base period.

The total minimum contract doltar value is $200,000.00.
“The maximum confract dollar value is $12,000,000.00.

. START-UP PERIOD

The Contractor’s startup period will take place prior to the first order. The Conltractor shall submit a proposed implementation
schedule to the Contracting Officer within fifteen (15) days after award highlighting the steps that will be taken fo implement a
fuily functional disiribution account, Including all EDI transactions for ali customers covered by this solicitation. An additional
thirty {30) days will be granted for actual Implemantation. No more than forty-five {45) days after award will be permitled for

each contractor to have fully functionat distribution accounts in place for all customers.

IV... ORDERING CATALOGS.

The following form a part of Duck Delivery Produce’s offer and are hereby Incorporated as part of subject contract:

Offered defivered price to be utilized for first week of ordering. The Final Pricing Proposal spreadsheet submitted on October
16, 2015 and listed In attachment 1.

= Digtribition pricss are fixed for sach Base Period and foreadh Option Periud as folows. -

CONTINUED ON NEXT PAGE
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i i
Distribution Price (18 onlh base)

Distribution Price (Option 1)

Distribution Price (Option 2)

B

V. SUPPLIES OF SERVICES AND PRICES

ITEMS: Full-Line Fresh Frult and Vagetables

CUSTOMERS: Non-DoD} USDA School & Tribal Reservation Cusfomers in the State of Oregon & Parts of Washington Zone
are listed in Attachment 2 of this document.

FOB TERMS: FOB Destination for ali items.

CATALOGS

Waestern Oregon & Parts of Washingion USDA School customers will order under SPE300-16-D-5661. Duck Delivery will
invoice In accordance with the customer’s orders.

Waestern Oregon & Paris of Washington Tribal Reservation customers will crder under SPE300-16-D-R661. Duck Defivery will
Invoice in accordance with the customer's orders.

Eastern Oregon USDA School Cusiomers will order under SPE360-16-D-8660. Duck Delivery will invaice in accordance with
the customer’s orders.

Eastern Oregon Tribal Reservation Customers will order under SPE300-16-D-R660. Duck Delivery will invoice in accordance l
with the customer's orders. [

Note: Customers wilt commence erdering on December 6, 2015 with first delivery on December 14, 2015.

CATALOG PRICING

All catalog pricing is valld from Sunday thru Saturday. Calalog updates must be received no fater than 12:00 P.M. EST the
preceding Wednesday.

Ail pricing will be firm at time of order.

Duck Delivery will not invoke any additional charges for emargency orders (defined as an order that Is placed for same day
delivery).

VI. DELIVERIES AND PERFORMANCE

. The following are the designated plant locations for the performance of this contract for all coniract line items:

Duck Dellvery Produce, Inc.
8448 NE 33rd Dr. Ste 200
Portland, OR 97211
Duck Dellvery Produce, Inc.
1076 SE Paiute Way
Bend, OR 97702

CONTINUED ON NEXT PAGE
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Part 12 Clauses

52.212.04 Contract Terms and Condltions - Commerclal ltems (May 2015} FAR

{a) Inspection/Acceptance. The Contracior shall only tender for acceptance those ltems that conform to the requirements of this
contract. The Government reserves the righi to inspect or test any supplles or services that have been tendered for acceptance. The
Govemment may require repair or replacement of noncenforming supplies of reperformance of nonconforming services at no increase
in contract price. If repairfreptacement or reperformance will not correct the defects or Is not possible, the government may seek an
aquitable price reduction or adequate consideration for acceptance of nonconforming supplies or services. The Government must
exerclse its post-acceptance rights -

(1) Within a reasonable time afler the defect was discoverad or should have been discovered; and
(2) Before any substantial change occurs In the condillon of the item, unfess the ghange Is due to the defect in the item.

{b) Assignment. The Contraclor or ifs assignee may assign its rights to receive payment due as & result of performance of this contract
to a bank, trust company, or other financlng Institution, including any Federal lending agency in accordance with the Assignment of
Claims Act (31 11.5.C.3727). However, when a third party makes payment {e.g., use of the Governmentwide commercial purchase
card), the Contractor may not assign its rights 1o receive payment under this conlract,

{c) Changes. Changes in the terms and conditions of this contract may be made only by written agresment of the parties.

{d) Disputes. This contract Is subject to 41 U.S.C. chapler 71,Contract Dispules. Failure of the parties o this coniract to reach
agreement on any reguest for equitabla adjustment, clalm, appeal or action arising under or refating to this contract shall be a dispute to
be resalved in accordance with the clause at FAR §2.233-1, Disputes, which Is incorperated hereln by reference, The Contractor shall
preceed diligently with performance of this contract, pending final resclution of any dispute arising under the conteacl,

te) Definitions. The clause at FAR 52.202-1, Definiticns, Is incorporated herein by reference.

(N Excusable delays. The Coniractor shall be liable for default unless nonperformance is caused by an occurrence beyond the
reasanable control of the Conlractor and without its fault or negligence such as, acts of God or the publle enemy, acts of the
Government in either its soverelgn or contractual capacity, fires, floods, epidemlcs, quarantine restrictions, strikes, unusually severe
weather, and delays of common carriers. The Contractor shall notify the Contracting Officer in wriling as soon as it is reasonably
possible after the commencement of any excusable delay, setting forth the full particutars In connection therewith, shall remedy such
occurrence wilh all reasonable dispatch, and shall promptly give written notice 1o the Contracting Officer of the cessatlan of such

occurrencea,

(g) Invoice.

{1) The Contraclor shall submit an original invole and three coples {or electronlc lnvoice, if authorized) to the address
designated in the contract lo recsive invoices. An Involce must nclude —~

{l) Name and address of the Contractor;
(ii} invoice date and number,;
{iil} Contract number, contract line item number and, if applicable, the order number;

{iv) Description, quantity, unit of measure, unit price and extended price of the ftems delivered;

{v) Shipping number and date of shipment, including the bill of lading number and weight of shipment if shipped on

—Government bill o tading, e

CONTINUED ON NEXT PAGE
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(vi) Terms of any discount for prompt payment offered;

{vil) Name and address of official io wham payment is to be sent;

{vill) Name, title, and phone number of person to nolify in event of defective invoice; and

{ix) Taxpayer |dentification Number (TIN). The Contractor shall include its TIN on the Invoice only if required
elsewhere in this confract.

() Elactronic funds transfer {EFT) banking information.

(A) The Coniractor shall include EFT banking information on the invoice only if required elsewhere [n this

contract.

{B) If EFT banking information Is not required fo be on the invoice, in order for the invoice to be a proper
Invoice, the Contractor shall have submitled correct EFT banking informaticn in accordance with the
applicable solicitation provision, contract clause (e.g., 52.232-33, Payment by Electronie Funds Transfer—
System for Award Management, or 52.232-34, Payment by Electronic Funds Transfer—Other Than System

for Award Management), or applicable agency procedures.

{C) EFT banking Information is not required If the Government walved the requirement to pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.8.C. 3903) and Office of Management and
Budget (OMB) prompt payment regulations at 5 CFR part 1315,

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and agents against liability, including
costs, for actual or alleged direct or contributory infringement of, or inducement to infringe, any United Siates or forelgn patent,
trademark or copyright, arising out of the performance of this contract, provided the Contractor Is reasonably notified of such ¢laims and

proceedings.

{i} Payment.

{1) ltems accepted. Payment shall be made for items accepted by the Government that have besn delivered to the delivery
destinations set forth In this confract. )

(2) Prompt Payment. The Government will make payment in accordance with the Prompt Payment Act {31 U.S.C. 3003) and
‘prompt payment regulations ai 5 CFR Part 1315, .

(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b} for the approprlate EFT

clause,

(4) Discount. in connection with any discount offered for early payment, time shall be computed from the date of the involce,
For the purpose of computing the discount eamed, paymant shall be considered to have been made on the date which
appears on the payment check or the specified payment date if an electronic funds transfer payment is made.

(8) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice payment or that the

Government has otherwise overpald on a contract financing or Invoice payment, the Contractor shall—

" {1y Remit the overpayment amount to the payment office cited in the contract along with a description of the
overpayment including the—

(A} Clrcumstances of the overpayment {e.g., duplicate payment, erroneous payment, liquldation errors,

date(s) of overpayment);

o {B}'ﬁﬁéﬁ!{i"ﬁ'C@ﬁéﬁ}ﬂf-ﬁﬁmbﬁf .and "{.fe..h.-é%gt"cé%é.fé'r.'ﬁumber-}."i!-r'app!!cab!e;---11'-'---?--'--1-1-'11 AP

CONTINUED ON NEXT PAGE
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{C) Affected contract line item or subline item, if applicable; and
{D} Coniractor point of contactl.

{ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer.

{6) Interast.

(i) All amounts that become payable by the Contractor to the Government under this contract shall bear simple
interest from the date due uniil paid unfess paid within 30 days of becoming due, The interest rate shall be the
interest rate estabiished by the Secretary of the Treasury as provided in 41 U.8.C. 7109, which Is applicable to the
perlod in which the amount becomes due, as providad in (1)(6)(v) of this clause, and then at the rate applicable for
each six-month period at fixed by the Secretary until the amount is paid.

(ii) The Government may issus a demand for payment to the Contractor upon finding a debt is due under the
contract,

({ii#} Final decisions. The Contracting Officer will issue a final decisfon as required by 33.211 if—

{A} The Contracting Officer and the Contractor are unable fo reach agreement on the existence or amount of
a debt within 30 days;

{B) The Contractor falls to liquidate a debt previously demanded by the Contracting Officer wilhin the
timeline specified in the demand for payment unless the amounts were not repaid becauss the Contractor
has requested an instaliment payment agreement; or

{C) The Contractor requests a deferment of coflection on a debt p'revicusiy demanded by the Contracting
Cfficer {see 32.607-2).

{iv) If a demand for payment was previously issued for the debt, the demand for payment included in the final
decision shall identify the same due date as the criginal demand for payment,

(v} Amounts shall be due at the eariest of the following dates:
(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment resuliing from a
default termination.

{vi) The interest charge shall be computed for the actual number of calendar days involved beginning on the due date
and ending on—

(A} The date on which the deslgnaied office recelves payment from the Conlracior;

{B) The date of issuance of a Government check to the Contractor from which an amount otherwise payable
has been withheld as a credit agalnst the contract debt; or

..-{C) The date on which-an.amount withheld .and applied to the.contract debt would otherwise have become
payable to the Contracter.

(vii} The interest charge made under this clause may be reduced under the procedures prescribed in 32.608-2 of the
Federal Acquisition Regulation in effect on the date of this coniract.

(i) Risk of fossr Unless the cenlract specifically provides othonvice, dek of loes

damage o the supplies nrovided under this confract

““shall fémain with the Contractor uatil, hali pass ta the Government UPGH:

CONTINUED ON NEXT PAGE
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(1) Delivery of the supplies to a carrler, if fransportation is £.0.b. origin; or
(2) Delivery of the supplies 1o the Government at the destination specified In the conteact, if fransportation is f.0.b. destination.
{k} Taxes. The contract price includes all applicable Federal, State, and lecal taxes and duties.

(1) Termination for the Government’s convenlence. The Government reserves the right io terminate this conlract, or any part hereof, for
its sole convenience. in the event of such termination, the Contractor shall Immediately stop all work hereunder and shall immediately
cause any and all of its suppllers and subcontractors to cease work, Subject to the terms of this contract, the Contracior shalt be paid a
percentage of the contract price reflecting the percentage of the work performed prior to the notice of iermination, plus reasonable
charges the Conltraclor can demonstrate to the salisfaction of the Government using its standard record keeping system, have resulted
from the terminaiion, The Contractor shafl not be required to comply with the cost accounting standards or contract cost principtes for
this purpose. This paragraph doss not give the Government any right to audit the Contractor’s records. Tha Contractor shall not be paid
for any work performed or costs Incurred which reasonably could have been avoided.

{m) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the event of any default by the
Contractor, or If the Conlractor fails to comply with any contract terms and conditions, or falls to provide the Government, upon request,
with adequate assurances of future performance. In the event of termination for cause, the Government shall not be liable to the
Contractor for any amount for supplies or services nof accepted, and the Conlractor shall be liable to the Government for any and all
rights and remedles pravided by law. If it is determined that the Govemment improperly terminated this contract for default, such -
termination-shalt be deemed a termination for conventencs.

(n} Titla. Unless specified elsewhere In ihis contract, title t6 tems furnished under this contract shall pass to the Government upon
acceptance, regardless of when or whare the Government takes physical possession.

(o) Warranty. The Contractor warrants and implies that the iiems delivered hereunder are merchantable and fit for use for the particular
purpose described in this contract.

" {p) Limltation of liability. Except as otherwise provided by an express warranty, the Contractor will not be liable lo the Government for
consequential damages resulting from any defect or deficiencles in accepled items.

{(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws, executive orders, rules and
regulatlons applicable fo its performance under this coniract,

() Compliance with laws unigue fo Government confracts. The Contractor agrees to comply with 31 U.5.C. 1352 relating to imitations
on lhe use of appropriated funds to influence certain Federal contracts; 18 U.S.C. 431 relating to officials not to benefit; 40 U.S.C.
chapter 37, Contract Work Hours and Safety Standards; 41 U.S.C. chapter 87, Kickbacks; 41 U.5.C. 4712 and 10 U.S.C. 2409 relating
to whistlebiower protactions; 49 U.8.C. 40118, Fly American; and 41 U.5.C. chapler 21 relating fo procurament integrity.

{s) Order of precedence. Any inconsistencles In this sollcitation or contract shall ba resolved by giving precedence in the following
order: .

(1) The schadule of supplies/services.

{2} The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with Laws Unique to Government
Coniracts, and Unauthorized Cbligations paragraphs of this clause.

(3) The clause at 52.212-5.
' {4) Addenda to this solicitation or contract, including any license agreements for computer software,
(5) Solicitation provisions if this is a solicltation.

(8) Other paragraphs of this clause.

(7}' G
CONTINUED ON NEXT PAGE
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(8) Other decuments, exhibits, and attachments.
{9) The specification.

{t) Systemn for Award Management (SAM).

{1} Unless exempted by an addendum to this contract, the Contractor Is responsivle during performance and through finat
payment of any conlract for the accuracy and completeness of the data within the SAM database, and for any liability resulting
from the Government's reliance on inaccurate or Incomplete data. Te remain registered In the SAM database after the initial
reglstration, the Contvacior is required to review and update on an annual basis from the date of intial registration or
subsequent updates ils information in the SAM database fo ensure It is current, accurate and complete. Updating information
in the SAM does not aller the terms and conditions of this contract and is not a substitute for a properly executed contraclual

decument.

(2)

(i) if a Contractor has legally changed Its business name, "doing business as’ name, or division name (whichever is
shown an the contract), or has transferred the assets used in performing the contract, but has not completed the
necessary requirements regarding novation and change-of-name agreements In Subpart 42.12, the Contractor shall
provide the responsible Contracling Officer a minimum of one business day's written notification of its intention to:

{A) Change the name in the SAM database;
(B) Comply with the require:ﬁen!s of Subpart 42.12 of the FAR;

{C) Agres in writing fo the timeline and procedures specified by the responsible Contracting Officer. The
Contractor must provide with the notification sufficlent documentation to support the legally changed name.

(i} IF the Contractor fails to comply with the requirements of paragraph (£(2)(0) of this clause, or fails to pedorm the
agreement at paragraph (t}{2)(1)(C} of this ¢lause, and, In the absence of a properly executed novation or change-of-
name agresment, the SAM information that shows the Coniractor to be other than the Contractor indicated In the
contract will be considered to be incorrect information within the meaning of the “Suspension of Payment” paragraph

of the electronic funds transfer (EFT) clause of this contract.

(3) The Contractor shali not change the name or address for EFT payments or manual payments, as appropriate, In the SAM
record to reflect an'assignes for the purpose of assignment of claims {ses FAR Subpart 32.8, Assignment of Clalms).
Assigness shall be separately registered In the SAM database. Information provided o the Coniractor's SAM record that
indicates payments, including those made by EFT, to an ultimate reciptent other than that Contractor will be considered fo be
incorrect Information within the meaning of the “Suspension of payment” paragraph of the EFT clause of this conltract.

{4) Offerors and Contractors may obtain informallon on registration and annual confirmation requirements via SAM accessed

tirough hitps;/iwww acquisition.gov.

(1) Unauthorized Qbiigations.

{1) Except as stated in paragraph (u)(2) of this clause, when any supply or service acquired under this contract is subject to
any End Use License Agreement (EULA), Terms of Service (TOS), or smilar legal instrument or agreement, ihat inciudes any
clause requiring the Government to indemnify the Contracler or any person or entity for damages, cosis, fees, or any other

toss of Hlability that would create an Anti-Deficlency Act violation (31 U.8.C. 1341), the following shall govern:

{i) Any such clause is unenforceabls agalnst the Govemment,

(i) Nelther the Government nor any Government authorized end user shall be deemed to have agreed fo such clause
by virtus of it appearing in the EULA, TOS, or similar legal instrument or agreement. If the EULA, TOS, or simliar
tenal instrument or agreement is Invoked through an *f agree” click box or other comparable mechanism (e.g., “click-

CONTINUED ON NEXT PAGE
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-wrap" or "browse-wrap’ agreements), execution does hot bind the Government or any Govemment authorized end
user lo such clause.

{illy Any such clause Is deemed to be stricken from the EULA, TOS, or similar legal insirument or agreemnent.

(2) Paragraph {u)(1} of this clause does not apply to indemnification by the Government that is expressly authorized by statute
and specifically authorized under applicable agency regulations and procedures.

{v) Incorporation by reference. The Contractor's representations and certifications, including those completed electronically via the
System for Award Management (SAM), are Incorporated by reference into tha contract.

(End of Clause)

§2.212-05 Contract Terms and Conditions Required to Implement Statutes or Executive Orders .- Gommercial ltems (Nov
2015) FAR

(a) The Confractor shall comply with the (ollowing Federal Acquisiion Regulation {(FAR) clauses, which are Incorporated In this contract
by reference, lo Implement provisions of law or Executive orders applicable to acquisitions of commeicial items:

{1) 52.209-10, Prohibition on‘Contractlng with Inverted Domastic Gorporations {Nov 2015)

(2) 52,233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim {OCT 2004) {Public Laws 108-77, 108-78 (18 U.5.C. 3805 nole}).
{b) The Conlractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has Indicated as being

incorporated in this conlract by reference to implement provisions of law or Execulive orders appficable to acquisitions of commercial
ftems:

[Contracting Officer check as appropriate.}

_X_{1)52.203-6, Reslrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate | (Oct 1985) {41 U.S.C.
4704 and 10 U.S.C. 2402).

_X_ {?)52.203-13, Contractor Gode of Business Ethics and €onduct {Oct 2015) (41 U.8.C. 3509).

_X_(3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (Jun 2010)
{Section 1553 of Pub L. 111-5) {Applies to conlracts funded by the Amerlcan Recovery and Relnvestment Act of 2009).

X (4) $2.204-10, Reporiing Execullve compensatlon and First-Tier Subconiract Awards (Oct 2015) {Pub. L. 109-282) (31
U.5.C. 6101 note).

(5} [Reserved]

___{B) 52,204-14, Service Contract Reporling Requirements {Jan 2014) (Pub. L. 111-117, sectlon 743 of Div. C}.

___ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts {Jan 2014} (Pub. L. 111-117,

T geclon 743 of DIV CY T

_X_{8Y52.209-6, Proleciing the Government's Interest When Subcentracting with Contractors Debarred, Suspended, or
Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).

X_(9) 62.209-9, Updates of Publicly Availabte Information Regarding Responsibility Mafters {Jul 2013) (41 U.S.C. 2313},
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{10} {Reserved}
___(11) (i) 52.219-3, Notlce of HUBZone Set-Aside or Sole-Source Award {Nov 2011) (15 U.8.C. 657a).
____{i) Alternate | (Nov 2011) of 52,2193,

_X_ {12} (1} 62.219-4, Nolice of Price Evaluation Frefsrence for HUBZcne Small Business Concerns (Oct 2014) (if the offeror
slects to walve the preference, ;: shall so indicate in its offer)(15 U.8.C, 657a).

(i) Alternate 1 {Jan 2011) of 52.218-4.

(13} [Reservad)

_(14) (i) 52.218-6, Notice of Total Small Bustness Aside (Nov 2011) (15 U.S.C. 844).

___ (i) Alternate | (Nov 2011}

____(iily Alternate Il {Nov 2011).

= (15) (i) 52.218-7, Notlce of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 844},

___{if) Alternate | (Oct 1995} of 52.219-7.

___(iiy Atternate H {Mar 2004) of 52.219-7.

_X_ (16) 52,219-8, Utlizallon of Small Business Concerns (Oct 2014) (15 U.8.C. 837(d){2) and {3p.
_X_{17) (i) 52.219-8, Small Buslness Subcontracting Flan (Qct 2015) (15 U.8.C. 637 (d){4)).

(i) Aliernate | (Oct 2001) of 52.218-9,

X (i Aiternate 11 {Qct 2001) of 52.219-9.

___(iv) Altemate Il {Qct 2015) of 52.219-9.

_(18) 52.219-13, Noilce of Set-Aside of Orders (Nov 2011) (15 U.8.C. 644(r)).

__ (19) 52.219-14, Limitations on Subcontracting (Nov 2011) (15 U.8.C. 637(a)(14)}.

_X_ (203 52.219-16, Linuidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C, 637(d)}(4)(F)(H).
__{21) 52.218-27, Nolice of Service-Disabled Veteran-Owned Small Business Sel-Aside (Nov 2011) (15 U.5.C. 6571).
_{22)52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 832(a)(2)).

_...{23).62.219-29, Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business. (EDWOSB)
Concerns (Sub 2013) (15 U.S.C, 637{m)).

__ (24) 52.219-30, Notlce of Set-Aslde for Women-Owned Small Business (WOSB) Concerns Eligible Under the WOSB
Program {Jul 2013} (36 U.S.C. 637{m)}.

-X{26352.220-3, Convict Labor (June 200 E.O M788) e P e Lot
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_X_ (28} 52.222-19, Child Labor—Cooperation with Authorities end Remedies (Jan 2014) (E.O. 13126},

_X_{27) 52.222-21, Prohibitlon of Segregated Facilities (Apr 2015).

_X_{28) 52.222-26, Equal Opportunity {Apr 2015} (E.O. 11246).

_X_ (29) 52.222-35, Equal Opportunity for Veterans {Oct 2015) (38 U.S.C. 4212).

_X_ (30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (28 1.8.C. 783).

_X_{31)52.222-37, Employment Reports on Veterans (Oct 2015) (38 U.8.C. 4212).

_¥_ (382) 52.222-40, Nofification of Employee Rights Under the National Labor Refations Act (Dec 2010) (E.O. 13498).
_X_(33) (i) 52.222-50, Combating Trafficking In Persons {Mar 2015) (22 U.S.C. chapter 78 and E.O. 13627).

__{ii) Alternate | (Mar 2015} of 52.222-50, (22 U.8.C, chapter 78 and E.O. 13627).

_X_{34) 52.222-54, Employment Eligibllity Verification (Oct 2015). (E. ©. 12989). (Not applicable to the acquisition of
commercially available off-the-shelf llems or certain other types of commercial items as prescribed In 22.1803.)

____(35){1) 52,2239, Estimate of Percentage of Recoverad Material Content for EPA-Designaled ftems (May 2008) (42
U.5.C. 6862(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially avallable off-the-shelf items.)

(i) Alternate | (May 2008) of 52.223-9 (42 U.5.C. 6962(i){2)(C}). {Not applicable o the acquisition of commercially
available off-the-shelf items.)

__ (36 (1) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014} {E.O.s 13423 and 13514

___ (i) Alternate | (Oct 2015) of $2,223-13,

___{37) {i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.C.s 13423 and 13514).

___ {iiy Alternate | (Jun 2014} of 52.223-14,

____{38)52,223-15, Enargy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8250b).

__{39) (i) 52.223-186, Acquisltion of EPEAT® -Registered Personal Compuler Products (Oct 2015) (£.0.s 13423 and 13514).
(i} Alternate | (Jun 2014) of 52.223-16.

_X_ (40) 52.223-18, Encouraging Contractor Policles fo Ban Text Messaging while Driving (Aug 2011) (E.O. 13513).

___(4%)62,225-1, Buy American--Supplies (May 2014) (41 U.5.C. chapter 83).

""3301 note, 19 U.5.C. 2112 nots, 19 11.5.C. 3805 note, 19 U.5.C. 4001 note, Pub. L. 103-182, 108-77. 108-78, 108-286, 108-
302, 109-53, 109-168, 109-283, 110-138, 112-41, 112-42, and 112-43).

L (42).()52.225-3, Buy American--Free Trade Agresments~Israeli Trade Act (May 2014) (41 U.S.C, chapler 83, 18 US.C,

_ (i) Alternate | (May 2014) of 52.225-3.

e (i) Alternate [ (May 2014) of 52,225
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____{w) Alternate Il (May 2014) of 52.225-3.
__{43)52.225-5, Trade Agreements (Nov 2013) (19 U.5.C. 2501, sf seq., 16 U.8.C. 3301 note).

_X_{44) 52.225-13, Resliictions on Certain Forelgn Purchases (Jun 2008) (E.O.'s, proclamations, and sfatutes administered
hy the Office of Foreign Assets Conlrol of the Department of the Treasury).

____(45) 52.225-26, Confractors Performing Private Security Functions Outside the United States (Jul 2013) (Section 862, as
amended, of the National Dafense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

__ {46) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 L.5.C. 5150).
___{47)52.226-5, Resfrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 5150).
___ {48)52.232-29, Terms for Financing of Purchases of Commercial ltems (Feb 2002) {41 U.8.C. 4505}, 10 U.S.C. 2307(f)).
__{49) 52.232-30, Installment Payments for Commercial llems (Ocl 1995) (41 Q.S.C. 4505, 10 U.S.C. 23{)?(f)). '
X {50) 52.232-33, Payment by Electrenic Funds Transfer— System for Award Management (Jul 2013) {31 U.8.C. 3332).

_ {51)52.232-34, Payment by Electmn:c Funds Transfer—CGther Than System for Award Managemem {Jul 2013) {31
U.S >, 3332).

__; {52) 52.232-36, Payment by Third Party (May 2014) (31 U.S.G. 3332).
___{53) 52,2391, Privacy or Securlly Safeguards (Aug 1986) (5 U.S.C. 552a).

__(54) () 52.247-84, Preference for Privately Owned U.5.-Flag Commarczal Vessels (Feb 2008) (46 U.S.C. Appx 1241{b)
and 10 U.8.C. 2631).

(i) Alternate | (Apr 2003) of 52.247-64.

{c} The Cantractor shall comply with the FAR clauses in this paragraph (¢}, applicabls to commercial services, that the Conftracting
Officer has Indicated as being Incorporated in this contract by reference to implemen! provisions of law or executive orders applicabte to
acqulsitions of commercial itermns:

___{1)52.222-17, Nondisplacement of Qualified Workers (May 2014} (E.C. 13495)
__{2)52,222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapler 67.).
__ {3)52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (28 U.8.C. 206 and 41 U.5.C. chapler 67).

' {4Y52.222-43, Falr Labor Standards Act and Service Contract Labor Standards -- Price Adjustment {Mul!eple Year and
Option Contracts) (May 2014} (29 U.8.C. 206 and 41 1,8.C. chapler 67). .

|5} b2.222-44, Fair Labor Standards Act and Servrce Contrac! Labor Standards — Price Adjusirment (May 2014) (29 U.S.C.
206 and 41.1).8.C. chapler 87).

__ {6)52.222-51, Exemption from Application of the Service Confract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Cartain Equipment--Requirements (May 2014) (41 U.5.C. chapter 67).

(1) 52.222-53, Exemption from Application of the Service Coniract Labor Standards to Contracts for Certain Services--

qug_]rﬂmpa !May 9014) 141 H 8. f" rhaplpr 67\ .
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. (8) 52.222-55, Minimum Wages Under Execulive Order 13658 {Dec 2014) (E.Q. 13658).
_*_(9) 52.226-6, Promoting Excess Food Donation fo Nonprofit Organizations. (May 2014) (42 U.8.C, 1792),
(10} 52.237-11, Accepting and Dispensing of $1 Coln (Sep 2008) (31 LL.5.C. 5112{p)(1)).

(d) Compirofier Gensraf Examinafion of Record The Contractor shall comply with the provislons of this paragraph (d) If this contract was
awarded using other than sealed bid, is In excess of the simplified acquisition thresheld, and does not contain ths clause at 52.215-2,

Audit and Records — Negotiation,

(1) The Comptroller Genaral of the United States, or an authorized representative of the Comptrofler General, shall have
access to and right to examine any of the Contractor's direclly pertinent records involving transactions related io this contract.

{2} The Contractor shall make avallable at its offices at all reasonable times the records, materials, and other evidence for
examinatlon, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period specified in
FAR Subpart 4.7, Contraclor Records Relenilon, of the other clauses of this contract. if this contract is completely or partiatly
lerminated, the records relating to the work terminated shall be made available for 3 years after any resulting final termination
setllement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising under or
relating fo this coniract shall be made available until such appeals, Hitigation, or claims are finally resolved.

{3) As used in this clause, records include bocks, documents, accounting procedures and practices, and other data,
regandless of type and regardless of form. This does not require the Contractor to ¢reate or maintain any recerd that the
Contractor does not maintain in the ordinary course of business or pursuant o a provision of law.

(&}

(1) Notwithstanding the requirements of the ¢lauses in paragraphs (a), {b), {¢) and {d) of {his clause, the Contractor is not
required to fiow down any FAR clause, other than those In this paragraph (e){1) in a subcontract for commercial tems. Unless
olherwise indicated helow, the extent of the flow down shall be as required by the clause—

{i} 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) {41 U.S.C. 3509},

(i) 52.219-8, Utilization of Small Business Concerns (Oct 2014) (15 U.5.C. 637(d)(2) and (3)), in all subcontracts that
offer further subcontraciing epporiunitles. If the subcontract (excapt subconiracts to small business concemns)
exceeds $700,000 {($1.5 million for construction of any public facility), the subconltractor must include 52.249-8 in
fower tier subcontracts that offer subcontraciing opportunities.

(it 52,222-17, Nondisplacement of Qualified Workers (May 2014) (£.0. 13485). Fiow down required in accordance
with paragraph {1) of FAR ciause 52,222-17.

{iv) 52.222-21, Prohlbition of Segregated Facilifies (Apr 2015).
{v) 52.222-28, Equal Opportunity (Apr 2015) {(E.O. 11248).
{vi) 62.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.8.C. 4212).
(vil} 52.222-36, Equal Opportunity fer Workers with Disabllities (Jul 2014) (29 U.S.C. 793).
© (vlil) 52.222-37, Employment Reports on Veterans (Oct 2015) (38 U.8.C. 4212).

(ix} 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496),
Flow down required in accordance with paragraph (f) of FAR ¢lause 52.222-40.

{x)0.52.229.41,Bernyice Contract Labor Standards. (Mo
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(xi) _X_ (A) 52.222-50, Combating Trafficking In Persons {Mar 2015} (22 U.5.C. chaplter 78 and E.O. 13627).
___(B)Allernate | {Mar 2015) of 52.222-50 (22 1).8.C. chapter 78 £.0. 13627).

(i) 52.222-51, Exemption from Application of the Service Confract Labor Standards te Contracts for Maintenance,
Calibration, or Repalr of Certaln Equipment—Requirements (May 2014) {41 U.S.C. chapter 67.)

(xili) 52,222-53, Exemplion from Application of the Service Confract Labor Standards to Contracts for Certain
Services--Requirements {May 2014) (41 U.8.C. chaptar 67)

{xiv) 52.222-84, Employment Ellgibility Verification (Oct 2015) (E. O. 12988).
{xv) 52,222-55, Minimum Wages Under Exacutive Order 13658 (Dec 2014) (E.O. 13658).

(xvi) 52,225-26, Contractors Performing Private Security Functions Qutside the United States {Jul 2013} (Section
862, as amended, of the National Defense Authorlzatton Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xvil) 52.226-6, Premoting Excess Food Denation to Nonprofit Organizations. {(May 2014) (42 U.S.C. 1 792). Flow
down required In accordance with paragraph {e) of FAR clause 52.226-6.

{xviif) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx 1241(b)
and 10 11.5.C. 2631). Flow down required in accordance with paragraph (d} of FAR clause 52,247-64,

{2) While not required, the contractor may include in its subcontracts for cornmercial items a minimal number of additionat
clauses necessary 1o salisfy its confractual obligations.

(End of Clause)
252.204-7008 Compliance with Safeguarding Covered Defense Information Controls.

{a) Definftions. As used In this provision—

“Condrolled technical Information,” “covered contractor information system,” and “covered defenss information” are deﬁned in clause 252.204-
7012, Safeguarding Coverad Defense Information and Cyber Incident Reporting (DEVIATION 2016-00001)(OCT 2015).

(b) The security requirements required by conltract dause 252.204-7012, Sefeguarding Covered Defense Informalion and Cyber incident
Reporting {DEVIATION 2016-00001)(OCT 2015) shall be implemenled for all covered defense information on all covered contractor information
systems that support the performance of this confract.

{c) 'F the Offeror anticipates that additional ime will be necessary to implement derived security requirement 3.5.3 “Use of multifactor
authentication for locat and network access fo privileged accounts and for network access to non-privileged accounts” within National Institute of
Standards and Technology (NIST) Special Publication {SP} B0C-171, “Protecting Contralled Unclassified Information in Nonfederal Information

Systems and Organizations (see hito/fdx.dol.ora/10.6028MIST.SP.800-171), the Offeror shall nolify the Contracting Officar that thay will
implement the requirement within & months of contract award.

{d} ¥ihe Offeror proposes lo deviate from any of the secunify requirements in NIST SP 800-171that is In effect at the time the solicitation is
issued oras authorized by-the Confracting Officer, the Offerar shall submitto the Contracting Officer;-for- consideration by the DoD Chief
Information Officer (C10), a written explanation of—

{1) Why a padicular security requirement is not applicable; or

(2) How an alternative, but equally effective, secunty measure is used to compensate for the !nabl!ity lo sat}sfy & parhcular requiremem

- and achiave equivalentprolaction:
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{e) An aulhorized representative of the DoD CIO will approve or disapprove offeror requests to deviate from NIST SP 800-171
requirements in wiiting priof 1o conlract award. Any approved devialion from NIST SP 800-171 shall be Incerporated into the resulting contract,

(End of provision)

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting.

{a) Definifions. As used in this clause—

“Adequale security’ means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized
access to, or modification of information.

“Compromise” means disclosure of informatlon to unauthorized persons, or & viclation of the security policy of a system, in which unauthorized
intenfional or unintentional disclosure, modificalion, destruction, o loss of an objedl, or the copying of infermation to unauthorized media may

have oocurred.

“Contractor atirdbutionalfproprietary Information” means Information that identifies the conlractor(s), whether directly or indireclly, by the grouping
of Information that can be traced back to the contractor(s) {e.g., program desciiption, facilily locations), personally Identifiable information, as well
as trade secréls, commerclal of financlal Information, or other commercially sensitive information that is not customarily shared outside of the

company.

“Contractor information system” means an infermation system belanging to, or cperated by or for, the Contraclor.

“Controlled technical information” means technical information with military or space application that is sublect to controls on the access, use,

reproduction, modification,

performance, display, release, disclosure, or dissemination. Controlled technical

information would meet the criteria, if disseminated, for distribution staternents B through F using the crteria set forth in DoD Instruction §230.24,
Distribution

Statemenis on Technical Documents. The tenn does not inciude information that Is lawfully publicly available without restrictions.

"Covared contractor information system® means an informalion syster that Is owned, or operated by or for, a confractor and that processes,
stores, or ransmits covered defense information.

"Covered defense information” means unclassified information that—
) ls—
{A) Provided to the contraclor by or on behalf of DoD In connection with the performance of the contract; or

{8) Collected, developed, recelved, transmitted, used, or stared by or on behalf of the contractor in support of the performance of the
contratt; and

{i) Falls in any of the following categories:
- (&) Conlrolled technical Information.

{B) Critical information {operations securily). Spedific facts Identified through the Operations Security process about friendly intentions, |
capabliities, and activities vitally needed by adversaries for them to plan and act effeciively so as to guarantea failure or unacceptable
consequences for friendly mission accomplishment (part of Operations Security process).

e e (Ol T S v Hpstsssifod miomnationeonceny a‘:&"namffems.o&mﬁ‘-cd- 'f;:«s,-i.t&chnd'!ogy,i-soﬁ.wa.ra,:f:;.tc—t‘nér. inforrmation whogesss
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export could reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To include dual use
iterns: items idenlified in export adminislration regufations, international traffic in arms regufations and munitions list; licensa applications; and
sensitive nuclear technology Informaticn.

(D) Any other information, marked or otherwise identifiad In the contract, that requires safeguarding or dissemination controls
pursuant to and consistent with law, regulations, and Governmentwide policies {e.g.. privacy, proprietary business information).

“Cybaer incident” means actions taken through the use of computer networks that result in an actual or polenfially adverse effect on an
information system and/or the Information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that
maintains the integrity of the data.

“Maliclous software” means computer sofiware or fermware intended fo peiform an unauthorized process that will have adverse impact on the
confidentiality, ntegrity, or avaliability of an information system. This definition includes a virus, worm, Trojan herse, or other code-based entity
that infects a host, as well as spyware and some forms of adware.

"Media” means physicat devices or wiiting surfaces Including, but is nct fimited to, magnstic tapes, optical disks, magnetic disks, large-scale
integration memory chips, and printouts onto wiich information Is recorded, stored, or printed within an information system.

“Operationally critical support” means supplies or services designated by the Government as critical for aldift, sealift, intermodal transportation
services, or logistical support that is essential to the mebifization, deployment, or sustainment of the Armed Forces in a contingency operation.

“Rapid(ly) report{ing)” means within 72 hours of discovery of any eybarincident,

“Technical information” means technical data or computer software, as thosa temms are defined In the clause al DFARS 252,227-7013, Rights in
Technica Dala-Non Commerclal items, regardiass of whether or not the clause Is Incorporated in this solicitation or confract. Examples of
technical information Include research and engineering data, engineering drawings, and associated lists, specifications, slandards, process
sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, siudles and analyses and related Information, and

computer software executable code and source cods.

{b) Adequale security. The Contracter shalt provide adequate security for all covered defense information on all covered contractor
information syslems that support the performanee of work under this coniract. To provide adequate securtty, the Contractor shall—

(1} Implement informatior: systems securify protections on all covered confractor information systems including, at a minimurm—

{) For covered contractor nformation systems that are part of an Information Technalogy (fT) service or system operated on
behalf of the Govermnment—

(A) Cloud computing services shall be subject fo the security requirements specified In the clause 252.239.7010, Cloud
Computing Services, of this contract; and

{B) Any other such IT service or system (i.a., other than cloud computing) shall be subject to the security requirements
specified efsewhere In this contract; or

(ily For covered conlractor information sysiems that are not part of an fT
““sbVica of siister operated on behalf of tie Govermmignt and therefore are not subjectto T
the security requirementlspec!ﬁed at paragraph (b} 1){i} of this clause—

(A} The securily requirements in National Institute of Standards and Technology (NIST) Special Publication {SP) 800-171,
"Protecting Centrolled

... Unclassified Information In N.onled.era.t...inf@maﬁs)n Systems and Qrganizations,”
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{see hitp:/fdx dol.org/10.6028/MNIST SP.800- 171) that is in effect at the lirme the salicitation Is Issued of as authorized by the Conlracting Officer
with the axception of the derived security requirement 3.5.3 "Use of multifacter authentication for local and network access to privileged accounts
and for network access o non-privileged accounts”, which wilf ba required not later than @ manths after award of the contract, if the Contractor
notified the contracting officer in accordance with paragraph (¢} of the provislon 252.204-7008, Compfiance with Safeguarding Covered Defense
Information Controls (DEVIATION 2016-00001)(OCT 2015); or

(B) Alternative but equally effective security measwres used to compensate for the Inability lo satisfy a particilar requirement
and achisve equivalent protection approved in wriling by an authonized representative of the Dald Chief infermation Officer (CIO) prior to contract

award; and

{2) Apply other information systems secuiity measures when the Confraclor
reasonably determines thal information systems security measures, in addition to those identified in paragraph (b)(1) of this clause, may be
required to provide adequate security In a dynemic environment based on an assessed risk or vulnerabilty.

{c) Cyberincident reperting requirement.

(1) When the Confractor discovers a cyber incklent that affects a covered contractor Information system or the covered defenss
information residing therein, or that affects the contractor’s abftity to perform the requirements of the contract that are designaled as operatlonally
aiitical support, the Contractor shall—

. (1) Cenduct a review for evidence of compromise of covered defense information, including, but not limited {o, identifying
compromised computers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor infopmation
systam{s) that were part of the cyber Incident, as well as other information syslems on the Confraclor's network{s}, that may have been
accessed as a result of the Incldent In order o identify compromised covered defense information, or that affect the Contractor's ability o provide

operationally critical support; and
{iy Rapidly report cyber incidents to DoD at hitp://dibnet.dod.mil.

(2) Cyberincident report. The cyber incident report shall be treated as Information created by or for DoD and shall include, al a
minimum, the required elements at hitp://dibnet.dod.mil.

(3) Medium assurance ceriificate requirement. In order to report cyber incidents In accordancs with this clause, the Contractor or
subcontractor shall have or acquire a DoD-approved madium assurance cerificate to report cyber Incldents, Ferinformation on obtaining a
DoD-approved medium assurance cerlificale, see
httpr/fiase.disa.mil/pkifeca/Pagesfindex.aspx,

(d) Maticious soffware. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported cyber
incident shall submit the malicious software in accordance with Instructions provided by the Contracting Cfficer.

(e) Media preservation and protection. When a Contractor dlscovers a cyber Incldent has occurred, the Contractor shall preserve arxd
protect images of all known affected information systems identified in paragraph (e)(1){i} of this clause and all relevant menttoring/packet capture
data for at least 90 days from the submission of the cyber incident report t aliow DaD to request the media or decline Interes!.

{0 Access fo additional information or equipment necessary for forensic analysis. Upon request by DoD, the Conlraclor shall provide DoD
with access fo additional information or equipment that is necessary te conduct a forenstc analysls.

“TUIG) CyberIngitent daniage A§SEssiviont activiies. 1f DOD Slects 10 condudt @ damage assessmiont, the Contracting Officer wili request that — 1

the Contracior provide all of the damage assessment Information gathered in accordance with paragraph {e) of this clause.

th) DoD safeguarding and use of contracior atfributionaliproprietary information. The Government shall protact against the unauthorized
use or release of information obtained from the contractor {or derived from Information obtained from the contracior) under this clause that
_Incdudes contracior aftributionaliproprietary information, including such informalion submilted in accordance with paragraph (¢). To the maximum

Canienlpracicate: T Contration Shaldentiy and miand attrbUtisraliproprietary ermation IR mzlking & authadzed relegseaf siehe s

CONTINUED ON NEXT PAGE




-CONTINUATION SHEET |- - - REFERENCE NO.-OF DOCUMENT BEING CONTINUED: . - | -PAGE 20 OF 22-PAGES
SPE300-16-D-S661

information, the Govemment will implement appropriate proceduras to minimlze the contractor atiributionaVproprietary information that is
included in such aulhorzed release, sesking lo include only that information that is necessary for the authorized purposs{s} for which the

Information s belng refeased.

(i} Use and release of conltraclor aftributionalipropristary information not ereafed by or for DoD. Information that Is obtainad from the
eontractor {or derived from infermation obtained from the contractor) under this clause that is not created by or for BoD is authotized to be
released oulside of DoD—

(1} To entities with missions that may be affected by such information;
{2) To eniities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;
{3) To Govemment entities that conduct counterintelligence or law enforcement investigations;

(4} For national security purpeses, including cyber situalional awareness and defense purposes (including with Defense Industrial

Bass (DIB) participants in the
program at 32 CFR pait 236}, or

(5} To a suppod services contractor (“recipient’) that [s directly supporting Govemment activitles under a coniract that includes the
clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contracior Reported Cyber Incident information.

{iy Use and release of conlraclor attributionalipreprietary information created by or for DoD. Information that is obtained from the contractor

{or derived from information oblained from the contractor) under this clause that Is created by or for Dob {including the information submitted
pursuant fo paragraph {¢) of this clause) Is authorized to be used and released outside of DoD for puiposes and aclivities authorized by
paragraph {f) of this clause, and for any other fawful Govemment purpose or activity, subject o all applicable statufory, regulatory, and policy
based restrictions on the Govemment's use and release of such information.

(k) The Contractor shall conduct activies under this cause in accordance with applicable laws and regulations on the interception,
monitoring, accass, use, and disclosure of electronic communications and data,

{1y Other safeguarding or reporting requiremenfs. The safeguarding and cyber Incident reporiing required by this clause in no way
- abrogates the Contractor's responsibility for other safeguarding or cyber Incldent reporting perlalning to its unclassified information systems as
required by other applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or regutatory reguirements.

{m} Subconlracts. Tha Confraclor shall—

{1) Include the substance of this clause, including this paragraph (m), in all subcontracts, inciuding subconiracts for commercial ltsms;
and

{2) Require subcontractors to rapidly report cyber incidents directly to DoD at http:/#dibnet.dod. mil and the prime Confractor. This
includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as scon

as practicable,

{End of clause)

252.203-7996 Prohibltion on Contracting with Entitles lhat Requlre Ceriam Internal Cont‘ denllality Agreements—-
‘Representation;” : R —

{(a) In accordance with section 101(a)} of the Continuing Appropriations Act, 2016 (Pub. L. 114-53) and any subsequent FY 2016
appropriations act that extends to FY 2016 funds the same restrictions as are contained In section 743 of division E, titie Vil of the
Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235}, none of the funds appropriated (or otharwise made
available} by this or any other Act may be used for a contract with an entity that requires employees or subcontractors of such enhty

1 waoking dorennd fraud ;- waste o abuss 1o:sign infemad confidentinity ngreements or stafements prohibling or otheny

............... .;.rmmcimn
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such employeas or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement
representative of a Federal department or agency autharized to receive such information.

(b} The prohibition in paragraph (a) of lhis provision does not contravene requirements applicable to Standard Form 312, Form
4414, or any other form issued by a Federal department or agency governing the nondisclosure of classlited information.

{¢} Represenlation. By submission of iis offer, the Offeror represents that it doss not require employees or subcontractors of such
entity seeking to report fraud, waste, or abuse 1o sign or comply wilh internal confidentlality agreemenis or staternants prohibiting or
otherwise restricting such employees or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or
law enforcement represeniative of a Federal department or agency authorized to recelve such information.

{End of provision)

252,203-7997 Prohibition on Contracting with £ntities that Require Certain Internal Confidentiality Agreements.

{a) The Contracicr shall nat require employees or subcontractors seeking to report fraud, waste, or abuse lo sign or comply with
internal confidentiality agreements or statements prahibiling or otherwise restricting such employees or contactors from lavefully
reporting such waste, fraud, or abuse to a designated investigative or law enforcement rapresentative of a Federal department or
agency authorized io receive such Information.

{b) The Conlractor shall notify emplioyees that the prohibiions and restrictions of any Internal confidentiality agreaments covered
by this clause are no jonger in efiect, .

{c) The prohibition in paragraph (a) of this clause does not contravene requirements applicable to Standard Form 312, Form 4414, -
or any other form issued by a Federal department or agency governing the nondisciosure of classified information.

{(d){1) Use of funds appropriated (or othenwise made avaliable) by the Coniinuing Appropriations Act, 2016 (Pub. L. 114-53) or any
other FY 2016 appropriations act that sxtends fo FY 2016 funds the same prohibitions as contained in sections 743 of division E, titls
VI, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) may be prohibiied, if the Government
determines that the Contvactor is not In compilance with the provisions of this clause.

(2) The Government may seek any available remedies in the event the Contractor fails to perform In accordance with the
terms and conditions of the confract as a result of Government action under this clause.

{End of clause)
252.209-7991 Representation by Corporations Regarding an Unpaid Delinquent Tax Liabllity or a Felony Conwvlction under any Federat
Law--Fiscal Year 2016 Appropriations,

{a) In accordance with section 101{a} of the Continuing Appropriations Act, 2016 (Pub. L. 114-53) and any subsequent FY 2016
appropriations act that extends to FY 2016 funds the same reslrictions as ara contained in sections 744 and 745 of division E, iitle VIL,
of the Consolldated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235), none of the funds made available by this or
any other Act may be used to enter Into a contract with any corporation that—

(1) Has any unpald Federal tax fability that has been assessed, for which afl judicial and administrative remedies have been
exhausted or have lapsed, and that is not being pald in a tmely manner pursuant to an agreement with the authority rasponsible for collecting
the tax lability, where the awarding agency is aware of the unpaid tax liabllity, unless the agency has consldered suspension or debarment of the
comporation and mads & determination that this further action is not necessary fo pretect the interests of the Government; or

(2) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the awarding agency is
aware of the conviction, unless the agency has considered suspension or debarment of the corporation and made a determinalion that this
action is not necessary to protect the interests of the Government.

(b) The Offeror represents fhat—
(1) ltis[]is not [Ya comoration that has any unpaid Federal tax liablility hat has been assessed, for which all judicial and

administratlve remedies have been exhausled or have lapsed, and that is not belng pald in a timely manner pursuant fo an agreement with the
authority responsible for collecting the tax liability,

feral faw within the preceding 24 monins,.

e () iR FHs not RYa comoration thabwas convicted of a fefghy eaminalvidlalion un
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(End of provision)
252.209-7998 Representation Regarding Conviction of a Felony Criminal Violation under any Federal or State Law.

REPRESENTATION REGARDING CONVICTION OF A FELONY CRIMINAL VIOLATION UNDER ANY FEDERAL OR STATE LAW
(DEVIATION 2012-00007) (MAR 2012)

{a) In accordance with section 514 of Diviston H of the Consolidaied Appropriations Act, 2012, none of the funds made
available by that Act may be used io enter Into a contract with any corporation that was convicted of a felony criminal violation under
any Faderal or State law within the preceding 24 months, where the awarding agency is aware of the convictlon, unless the agency has
cansidered suspension or debarment of the corporaticn and made a determination that this further action is not necessary to protect the

interasts of the Government.

(b} The Offeror represents that it is [ is not 1] a corporation that was convicted of a felony criminal violation under a Federal or State law
within the preceding 24 months.

(End of provision)

252.200-7999 Representation by Comorations Regarding an Unpaid Delinguent Tax Liability or a Fefony Conviction under any Federal
Law. : .

"REPRESENTATION BY CORPORATIONS REGARDING AN UNPAID DELINQUENT TAX LIABILITY OR A FELONY CONVICTION
UNDER ANY FEDERAL LAW (DEVIATICN 2012-00004) {JAN 2012)

{a) In accordance with sections 8124 and 8125 of Divislon A of the Consolidated Appropriations Acl, 2012,(Pub. L. 112-74)
none of the funds made avallable by that Act may be used to enter Into a contract with any corporation that—

(1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies
have been exhausled or have lapsed, and that Is nol belng pald in a timely manner pursuant to an agreement with the
authority respensible for collecling the tax liability, where the awarding agency is aware of the unpaid tax liability, unless the
agency has considered suspension or debarment of the corporation and made a determination that this further aclion Is not

necessary to protect the interests of the Government.

{2) Was convicted of a felony ciiminal violatlon under any Federal faw within the preceding 24 months, whers the
swarding agency Is aware of the conviction, unless the agency has considered suspension or debarment of the corporation
and made a defermination that this action is not necessary to protect the interasts of the Government.

{b) The Offeror represents/that—

(1) ltis{lis not [¥a corporation that has any unpaid Federal tax Hability that has been assessed, for which all judicial and
adminisirative remedies have been exhausted or have lapsed, and that is nol belng pald In a limely manner pursuant fo an agreement with the
authority responsible for collecting the tax Rability,

{2) tis[]is not h¥a comoration that was convicted of a felony criminal violation under a Federal iaw within the preceding 24 months.

{End of provision) :
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