SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS

OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30

1. REQUISITION NUMBER PAGE 1 OF 33

2. CONTRACT NO, 3. AWARDVEFFECTIVE  ]4. ORDER NUMBER 5. SOLICITATION NUMBER 6. SOLICITATION ISSUE
DATE DATE
SPE300-17-D-3172 2016 OCT 14
a. NAME b. TELEPHONE NUMBER (No collect  |8. OFFER DUE DATE/

7. FOR SOLICITATION
INFORMATION CALL:

calls) LOCAL TIME

CODE | SPE300

9. ISSUED BY

DLA TROOP SUPPORT

DIRECTORATE OF SUBSISTENCE

700 ROBBINS AVENUE

PHILADELPH!A PA 19111-5006

USA

Lacal Admin: John Kennedy PSPTAAS Tel: 215-737-4275 Fax: 215-T37-7194
Emall: JOHN.G KENNEDY@OLA.MIL

10, THIS ACQUISITION iS UNRESTRICTED OR [ [SET ASIDE: % FOR;

D WOMEN-OWNED SMALL BUSINESS
{(WOSB) ELIGIBLE UNDER THE WOMEN-OWNED
SMALL BUSINESS PROGRAM

[] smaitBusiNgss

HUSZONE SMALL
BUSINESS
SERVICE-DISABLED [ | EDWOSB
VETERAN-OWNED s

NAICS: 311812

SIZE STANDARD:

11. DELIVERY FOR FOB DESTINA-
TION UNLESS BLOCK IS
MARKED

12. DISCOUNT TERMS

MNet 30 days
[ 1 see scHeDuLE

SMALL BUSINESS
13b. RATING
[ 13a. THIS CONTRACT IS A
RATED ORDER UNDER
DPAS (15 GFR 700)

14. METHOD OF SOLICITATION

] wra [] we

:l RFP

15. DELIVER TO CODE l 16. ADMINISTERED BY CODE SPE30G [
SEE BLOCK 8
SEE SCHEDULE Criticality: PAS: Nane
17a. CONTRACTOR/ CODE [0S378 I FACILITY . 18a. PAYMENT WILL BE MADE BY CODE SL4701
CODE

OFFEROR

LABATT INSTITUTIONAL SUPPLY
COMPANY DBA LABATT FOOD SERVICE
4500 INDUSTRY PARK DR

SAN ANTONIO TX 78218-5405

DEF FiN AND ACCOUNTING SVC
BSM

‘P OBOX 182317

COLUMBUS OH 43218-2317

TELEPHONE NO. 2106614216
17b. CHECK IF REMITTANGE IS DIFFERENT AND PUT SUCH ADDRESS IN[18b. SUBMIT INVQICES TO ADDRESS SHOWN 1N BLOCK 163 UNLESS BLOGK
L] OFFER BELOW IS CHECKED. [ gEE ADDENDUM
19, 20. 21. 22, 23.. 24,
ITEM NO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY | unIT UNIT PRICE AMOUNT
See Schedule

25. ACCOUNTING AND APPROPRIATION DATA

26. TOTAL AWARD AMOUNT (For Govi, Use Only)
§8,016,284.06

I:l 27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1, 52.212-4. FAR 52.212-3 AND 52.212-5 ARE ATTAGHED. ADDENDA
27h. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52,212-4, FAR 52.212-5 1S ATTACHED, ADDENDA

D ARE
ARE

D ARE NOT ATTAGHED.
D ARE NOT ATTAGHED.

28. CONTRACTOR IS REQUIRED TG SIGN THIS DOCUMENT AND RETURN

GCOPIES TO ISSUING OFFICE, CONTRACTOR AGREES TO FURNISH AND

DELIVER ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY
ADDITIONAL SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED

Ty 29, AWARD OF CONTRAGT: REF, OFFER

DATED  ©000-08-00 YOUR OFFER ON SOLIGITATION {BLOCK 5),
INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH ,
HEREIN 1S ACCEPTED AS TO ITEMS:

30a. SIGNATURE OF OFFERGR/CONTRACTOR

3ta. UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER)

Tice | bglh

3Gb. NAME AND TITLE OF SIGNER (Type or Print} 30c. DATE SIGNED

31b. NAME OF CONTRAGTING OFFICER (7ype or Prinf) 3ic. DATE SIGNED

Patricia Griffith
PATRICIA.GRIFFITH@DEAMIL
PSPTAS6

2616 OCT 14

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIGUS EDITICN IS NOT USABLE

STANDARD FORM 1449 (rev. 2:2012)
Prescribed by GSA - FAR (48 CFR) 53.212
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CONTINUATION SHEET REFERENCE NC. OF DOCUMENT BEING CONTINUED: PAGE 3 OF 33 PAGES
: SHE300.17-D-3172

This contract is awarded to Labatb Food Servige in accordange wikh 10 U.S.C. 2304 (c) (1), whereby award was
made using other than full and gpen cempetition. ALl terms and conditiens of solicitation SPMICO-10-R-DO4T,
the resulting contract SPM3D0-13-D-3665, and bridge contracts 8FE300-15-D-3148 and SPE300-16-D~3160 are
indorporated herein and only supplemented by those terms and conditions included 1z this contract,
SPE3L0O-17-D~3172.

This voptrgct provides for prime wvendoxr full lipne foad service fox Texas and Mew Mexico customers for a

perlod of Qatobar 16, 2016 through July 22, 2017.

All of Labatt’s dislributlion priges remain unghanged from Lhose agreed upon in contract SEM3I00-13-D-3655.
All obher tarms and conditions from that contract, and its underlying solicitation, as provided above remain
Lhe sanie and are only changed when confiicting with the bterms and conditlons contained within Lhls contrast
document, which will cobtrol in ¢ase of a confliotk,

The awardes may complete the antual reprasantations and qortificates electronically at htips://wiw. JaM.gov.
Estimated Dellax Valver § 8,016,2684.06

Maxitun dollary value including surge of F50%:r $12,024,426.69

Guaranteed Minimum doliar value of 25% of estimated tollar value: § 2,004,071,02

Block $16, Unrestricted should be tnchacited

Block #25, Atceunting and Appropriation bala: 97M4930 5{BM 041 2620 5331849

CONTINLED ON NEXT PAGE
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Form

‘This contract also incorporates new mandatory clatses that may have not been in existence al the Hime of stated solicltationfoontracts.
The list of new or updated olauses includes:

§2.204-G Data Universal Numhgring Systermn Number (Jul 2013}

{2} Definiion. "Daia Universal Numbering System (DUNS) number”, as used in this provision, means the S-digit number assigned by
Dun and Bradsirest, Inc. {38&8) to identify unigue business entities, which is ussd as the identification number for Federal Contractors,

{t) The offeror shal enlar, in the block with lts name and address on the cover page of its offer, the annotation *DUNS" or "DUNS+4"
followed by the DUNS number or "THINS+4™ that identifies the offerar’s name and address exaclly as stated in the offer. The DUNS
number is a nine-dlgil number assignad by Dun and Bradstreet, Inc, The DUNSH ja the DUNS number plus a 4-character suffix that
may he assigned at the discretion of the offeror (o establish additional System for Award Management records for identifylng allemnative
Eletironic Funds Transfer (EFT) atcounts {see subpart 32.11) for the satne concern. ,

(o) H the offeror does ol have i DUNS numbsr, it should cuntact‘Dun and Bradstreet diroctly to obialn one.

(1) An offeror may obtain a DUNS numbar-—

1) Via the nternet at hitp://fedgov:dnb,comywebfortn or If the offeror does not have internat access, it may call Dun and Bradstreet at 1-
866-705-57 11 if located within the United States; or

(i) If located outskia the Unitad States, by contacting 1he local Dyn and Bradstree! offlce. The offeror should indicate that it is an offeror
for a U.S, Government contract when contacling the Iocal Dun and Bradstreet office.

{2) The.offeror should be preparad lo provide the following information;

(i) Company legal business name. i 7

{id) Traﬁesiyié, dalng business, or ofher narae by which your enfity is commenly reqognized,
(iif) Company physical street atfdress, vity, stale and ZIP Gode,

{lv) Company mailing address, city, state and ZIP* Gode (if separate from physicat).

{v} Company telephone number.

[l Date the company was started,

{vii) Number of employees at your location.

{viily Chief execulive oificerfkey manager.

(%) Line of business (industry),

{X) Company Headquarters riame and address (repotting relationship within your entity

42,204-7 Bystem for Award Management {Jul 20:13)

{a) Definttions. As used in this provision—

“Data Universal Numbstlng Bystem {DUNS) number" means the S-digh number assigned by Dun and Bradsirest, Ino. (D&B) to identily
unigue busiriess entifies,

“Data Universal Numberlng Systen +4 (DUNS+4) nurmber” means the DUNS number assigned by D&B plus a 4-character suffix that
may be assigned by a business concern. (D&B has no affiifation with this 4-character suffix.) This 4-character suffix may be assigned at

CONTINUED ON NEXT PAGE
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the discretion of the business concern fo establish additional System for Award Management records for identifying alternative
Electronic Funds Transfer (EFT} accounts {see the FAR af subpart 32,11} Tor the same concern.

"Registered in the System for Award Maragement (SAM) database” means that—

(1) The offeror has entered ajl mandatory information, including the BUNS number or the DUNS+4 nurﬁber the Gonfractor amnd
Gaovernrment Entity (CAGE) code, as wall as data required by lhe Federal Fundmg Accountabilify and Transparency Act of 2006 (seo

subpart 4.14) Into the 8AM database;

{2) The offeror has completed the Core, Assertlons, and Representations and Gertifications, and Points of Gontast saclions of the
registration In the SAM dalabase;

(3) The Government has validated all mandatory data fields, to includo validation of the Taxpayer Identification Numbore {TIN) with the
Internat Revenue Service (IRS), The offeror will be required 10 provide consent for TIN vafidation to the Government as a pay l of the

SAM registratlon progess; and

{4} The Govarnmant has marked the record “Active”.

{B){1) By submission of an offur, the offeror acknowledgas the requirement that a prospactive awardes shall be registered in the SAM
dalabase prior to award, durlng performance, and through Enal payment of any contract, basic agresment, baslc ordeting agresment, or
bianket purchesing agreement resulting from this selicitation.

{2} The offeror shall enter; in the hlock with its name and address on the cover page of its offer, the annotation "DUNS” or "DUNS +4”
followad by the DUNS or DUNS +4 numbsar that identiflés the offeror's namie and address exacily as stated in the offer. The DUNS
number will be used by the Contracting Officer te verify thal the offeror Is registered in the SAM vatabase,

{c} If the offeror does not have a DUNS number, it sheuld contact Dun and Bradstreet direcily to obtain one.

{1) An offerar may obtaih a DUNS number—

(i) Via the Intetnet at hitp:ifedgov.dnb.comiwebiomn or if the offeror does ot have internet access, It may eall Dun and Bradstreat at 1
866-705-5711 ¥ losated within the United States; or

{H) If locatad outside the Unitad States, by contacting the local Dun and Bradsireet office. The offeror should Indloate that It is an offeror
for a 1.8, Government contract when sontacting the local Dun and Bradstyeet office.

(2) The offeror should be preparad fo provide ihe following informadtion:

(i} Company lagal business,

(i} Tradestyls, d{)ilvn:j business, or other name by which your entily is commonly recognized.
{iii} Company Physical Strest Address, Clity, State, and ZIP Code, _

{iv) Cotnpany Malling Address, City, State.dnd ZIP Gode {if sg;ﬁarate from physical).

{v} Company Telephone Number,

{vi} Dale the compa@ was started,

{vii} Number of employees at your lecation.

(vill) Chief executive officerikey manager,

(X} Line of buginess {industry}.

{x) Company Headquarters name and address (reporfing refationship within your entity),

{d}if the Offeror does not become registered in the B8AM database In the time presoribed by the Coniracling Officer, the Conltracting
Officer will proceed to award lo the next otherwise suctessiul reglistersd Offerar,

CONTINUED ON NEXT PAGE
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{e) Procassing fime, which nornally takes 48 hours, should be taken inta consideration when regisiering. Gfferors wha are not
regisierad should nonsider applying for reglslration immediately upon receipt of this solloitation.

{T) Offerors may obtaln information on reglstration at hitpsi/mww;acquisition.goy ,

52.212-6 Contract Terms and Conditions Required To Implement Stalutes or Executive Orders—Gommercial lems {Sept 2016)

(a) The Contraotar shall corply with tha following Federal Acrulsition Regulafion (FAR) clauses, which ats Incorporated In thls contract
by raference, to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

(1) 52,208-10, Prohibition on Gontracting with Inverted Domestio Corporations (Nov 2015)
{2} 62.,233.3, Protest After Award (Aug 1886) (31 1).8.C, 3553).
(3) 62.233-4, Applicable Law for Breach of Contract Claim (Oct 2004)(Public Laws 10B-77 and 108-78 (19 U.5.C. 3805 note}).

{by) The Confractor shall corply with the FAR clauses in this paragraph {b) that the Contracting Officer has Indicated as being
incorporafed in this contract by reference o implement provisions of law or Executive orders applicable o acquisitions of commercla!

Hams:

_X ()52 203.6, Rastictlons on Subcontraomr Sales to the Gavernrent {Sept 2006), with Afternate | (Cot 1985} (41 U.8.C. 4704 and
T0U.S.C. 2402).

¥ (2} B2.205-13, Contrastor Code of Business Ethics and Conduot {Oct 2015) (41 U.5.8, 3509)),

.. {8) B2,203-15, Whistleblower Profactions under the American Recovery and Rainvestmenl Act of 2609 (Juns 2010} {Ssetlon 1663 of
Pub. L. 111-8). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009,)

¥ {4) 62.204-10, Reporting Exesutive Compensation and First-Tier Subcorntract Awardé {Oct 2015) {Pub, L. 109.282) (31 U.8.C.
5101 note), '

___(8) [Reservad],
. (6) B2.204-~14, Service Conlract Reporting Requirements (Jan 2014} (Pub. L. 111-%17, seetion 743 of Div. €},

__(7) 52.204-15, Service Contract Reportmg Requiraments for Indsiinile-Delivery Conlracis (Jan 2014 (Pub, L, 111-117, section 743
of Div, Ch .

_X_{8)52,209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposead for
Debarment, (Oct 2015} {31 U.S.C. 8101 note),

__[9) 52,208-9, Updafes of Publicly Available Information Regarding Responsibility Matters {Jul 2013) {41 U.5.C, 2313).
__(10) [Roserved], ) ' :

(110 52.219-3, Notice of HUBZone Set-Agide or Sole-Source Award (Nov 2011) (15 U.B.C. 657a).

(i) Alternate | (Nov 2011} of 52,2193, ‘

_X_(12}1) 52.219-4, Notice of Price Fvaluation Preference for HUBZone Bmall Business Consarns {Oct 2014) (if the offeror e!ects fa
walve the prefarence, it shall so fndicate in lts offer) (15 U.$,C, 657a). _

___{ii) Alternate | {Jari 2011} of 52.218-4. ) .
{13} [Reserved]

__(14){}) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) {186 U.8.C. 644).

___(ii} Alterriate | {Nov 2011).

__ {lily Alternate 1l (Nov 2011).
CONTINUED ON NEXT PAGE
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__{iB){iy B2.219.7, thina of Partial Small Buslhess Sel-Aside (June 2003) (15 U.S.C. 644},

_.. (i) Alternate 1 {Oot 1895) of 52.218-7.

__ (i) Atiernate H {Mar 2004) of §2.210-7.

A {16) 52.219.8, Utdlization of Small Business Concerns (Ot 2014) (15 11.8.C, 637(d)(2) and {31
X417 62.219-9, Small Business Subcontracting Plan (Oct 2015) {15 U,8.C, 637(d){4).

- {iiy Alternate | (Ot 2001) of 52.219-9.

X {iily Alternate I {Oct 2001) of 52.219-9,

[ON N

_(iv) Alternate Hi (Ost 20115) of 52.219-8.

. (18) 52.219-13, Notlee of Sat-Aside of Orders (Nov 2011) (18 UL.8.0, 644(n).
__(19) 52.218-14, Limflations on Subcontracting (Nov 2011} (15 LL.8,C, 637(a)}(14}).
i) 52.219-15, Liguidated Damages—Subcon-tracting Plan (Jan 1898} {15 U.5.C. 3T {4)F)h.

__{21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2041) (15 LLS.C, 657 1),

_X_{22) 2.219-28, Post Award Small Business Progran Rerepresentation (Jul 2013) (15 1.8.C, 632(z(2)).

.. (23) 52.219-29, Nolice of Sei-Aside for, or Sole Source Award io, Fconomically Disadvantaged Women-Owned Small Business
Coneetns (De¢ 2015} {15'U.8.C. 637(m)).

. (24) 52,218-30, Notice of Sst-Aside for, or Sole Source Award o, Women-Owned Small Buslness Concems Eligible Under the
Women-Owned Simall Business Program (Deg 2015) (15 U.8.C, 837{m)), ’

_X_{26) 522223, Gonviel Labor {June 2003) (E.0. 11755).

_X_{(26) 52.222-19, Child Labor—Coopsrafion with Authorifies and Remeciss (Fah 2016) {E.O. 1312B).

LA (27) 52.222.21, Probibilion of Segragated Facilities {Apr 2015},

_X_(28) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246).

_X%_(20) 52.222-36, Equal Opportunity for Velerans {Oct 2015)(38 U,8,C. 4212).

X (30) 52.222-36, Equal Opportunity for Workers with Disabliities {Jul 2014) (20 U.8.C. 793).

= (31) 62.222-37, Employment Reports on Veterans (Feb 2018) (38 1,8.C, 4212),

K (82) 52.222-40, Notifleation of Employee Rights Under the Nationaf Labor Relations Act (Rew 2010) (E.0. 13496).

. (33)(1) 52.222-50, Combating Trafflcking In Persons (Mar 2015) {22 U,8.G, chapter 78 and E.O. 13627),

.. (i) Alternate | (Mar 2015) of 52.222-50 (22 U.8.C, chapter 78 and E.0. 13627),

. aa 52.222-54, Employment Ellgibillty Verlfioation (Qct 2015). (Executive Order 12889}, (Not applicable to the acquisition of

commarclally avaliable off-the-shelf llems or certain other types of commercial ites as prescribed in 22.1803,)

__(36)(i) 62.223-9, Estimata of Parcontage of Recovered Malerial Content for EPA-Deslgnated ltems {May 2008) {42 U.&.C.
BEE2()3HANI). (Not applicable fo the acquisiion of commerdlally avallable off-he-shelf items.)

_ (i) Alternate [ (May 2008) of 62.223-9 (42 U.8.C. 6962()){2)

shelf items.)

{C)). {Nol applicable to the acquisition of commercially avaiiable off-the-

CONTINUED ON NEXT PAGE
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___{36) 52.223-11, Dzone-Depleting Substances and High Giobal Warming Potential Hydroﬂuomcarbons (Jun 2016) {E.C, 13693).

__ (a7} 52,223-12, Maintenanss, Sarvice, Repair of Disposal of Refrigeration Equipment and Air Condxttcmera {dun 2018) (E.0.
13693]

___(36){1) 52.223-13, Acquisition of EPEAT®-Reglbtered Imaging Equipment (Jun 2014) (E.C.s 13423 and 13514}, |
___ (i) Alternate | (OGt 2015) of 52.223-13. |
.. (39)(1) 52.223-14, Acquisltion of EPEAT®-Registared Telavislans {Jun 2014) (E, 0 & 18423 dnd 13814}
___{iiy Nlternate | (Jun 2014) of 52.223-14.
. 140) 52.223-16, Energy Efficlency in Energy—Cansuﬁiing Pruducl.sﬁ (E}éc 2007) (42 U.5.C. 8259h),
a0 52.223-16, Acyuisition of EPEAT@-Registered Personal Gomputer Produsts (Dot 2016) (E.0.5 13423 aﬁd 1a514),
) Altemate | (Jun 2074) of 52.223.16.
_X_(42) 62.225-18, Encouraging Gonlractor Policies 1o 8an Text Messaging While Driving (Aug 2011) (E.O. 135613).
__ {43} 52,223-20, Aerosols {Jun 2018) {£.0Q. 13683).
_{A4) 52.223-21, Foams (Jun 2016) (E.0. 13693
__[46) 52,2251, Buy Amariean—Supplies (May 2014) (41 U.8.C. ¢hapter 83). .
__{48)1) 52.225-3, Buy American—Free Trade Agreements—Israell Trade Act {May 2014) (41 U.5.C. chapter 83, 18 118,06, 3301
note, 18 11.5.0. 2112 note, 19 U,5.C. 3805 note, 18 U.8.C, 4001 note, Pub, L. 103-182, 108-77, 108.78, 108.286, 108-302, 108.53,
100169, 109-283, 110-138, 112-41, 112-42, and 11243,
Ly Allernate | (May 2014) of 52.225-3,
(i} Aternate I (May 2014) of 52,2253,
(W) Alternats Il {May 2014) of 52.225-3.
{47 62.225-5, Trade Agreements (Fab 2016) (19 U.8.C. 2601, e} seq., 19 U.8.C. 3301 note).

I X {48} 52.225-13, Restrctions on Ceytain Foreigh Purchases (June 2008) (£.0.'s, proclamations, and statutes administerad by the
Office of Foreign Assets Control of the Department of the Treasury}

__[49) 52.295-26, Confractors Perforring Private Securlty Funclions Outside the Unitsd States (Jul 2013) (Section 862, as amended
of ihe National Dafense Authorization Act for Fiseal Year 2008; 10 .8,C, 2302 Note),

___{B0) B2.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) {42 U.8.C., §1560).

__{B1) 52.228-5, Rastilctions on Subconiracting Ouiside Disaster or Emergency Area (Nov 2007) (42 Q.S.C. §150).

___{52) 52.232.29, Terms for Financing of Purchasaes of Commercial tems {Feb 2002) (41 L‘J.S.G. 4505, 10 U.S.C. 2307,
___{B3)5z.232-30, hataliment Paymants for Co;ﬁmemiak Hems (Ot 1906) (41 U.S.C. 4505, 10 11.8,C. 2307(f)).

_X_(54) 52.232-33, Payment by Elactronic Funds Transfer—System for Award Managsment (Jul 2013) (31 U.S.C. 3332,

__{85) 52.232-34, Payment by Electronlc Funds Transfer—Other thag System for Award Managament (Jui 2013} (31 14,80, 3332),
__{B6) B2.232-36, Fayment hy Third Parly (May 2014) (31 U.5.C. 3332),

—{57) 52.239-1, Privacy or Securlty Safeguards (Aug 16986) (5 U.5.C. 552a).
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. (58)() 52,247-64, Preference for Privately Cwned 11.8.-Flag Commiercial Vessels {Feb 2008) {46 U.8.C. Appx, 1241(b) and 10
LL..C. 2631),

__{il) Alternals | (Apr 2003) of 52.247-64.

{c) The Contractor shall EomplyA with the FAR clauses'in this paragraph (o), applicabile lo commercial services, that the Contracting
Officer has indlcated as being incorporated In this confract by reference to implement provisions of faw or Executive orders applicabla
to sequisitions of comymerclal items:

[Contractig Officer chack as appropriate.]

(1) 82.222-77, Nondisplacement of Qualified Workers {May 2014)(E.O. 13495),

. (2) 52.222-41, Service Contract Labor Standards (May 2014} (41 U.8.C, chapter 67).

. (3) 52.222-42, Staterent of Equivalent Rates for Federal Hires (May 2014} {20 U.5.C. 208 and 41 1L.8.C. chapter 67),

. {4) 62,222.43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustmerd (Muliple Year and Option
Contracts) (May 2014} (29 U.8,C. 206 and 41 U,S,C. chapter 67).

__{) 62.222-44, Falr Labor Standards Aol and Service Cortract Labor Standards—Price Adjustiment (May 2014} (29 U.8.C. 208 and
41 ULS.G, chapler 67). : :

. {6) 82.222-51, Exemption from Application of the Service Contract Labor Stapdards to Contracts for Malntenance, Calibration, or
Repalr of Certaln Equipment—Requirements (May 2014) (41 U.5.C. chapter 7).

. {7) §2,222-53, Exemption from Application of lhe Service Contract Labor Slandards to Contracts for Certaln Services—
Roguirements (May 2014} (47 U.8.C. ¢chapter 67},

....{8) 52,222-55, Miniraum Wages Under Executive Order 13688 (Dec 2015).
| . (9) 52.226-8, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.8.C. 1792).
__(10) b2.237-11, Accapﬂn_é and Dispensing of $1 Coin {Sept 2008} {31 U.8.C. 5112(p)(1)h

{d) Complrolter General Examination of Reoord, The CGonlractor shall corply with the provisions of this paragraph (d} if this confract
was awarded using other than sealed bid, is in excess of the simplified asquisition threshold, and doss not condain the dlause &l 52.215-

2, Audit and Records—Negotiafion,

{1) The Comptraller General of the Uriited Stales, or an authorized reprasentative of the Compiroller General, shall have access to and
right to axamine any of the Confractor's directly pertinent records involving transactions related to this contract, :

{2} The Contractor shall make available at ifs offices at all reasonable times the records, materials, and other avidence for exatnination,
audit, or reprodustion, unti 3 years afler finat payment under this contract or for any shorter pericd specified in EAR Subpart 4.7,
Gontracior Records Retention, of tha otfter clauses of this sonfract. IF this contract is completely or partially terminated, the records
relating to the work terminated shall be made available for 3 years after any resulting final tefmination settlemant, Records relating to
appaals under the disputes clause or fo litigation or the settfemant of clalims arising under or refating to this confract shall be made
avallabla untif such appeals, litigation, or claims are finally resolved.

(3) As used In this clause, records include books, decuments, accounting procedures and praciices, and other data, regardless of typ'e
and regardiess of form. This does hot require the Contractor to creats or maintaln any record that the Geniractor doss not maintain in
the ordinary course of husiness or purstiant to a provision of faw,

(e)(1) Notwithstanding the tequirements of the clauses In paragraphs (a), (b}, (¢}, and (d) of this clause, the Contractar ks not required to
flow down any FAR clause, other than thase in this paragraph {e)(1) in a subcontract for commercial lems. Unless otherwise indloatad
below, the extent of the flow down shall be as required by the clauss— : :

{i3-52.203-13, Contractor Code of Buslness Ethles and Conduat (Ot 2015) (41 U.8,C, 3508),

(i} 52.219-B, Ulilization of Small Business Concerns {Oot 2014) (15 U.8.C, 857(t)(2) and (3)), In all subcontratts that offer further
subcaoniracting opportunities, {f the suboontract {excopt subsontracts 1o smal) buslness concerns) exceads $700,000 ($1.5 milllon for
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constriction of any public facliity), the subcontractor must include 52,2198 In lower flar subrontracts that offer subcontracting
opporiunities, :

(i} 52.222-17, Nmadispiacemént of Qualifted Workers (May 2G14) {E.0, 13485}, Flow down required in accordance wilh paragraph (J)
of FAR clause 52.222-17, '

(v} 82.222-21, Prohibition of Segregated Facililies {Apr 2015)

{v) 52,222-26, Equal Opportunity (Sept 2018} (E.0. 11246),

(i} 52.222-35, Equal Opporturity for Vetarans {Oct 2018} (38 U.5.C, 4212).

{vli) 2.222-36, Equal Opportunity for Warkers with Disabilitles (Jul 2014} (20 UL8,G, 793),
{viil) 52.222-37, Eniployment Reports on Veterans (Feb 2016) (38 U.8.C. 4212}

{ix} 52.222-40, Notification of Employae Rights Under the Nalional Labor Relations Act (Dag 2010) (2,0, 13498). Flow down reguired in
accordance with paragraph {f) of FAR clause 52,222-40. - :

{x} 52.222-41, Service Contract Labor Slandards {May 2014) {41 U.5.C. chapter 67}.
(xB (x) {A) 52.222-80, Combating Trafficking in Persons (Mar 2015) {22 U.5,C, chapter 76 and E.0. ‘136;27).
() Alternate | (Mar 2015) of 52.222-60 (22 U.6.C. chapter 78 £.Q. 13627), '

(i) 652.222-61, Exemption from Application of thé Service Contract Labor Standerds to Contracts for Malntenance, Galibration, or
Repali of Cerlain Equipment—Requirements (May 2014) (41 U.B.C, chapler 67.)

(xlil) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certaln Servises--Requirernants
(May 2014) (41 U.5.C, chapler 87) _

();dv} 52,222-54, Empﬁoymerﬁ Eligibllity Verification {Oct 20116) (E. O, 12988).
{xv) 62.222-55, Minimiurn Wages Under Executive Grder 13658 (Dec 2015).

{xvi) 52,225-26, Contractors Performing Private Securily Fundtions Qutsids the United States (Jul 2013} {Section 862, as amendad, of
the National Dafanse Authorizatlen Act for Fiscal Year 2008; 10 U.5.C. 2302 Note),

(i) 52.228-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.5.C., 1782). Flow down requlred in
accordance with paragraph (e} of FAR clause 52.228-6,

(xvifl) 52.247-64, Preference for Privately-Owned U.S, Flag Commercfal Vessels (Feb 2008} (48 U.5.C. Appx 1241(b) and 10 U.8.0,
2631), Flow down reguired in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subeoniracts for cormmercial iflems a minimal rumber of additional elauses
necessary fo satisfy Hs contraciual obligations.

£2,204-12 Data Universal Numbering System Number Maintenance (Dec 2012}

{a) Definition. *Data Universal Numbering System (DUNS) number,” as used In this clause, means the B-digil number assigned by Dun
and Pradsireet, Inc. (D&B) to identify unique business entitles, which js used as the identification number for Federal contraclors.

(b} The Gonfractor shall ensure that the DUNS number is maintained with Dun & Bradstreet throughout the life of the contract, The
Contraster shall commurcate any change 1o the DUNS numbsar to the Confracting Officer within 30 days after the change, so an
appropriate modification can be jssuad to update the data on the contract. A change in the DLNS number does not necessarily reguire

a novatlon be actomplished. Dun & Bradstreet may be confacted—

{1) Via the internet at hitp:#fedgov.dnb,comiwabform or if the Contractor does not have internet access, it may call Dun and Bradslrest
gt 1-866-705-5711 If knoated within the United States; or

H
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{2) ¥ lovated oulside 1he United States, by contacting the focal Dun and Bradstreet offica,

£2.204-13 System for Award Management Maintenance {Jul 2013)

{a) Definitlons, As used in this clause—

"Ciata Universal Numbering System (DUNS) number” means the 9-digit number assigned by Dum and Bradstreet, Inc, (D&R) to identify
unique husinass entities, which is used as the identffication number for Federal contractors, .

"ata Universal Numbering Systemd4 (DUNS+4) number” means the DUNS number aasigned by D&B p)lus a 4-character suffix that
mey be assigned by a buslness conoern. (D&B has no affiliation with this 4-character suffix,) This 4-character suffix may be assigned at
the discretion of the buginess concern (o eetablish additional SAM records for identifying alternalive Electronic Funds Transfer (EFT)

accounts {see the FAR at subpart 32.11) for the sams concert,
“Registered in the System for Award Management (SAM) database” means that—

(1) The Contraotor has entered all mandatory information, including the DUNS number or the DUNS+4 numbar, the Contractor and
Government Entlly (CAGE) code, as wéll as data required by the Federal Funding Accountabliity and Transparency Act of 2006 {see

subpatt 4.14), inle the SAM dalabase;

(2) The Contractor hés completed the Core, Assartions, Representations and Certifications, an Polnis of Contact sections of the
registration in the 8AM database; . '

{3) The Government has validated all mandatory data fields, to include validation of the Taxpayer Identification Number {TIN) with the
internal Revenus Service (IRS). The Contractor will be required to provide consent for TIN validation to the Government as a part of the

SAM registration process; and

{4) The Government has markad e record “Active”,

"Systern for Award Maragemant {SAM)” imeans the primary Govemnment repaositary for prospective Federal awardee and Federal
awardes information and the cenlralized Government system for certain contracting, grants, and other assistance-related processes. it

includes— :
{1) Data collected from prospective Federal awardaet required for the canduct of business with the Government;
(2) Prospestive contraclor-submitted annuat representatlons and cerlifications in accordance with FAR subpart 4.12; and

3 Identification of those partles excluded from recelving Federal contracts, teflain subconiraats, and cettain types of Federal financial
and nan-financlal assistance and banefils.

{b) The Contractor is responsible for the accuracy and completeness of the data within the SAM database, and for any (fabllily resuiting
from the Government's reliance on Inaccurate or ncomplete data. To rethain registered in the SAM dalabase after the initial
regisiration, the Contractor Is required to review and updala on an annual basis, from the date of initial registration or subsequent
updates, its information in the SAM database to ensure itis current, accurate and complele. Updating information In the SAM doss not
alter the tarms and conditions of this confract and is not a substitule for a properly executed confraciuat document,

()
&)

{i) B a Cantractor has legally changed it business name, doing buginess as name, or division hame (whichever is shown on the
:oniract), or has transferred the assets used in performing the contract, but has not completed the necessary requirements regarding
novatlon and shange-cfname agraements In subpart 42,12, the Contractor shall provide the responsible Confracting Officer a minlmum
of ane buslhess day's wiitlen nolification of its intention fo— :

{A) Change the name in the SAM database; '
{B) Comply with: the requlraments of subpart 42.12 of the FAR,; and

CONTINUER ON NEXT PAGE
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(G} Agree In wiliing to the timeline and procedures specified by the responsible Contracting Officer. The Contractor shall provide with
‘tha nollfication sufficient documentation o support the fegally changed name,

(I} if the Contractar fails to comply with the requirements of paragraph (c)({1){f) of this clause, or fails to perform the agreement at

paragraph {e)(1){H(C) of this clause, and, in the absence of a propetly execided novation or change-of-name agreement, the SAM
“infermation that shows the Contractor to be other than the Contractor indieated iy the sontract will be considerad to be Incorraat

information within the meaning of the "Suspension of Payment” paragraph of lhe electronic funds transfer (EFT) clause of this coniragt,

" {2) The Cenlractor shall net change the name ar address for EFT payments or manual payments, as appropriate, In the SAM record ta
reflect an assignae for the purpose of assignment of clalms (see FAR subpart 32,8, Assignment of Clalms), Assighees shall he ‘
separately raglstared in the SAM. Information provided {o the Coniractor's SAM record that indicates payments, including those made
by EFT, to an ulimate recipient other than that Gontractor will be considered fo be incorrast information within the meaning of the
“Suspanston of Payment” paragraph of the EFT clause of this contract. :

{3} The Confractor shall ensure that the DUNS number is maintained with Dun & Bradstrast throughout fhe life of the contracl. The
Caonlractor shall communicate any change to the DUNS number ta the Conltracting Officer within 30 days after the change, sb an
appropriate modification can be lssued to update the data on the conract, A change in the DUNS riumber does not necessarlly require
anovation be accomplished. Dun & Bradstrest may be contacted

{i} Via the internet af htipiTedgov.dnb.comiwabform or If the contractor does not have Inleémet access, #f may call Dun and Bradstraat al
+-866-708-5711 if located within the United States; or '

{il} I iocated oulslde the United SHates, by sontacting the local Dup and Bradstreet office.

(d} Conlraclors may obtain addlilonal information on registration and anhual confirmation requiremants at hitps:fiwww.acquisiion.gov.

52.212:3 Offeror Representations and Certifications—Commerclal ltems {Jul 20148)

The Offaror shalf compiele only paragraph (b) of this provision If the Offeror has completed the annual representations and cerfification
alecironically via the System for Award Managsment {SAM) Websile located at hitps:#www sarm.govipertal. If the Offeror has not
completed the annual representalions and certifications elestranically, the Offeror shail complete only paragraphs (¢) through (r) of this

provision.
(@) Definitions, As used in this provision—

“Ecchomically dissdvantaged women-owned sinall business (EDWOSR} conrern” means a small business concem that Is bt least 51
peraant direclly and unconditionally owned by, and the managemant and daily business operatlons of whigh are controlied by, ane or
imore women who are oifizens of the United States and who are sconomicaly disadvardaged in accordance with 13 CFR pat 127. It
autornatically qualifies as & women-owned amall business eligible under the WOSE Program.

“Eorced ot Intdenlurad child fabor” means all work or sejvice—

{1} Exacted from any person under the age of 18 under the menace of any penally for lis nonperfbrm&nce and for which the worker
doss not offer himeelf voluntarily; or

{2} Performed by any persen under the age of 18 purstant to a conlract the enfaresment of which can be accomplished by process or
penaliies, : '

"Highestlevel owner” nieans the entity that owns or controle an immediate owner of the offerar, or that owns or controls hne oF more
entities that control an immediate owner of the offeror. No entity owns of dxerolses cantrol of the highest level awner.

“immediate cwner” means an entity, other than the dfferor, that has direct control of the offeror. Indicators of control include, but are not
limited to, one or mors of the foliowing: ownership or inferlocking management, identity of interesls among family members, shared
faciities. and equipment, and the common use of employees,

“Inverted domestic corporation”, means a forelgn incorporated entity that meets the definltion of an inverled domestic corporation under
6 1,8,C, 308(h), applied In accordance with the rules and definitlons of 8 1.8,C. 395{). ‘
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*‘Manufacﬁured ehd praduet’ means any end produet in product and service codes (PSGs) 1060-9999, oxceph-
(1) PSC B510, Lumber and Related Bagic Wood Melerlals; -
{2} Product or Service Group (PSG) 87, Agioultural Supplies;

{3) PSG 88, Live Anirmals;

{4) P30 88, Subsﬁstenr;e;

{8) PSC 9410, Crude Grades of Plant Materials;

(6) PSC 9430, Miscetlanaous Crude Animal Protucts, inedible;

{7} PSG 9440, Migcollaneous Crude Agricultural and Forestry Produsts;

(B) PSC 9610, Ores;

{9) PSG 9620, Minerals, Natural and Synthetic; and

{10) PBC 9630, Additive Metal Matetials.

"Place of manufactre” means the place where an end produet s assembled oui of components, or offierwise mads or processed from
raw materlals Into tha finished product that s to be provided to the Government, if a product is disassembled and reassembled, the

piaca nf reassembly is not the place of manufactwe,

"Predecessor” mesns an enfily that is replaced by a successor and includes any predecessars of the predecessor,

“Resliicted business operations” means buginess operations in Sudan that include power production activilies, mineral extraction
activitlas, oll-related activiies, or the productian of miiitary egulpment, as thaze terms are defined in the Sudan Acosuntability and
Dweslmmi Act of 2007 (Pub, L. 110-174}, Restricted businass operations do not include business operations that ths person {as that
farm is defined in Seclion 2 of the Stian Accountabiiity and Divasiment Act of 2007) conducting the businass can demonstrati...

{1) Are congluted under contracl directly and #xclusively with the regional government of southern Sudan;

- (2) Are conducted pursuant to specific authorization from the Office of Foreign Assels Control In the Department of the Treasury, or are’
expressly exempted undar Federal law fram the requirement to bre conductad tndaer such authorization;

{8} Consist of providing goods or sarvices 1o marginalized populations of Sudan;

{4} Conaist of providing goods or services fo an inlemnationally recognized peacekeeping force or humanitatlan organization;
(_5) Consist of providing goods or services that are used only fo promote health or education; of |

(6) Have heen voluntarily suspsnded.

*Sansilive technology™—

{1) Means hardware, spﬁware,'telecommunicatinns equipment, or any other technology that is {0 he used specifically-—

{} To restiict the free flow of unblased Information in fran; or

{if) To disrupt, manitor, or otherwise restrict speech of the peopie of Iran; and

{2} Does not include Information or Informational materials the export of which the President dogs not have the authority to regu!ate or
prohibit pursuant to sectlon 208(b)(3) of the International Emargency Exenoric Powers Act (50 U.8.C. ﬁ?OQ(b)ES))

"Service-disabled veteran-owned smail business coneer"-

(1) Means & small business sohoein-—
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{i) Not less than 51 percent of which is owned by one or more semca-d:sab!ed veterans or, in the case of any publicly owned husiness,
not less than 51 percant of the stock of which Is owned by one or move service-disabled veterans; and

(i) The management and daily business operations of which are conliollad by one or more service-tisabled vetsrans or, in the case of
a sarvice-disabled veteran with psrmanent and savere disability, the spousa or parmanent caregiver of such vetaran.

(2) Service-disabled veleran means a vetoran, as defined In 38 1L5.C. 101(2), with a disability that is servicg-connected, a3 defined in
IBU.B.C. 10116}

"Smal) business concern™ means a concern, inciuding ity affiliates, that is independently owned and operated, not dominant in the field
of operatipn in which it &s bidding on Government contracts, and qualified as a small business under the criterfa in 13 CFR Part 121 and
siza standards in this solicitation.

"Small disadvantaged business goncern”, conslstent with 43 CFR 124.1002, means a small business concern under ihe slze standard
applicable {0 the acquisilion, that—

(1) le at least 51 percent unconditionally and directly owned {as defined at 13 GFR 124.105) hy—

{)} One or more socially disadvantaged {as defined ot 13 CFR 124.103) and economically dissdvaniagad .(as defiried at 12 CFR
124.104) individuals who are citizens of the Unlted States; and

(it} Each fndividual claiming economic disadvantage has a net worth not exeoeading $750,000 after taking Into account the apphcabfe
excluslons set forth at 13 CFR 124.104(c)(2); and

{2) The managemerit and dally business operativhs of which are sontrolied (as defined at 13.GFR 124.106) by individuads, who meet
the oflteria in paragraphs (1){0} and {i) of this deflnition,

"Subsidiary" means an entity In which more than 80 percent of the anfity is owned—
1) Directly by a parent corporation; ar |

(2) Through another subsidiary of a parent corporation.

"Vetefan-owned small business concern” means a small busiiess concern—

{1) Not less than §1 percent of which ia owned by one or more veterans (as definad at 38 U.5.C. 10142} or, In the case of zny publicly
owned business, not less than 69 pemeﬂt of the stock af which is owned by one or more veterang: and

(2} The management and daily buslness operations of which are controlled by one or more veterans.

"Successor’ means an entily that has replaced a predecessor by acqulring the assets and carrying out the affales of the predecessor
under & tew name (often through acquilsition or merger). The term “suascessor” daes nat inelude new offices/divisions of the same
company or & company that only changes its name. The extert of the responsibility of the suceessor for the llabliitles of the predecessor
may vary, depehding on Stale law and specific circumstances.

"Womsn-owned businass concetn” means d concern which Is at Isast 51 percent owned by one ar more women; or In the ease of any
publicly owned business, at least 51 percent of Its stock is owned by one or friore women; and whose management and daily business
operations are cantralled by one or more women.

"“Women-owned sl business concern” means a smal business concern-—

(1) That is &t feast 51 percent owned by one or more woman; or, in the vase of any publicly owned business, at least 51 persent of the
stock of which Is owned by one of more women; and

{7} whose management and dally busingss oparations are vontrolied by one or more women.

*Women-owned small business (WOSB) soncem eliuible under the WOSRE ngram" (in accordanes with 13 CFR part 127), means a
smalf business concern that is at least 51 percent directly and unconditionally owned by, and the management and daily business
operations of which are contralied by, one or more women who we uitizens of the United States.

{b¥(1) Annual Representations and Certifications, Any changes provided by the offeror in paragraph (B)(2) of this provision do not
automatically change the representations and certifications posied on the SAM wabsite,
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(2} The offeror has completed the anhual representafions and ceriifications elactronically via the SAM website accessed through
hitpfhoww.aogulsition.gov. After reviewing the SAM database information, tha offeror verifies by submisston of this offer that the
rapresentations and certifications currently posted elactrontcally at FAR 52.212-3, Offeror Representations and Certiffcations—
Commerelal Hatvis, have been entered or updaled In e last 12 months, are current, accurate, complele, and applicable to this
solicitation (including the busiess slza standard applicable 1o the NAICS code referenced for this solicitalion), as of the date of this
offer and are lheorporated in this offer by reference (see FAR 4.1201), except for paragraphs .

[Offeror to idenﬁfy the applicable paragraphs at (¢} through (¢} of this provision that the offeror has completed for the purpases of this
solicitation only, If any. <

These amended representation(s} andfor certification(s) are also incorpcxrated in this offer and are current, accurate, and complale as
of the date of this offer,

Any changes provided by the offeror are applicable fo this solisitation only, and do nof resull in an update to the rapresentstions and
carlifications posted electronically on SAM.]

{c) Offerors must complete the following representations when tha resulting contract will be performed in the United States or lts
oullylng areas. Cheek all that apply.

(1} Small business gancem. The ofieror represents as parl of ite offer that il o is, ¢ ts not a small business concern.

(2) Veteran-owned arnall businéss concern. [Compieie only if the offeror represerated itaif as & small business coneem In paragraph
(e)(1) of this provision.] The offeror represents as part of its offer that it ot Iy, g is not & veleran- owned small business concen,

{3) Service-disabled veletarrownad small business coneett. {Complete only If the offeror rapresented itself as a vateran-owned small
husiness concern in paragraph {o)(2) of tis provision.] The offeror represents as part of its offer that it/ / is, i is nof 2 service~
disahled veteran-awned small busingss concem.

{4} Brnall disadvantaged busihosa concen. [Complete anly If the offeror represented itself as.a small business concern in paragraph
{0){1) of this provislon] The offeror represents, that it o is, § 1s not 8 small disadvantaged business concern as defined in 13 CFR
1241002,

{8) Weamen-owned smail business concern. [Complete anly if the offeror represanied iaalf ss g small busineas cencarm in paragraph
{c)(1) of this provision.] The offeror represents that ii rr is, ¢k 18 not & women-owned small business concern,

(8) WOBE concem sllgible under the WOSB Program' [Complete only if the offeror represented itselfl s 2 women-owned smali
buslness concet In paragraph (c)(5} of this provislon.] The afferor represents that-—

(1) 1t o .01 15 1ot & WOSE concerny efiglble Undat the WOSB Program, has provided all the required doourments {6 the WOSE
Repository, and no change in circumsiances or adverse declstons have heen issued that affecls its eligibilily; and

(i} to is, ¥ Is gt & Joint venture that complies with the requirerments of 13 GFR part 127, and the repressntation In paragraph {c}6)(1)
of this provision is acourate for sach WOSB concern ellgible under the WOSBE Program particlpating in fhe Joint venture. [The offeror
ghall enter the name or names of the WOSE concer); ellgible. under the WOSE Program and other small businesses thal ate
participating it the joint venture; . Each WOBB coneern elipible under the WOSE Program participaling ih the joint veniure
shall submit a separate signaed copy of the WOSE representation.

{7} Economically disadvantaged women-owned small business (EDWOSB} concem. [Complete only if the offeror representad itself us a
WQSB concern eligible under the WOSE Program [h (£){6) of this provision] The offeror repressnts thet—

(D) it o is, ibis not an EDWUSH concern, has provided all the required documents lo the WOSR Reposttory, and no change in
circumstances of adverse decisions have been {ssued that affects ils eiigibiifiy; and

() i is, ¥ Is ot & Joint venture that complios with the requirements of 13 CFR part 127, and the rapresentation in paragraph (6)(7)()
of this provision ls atcurale for sach EDWOSB concern parlicipating in the joint venture, [The offeror shall enter the name or names of
the EDWOSBH concern and other small huginesses thal are participaling in the Joint venture; J Each EDWOSE voncern
parficipating In the joint venture shall submit a separate signed copy of the EDWOBSB represantation.

Note: Cormplete paragraphs (¢)(8) and {c)(9) onfy if this soficitation is expected to exseed the simplified acquisition threghold.
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{8) Women-ownet! business concern {other than small businags concern}. [Complets only if the offeror is a women-owned business
concath and did not reprasent ltseff as a small business concern in paragraph {c){1) of this provision] The offeror represents-that it is -
. awomen-owned husiness Goncen.

{9} Tie hid priorty for labor surpius area concerns. I this is an invitation for bid, small business offerors may identify the lahor surplus
areas in which costs to be Ihcirred on ancount of manufactitlng or production {by offeror or first-tier subcontractors} amount to mpre

than 50 percent of the contract price:

(40} HUBZone small business concarn. [Complate only If the offeror representad itself as a small business concern Ih paragraph (e)(1)
of this provigion.] The offeror represants, as part of its offer, thal—

{i) it o is, of Is not a HUBZone small business concern listed, on the date of this representation, on the List of Qualified HUBZone Small
Businass Coneetns mainialtied by the Small Business Administration, and ne material changes in ewnership and control, principal
office, or HUBZone employee percentage have ocoired sincs il was certified in accordance with 13 GFR Part 126; and

(i) it o is, y is not a HUBZone joint venture that complies with the requirements ef 13 GFR Part 128, amd the representation in
paragraph [e)("lg}(i) of this provision Is accurate for each HUBZone small business concern participating in the HUBZons jolnt vehture.
[The offeror shall enter the names of sach of the HUBZone small business concerns participaling in the HUBZone joint vanture:

J Each HUBZone small business concemn participating in the HUBZone joint venture shall submit a separale signed copy
of the HUBZone represantation.

{d) Representations required to implement provisions of Executive Order 11246

{1) Pravious gontracés and compliance. The offercr represents that—

{1t & has, o has not participated in a previous contract or subcontyact subject to the Equal Opportunity olause of this sollclation; and
{ii} £y bias, o has not filed all required compll'ance reporis.

(2) Affirmative Action Compifance. The offeror rapresents that—

i) It o has developed antd has on file, s has not develuped and does not have an file, al each establishment, affirmative aclion
programs reguired by rules and ragulations of the Secretary of Lakor {41 &fr paris 60-1 and 60-2), or

(i) It 0 has not previously had contracts subject fo the written affirmalive action programs requirement of the rules and regulations of the
Secrelary of Labor, .

(e) Certification Ragarding Payments to Influence Faderal Transactions (31 L.5.0. 1352). (Applies anly if the contract is expectsd to
exoaed $150,000.) By submission of its offer, the offeror cerilfies to the best of its knowdedge and helief that no Fedsral appropilated
funds have been paid or will be paid fo any persen for influencing or altempting to influence an officer or employee of any agency, a
Membert of Congress, an offleer or employee of Congress ot ah employes of a Member of Cengress ap his or har behalf in connection
with the award of any resuliant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made alohbying contact on
behslf of the offeror with respect (o this contract, the offeror shall complele and submit, with its offer, OMB Standard Form LLL,
Disclosure of Lobbying Adtivities, to provide the narme of the registrants, The offeror nesd not report regularly smployed officers or
employess of the offeror o whem payments of reasonable compensation were made. ’

{f) Buy American Cartificate. (Applies only if lhe clause at Fedaral Acquisition Regulation {(FAR) 52.225-1, Buy American—Supplies, is
ingluded in this soliciation,)

{1} The olferar certifies that eaich end product, except those listed in paragraph ()(2) of this provision, Is a domestic end product and
thal for other than GOYS ltems, the offeror has considered components of unknown otigin to have besn mined, produeed, or
mantifactured outside fhe Unlled Stales. The offeror shall 1ist as forelgn end products those end producis manufactured in the United
States that do not qualify as domestic end products, Le., an ent product that is not a COTS item and does net meet the cormponent test
in paragraph (2) of the definitlon of “domestic end product.” The terms “commaercially avallable offdhershelf (GOTS) item™ “component,”
"domastic end product,” “end produal,” “foreign end product,” end "United Stales” are defined in the vlause of this solicitatlon enliiied”

"Buy American—Stpplies.” :

{2) Forelgn End Products:

CONTINDEDR ON NEXT PAGEH
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L.ine lem No, ) Counfry of Origin

[List as necessary]
{3} Tha Government will evaluate offers in accordance with the policies and procedures of FAR Part 25,

{a)(1) Buy American—fres Trade Agreements—israeli Trade Act Certificate. {Applias oaly if the clause at FAR 52.225-3, Buy
American—Froe Trade Agresments—laraell Trade Act, is included In this sollcitation,)

{i} The offeror cerfifles that each end product, except those listed in paragraph (g){1)(1) or ({11} of this provision, is a domestic end
praduct and that for other than COTS ltems, the offeror has considered components of uninowrnt ttigin to have been mined, produced,
_of manufactured outside the United States. The terms *Bahrainfan, Morocoai, Omani, Panaménian, or Peruvian end product,”
“gommercially available off-the-shelf {COTS} tem,” “component,” "domestic end preduct,” “end praduct,” "foreign end produet,” “Free
Trade Agreement couniry,” “Free Trade Agreement counlry end preduct,” “lsrasll end product,” and “Uniled States” are defined In the
clauge of this sollcitation entilied “Buy Ametlcan-—Free Trade Adreements-israell Trade Acl.”

(i) The offercr certifies that the i‘“oitnwlng supplies are Free Trade Agreement country end products {other than Bahralnlan, Moroscan,
Omanl, Panamanian, or Paruvian end products) or lsraeli end products as dsfined In the clause of ih:s solicitation enmied "Buy
~ Ametican—Fres Trade Agreements—Israeli Trade Act™

Free Trade Agresment Country End Products (Other than Bahrainian, Morocean, Omani, Panamanian, or Petuvian End Products) or
Israeli End Prodycts:

Line Hem No. v Country of Origin

[List & necessary]
{ili} The offeror shall list those supplies that are forslgn end products {other than those listed in paragraph (@){(1)(i) of this provisicn) es
detinad in the clause of this solicilation enfiled *Buy American—Free Trade Agreements—Israeli Trade Act,” The offeror shiall list as

other forelgn end produsts those and products manufactured in the United States that do not qualily as domesiic end products, f.a., an
end praduct that Is not & COTS Hem and does hot mest the component test in paragraph (2) of the deffnition of “domestic end product.”

Other Forelgn End Products: . )

Line Hem No. Gounlry of Origin

CONTINUED ON NEXT PAGE
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[List as necessaryl]
{iv) The Governmenl wilt evaluate offers in accordance with the policles and procedures nf FAR Par 25.

(2) Buy American—fres Trade Agreements—Ismaali Trade Acl Ceriificate, Alternate L. If Alternale | o the olause at FAR 52.226-3 is
included in this solicitation, substitule the followlng paragraph (g} 1)) for paragraph (g)(1)(i} of the hasic provision:

(o)1) Tha offeror cerifies that the following supplies are Canadian ond products s dafined inthe clause of this solicilation entitled
“Buy American—rFrea Trade Agreemenis—lsraeli Trade Aat”; . '

Ganadian End Products:

- Line ltem No.

fLIst a5 necessary}

{3} Buy Ametican-—Fre¢ Trade Agreemants—Israsli Trade Ast Cerlificats, Alternats 1. If Allemate 1l o the clause at FAR 52.225-3 is
ingluded in this solicitation, substiiute the following paragraph {g){ 1){it} for paragraph (g){1){i}} of the basie provision:

{g}(1)(if} The offeror cortlfles that the following supplies are Canadian snd products or tsraeli end products as defined in the clause of
this solicitation entitted “Buy American—Free Trade Agreemenis—laraell Trade Act™

Canadian or Isragll End Products:

Line lfem Na, GCountry of Orlgin

[List a8 necessary]

{4} Buy American—Free Trads Agrﬁarnems—zsraeii Trade Att Certificate, Alternate [, )f Allernate lli {0 the clause at 52.225-3 s
inciuded in this solicitation, substitute the folfowing paragraph (g){ 1)) for paragraph (9)(10 of ihe basic provision:

CONTINUED ON NEXT PAGE
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{O)(1)) The offerar cerilffas that the fol}ow%ng supplies are Free Trade Agreement courtry end praducts {other than Bahrainian,
Korean, Moracean, Omanl, Panamanlan, or Peruvian end produets) or Israeh end products as defined In the clause of this solicltation
anliled "Buy Amerlcan-Fres Trade Agreements-faraeli Trade Act”;

Frae Trads Agreement Country End Produats (Other than Bahrainian, Korean, Moracoan, Omani, Panamanian, or Paruvian End
Produets) or Istaeli £nd Praducts:

Line ltem No. . Country of Orlgin

{List as necessary}

(5} Trade Agreements Gertificats. (Applies only if the clause at FAR 52.225-5, Trade Agreements, Is included in this sallcitation.)

(i) The afferor cerlifies that each end product, except those listed In paragraph {g)5){li) of this provision, Is a U.S,~made or deslgnated
counlty end product, as defined in the clause of this solicitation entifled "Trade Agreements.”

(i) The offeror shall list as other end products those end produsts that are not U.8.-made or dosignated sountry ond praducts,
Giher End Products:

Line ltem Ne. Counlry of Grigin

[List a8 necessary]

(iil} The Government will evaluate offers in accordance with the policies and proceduras of FAR Part 25. For ling items noverad by the
WTO GPA, the Government will avaluale offers of U_S.-made or designated country end products without regard to the restrictions of
the Buy American stafute. The Government will consider for award only offers of U.S.-made or deslgrated couniry end products unloss
the Contracting Offlcer detarmines that there are no offers for such produets or that the offers for such praducts are insufficient to Tl
the requirements of the sollcitation, .

(h) Gertification Regarding Responsibility Matters (Executive Otder 12688}, {(Appliag only if the contract value is expected to exceed the
gimpliied acquisition thresheld.) The offerar ceriifies, te the hest of its knowledge and balief, thal the offeror andfor any of its

princlpels-—

(1) o Are, M ara nol presently debarred, suspended, proposed for debarment, or declared Insligible for the award of contracts by any
Federal agency; : .

~

(2) & Have, ¢ have ngt, within a three-year period preceding this offer, been convicted of or had a civil judgment renderad against them
for: commissfon of raut of a crimina) offense in connection with abtaining, attempting to oblaln, or performing a Federal, state or loca)
governmant centrawt or subcaniract; violation of Federal or state anittrust statutes refaling to the submisslon of offers; or commission of

CONTINUED ON NEXT PAGE
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embezztement, theft, forgery, bribery, falsification or destruction of recards, making false statements, tax evaslon, violating Federal
oriminal lax faws, or recelving stolen property,

(8} 0 Ars, are not presently indicted for, or otherwlise ciminally ar ¢ivilly charged by a Govarnmeant entity with, conunission of any of
these offenses enumerated in paragraph {(h)(2) of this clause; and

{4} 11 Have, ilhave QQJ within a three-year periad pracading this offer, been nolified of any tlalinquent Federal taxes inan amount that
exceets $3,500 for which the llabllity remaing unsatisfied.

{I} Taxes are consfdered detinquen’r if both of the foliowlny erlteria apply:

{A) Tha tax liabibity is finally determined. The iiability i finally determined if it has been assessed. A liabillty is not finally determined If
there is a pending administrative or Judiclal challenge. In the case of a judicial challenge to the [lability, the liability is not finally
deferminaed vt all Judicia) appeal rights have been exhaustad.

{B} The taxpayer js delinquent in malking payment. A taxpayer Is deiinguent i the taxpayer has fafled to pay the tax lability when full
payment was due and required. A taxpayer s not definquent In cases whérs enforced collection action fs praciuded,

{il) Examples.

{A) The taxpayer has recéived a statutory notice of deficlency, under LR.C, §6212, which entities the taxpayer to seek Tax Court review
of a proposed lax deficlency. This is not a delinquent 1ax because il is not a final tax fiability. Should ihe taxpayver seslk Tax Court
review, thls wil not be g final fax liabiiity until the taxpayer has exerclsed all judicial appeal rights.

{8 The RS has fled a nolice of Federal tax fien with respect to an ansessed tax liability, and the taxpayer hag hosn jssued a notice
under LR.G. §6320 entifling the taxpayer to request a hearing with the IRS Office of Appeals contesting the lien flling, and to furthier
appedl to the Tax Gouwrt if the [RS determines té sustain the lien filing, In the course of the hearing, the laxpayer is antitled to contest
the underlying tax liabliity becauge the taxpayer has had no pilor oppartunily to contast the liabitity, This is not a delinquent tax because
it {5 not 8 final 1ax liability. Should the taxpayer seek tax court review, this will not be a final tax liabifity until the taxpaver has exercised
all judicial appeal rights,

{C} The taxpayer has entered Into an instaliment agreement pursuant to LR.C. §61589. The taxpayer Is malking timely payments and is
in full compliance with the agreement terms. The {axpayer Is not delinguent because the taxpayer Is not currently required to make full

payment.

(D7) The texpayer has filed for hankruptcy protection, The faxpayer is not delinquent because enforced collection action is stayed under
14 1L.4.C. §362 (ihe Bankruptey Code).

(1) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126), [The Contracting Officer must
list in paragraph {{){1) any end products being acquired under this soliciiation that are included In the List of Products Requiring
Gontractor Certification as to Forced or Indentured Child Labar, unless excluded al 22.1503(b).}

(1) Listad end predtcts.

Listad End Froduct . Listed Countries of Qrigin

{2} Cerlification, [If the Contracting Officer has identified end products and countries of origih in paragraph {){1) of this provisian, then
the offeror must cerlify ta etther {){2)(1) or {)2){1 by checking the approprate block.]

¢1 (i) The offeror will not supply any end praduct listed in paragraph (1){1) of this provision that was mined, produced, or manu!aolured in
the corresponding country as §zsted for that product. :

CONTINUED ON HEXT PAGE
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u (i) The offeror may supply an end product Ksted In paragraph (i)(1) of this provision that was mined, praducad, or mandactured In the
corraspanding country as listed for thal product, The offeror cerfifies that it has made s geod falth effort to determine whether forced or
indeniured child labor was used to mina, produce, or manufaciure any such end product furnished under (his contract. On the basis of
those effarts, the offeror certifles that it is not awara of any suth use of child labor,

(j) Place of manufacture. (Dues not apply unless the solicitation is predominantly for the accuisition of manufactured end producla.) For
statistical purposes only, the offeror shalt indlcate whether the plece of manufacture of the and products it expedis to provide in
- respanse 1o this solicitation is predominantly— '

(1) )& In the United States {Cheol this box If the total anticipated price of offered end producle manufactured in the United States
exceeds the total anticipated price of offered and products manufactured outside the Uniled States); or

(2) o Oulside the United Statas,

(k) Certifinates regarding exemptions from the application of the Service Contract Labor Slandards (Certiflcation by the offeror as to ts
eampliance with respeat to the coptract glse constitules its certification as to compliance by its subsontrasior if it subcontracts out the
exempt servives.) [The contracting offizer is to check a box to indicate if parageaph (K){1) or (k}(2} applies.]

t1{1) Mainlenance, salibration, or repair of cattain ab;uipmeni as desoribed in FAR 22.1003-4{c)(1). The oferor n does n does nof
cerfily that—

{i) The ltems of equipment {o be serviced undar this contract are used regularly for other than Govemmental purposes and are sold or
traded by the offeror {or subconbaciar in-the case of an exempt subconirast) in substaniial quantilies to the general public in tha courae
of normal business operations;

{ii} The serviees will be furnished at prices which sre, or are based on, established catalog or market prices (ses FAR 22,1003~
4{c2)(ii)) for the maintenance, calibration, or repalr of such equipment; and

(i) The compensation (wage and fringe benefiis) plan for all service smployses performing work under the contract will be the same as
that used for Thess employees and equlvalent employess servicing the same squipment of commercial customers,

o {2) Certain services as described in FAR 22.1003-4(d)(1). The offeror o does o does not certify that-—

~ {}) The services under the conlract are offerad and sold regularly to non-Governmental customers, and are provided by the offeror (or
pubcontracior in the case of an exempt subreoniract) fo the general public in substantial quantities in the course of normal husifiess

operations;

(it} The contract services will be fuinfshed at prices that are, or are based on, established catalog ar matket piices (see FAR 22.1003-
AN} :

(it} Each service employee who wiil perform the setvices under the tontract will spend only & small portion of his or her time {&- monthiy
average of less than 20 percent of the awallable haurs on an annualized basls, or less than 20 percent of available haurs during the
contract period i the contract period ls less than a month) servioing the Government coniract; and

{v) The compensation (wage and fringe banaflis) plan for all service employees performing work under the contract is the same as that
used for these emplayees and equivalent aniployess servicing commercial customers,

(3) I paragraph (K} 1) ar (K}{2} of this clause applies—

{1) if the offeror does riot cettily to the conditions in paragraph ({1} or (k)tjz)land the Conlracting Officer did not attach a Service
Cohfract Labor Standards wage determinatlon to the solicitation, the offeror shall notify the Contracting Offiser as sooft as possible: and

{li} The Contracting Officer may not miake an award fo the offeror If the offeror fails to execute the cortification in paragraph (k){1) or
()2} of this tlauge or 1o contact the Coniracting Offfcer a required in paragraph (K3 of this glaugs, :

(I} Taxpayer kdantification Number {TIN) {26 U.8.G, 6109, 31 U.8.C. 7701). (Not applicable If the offeror Is required to provide this
informatian to the SAM database lo be eligible for award.)

{1} All offérors must submit the information required In paragraphs {1)(3) through {()(5) of Whis provision to somply with debl collection

requirements of 31 U.8.C. 7701(c) and 3325(d), reporting requirements of 26 U.8.G. 6041, B041A, and 6050M, and implementing
reguiations issuead by the Internul Revenue Service (IRS),

GCONTINUED ON NEXT PAGE




CONTINUATION SHEET REFERENGE NO, OF DOCUMENT BEING CONTINUED: FAGE 22 OF 33 PAGES
BPESQ0-17-D-3172

{2) The TN may he used by the Government to collect and report on any dellnguent amoynts arising out of the offeror's relationship
with the Government {31 ULS.C. 7701{c)(3)). if the resulting coniract is subjact to the payment reporling requirements descoribed in FAR
4.804, the TIN provided hersunder may be matched with IRS racords to vertfy the accuracy of the offaror's TIN.

(4} Taxpayer [hanfification Number (TIN).

s Y1599 4 Y .

&t TIN has been applied for.

o1 TIN is not raquired bezauss:

n Offeror 1s-a nohrasident allen, foraign corperation, or foreign parinership that does nat h'avé Income efiectively connected with the
conduct of a irade or business In the Unifed States and does not have an offlce or place of business or a fiseal paying agent in the

United Statos;

0 Cffemr [s an agency or Instrumentaiily of a foraign government;
o Offeror kv an agency or instrumentallly of the Federal Goverament.
{43 Type of organization.

;:zsme praptietorship;

o Parinership;

%Eorporate entily {not tex-exempt};

r Comparate enfity (tax-oxampt);

o Government entity (Federal, Slale, or local);

o1 Forelgn government;

o International organization per 268 CFR 1,8045-4; _.

o (Hhar

{5} Common parent.
wffaror Is not owned or controlled by a comman parent;
7 Name apd TIN of common parent:

Name

TIN

{m} Restricled business operations in Sudan. By submission of its offer, tha offeror certifiss that the offeror dues not conduct any
rasiiicted business operations in Sudan.

(n) Prohibition on Contracting with Inverted Domestic Gorporations,

{1} Government agencies are not permilted to use appropriated {or otherwise made avallable) funds for contracts with elther an inverled
domestic corporalion, or a subsldiary of an inverted domestic corporation, untess the sxception at 9.108-2(k) applies or the requirement
is waived in ascordance with the procedures al 91084,
{2} Representation. The Offeror represents that—

(i} It o Is, this not an inverted domestic corporation; and

{if) It s, v Is npt a subsidiary of an inverted domestic corporation.
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{o) Prehibition on contracting with entltles engaging in certain activities or fransactions refatitg to Iran,
{1) The afferor shall e-mall questions concerning sensitive tachnology to the Department of State at CISADAT06 ) state.gov,

{2) Representalion and Cerlifications. Unless a waiver is granied or an exception applies as provided in paragraph (o)(3) of ihis
provision, by submission of Its offer, the offeror—

{i} Represants, fo the hest of its knowledge and belief, that the dfferor does not export any sensitive lechnalogy to the govermment of
fran or any enlities or individuals owned or cortrolled by, or acting on behalf or al the diraction of, the government of iran;

() Cerlifies that the offeror, or any pergon owned or controlled by the offeror, doss not engage in any activilies for which sanctions may
be Imposed under section & of the fran Sanclions Act; and ' :

(iii) Cerlifies that the offeror, and any parson owned or controlled by the offeror, does not knowingly engags in any fransaction that
exooads $3,500 with Iran's Revolutionary Guard Corps or any of its officials, agents, or afflliales, 1he property and inlerests in properly

of which are blacked pursuant to the International Emergency Economic Powers Act (G0 U.8.C. 1701 et seq.) (see OFAC's Spedially
Deslgnated Nationals and Blocked Parsons List af hitpi/www. treasury.goviofagidowntoadsfit {sdn.pdf).

{3} The representation and cerlification requiremants of paragraph (0)(2) of this provision do notapply if—
(i) This solicltation Includes & frade agreements certification (e.g., 82.212-3(g) or a somparable agency provision); and
(1) The offaror has certifled that all the offered products o be supplied are desigﬁated country end produgts,

~ {p) Ownershlp or Control of Offeror. (Applies in afl solicitations when there is a requirement to bs registerad in SAM or a requirement to
have a DUNS Numbar in the solicitation.

{1} Tha Offeror represents that [t thas or n does ot have an immediate owner. If the Offeror has more-than one Immediate owner
{such as a joint ventura), then the Offeror shall respond 1o paragraph {2)and i applicable, paragraph (3) of thls provision for each
particlpant in the joint veniure.

{2} I the Offeror Indicates “hag” in paragraph (p)(1) of this provision, entar the following information:

Iinmediate owner CAGE code: 1) 5 ,‘5‘ "}' 8
tmmediate owner legal name: | #§ AT TNSTHTNTR Mre Suffe \j e,

{Do'not use a "doing business as” nama)

Is the Immediate owner owned of controlled by another entily: o Yes or . No.

{3} I the Offeror Indicales “yes” In paragraph (p)(2) of this provision, indicating that the Immediate owner Is ownad or sontrolied by
another entity, then enter the following information: '

Highast-evel owner CAGE code:

Highast-lavel owner logal nams:

(B not use a “doing business as" name)
{a} Representaﬁon by Corporations Regarding Delinquent Tax Liabifity or & Feleny Gonviction under any Faderal Law,

{1} As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L.
113-235}, and simllar pravisians, if contatned in subsequent appropriations acts, The Gavernment will not epter Into a contract with any

corporation thgb—

{i} Has any unpsid Federal tax Habllity that has been assessad, for which all judiclal and administrative remedies have been exhausted
or have lapsed, and that is not being peid in a timely manner pursuant o an agresment with the authorily responsible for collecting the

tax liabilily, where the awarding agenay is aware of the unpald tax liabllity, unless an agency has considerad suspension or debarment

of the corporation and made a determination thal suspension or debarment is not necsssary to protect the interests of the Govarniment;
ar ’ ’
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(I Was convicted of & falony crimina) Viatiation under any Federal law within the preceding 24 months, where the awarding agency is
aware of the conviction, untess an agency has considered suspension or debarmant of the corparation and made a determihation that
this netion is not necessary fo protect the Interests of the Govarnment,

{2) The Offeror represents that—

(1) 1t s 1 Js oL @ corporation that has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative
remedios have been exhausted or have lapsed, and that is pot being paid in a timely manner pursuant to an agreement with the
althority responsivle for collecting the tax liability; and

(i} ltis o is ot Pha corporation thal was convicted of & felony ariminal violatfon under a Federal law within the preceding 24 months,

('r) Predecessor of Offerar, (Applies in all selicitations that include the provision af 52.204-18, Commercial and Government Entity Gode
Raporiing.)

{1} The OHeror repreéents that it mis or dfls not a suecessor to a predacessor that held a Federal contract or grant within the last three
Years.

{2) I the Qfferor has indicated “is” In paragraph {){1) of this provision, anter the following informration for all predecessors that held a
Fadaral contract or grant within the Jast thyee years {if more than one predeeessar, Hst In reverse ehronologieal order);

Predecessor CAGE code; {or mark “Unknown”)

Predecessor legal name:
{Do not use & "doing business as” name)
52.203-17 Contractor Employee Whistleblower Rights and Requirement To Inform Employoes of Whistleblower Rights (Apr
2014)
{a) This coniract and smployees working on this contract will be subject {o the whislleblower righls and remedies in the piiof program on
Confractor employee whisieblower protections eatablished at 47 U.S.C. 4712 by sentlnn 828 of the Natlonal Delanse Authorization Act
- for Figcal Year 2013 {Pub, L. 112-238) and FAR 3.808

{b} Tha Contractor shall inform its amployees in writing, in the predominant language of the workforea, of empfoyee whistleblowsr rights
and profectiong under 41 U.S.C. 4712, as describad in section 3.908 of the Fedsral Acquisiﬁan Regulaticn.

(&) The Conlractor shall insert the substance of this clauss, including this paragrapli- {c}. in &l subconlracts over the simplified
acqulsition threshald,

i 252.203-7002 Requirement io Inform Employees of Whistleblower Rights (SEP 2013)
(8) The Contractor shail inform its smployess In wiiting, in the pradominant native language of the workiorce, of conlractor

amplayes whistleblower rights and protections under 10 U.5.C. 2409, as described In subpart 203.9 of the Defense Faderal Acyuisition

Regulation Supplement.
(b} The Contractor shalj include the substance of this clause, including this paragraph (b), In all subconirasts.

ADDENDUN TO FAR 62.212-4

Contrant Terms and Conditions —Commercial Hems
-The following paragraph(s) of 82,212-4 sre amendad as indicated helow:

1. Paragraph (a), fnspection/Accoptance, is revised to add the following:

CONTINUED ON NEXT PAGE
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Inspection and acceptance of products will b performed at destination. The Government's authorfzed receiving official for
each customer I respohsible for signing for and accepling products when they ars delivared, In the absence of an applicable
medical inspection autharity, the final disposltion declsion to accept or reject produat rests with the food service officer and/or
the Govarnment’s authorlzed recelving official. Howaver, when an applicable medical inspection authorily is present, a
decision to reject producl régls with the madical authorlly under the following condiions:

(1) Unsanitary gorveyances — gross fitth, pestictde spiilages, mold, etc.

{2) kmproper tempsratures of potentially hazardous foods,

{3) Unapproved sources (those not previously asséssed; passed thelr required responsa fime; or those deemed an
unacceplable risk).

{(4) Contamination (intentlonaf or unintentional).

(5) Unwholesormeness.

(8) Qff-conditior: or damaged. :

{7) Storad product pests {Insect infestation, rodent or animal damage).

{8) Food defense conasths

2. Paragraph (¢}, Changes, is deletad In its entirety and repiaéed with the following:

{a) Ghanges,

in addition {o hilateral modiffeations the Contracting Officer, at histher discretion, may unilateratly invoke any of the
contingeticy oplions set forth In this conlract,

The Goniracting Offfosr may at any time, by uniflateral written order, make shanges wilhin the general seope of this confract in
any one or mare of the following: : _

method of shipment or packing;
place, mannar, of tims of delivery. -

" if guch ohange causes an increase of decrease in the cost of, or time required for, performance for any parl of the wark under
this contract, the Contracing Officer shall make equitable adjustment in the contract price, the defivery schedule, or
hoth, and shall modify the contract, .

The Contractor must assett its right to an adjustment under this nlausé within thirty (30) days from the data of raceipt of the
written arder. Howevet, If the Canfracting Officer decides that the facts justify if, the Contracting Officer may receive
and act upon g proposal submitted before final payment of the coniract. ‘

3. Paragraph {g), Involee, is revised to add the following:

{3 Each delivery will he accompaniad by the Contractor's delivery ticketinvalue, Thrae (3) coples (an original plus two)
shall acuompany the shipmenl. The customer shall sign alf coples of the delivery teketiinvoice, keep one (1) copy

and return origial copy to the contractor. Any changes must be made on 1he faca of the involce; atiachmenis are not
acceptable.

{4} Allinvoicing for payment is to be filed eleatronically using EDI {ransaction set 810 {See page 83 for Subsistence Total
Order and Receipt Electronic System {(STORES) EDI Informallon). No paper involoes shall be submilted to DFAS for

payment. All involces submitied by the Confractor must be “clean.” L.e. all dehits andfor oredits muat be reflected an

the invpice prlor fo submission. Elecironte invelees should be fled promplly {i.0. once all gredits and/or_cradit

- adjustments gre made) and in anv case, in fewer than 90 days afler delivery,

{5) thvolfcs transactiona may be submitted to DLA TROOP SUPPORT daily; however, it cannot be stressed enough that
all internal debilferedit transactions must be completed prior to the submission of the volce. Invoice lines thal do not
contain the correct nvolce data andfor contaln incorrect quantities deliverad or prives charged will be rejected. The
contractor will be rasponsible for correction and re-submission, '

{6) The same voica cannot be submitted with different dollar amounts.
(7) For cateh walght items, standard rounding methods must be chserved, i.e, < 5; rounded down; = 5 of » 5; rounded

up. All welghts must be rounded fo wholg pounds using standard rounding methods. Any line submitied for other than
whole numbers will be rejacted and requirs coirection and re-submission by the contractor,

CONTINUED ON NEXT PAGE
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{9) Unit prices and extended prices must be formatted not more than two (2) decimeal places o the right of the decimal

point. Subsictence Total Grder and Recalpt Elecirohle Systam (8TORES) will not aceommodate pasitions of 3 and
abova beyond fhe decimal point (see Altachment 10).

3 The following address must appear in the “Bill Ta" or "Payment Will Be Made By" block of the Contractor's invoice:

DEAS BVDP (814701)
.0, Box 369031
COLUMBLIS, OH 43236-9031.

(10}  Each involoe shali contain sufficlent data for billing purposes. This includes, but is not limited {o:

Contract Number, Call ar Dalivery Order Number, and Purchase Order Number;
DoDAAC;

Conraat libe listed i numeric seguence {also referred to as CLIN order);

ltem nomenclatire;

15N or NSN;
Quantity purchased per iter in DLA TROOP SUPPORT's unit of Issua;

Total dollar valug on each invoice (reflecting changes to tha shlpmem ] applmab{e)

{11)  Contractors are required to uss the Vendor Recondliation Tool {see 4. {10} below] o identify and correct mismalches
betwesn invoices stbimitted and customers pestad receipts. [t is {he responsibility of the Contractor to adjust as
necessary and sommunicate wilth the customer or DILA TROQP SUPPORT as needad, in order to resclve any/all
discrepancies. In the event of an unresolved payment discrepanay, the confyactor must present a signed delivery

flcketfinvoice.

4. Paragraph i), Pavment, Is revised fo add the following:
(7) DFAS Golumbus Center Is the payment offica for thie acquisition. .

(8) All 10 slectronic Invaices must be subrmitted with accurate, sufficlent, clean data before any paymenl can be made.

{9) All offerora must have the ability fo accept an 820 iransaction set from its Tnanclal insfitubion, DFAS Columbus w:ll ne
longer forwerd a delafled summary of payment(s); this information will only be avaifable from your bank.

{10} Vendos Recongiliation Tool: In an effort tn improve the peyment process, coniractors will have avaflability to view what fhe
customenr has or has not receipted, via the Business Systems Muoderpization {BMS) websile
hitp:fiwww.troopsupport.dia.milfsubsfrecont.pdf. The Gontractor will have access to "unreconciled” inforrmatian, Le, the
invaice doas not malch the receipt because of a quardity or prive discrepanay, of bacauge the customer has nof posted
a receipt, Both invelce information and recelpt irdormation will be available for review on the BEM website by the
Contractor. While the contragtor will not have the capability to update customer receipt iformation, update capability will

be avallable for unreconhciled invoice information for approximately 30 days,

{11) The Government intends fo make payments under the resultant contract by electronic funds fransfer (EFT). Refarence
Glause.52.232-33, *Mandatosy Information for Bleetionle Funds Transfer Payment” appesring in the section of this
sollcitation ent!tled *Gonlract Clauses.” Howaver, 1he slection as to whether to make payment by chack or electronic

funds transfer is at the aption of the Goveriment.
5. Paragraph {m), Termination for Cause. Delele paragraph (1) In it8 entirety and substitute the following:

{m} Terminalion for Cause. The Government may 1ermmate this contract, or any part hereof, for cause In the avent of ahy
default by the Gontractor, or if the Contractor fails to comply with any contract terms and condittons, or fails to provide the
Government upon request, with adequale assurancds of fture performance. In the svent of termination for cause, the
Guvernmerd shall not be liable to the Gontracior for any amount far supplles or servives not acceptad, and the Gontractor shall
be llable to 1he Govarnment for any arn all rights and remadies provided by law. 1f this contract fs terminated in whols or in
parl for cauee, and the supplles or servicas covered hy tha confract ao terminated are repurchased by the Govemiment, the
Government will incur administiative costs In such repurchases. The Coniractor and the Government sxpressly agree that, in
addltion to any excess cosia of ropurchase, or any other damages resulting from such defauli, the Gondractor shall pay, and
the Govemnment shall accept, the stm of $1,350.00 as payment in full for the administralive costs of such repurchase. This
apsessment of damages for administrative costs shall apply for any termination for cause following which the Goverpment
repurchases the terminated supplies or services togother with any incidental or consequential damages ineurred bacause of
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the termination, I it fa determined that the Governmant improperly terminated this contraet for default, such termination shall
be deamed a ermination for conventence, ' )

6. Paragraph (o), Warranty, is revised to add the follswing:

"In the event that a product recall is Initlated by the Ceniractor, grower or manufaciurer, the Contractor shall follow ihe
procadures as ouflined below, .

Immediately notify the following parsonnel:

Custorners that have received the recalled product;

DLA TROOP SUPPORT Contraeting Offlcer;

DLA TROOP SUPPORT Account Manager; atid

DLA TROOP SUPPORT Consumer Safety Cfficer at 215-737-3845

Provide the following information to the DLA TROOP SUPPORT Consumer Safely Officer:

Reason far recall 4

Levael of recall, l.e, Type |, # or lIl;

Description of produck;

Amaunt of producet;

List of cusiomers that have received protiuct; and

MName and phene number of responsible person {Recadl Caordinator)

The Gontractor shall provide a Final Status Report of Recall, when camplated, to the DLA TROOP SUPPORT Consumer Safety
Cfficer.”

Tha suppites furnished under the resuliant contract(s) shall bo covered by tha most favorable commerdial warranties that the
Contractor gives 1o any customer. The supplles and the righits and remedies provided therein are in addition to, and do not limit, any
rights afforded o the Government by Clause 52,212-4{o) "Warranty,” “Conlract Terms and Conditions-Gomimetcial liems” and any

addendum corfained in the soliciiation.
‘7. Paragraph {s}, Order of pracedencs, is revised {o add the followlng:
{10) The Vendor's Non-Price Proposal

B. Paragraph (1), System for Award Managerent

{a} Definltions. ' _
“Gystem for Award Management (SAM) database” means the primary Government repository for  contractor information

raquired for the conduct of busihass with the Government,

"Commarcial and Government Entity (CAGE) Gode” meahs—

(1) A code assighed by the Defenze Logistios information Service (DLIS) te Ilentlfy & commercla) or Govarnment

enlity; or

{2} A code asslgnad by a member of the North Atlantic Trealy Organizatlon that DLIS records and maintains in the

© CAGE master file. This type of cote i§ known as an “NCAGE cods”,
"Ixata Univeraal Number System (DUNS) Number” maans the g-digh niimber assigned by Dun and Bradstrest, Inc.
(D&B} fo ldentify unigug business entilies.

"Data Unlversal Numbering System +4 (DUNS+4) Number” means the DUNS number assigned by D&B plus a 4~
character sufflx that may be asslgned by a business concern. (D&B has ne afflllation with this 4-character suffix.) This
4-character suffix may ba assigned at the discretlon of the business concern to astablish additional SAM recards for
idenifying aiterative Elecironio Funds Transier (EFT) accounts {see Subpart 32,11 of the Federal Acguisition
Regutation) for the same parent concem, _

"Registered In the System for Award Management dafabase” means that—

(1} The Contrastor has entered all mandatory information, including the DUNS number or the D2UNS+4 number, and

Contractor and Government Entily (CAGE) coda into the SAM database; A

(2} The contractor has completed the Gore Dals, Asserlions, Representations and Certifivations, and Points of Conlact
seolions of the reglstradion in the BAM database;

{3) The Government has validated all mandatory data fields 1o indude validation of the Taxpayer ideniification Number
(TN} with the Infernal Revenue Setvice. The Gontrantor will be required 1o provide consentfor TIN validation fo
the Government as part of the SAM registration process; and

{4) The Government has marked the record "Actve”,

CONTINUED ON NEXT PAGE
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9. Add: Paragraph {v}, Contractor Performance Assassment Reporting System (CPARS):

Background

Contractor Performance Assessment Reporting System {(CPARS) is mow hosting web-enabled applications that are used {¢ collect and
manage a [ibrary of automated Coniractor performance svaluations that are completed in accordance with FAR Parts 36 and 42, FAR
Fart 36 identifes the requirements for documenting Contraclor performance for architacl-engineer and construction contrasts while
FAR Part 42 identifies requiraments for documenting Confractor performance Tor systems and non-gystems aaquisitions, The CPARS
applications are designed for UNCLASSIFIED use only, Classifled information Is not to be entered into these systems, In general,
OContracior performance assessments of avaluations provide a record, both positive and negative, for a given contract during a
specified period of ime, Wien evaluating Contractor performance each asssssment or evaluation is based on oblaciive facts and Is
supported By program and contrac! management dals, such as cast performance reponts, customer comments, qualily reviews,
technical Interchange mestings, financial solvency assessments, construetion/production managemenl reviews, Ccntractor operations
reviews, Tunctional performance evaluations, and earned confract Ingentives.

Effective Octaber 1, 2008, a Depariment of Defense (DoD) Public Kay Infrastructura (PKI) Certificate will be required for &l Dob users
sceessing CPARS. Effective Nevembear 1, 2008, a Dol) PKi Cartificate will be required for all Contractor users accessing CPARS. The
requirement for PKi cerfificates is implemented In accordance with Dol) securlty paliey promoting sesure glectronic transactions,

Ohtaining a PKI cettificate

Contractors who do not work af a Deparimenit of Defense facllify may purchase a DoD PKI serificate frorm one of three Exfernal
Cartiflcate Authotifies (ECAs). The ECAs are conlractors wha provida digital cerlifloates te Dob's industry parthers who ate using thelr
own equipment or working in nen-government facilifies. A list of ECAs Is avallable at http:/fiase.disamilfpkifecalcertificals. htmf, Each
Contractor employes ancessing CPARS will need an ldentity Gertificate (An Encryption Cerfificate-is not reqmred) Cerlificate prices
range in from $99 - $116 per certificate por yaar, with velume discounts af some ECAs.

Eaech Gonfractar must filly comply with the DoD reguiretment to inplement PK] in order for our information
systems 1¢ remain secure and viabla,

10, Add: Paragraph (w), PKi Certificate {0 acoess STORES:

Background

Total Order & Receipt Blechronic System (STORES) is the sihgle approved DaD food ordering aystem. STORES yses Electronic Data
Interchange (EDY) and web-enablad applications to pass eatalags, arders and recelpts among Services, confractars and DIA Troop
Support, STORES conslsts of electionis catalbgs for all food itams, and it Is used to collect and manage a fbrary of automated reports,
The STORES applications are designed foif UNCLASBIFIED use only. Classified informatlon Is not to be entered into these systems. In
general, STORES intarfaces will all service food managemant syslems and Is used by over 700 cuslomers worldwide,

Efiective Octobar 25, 2010, a Department Of Defense (Dob) Publiz Key infrastructure {PKI) Cerlificale Is required for all Dol users
from an External Cerfificate Authorlty (ECA) aceessing STORES. Currently, a Dob ECAIPRI Certifleate will be reguired for all
Contractor users acceasing STORES. The reguirement for PK) ceriificates Js implemented in accordanse with Dob security policy
promating secure &lactronic transactions. STORES information will not be allowed ot a public wabsite for information assurance

reasons.

The BLA Troop Support Subsistence main Electronic Catalogs have been migratedintenrated info STORES for
informatinn assurance reasofis,

Obtaining a PKI ceriiffoate

Contractors who do not work at & Deparment of Defense facility may purchase a DoD PRI certificate from one of three External
Certificate Authatiiles {EGAs} ‘the ECAs are conlractors who prowde digitai cerlificates o DoD's indusiry pariners who are using lheir
own equrpment or working {n non-government facllifles.

Each Contractor émployee accessing STORES will need an Identity Certificate (An Eneryption Certificate Is not required).
Certificate ptices are vatlous amaoonts per cerlificate par year, with volume discounts at seme ECAs. Each
- Contractor must fully comply with the DoD requirement to implement PK1 in order for pur information systems o
. remaln secure and viable. The DaD website for ECA entolimant; hitp:/fiase. disa.milipkiieca/certificate.ntm}

[
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§2,232.57 Multiple Payment Arrangements [May 1899)

This eonfract or agreement provides for payments fo the Contractor through several alternative methods, The applicability of spetifie
methods of payment and the designation of the payment office(s) are either stated—

{a) Elsewhere in this contract or agreement; or
{b) n individual orders placed under this contract or agreement.

252,208-7008, Notice of Prohibition Relating to Organizational Conflict of InférestMMajur Defensa Acquisition Program (DEC
41 [1)

(a) Definifions. "Major subcontractor” is defined in the dlause at 252,200-7009, Organizational Conflict of Interast—Major Defense
Acguisition Program.

{t) This solicitation is for the performanca of systems engineeting and tashnical assistance for a major defense acquisttion program
of a pre-major defense acquisition program.

(c} Prohibilion. As required by paragraph (h)(3) of section 207 of the Weapons Systern Acquisition Reform Act of 2008 (Pub. L.
111-23}, If awarded the contract, the conlractor of any affiliate of the contractor Is protilbied from participating as & prime coniractor or
a major suboontractor in the development or production of a weapon system under the major defebas acquisition program or pre-major
defense acqulsition program, unless the offeror subimiis, and the Government approves, an Grganizetional Condljot of Interast Mitigation

Plan. :

(d} Reguest for an exceplion. If the offeror requests an exception fo the prohibition of paragraph (¢) of {his provision, then the
afferar shall submit an Organlzatlonaf Confilet of interast Mitigation Plan with Its offer for evajuation.

{a} hcorporation of Croganizational Conflist of Interest Mitigation Plan In confract, If the apparently successful offeror subraitted an
acceplable Organizational Confilet of Interest Mitigation Flan, and the head of the coniracting aativity defermines that Do) needs the
domain experistice and expertise of the highly qualified, apparently successil offeror in accordanee with FAR 209.571-7(c); then the
Contracting Officer will incorporate the Organizational Condict of interest Mitigation Plan into the resultant contract, and paragraph {d)
of the clauze at 252.209-7009 will hecoms applicable.

2522091009, Organizationa! Gonflict of Interast—Major Defense Acquisition Program (OCT 2015)

fa} Befinition.

“Majar suhcontractor,” a6 used in this clause, means a subcaniractor that is awarded a subconyact that squals or exceeds—

(i) Both the cetliflad cost or pticing data threshold and 16 percant of the value of the contract under which the subconfracts
are awarded; or

i) $55 mifion,
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(b} This contract Is for the performance of systems engineering and lechnical assistance for a majer defense acquisition program
or a pre-major defense acquisitfon progrant,

(@) Prohibition. Except ms providad in paragraph (d) of this clause, as required by paragraph (b){3) of section 20? of the Weszpons
System Acquisition Reform Act of 2009 {Fub. L. 111-23), the Conlractor or any afflliate of the Conlractor is profibited from participating
as a prime contrastor or major subtentractor in the developmenit or production of & weapon system under the malor defense acquisition
program ar pre-major defense acqulaitfon program,

{d) Organizational Gontlict of Intarast Mitigation Plan. If the Contractor submitted an acceplable Organlzational Conflict of Intorest
Mitigation Plan that has heen incorporated into this confract, then the prohibition In paragraph (e} of this clause does not apply, The
Contractor shall aomply with the Qrganizational Confllot of Interest Mitigation Plan, Compliance with the Qrganizational Conflict of
Interest Mitigation Plan is a matedal requirement of the contract, Failure to comply may result In the Contractor or any affiliste of the
Confractdr being prohibited from participating as a contraator or major subsontractor in the developtment or production of a weapon
system under the program, in addition to any other remedies avallabls fo the Government for noncompliance with a matetial

. reguiremeni of a contract,

The following clauses are incorporated by reference:
£2 212-4 Contract Terms and Conditions—Commercial Hems (May 2015)

252,203-7003 Agency Office of tha Inspector General (DEC 2012)
252.219-7003 Small Busmess Subcontrasting Plan [Dob Contracts) (MAR 2016)
252.226-1001 Buy American and Balance of Payments Progeam (AUG 2016)
2_52.225.-7002 Gualifying Country Sources as Subcontractors (AUG 2016)
262.226-7012 Preference for Cartain Domestic Commocilties {AUG 2016)
2622257921 Trade Agreements (SEP 2016}

262,243-7002 Requests for Equitable Adjustment (DEC 2012)

Z62.247-7023 Transporiation of Supplies by Sea (APR 2014)

£2.225.25 Prohibition on Contracting with Enfities Engaging in Cerain Activities or Transactions Relating to lean-—
Representstion and Cerfifications {Oct 2014)

Part 12 Glauses

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION ANS CYBER INCIDENT REPORYING (DEC 2015)
DFARS :

. {a) Definitions. As used in this clause—

"Adequate security’ means profective measures that are commansurate with the consequences and probability of loss,
misuse, or unauthorized access to, or modification of information,

"Gampromise” means disclosure of Information to unauthorized persons, or g viotation of the securlly policy of a system, in
which unauthorized [ntentional of unintentional disclosure, modification, destruction, or Joss of an aliect, or the copying of
information to unawthorized medla may have osccurred.

“Contractor atitbultionalfproprielary information” means informatian that identifies the contractor{s), whether directly or
_indirectly, by the grouping of informalion that can be lraced baok to the confracter(s} (a.g., program description, factlity
locations), personally ldentifiable information, zs well as trade secrets, cornmercial or financial information, or other
cammerclally sensitive Information that Is not customarily shared outskda of the company.

‘Contraator Infarmation system” means an information system belonglag Yo, or aperated by or for, the Conttactor,
“Controlled technical information” means fechnical information with mifitary or space application that is subject fo controls on
the acoess, use, reproducton, modifieation, performance, display, releass, disclosure, or dissamination, Controlled technlcal
information would meat the ariteria, if disseminated, for distribution statemenis B through F using the ofiferia set forth it Dol
Instruction 5230.24, Distribution Statements on Technical Documents. The term doss not include information that s Jawfully
publicly available without restrictions,

“CGovered contractor information system” means an infortmation systern that is owned, or aperated by or for, & contractor and
that processes, sforss, of transmits covered defenss information.
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“Covared defense information” means unclassified informalion that—
{i) lg
{A) Provided to the contractor by or on behaif of DoD in connection with the performance of the tontract; or
{B) Collected, devafoped, received, transmilted, used, or stored by or on: behalf of the contractor In suppott
of tha performance of the confract; and
(i) Falls in any of the following categories:
{A) Contrafied fechnive! infarmation.
(B) Critlcat information {operations ssoyrity), Specific tacts identified through the Operations Security
prooess about friendly intentions, capabilities, and activitlies vlially needed by adversaries for them o plan
and act effectively 8o 48 to guarantes faillure or unacoaplabls consequences for friendly misston
accompiishiment (part of Operations Securlly process), ) :
{C) Expor control. Undlassified information concerming cortain ltems, commadittes, technology, software, or
other Information whose export colld reasonably be expected to adversely affect the United States natienal
seourily and nonproliferation objectives. To include dusal use items; items identified in export adminiskyation
regulations, international-traffic.in arms regulations and munitlons iist; license applications; and sensitive
miclesar tachnology information.
(D) Any other Infalmation, marked or otherwise identiffed in the condract, that requires safaguarding ar
dissemination controls puisuant to and conhsistent with law, regulations, and Governmeniwide palicies {e.g.,
privacy, proprietary business Information).
"Cvher incident” means actions taken through the ise of computer networks that result in & compromise or an actuat or
potentially adverse effact on an informalion aystem and/or the Information residing therein.
“Forensic analysls” means the practice of gathering, retalning, and analyzing computetr-related data for Investigativa purposas
in & manner that maintalns the integrity of the. data,
*Malicious soflware” means computer sollware or finnware intended Lo paiform an unauthotized protess that will have
advarsa impact on the confidentiality, integrily, or avallability of an information syslem. This definttion Includes a virus, wom,
Trojan horae, or other cade-bagsed entity thed infects a host, as well as spyware and some forms of adware.
“Media” means physical devices or wilting surfaces including, but is not limited {6, magnetio tapes, optical disks, magnstic
disks, large-scale Integration memory chips, and printouts onlo which information is recorded, stored, or printed within an
Information sysiam,
"Cperationally eritical Supporl” means supplies or sevices designated by tha GGVemmeni as crifical for airlift, sealifl,
Intermodal transportation services, ur logistical support thal is essential I the mobiifzation, deployment, or suatalnment of the
Armed Forcas in a contingancy operation,
"Rapid{y) report{ing)" means within 72 hours of discovery of any oyber inpidant,
“Technical information” maans tachnical data or voimputer software, as those terms are defined in the alause at DFARS
252.227-7013, Rights in Technical Data-Non Commercial llems, regardless of whether or nol {he clause is incorporated in this
solicitation ar contract, Examples of techpjoal Information include research and engineeting data, engineering drawings, and
assoclaled lists, spacifications, standards, process sheets, manuals, techntesl reports, technical orders, catalog-ltem
identifications, dala sels, studies and analyses and refatad information, and computer sofiware executable code and source
code. .
(b} Aduquate secarity, The Conbractor shall provide adeguals seourlty for alf covered defense information on all
caveted contractar information systems that suppott the performance of work under this contract. To provide
adequate security, the Gontragtor shall—
(1) Implement information systems $ecunty protections on all covared contractor information systems
including, at a minimum-—
(i) For covered contrgctor Information syslems that are part of an Information Technology
(1T} service or system operated on behalf of the Government—
(A} Cloud computing services shall be subjeot to the security requirements
specified in the clause 262.238-7010, Cloud Compuling Services, of this
condract; and
(B) Any other such 1T service or system (1.e., other than cloud computing} shall
he subject to the securily requirements spudifled elsewhere in this corifract; or
(Il} For covered confracter informeation systema that are nof part of an IT service or system
opetated on behaif of the Govamnrment and therefore are nat subjact lo the securily
requirsment specified at parageaph (b)(1)(1) of this clause—
{A) The securily requirsments in Natlonal Institule of Standards and Technology
{NIST} Special Publication {(SF) 800-171, “Prolecting Controlled Uinclassified
Information in Nonfedera! informetion Systems and Organizations,”
htpe/fdx. doorgH0.6028/NIST SP.800-171 that Is In effect at the time the
- solipitation is issued or as sithorized by the Confracting Officer, as soon as
practical, but not later than December 31, 2017. The Contractor shall nolity the
DoD GO, via emall &t osd.dibesia@mail.mil, within 30 days of contract award, of
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any seourity requiramesnts specified by NIST SP 800171 not implemenied 4t the

fima of contrast award; or

(B} Alterhative but equally effective securlty measures used to compensate for
the inabllity fo satisfy a parficular requirement and achisve equivatent prolection
accepted in wriling by an authorized representative of the DoD GIO; ahd
(2) Apply other informatlon systerns sacutlly measures when the Contractor easonably determines fhat
infarmatian systems securily measures, in addilion to those jdeniified in paragraph {h)(1) of this clause, may
be requlred to pravide adequale secutily in 4 dypamic environment based on an assessed risk or

villnerahility,

fc) Cyber inaldent reporiing reguirement,
(1) When the Contractor discovers & eyber incldent that affects a covered contractor informatioh system or
the govered defense informatfon restding thereln, or that affects the contractor's ability to perform the
requirements of the contract that are desighated as operatlonally ciitical support, the Contractor shajl—
(I} Conduct a review for evidence of compromise of sovered défense infarmation,
including, but not limited 1o, fdentifying compromised eonpitlers, servers, spacific data,
and user accolints. This review shall slso include analyzing covered contractor information
system(s} that were prart of the cyber Incident, as wall as other information systems un the
Coniractor's nelwark(s), that may have been accessed as a rasull of the Incident in order
to identify compromised coverad defense information, or that affect the Coniractor's ability

to provide operationaily crftical suppord; and

{Il) Repidly rapori cyber incidents 1o Dol at hitp://dibnet.dad.mil,

(%) Cyber incident report, The eyber incident report shall be freated as tnformation created by or for DD and

shall ineluds, at & mininum, the required elements at hitp:/fdibnel.dod.mil.

{8} Medjum assurance cerlificats requirement, in order to veport ayber incideis in accordance with thls clavsas, the Contractar
or subconiractor shall have or acquire a DoD-approvad medium assurance cerlificate to report oyber Incidents, For information
on ohtaining a DolD-approved madium assurance cortificate, see hitprMiase. disa.mllfpki/ecalPagesfindex.aspx,

(6} Malicious software, The Contractor or subcantracters that discover and isolate maliclous sofiware in connaclion
wilh a reported oyber Incldent shali submit the malicious sofiware [t accardance with nstructions provided by the
Contracling Officer,
{e) Madia preservation and protectlan. When a Contractor dissovers & cyber Inoldent hiss oocurred, the Contractor
shall pressrve and protact images of alt known affected Information systems [dentlifed In paragraph (cX1)() of This
chause and ail relevant monftoring/packet capiure data for at least B0 days from the submission of the oyber inoident
repart to aliow Dob to request the medla or deglihe Interest.
) Acoess to additional information or equipment necessary for foranslo analysls. Upon request by Dald, the
Gontractor shall previde DoD with access to addltional information or equmant that Is necessaryt to conduct a
forensio analysis,
{a) Cyhar noident damages assessment activifies, If ol elects to conduct a damage assessment, ihe Contraciing
Officer wiil raquest that the Contractor provide all of the damags assesament Informadion gathered in accordance with
paragraph (e) of this clause.
{h} DoD safeguarding and use of confraotoratrﬂbuﬂonafe?:rapr!etary Inforimation. The Government shall profect
against the unauthorized use or refease 6f informeation obtained from the conirasior (or derived from information
obtalnad from {he contraclor) under this clause that includes contracior attribulionalfproprietary information, including
such information submitted in accordance with paragraph (¢}, Ta the maximunt extent practicable, the Contractor
shafl identify and mark atiributional/proprigtary information. In making an authorized release of suoh information, the
Goverament will implamant appropriate procedures 1o minimize the contractor atiribiitional/proprietary information
that is included in such authorlzed release, seeking 1o nclude only that Information that Is necessary for the
autharized purpose(s) for which the information Is belng released,
{iy Use and release of confractor atinibulionaliproprietary information not crealed by or for DoD. Information that Is
obtained from the contractor (or derived from information obiained from the contractar) under this clause that is not
created by or for Dol is authorized fo. be releassd outside of DoD—
(1) To antities with misslons thal may be affected by such Informailon;
{2) To entities that may be valled upon to assist in the diagnosis, detection, or miligation of eyber incldents;
{3) To Governmenleniities that conduct cotnterinielligence or law enforcement Investigations;
{4) Far national sectmity purposes, insluding oyber situational awareness and defense purposes (including
with Defense Indusirtal Base {(D1B) particlpants In the program at 32 CFR part 236}; or
{6) Ter a support services contractor (“reciplent”) that Is direclly stpporting Government activifies under a
coptract that includes the clause al 282,204-7008, Limitations on the Use or Dizclosure of Third-Party
Gortractor Reported Cyber Incldent Infoymation,
(i} {/se and release of contractor aflytbutionaliproprietary information sreated by orfor DoD. Information that ks
obtained from the contractor (or derived from information obtained from the cantractor) under this clauss that is
oreated by or for Dol {including the information submilted pursuant fo paragraph (o} of this clause) is authorized to
he used and releaset outside of all for puiposes and achivities authorlzed by paragraph {i) of this clause, and for
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any other lawful Government purpose: or solivily, subject o alf applicable statutory, regulatory, and polisy baged
resiriclions on the Government's use and velease of such information, .

(k) The Cuntractor shall canduct activitias under this clause in accordance with applicable laws and regulations on the
inlerception, monftoring, access, use, and disclosure of electronle sommunications and data, .
() Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting reqguired by this
clause in no way abrogates the Contractor's responsibility for other safeguarding or cvher Ineldent reparting

partalning ta its unclassified information systems as required by other applicable clauses of this contraot, or as a
rasuil of ofher applicabls U.S. Government statutory or reguiatory reguirements.

{m} Subcontracts. The Contractor shll—

" {1} nclude this clause, fnoluding this paragraph (m), in subcontracts, or similar contractual instruments, for
operafionally crifical suppoit, or for which subsontracl performanes will Invalve a coversd contractor
inforration system, including subcontracts for comimercial items, without afteration, except to [denlify e
parties; and
{2) When this clause Is included in a subcontract, require subconiractors to rapidly report eyber incidents
directly to DoD at hitp:#dibnet.dod.mil and the prime Contractor, This inchudes providing the insident report
number, autamatioally assigned by Do, to the prime Contractar {or next higher-tier subcontractor) as soon
as pracligable, ) '

. (End of clause)
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