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SECTION B - SUPPLIES OR SERVICES AND PRICES OR COSTS

NOTICE TO ALL GOVERNMENT CONTRACTORS

RapidGate

Many bases cuirently require enrollment in RapidGate and will not allow entry without RapidGate clearance. During
the contract implementation period, the Contractor must contact all customer locations to determine whether
enrollment in RapidGate or another security program is required for access to each location. If RapidGate or other
security enrollment is required, the contractor must take all necessary steps to obtain this in time for the start of
performance under this contract. Failure to have RapidGate clearance may result in a vendor being turned away from
the base and being unable to complete delivery. The contractor is responsible for the additional cost for RapidGate
enrollment and must ensure that a RapidGate enrolled driver is available for all deliveries. We currently éstimate that
RapidGate enrollment will cost about $250 per company and $200 per enrolled employee for 1 year of access to
multiple locations, but the cost of RapidGate or other security enrollment may vary, so the contractor should contact
RapidGate to determine its own costs. If more than one driver is required, RapidGate enrollment must be obtained for
each driver. Note that enrollment can take several weeks, so an awardee that is not already enrolled must begin
enrollment at the time of award notification at the latest. If difficulty or delay in enrollment in RapidGate is
encountered during the implementation period, the contractor MUST contact RapidGate and/or the Security Officer at
the applicable customer locations to resolve any issues with processing RapidGate enrollment so that the contractor
will be able to deliver as required. For additional information regarding RapidGate, including enrollment instructions,
please visit their website at www.rapidgate.com.

Please note that RapidGate is currently a requirement for access to some military bases; however, these and other
locations may require enrollment in other security programs at some time in the future. In this event, the contractor is
responsible for obtaining all required enrollments and clearances for each of their drivers as soon as they receive
notice of such a requirement.

CAUTION - CONTRACTOR CODE OF BUSINESS ETHICS (FEB 2612)

FAR Part 3.1002(a) requires all government Contractors to conduct themselves with the highest degree of integrity and honesty.
Contractors should have a written code of business ethics and conduct within thirty days of award. To promote compliance with
such code of business ethics and conduct, Contractors should have an employee business ethics and compliance training
program that facilitates timely discovery and disclosure of improper conduct in connection with government contracts and
ensures colrective measures are promptly instituted and carried out. A Contractor may be suspended and/or debarred for
knowing failure by a principal to timely disclose to the government, in connection with the award, performance, or closeout of a
government contract performed by the Contractor or a subcontract awarded there under, credible evidence of a violation of
federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found. in title 18 of the United States
Code or a violation of the False Claims Act. (31 U.S.C. 3729-3733)

If this solicitation or contract includes FAR clause 52.203-13 - CONTRACTOR CODE OF BUSINESS ETHICS AND
CONDUCT; the Contractor shall comply with the terms of the clause and have a written code of business ethics and conduct;
exercise due diligence to prevent and detect criminal conduct; promote ethical conduct and a commitment to compliance with
the law within their organization; and timely report any violations of federal criminal law involving fraud, conflict of interest,
bribery or gratuity violations found in title 18 of the United States Code or any violations of the False Claims Act. (31 U.S.C.
3729-3733) When FAR 52.203-13 is included in the contract, Contractors must provide a copy of its written code of business
ethics and conduct to the contracting officer upon request by the contracting officer,

CONTINUED ON NEXT PAGE
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SECTION B - SUPPLIES OR SERVICES AND PRICES OR COSTS (CONTINUED)

NOTICE TO CONTRACTOR
SOLICITATION SPE351-17-R-0005 AND AMENDMENTS ARE INCLUDED BY REFERENCE.
AWARDEES OFFEROR IS INCLUDED BY REFERENCE.

UGR-AFY17 TABLE I MENU, SOURCES, AND PREPARATION INSTRUCTIONS ARE INCLUDED BY
REFERENCE.

UGR-A FY17 TABLE II MENU COMPONENTS AND DESCRIPTIONS ARE INCLUDED BY REFERENCE

TERM OF CONTRACT: 5 YEARS, TIERED
Tier 1: February 27, 2018 - February 26, 2019
Tier 2: February 27, 2019 - February 26, 2021
Tier 3: February 27, 2021 - February 26, 2023

Guaranteed Minimum quantity: 116,546 Modules ($14,500,653.30)
Estimated quantity: 1,193,250 Modules
Maximum guantity: 4,191,580 Modules

Description
Definitions

a. Ration Module - The ration module is the end-item ration, which contains the entire contents of the menu to
feed fifty individuals. The ration module includes the semi-perishable module and the perishable module, which must
be ordered separately.

b. Semi-Perishable Module - The two cases containing the complete semi-perishable and disposable
components of the ration module.

¢. Perishable Module - The single case containing all perishable components of the ration module.

Item Description:

The UGR-A ration has seven (7) breakfast, fourteen (14) lunch/dinner menus and seven (7) Short Order lunch/dinner
menus.. The ration module menus and components are described at Table . (Note: The Table I Menu Preparation
Instructions shall be the two sides of the Printed Menu Sheets to be laid flat on top of contents in Box 1 of each
ration). The menus have been developed based on nutritional requirements;

variety, balance and acceptability of menus; and ease of preparation with field kitchen equipment. Table H is a

CONTINUED ON NEXT PAGE
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SECTION B - SUPPLIES OR SERVICES AND PRICES OR COSTS (CONTINUED)

summary and complete item description of all UGR-A components. Menu components' quality shall be equal to or
better than the product requirements/specifications of Table 1. Each UGR-A Ration shall contain the entire
components to feed a complete meal to 50 individuals.

The following are the NSN and item descriptions for the twenty-eight menus:

8970-01-525-6344 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, breakfast menu 1, semi-perishable component (2 boxes),
requires 8970-01-525-6726 breakfast menu 1, perishable component (1 or 2 boxes) to complete the menu, also requires bread and milk
(ordered separately) to be nutritionally adequate

8970-01-525-6366 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, breakfast menu 2, semi-perishable component {2 boxes),
requires 8970-01-525-6729 breakfast menu 2, perishable component {1 or 2 boxes) to complete the menu, also requires bread and milk
(ordered separately) fo be nutritionally adequate

8970-01-525-6370 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, breakfast menu 3, semi-perishable component {2 boxes),
requires 8970-01-525-6733 breakfast menu 3, perishable component (1 or 2 boxes) to complete the menu, also requires bread and milk
{ordered separately) to be nutritionally adequate

8970-01-525-6372 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, breakfast menu 4, semi-perishable component (2 boxes),
requires §970-01-525-6735 breakfast menu 4, perishable component {1 or 2 boxes) to complete the menu, also requires bread and milk
(ordered separately) to be nutritionally adequate

8970-01-525-6377 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, breakfast menu 5, semi-perishable component (2 boxes),
requires 8970-01-525-6739 breakfast menu 5, perishable component (1 or 2 boxes) to complete the menu, also requires bread and milk
{ordered separately) to be nuiritionally adequate

8970-01-525-6389 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, brealfast menu 6, semi-perishable component (2 boxes),
requires 8970-01-525-6740 breakfast menu 6, perishable component (1 or 2 boxes) to complete the menu, also requires bread and milk
{ordered separately) to be nutritionaily adequate

8970-01-525-6720 UNITIZED GROUP RATION-A OPTION (UGR-A), 50 meals, breakfast menu 7, semi-perishable component (2 boxes),
requires 8970-01-525-6744 breakfast menu 7, perishable component (1 or 2 boxes) to complete the menu, also requires bread and milk
(ordered separately) to be nutritionally adequate

8970-01-525-6726 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu |, perishable component (1 or 2 boxes),
requires 8970-01-525-6344 breakfast menu 1, semi-perishable component {2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-325-6728 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu 2, perishabie component (1 or 2 boxes),
requires 8970-01-525-6366 breakfast menu 2, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6733 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu 3, perishable component (I or 2 boxes),
requires 8970-01-525-6370 breakfast menu 3, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6735 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu 4, perishable component (1 or 2 boxes),
requires 8970-01-525-6372 breakfast menu 4, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6739 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu 5, perishable component (1 or 2 boxes),
requires 8970-01-525-6377 breakfast menu 5, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6740 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu 6, perishable component (1 or 2 boxes),
requires 8970-01-525-6389 breakfast menu 6, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6744 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, breakfast menu 7, perishable component {1 or 2 boxes),
requires 8970-01-525-6720 breakfast menu 7, semi-perishable component (2 boxes) to complete menu, also requires bread and mitk {ordered
separately) to be nutritionally adequate

8970-01-525-6783 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 1, semi-perishable component (2 boxes),
requires 8970-01-525-6813 dinner menu 1, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6785 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 2, semi-perishable component (2 boxes),
requires 8970-01-525-6815 dinner menu 2, perishable component {1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately} to be nutritionally adeguate

8970-01-525-6786 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 3, semi- pe:ishable component (2 boxes),
requires 8970-01-525-6816 dinner menu 3, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

CONTINUED ON NEXT PAGE
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8970-01-525-6789 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 4, semi-perishable component (2 boxes),
requires 8970-01-525-6817 dinner menu 4, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6790 UNITIZED GROUP RATION-A OPTION (UGR -A}, 50 meals, dinner menu 5, semi-perishable component (2 boxes),
requires 8970-01-525-6818 dinner menu 3, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6794 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 6, semi-perishable component (2 boxes),
requires 8970-01-525-6820 dinner menu 6, perishable component (I or 2 boxes) to complete menu, also requires bread and milk {ordered

separately) to be nutritionally adequate

8970-01-525-6796 UNITIZED GROUP RATIGN-A OPTION (UGR -A), 50 meals, dinner menu 7, semi-perishable component (2 boxes),
requires 8970-01-525-6823 dinner menu 7, perishable component {1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6803 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 8, semi-perishable component (2 boxes),
requires 8970-01-525-6825 dinner menu 8, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6804 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 9, semi-perishable component (2 boxes),
requires §970-01-525-6827 dinner menu 9, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate ‘

8970-01-525-6805 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 10, semi-perishable component (2 boxes),
requires 8970-01-525-6830 dinner menu 10, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk {ordered
separately) to be nutritionally adequate

8970-01-525-6806 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 1 1, semi-perishable component {2 boxes),
requires 8970-01-525-6832 dinner menu 11, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk {ordered
separately) to be nutritionally adequate

8970-01-525-6807 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 12, semi-perishable component (2 boxes},
requires 8970-01-525-6849 dinner menu 12, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk {ordered
separately) to be nutritionally adequate

8970-01-525-6809 UNITEZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 13, semi-perishable component (2 boxes),
requires 8970-01-525-6852 dinner menu 13, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) fo be nutrifionally adequate

8970-01-525-6810 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 14, semi-perishable component (2 boxes),
requires 8970-01-525-6856 dinner menu 14, perishable component (1 or 2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6813 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 1, perishable component (1 or 2 boxes),
requires 8970-01-525-6783 dinner menu 1, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-523-6815 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 2, perishable component (1 or 2 boxes),
requires 8970-01-525-6783 dinner menu 2, semi-perishable component(2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate.

8970-01-525-6816 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 3, perishable component (1 or 2 boxes),
requires 8970-01-525-6786 dinner menu 3, semi-perishable component (2 boxes) to complete menu, also requires bread and milk {ordered
separately) to be nutritionally adequate

8970-01-525-6817 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 4, perishable component (1 or 2 boxes),
requires 8970-01-525-6789 dinner menu 4, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6818 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 5, perishable component (1 or 2 boxes),
requires 8970-01-525-6750 dinner menu 5, semi-perishable component (2 boxes} to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6820 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 6, perishable component (! or 2 boxes),
requires 8970-01-525-6794 dinner menu 6, semi-perishable component (2 boxes) to complete menw, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6823 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 7, perishable component (I or 2 boxes),
reguires §970-01-525-6796 dinner menu 7, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate ‘

8970-01-525-6825 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 8, perishable component (1 or 2 boxes),
requires 8970-01-525-6803 dinner menu 8, semi-perishable component (2 boxes) to complete menu, also requires bread and milk {ordered
separately} to be nutritionally adequate

CONTINUED ON NEXT PAGE
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8970-01-525-6827 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 9, perishable component (1 or 2 boxes),
requires $970-01-525-6804 dinner menu 9, semi-perishable component (2 boxes) to complete menuy, also requires bread and milk {ordered
separately) to be nutritionally adequate

8970-01-525-6830 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 10, perishable component (1 or 2 boxes),
requires 8970-01-525-6805 dinner menu 10, semi-perishable component (2 boxes) to complete nenu, also requires bread and milk {ordered
separately) to be nutritionally adequate _
8970-01-525-6832 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 11, perishable component (1 or 2 boxes),
requires 8970-01-525-6806 dinner menu 11, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6849 UNITIZED GROUP RATION-A OPTION (UGR -A}, 50 meals, dinner menu 12, perishable component (1 or 2 boxes),
requires 8970-01-525-6807 dinner menw 12, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6852 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 13, perishable component (1 or 2 boxes),
requires 8§970-01-325-6809 dinner menu 13, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately) to be nutritionally adequate

8970-01-525-6856 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, dinner menu 14, perishable component (! or 2 boxes),
requires 8970-01-525-6810 dinner menu 14, semi-perishable component (2 boxes) to complete menu, also requires bread and milk (ordered
separately} to be nutritionally adequate

$970-01-586-3289 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 1, semi-perishable component
{2 boxes), requires §970-01-586-3288 short order dinner menu 1, perishable component (1 or 2 boxes) to complete menu, also requires bread
and milk (ordered separately) to be nutritionally adequate

8970-01-586-3291 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 2, semi-perishable component
(2 boxes), requires 8970-01-586-3290 short order dinner menu 2, perishable component (I or 2 boxes} to complete menu, also requires bread
and milk {ordered separately) to be nutritionally adequate

8970-01-586-3299 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 3, semi-perishable component
(2 boxes), requires 8970-01-586-3292 short order dinner menu 3, perishable component (1 or 2 boxes) to complete meny, also requires bread
and milk (ordered separately) to be nutritionally adequate

8970-01-586-3302 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 4, semi-perishable component
(2 boxes), requires 8970-01-586-3300 short order dinner menu 4, perishable component (1 or 2 boxes) to complete menu, also requires bread
and milk (ordered separately) to be nutritionally adequate

8970-01-586-3306 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 5, semi-perishable component
(2 boxes), requires 8970-01-586-3303 short order dinner menu 5, perishable component (1 or 2 boxes) to complete menu, also requires bread
and milk (ordered separately) to be nutritionally adequate

8970-01-604-1341 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 6, semi-perishable component
{2 boxes), requires 8970-01-604-1372 short order dinner menu 6, perishable component (1 or 2 boxes) to complete menu, also requires bread
and milk (ordered separately) to be nutritionally adequate

8970-01-604-1353 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menn 7, semi-perishable component
{2 boxes), requires §970-01-604-1347 short order dinner menu 7, perishable component (1 or 2 boxes) to complete menu, also requires bread
and milk (ordered separately) to be nutritionally adequate

8970-01-586-3288 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 1, perishable component (2
boxes), requires 8970-01-586-3289 short order dinner menu |, semi-perishable component (1 or 2 boxes) to complete menu, also requires
bread and milk (ordered separately) to be nutritionally adequate

8970-01-586-3290 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 2, perishable component (2
boxes), requires $970-01-586-3291 short order dinner menu 2, semi-perishable component (1 or 2 boxes) to complete menu, also requires
bread and milk (ordered separately) to be nutritionally adequate

8970-01-586-3292 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 3, perishable component (2
boxes), requires §970-01-586-3299 shoit order dinner menu 3, semi-perishable component (1 or 2 boxes) to complete menu, also requires
bread and milk (ordered separately) fo be nutritionally adequate

8970-01-586-3300 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 4, perishable component (2
boxes), requires §970-01-586-3302 short order dinner menu 4, semi-perishable component (1 or 2 boxes) to complete menu, also reguires
bread and milk {ordered separately) to be nutritionally adequate

8970-01-586-3303 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 5, perishable component {2
boxes), requires 8970-01-586-3306 short order dinner menu 5, semi-perishable component (1 or 2 boxes) to complete menu, also requires
bread and milk (ordered separately) to be nutritionally adequate

8970-01-604-1372 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 6, perishable component (2
boxes), requires 8970-01-604-1341 short order dinner menu 6, semi-perishable component (1 or 2 boxes) to complete menu, also requires
bread and milk (ordered separately) to be nutritionally adequate

8970-01-604-1347 UNITIZED GROUP RATION-A OPTION (UGR -A), 50 meals, short order dinner menu 7, perishable component (2
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boxes), requires 8970-01-604-1353 short order dinner menu 7, semi-perishable component (1 or 2 boxes) to complete menu, also requires
bread and millk (ordered separately) to be nutritionally adequate

52.212-5 CONTRACT TERMS AND CONDITTONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS —~-COMMERIAL ITEMS (JAN 2017)_- FAR

(2) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017)
(section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act 2015
(Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in

continuing resolutions)).

(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)

(3) 52.233-3, Protest Afier Award {AUG 1996) (31 U.S.C. 3553).
(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78 (19 U.

S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has indicated
as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

[Contracting Officer check as appropriate. ]

~X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct
1995) (41 U.S.C., 4704 and 10 U.S.C, 2402),

X (2)52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509),

_(3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
(Jun 2010) (Section 1553 of Pub L. 111-5) {(Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009).

_X_ (4)52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016) (Pub. L.
109-282) (31 U.S5.C. 6101 note).

(5 [Reserved]

___ (6)52.204-14, Service Contract Reporting Requirements {Oct 2016) (Pub. L. 111-117, section 743 of Div.

C).

(7)) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016)
(Pub. L. 111-117, section 743 of Div. C).

- X (8)52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).

~ X (9)52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013) (41
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U.S.C. 2313).

__ (10) [Reserved]

_ (11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a).
(i) Alternate I (Nov 2011) of 52.219-3.

X (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct
2014) (if the offeror elects to waive the preference, it shall so indicate in its offer}(15 U.S.C, 657a).

(i) Alternate I (Jan 2011) of 52.219-4.

_({I3){Reserved]

_ {14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011} (15 U.S.C. 644).

_ (ii)y Alternate [ (Nov 2011).

___ (iii) Alternate II (Nov 2011).

~ {15)(1) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C, 644).
_(ii) Alternate T (Oct 1995) of 52.219-7.

(i) Alternate II (Mar 2004) of 52.219-7.

X (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)).
X (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)).

(i) Alternate 1 (Nov 2016) of 52.219-9,

~ (iii) Alternate II (Nov 2016) of 52.219-9.

__ (iv) Alternate 111 (Nov 2016) of 52.219-9.

___(v) Alternate IV (Nov 2016) of 52.219-9.

__ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)).

~ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).

X (20) 52.219-16, Liquidated Damages --Subcontracting Plan (Jan 1999) (15 U.S.C, 637(d)(4XF)(1)).

~ (21)52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15 U.
S.C. 6571).

X (22) 52.219-28, Post Award Small Business Program Rerepresentation (Jul 2013) (15 U.S.C. 632(a)(2}).

~(23)52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-
Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).

~(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Smalt Business
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Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)).
X (25)52.222-3, Convict Labor (June 2003) (E.O. 11755).

X (26) 52.222-19, Child Labor -~Cooperation with Authorities and Remedies (Oct 2016) (E.O. 13126).
X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

X (28)52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

<

(29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

s

(30) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).

X (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.
0. 13496).

_(33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O. 13627).
(i) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627).

_ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not applicable to the
acquisition of commercially available off-the-shelf items or certain other types of commercial items as
prescribed in 22.1803.)

_ {(35)52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016). (Applies at $50
million for solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies
at $500,000 for solicitations and resultant contracts issued after April 24, 2017).

Note to paragraph (b)(35): By a coutt order issued on October 24, 2016, 52.222-59 is enjoined indefinitely
as of the date of the order. The enjoined paragraph will become effective immediately if the court terminates
the injunction. At that time, DoD, GSA, and NASA will publish a document in the Federal Register advising
the public of the termination of the injunction.

_ (36)52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016).

(37 (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May
2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf
items.)

(i) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

_ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
(Jun 2016) (E.0.13693).

_(39) 52.223-12, Maintenance, Setvice, Repair, or Disposal of Refrigeration Equipment and Air
Conditioners (Jun 2016) (E.O. 13693).

_ (40) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) (E.O.s 13423 and
13514
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 (ii) Alternate [ (Oct 2015) of 52.223-13.

_ (41) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 and 13514).

(i) Alternate I (Jun 2014) of 52.223-14.

_ (42)52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b).

_ (43) (i) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 2015) (E.O.s

13423 and 13514).
___ (ii) Alternate 1 (Jun 2014) of 52.223-16.

_X_ (44) 52,223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011} (E.O.

13513).

_(45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693).

_ (46)52.223-21, Foams (Jun 2016) (E.O. 13696).

(47 (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).
(i) Alternate I (Jan 2017) of 52.224-3.

X (48) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83).

_(49) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41 U.S.C.
chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L.
103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and

112-43).

(i) Alternate | (May 2014} of 52.225-3.
(i) Alternate II (May 2014) of 52.225-3.
~_ {iv) Alternate Il (May 2014) of 52.225-3.

_ (50) 52.225-5, Trade Agreements (Oct 2016) (19 U.S.C. 2501, ef seq., 19 U.S.C. 3301 note).

X (51)52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.'s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

_ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302

Note).

_ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.5.C. 5150).

__ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.

C. 5150).

(55) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505), 10

U.S.C. 2307(D).
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_ {56) 52.232-30, Instaliment Payments for Commercial Items (Jan 2017) (41 U.5.C. 4505, 10 U.S.C. 2307
(D). '

_X_(57) 52.232-33, Payment by Electronic Funds Transfer -- System for Award Management (Jul 2013} (31
U.S.C. 3332).

_ (58) 52.232-34, Payment by Electronic Funds Transfer --Other Than System for Award Management (Jul
2013) (31 U.S.C. 3332).

_(59) 52.232-36, Payment by Third Party (May 2014) (31 U.5.C. 3332).
_(60)52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).
_(61)52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12)).

_(62) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006} (46 U.S.C.
Appx 1241(b) and 10 U.S.C. 2631).

_(ii) Alternate I (Apr 2003) of 52.247-64.

(¢} The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of
law or executive orders applicable to acquisitions of commercial items:

[Contracting Officer check as appropriate.
_ (1)52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495)
_ (2)52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.).

_(3)52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 U.S.C.
chapter 67).

_ (4)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment
(Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67).

(5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment (May
2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_ (6)52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C. chapter 67).

_ (7)52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67).

_ (8)52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658).
_(9)52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13700).
_ {10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C.
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1792).

___(11) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C.
1792). '

_ (12)52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this paragraph
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and
does not contain the clause at 52,215-2, Audit and Records -- Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,
shall have access to and right to examine any of the Contractor's directly pertinent records involving
transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for
any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this
contract. If this contract is completely or partially terminated, the records relating to the work terminated shall
be made available for 3 years after any resulting final termination seftlement. Records relating to appeals
under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract
shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any
record that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of
law.

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract for
commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause --

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations
acts {(and as extended in continuing resolutions)).

(iif) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C, 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opportunities, If the subcontract (except subcontracts to
small business concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the
subcontractor must include 52,219-8 in lower tier subcontracts that offer subcontracting opportunities.

(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required
in accordance with paragraph (1) of FAR clause 52.222-17.

(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).
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(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).
(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).
(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010}
(E.O. 13496). Flow down required in accordance with paragraph (f} of FAR clause 52.222-40.

(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67).

(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O.
13627). '

(B) Alternate 1 (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627).

(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C.
chapter 67.)

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67)

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).
(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xvii) 52.222-59, Compliance with Labor Laws (Executive Order 13673) (Oct 2016) (Applies at $50
million for solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017,
applies at $500,000 for solicitations and resultant contracts issued after April 24, 2017).

Note to paragraph (e)(1)(xvii): By a court order issued on October 24, 2016, 52.222-59 is enjoined
indefinitely as of the date of the order. The enjoined paragraph will become effective immediately if
the court terminates the injunction. At that time, DoD, GSA, and NASA will publish a document in the
Federal Register advising the public of the termination of the injunction.

(xviii) 52.222-60, Paycheck Transparency (Executive Order 13673) (Oct 2016),
(xix) 52.222-62, Paid sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
(xx) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C, 552a).

(B) Alternate I (Jan 2017) of 52.224-3.

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10
U.S.C. 2302 Note).

(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.5.C.
1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxiii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 U.S.
C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR
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clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal number
of additional clauses necessary to satisfy its contractual obligations.

(End of Clause)

252.204-7008 COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE
INFORMATIONCONTROLS (OCT 2016) - DFAR

(a) Definitions. As used in this provision --

3 &8 35 &K L]

“Controlled technical information,” “covered contractor information system,” “covered defense information,
incident,” “information system,” and “technical information” are defined in clause 252.204-7012, Safeguarding
Covered Defense '

cyber

Information and Cyber Incident Reporting.

(b) The security requirements required by contract clause 252.204-7012, shall be implemented for all covered defense
information on all covered contractor information systems that support the performance of this contract.

(¢) For covered contractor information systems that are not part of an information technology service or system
operated on behalf of the Government (see

252.204-7012(b)(2) -

(1) By submission of this offer, the Offeror represents that it will implement the security requirements specified by
National Institute of Standards and Technology

(NIST) Special Publication (SP) 800-171 “Protecting Controlled Unclassified Information in Nonfederal Information
Systems and Organizations” (see http://dx.doi.ore/10.6028/NIST.SP.800-171) that are in effect at the time the
solicitation is issued or as authorized by the contracting officer not later than December 31, 2017,

(2)(1) If the Offeror proposes to vary from any of the security requirements specificd by NIST SP 800-171 that are in
effect at the time the solicitation is issued or as authorized by the Contracting Officer, the Offeror shall submit to the
Contracting Officer, for consideration by the DoD Chief Information Officer (C10), a written explanation of -

(A) Why a particular security requirement is not applicable; or

(B) How an alternative but equally effective, security measure is used to compensate for the inability to satisfy a
particular requirement and achieve equivalent protection.

(ii) An authorized representative of the DoD CIO will adjudicate offeror requests to vary from NIST SP 800-171
requirements in writing prior to contract award. Any accepted variance from NIST SP 800-171 shall be incorporated
into the resulting contract.

(End of provision)
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SECTION |1 - CONTRACT CLAUSES
52.202-1 DEFINITIONS (NOV 2013) FAR

52.203-5 COVENANT AGAINST CONTINGENT FEES (WAY 2014) FAR

52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT (SEP 2006) FAR

52.203-7 ANTI-KICKBACK PROCEDURES (MAY 2014) FAR

52.203-8 CANCELLATION, RECISSION, AND RECOVERY OF FUNDS FOﬁ ILLEGAL OR IMPROPER ACTIVITY (MAY 2014} FAR
52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY (MAY 2014) FAR

52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS (OCT 2010) FAR

52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (APR 2014) FAR

252.203-7001 PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTHER DEFENSE-CONTRACT-RELATEP FELONIES (DEC
2008) DFARS

52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT PAPER (MAY 2011) FAR
52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014) FAR

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (OCT 2016) DFARS

(&) Definitions. As used in this clause -

*Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized
intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may
have occurred.

“Controlled technical information” means technical information with military or space application that is subject to controls on the access, use,
reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria,
if disseminated, for distribution stafements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on
Technical Documents. The term does not include information that is lawfully publicly available without restrictions.

*Covered defense information” means unclassified information that -
(Dls-
(i) Provided fo the contractor by or on behalf of DoD in connection with the performance of the contract; or

(i} Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the
contract; and ’

(2) Falls in any of the following categories:
(i) Controlled technical information.

(it} Critical information (operations security). Specific facts identified through the Operations Security process about friendly intentions,
capabifities, and activities vitally needed by adversaries for them to plan and act effectively so as to guarantes failure or unacceptable
consequences for friendly mission accomplishment {part of Operations Security process).

(i) Export control. Unclassified infermation concerning certain ifems, commodities, technology, software, or other information whose export
could reasanably be expected to adversely affect the United States national security and nonproliferation objectives. To include duat use
items; items identified in export administration regulations, international traffic in arms regulations and munitions list; license applications;
and sensitive nuclear technology information.

(iv) Any other information, marked or otherwise identified in the contract, that requires safeguarding or dissemination controls pursuant o
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and consistent with law, regulations, and Governmentwide policies (e.g., privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse
effect on an information system and/or the information residing therein.

{(b) Restrictions. The Contractor agrees that the following conditions apply to any information it receives or creates in the performance of this
contract that is information obtained from a third-party's reporting of a cyber incident pursuant to DFARS clause 252.204-7012, Safeguarding
Covered Defense Information and Cyber Incident Reporting (or derived from such infermation obtained under that clause):

(1) The Contractor shall access and use the information only for the purpose of furnishing advice or technical assistance directly to the
Government in support of the Government's activities related to clause 252.204-7012, and shall not be used for any other purpose.

(2) The Contracior shall protect the information against unauthorized release or disclosure.

(3) The Contractor shall ensure that its employees are subject to use and non-disclostre obligations consistent with this clause prior to the
employees being provided access to or use of the information.

(4) The third-party contractor that reported the cyber incident is a third-party beneficiary of the non-disclosure agreement between the
Government and Contractor, as required by paragraph (b}(3} of this clause.

(8) A breach of these obligations or restriclions may subject the Contractor to -

{i} Criminal, civit, administrative, and contractual actions in law and equity for penalties, damages, and other appropriate remedies by the
United States; and

{ii) Civit actions for damages and other appropriate remedies by the third party that reported the cyber incident, as a third party beneficiary of
this clause.

{(c) Subconiracts. The Contractor shall include this clause, including this paragraph {c), in subconfracts, or similar contractual instruments, for
services that include support for the Government's activities related to safeguarding covered defense information and cyber incident reporting,
including subcontracts for commercial items, without alteration, except to identify the parties.

(End of clause)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016) DFARS

(a) Pefinitions. As used in this clause-

"Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or
unauthorized access to, or madification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized
intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may
have occurred.

“Contractor attributionalfproprietary information” means information that identifies the contractor(s), whether directly or indirectly, by the
grouping of information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally identifiable
information, as well as trade secrets, commercial or financial information, or other commerciaily sensitive information that is not customarily
shared outside of the company.

“Contractor information system” means an information system belonging to, or operated by or for, the Contractor.

“Controlled technical infermation” means technical information with military or space application that is subject to controls on the access, use,
reproduction, medification, performance, display, release, disclosure, or dissemination. Controlled technical information would mest the criterta,
if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on
Technical Documents. The term does not include information that is lawfully publicly available without restrictions.

“Covered contractor information system” means an information system that is owned, or operated by or for, a contractor and that processes,
stares, or transmits covered defense information.

“Covered defense information” means unclassified information that -
{i)yIs ~
{A) Pravided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

{B) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract;
and
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(i} Falls in any of the following categories:
(A} Controlled technical information.

(B) Critical information (operations security). Specific facts identified through the Operations Security process about friendly intentions,
capabilities, and activities vitally needed by adversaries for them to plan and act effectively so as to guarantee failure or unacceptable
consequencas for friendly mission accomplishment {part of Operations Securily process}.

{C) Export control. Unclassified infoermation concerning certain items, commeodities, technology, software, or other information whose export
could reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To include duai use
items: items identified in export administration regulations, international traffic in arms regulations and munitions list; icense applications; and
sensitive nuclear technelogy information. ‘

(D) Any cther information, marked or otherwise identified in the contract, that requires safeguarding or dissemination controls pursuant to and
consistent with law, regulations, and Governmentwide poiicies (e.g., privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse
effect on an information system and/or the information residing therein.

“Forensic analysis’ means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that
maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the
confidentiality, integrity, or avallability of an information system. This definition includes a virus, worm, Trojan horse, or other code-based entity
that infects a host, as well as spyware and some forms of adware.

“Media® means physical devices or writing surfaces including, but is not limited o, magnetic tapes, optical disks, magnetic disks, large-scale
integration memory chips, and printouts onte which information is recorded, stored, or printed within an information system.

*Qperationally critical support" means supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation
services, or fogistical support that is essential to the mobilization, deployment, or sustainment of the Armed Farces in a contingency operation.

“Rapid(ly} report{ing)" means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013, Rights
in Technical Data-Non Commercial Items, regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of
technical information include research and engineering data, engineering drawings, and associated lists, specifications, standards, process
sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and refated information, and
computer software executable code and source code.

(by Adequate securily. The Contracior shall provide adequate security for all covered defense information on all covered contractor information
systems that support the performance of work under this contract. To provide adequate security, the Contractor shall -

(1) Implement information systems security protections on all covered confractor information systems including, at a minimum -

{i) For covered contractor information systems that are part of an Information Technology (IT) service or system operated on behalf of the
Government -

{A) Cloud computing services shall be subject to the security requirements specified in the clause 252.238-7010, Cloud Computing
Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere
in this contract; or

(ii) For covered contractor information systems that are not part of an IT service or system operated on behaif of the Government and
therefore are not subject to the security requirement specified at paragraph {b}(1){}) of this clause -

{A} The security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting
Controlled Undclassified Information in Nonfederal information Systems and Organizations,” http;//dx.doi.org/10.6028/NIST SP.800-171 that
is in effect at the time the solicitation is issued or as authorized by the Contracting Officer, as soon as practical, but not later than
December 31, 2017. The Contractor shall notify the DoD CIO, via email at gsd.dibcsia@mail.mil, within 30 days of contract award, of any
security requirements specified by NIST SP 800-171 not implemented at the time of contract award; or

(B) Alternative but equally effective security measures used to compensate for the inabllity to satisfy a particuiar requirement and achieve
CONTINUED ON NEXT PAGE
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equivalent protection accepted in writing by an authorized representative of the DoD CIO; and

(2} Apply other information systems security measures when the Contractor easonably determines that information systems security
measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provide adequate security in a dynamic
environment based on an assessed risk or vulnerability.

{c} Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information
residing therein, or that affects the contractor's ability to perform the requirements of the contract that are designated as operationally critical
support, the Contractor shall --

{i) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised
computers, servers, specific dala, and user accounts. This review shall also inciude analyzing covered contractor information system(s) that
were part of the cyber incident, as well as other information systems on the Contractor's network(s), that may have been accessed as a
result of the incident in order to identify compromised covered defense information, or that affect the Contractor's ability to provide
operationally critical support; and

{ii) Rapidly report cyber incidents to DoD at hitp:.//dibnet.dod mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the
required elements at hitp://dibnet.dod. mil.

(3) Medium assurance cerlificate requirement. In order to repart cyber incidents in accordance with this clause, the Contractor or
subcontractor shall have or acquire a DoD-approved medium assurance certificate f0 report cyber incidents. For infermation on obtaining a
DoD-approved medium assurance certificate, see hitp.ffiase dise milipkileca/Pages/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported cyber
incident shall submit the malicicus scftware in accordance with instructions provided by the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect
images of all known affected information systems identified in paragraph (c)(1){i of this clause and all relevant monitoring/packet capture data
for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline interest.

{f) Access fo additional information or equipment necessary for forensic analysis. Upon request by Dob, the Contractor shall provide DoD with
access to additionat information or equipment that is necessary to conduct a forensic analysis.

() Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the
Contractor provide all of the damage assessment information gathered in accordance with paragraph (e) of this clause.

th) Dol safeguarding and use of contractor atiributionalipropriefary information. The Government shall protect against the unauthorized use or
release of information obtained from the contractor {or derived from information obtained from the contracter) under this clause that includes
contractor attributionalfproprietary information, including such information submitted in accordance with paragraph (c). To the maximum extent
practicable, the Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such information, the
Government will impiement appropriate procedures to minimize the contractor attributional/proprietary information that is included in such
authorized release, seeking to include only that information that is necessary for the authorized purpose(s) for which the information is being
released.

{i} Use and release of contractor attributional/proprietary information rot created by or for DoD. Information that is obtained from the contractor
{or derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized to be released
outside of DoD -

(1) To entities with missions that may be affected by such infermation;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidens;
(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes {including with Defense Industrial Base (DIB)
participants in the program at 32 GFR part 236}, or

{5) To a support services contractor ("recipient”) that is directly supporting Government activities under a contract that includes the clause at
262 204-7008, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.
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(i) Use and release of contractor atiributional/proprietary information created by or for DoD. Information that is obtained from the contractor (or
derived from information obtained from the contractor) under this clause that is created by or for DoD (including the information submitted
pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for purposes and activities authorized by
paragraph (i) of this clause, and for any other fawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy
based restrictions on the Government's use and release of such infermation.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception, monitoring,
access, use, and disclosure of electronic communications and data,

(I} Other safeguarding or reporting requirernents. The safeguarding and oyber incident reporting required by this clause in no way abrogates
the Contractor's responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required
by other applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements.
(m) Subcontracts. The Coniractor shall -
(1) Include this clause, Including this paragraph (m), in subcontracts, or similar contractual instruments, for operaticnally critical support, or for
which subcontract performance wilk involve a covered contractor information systern, including subcontracts for commercial items, without
alteration, except to identify the parties; and
(2) When this clause is included in a subcontract, require subcontractors to rapidly report cyber incidents directly to DoD at hitp://dibnetdod.
mit and the prime Contractor. This includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or
next higher-tier subcontractor) as soon as practicable.

(End of clause)
252.205-7000 PROVISION OF INFORMATION TO COOPERATIVE AGREEMENT HOLDERS (DEC 1891) DFARS

52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH CONTRACTORS PEBARRED,
SUSPENDED, OR PROPOSED FOR SUSPENSION (OCT 2015) FAR

252.209-7004 SUBCONTRACTING WITH FIRMS THAT ARE OWNED OR CONTROLLED BY THE GOVERNMENT OF A COUNTRY
THAT IS A STATE SPONSOR OF TERRORISM (OCT 2015) DFARS

52.222-19 CHILD LABOR - COOPERATION WITH AUTHORITIES AND REMEDIES (OCT 2016} FAR

52.222.21 PROHIBITION OF SEGREGATED FACILITIES (APR 2015) FAR

52,222-26 EQUAL OPPORTUNITY (SEP 2016} FAR

52.222-40 NOTIFICATION OF EMPLOYEE RIGHTS UNDER THE NATIONAL LABOR RELATIONS ACT (DEC 2010) FAR
52.226-6 PROMOTING EXCESS FOOD DONATION TO NONPROFIT ORGANIZATIONS (MAY 2014) FAR

252.226-7001 UTILIZATION OF INDIAN ORGANIZATIONS, INDIAN-OWNED ECONOMIC ENTERPRISES, AND NATIVE HAWAIIAN
SMALL BUSINESS CONCERNS (SEP 2004) DFARS :

52.232-17 INTEREST (MAY 2014) FAR
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013) FAR

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (MAY 2013) DFARS
As prescribed in 232.7004(b), use the following clause:

{(a) Definitions. As used in this clause-

“Department of Defense Activity Address Code (DoDAACY)” is a six position code that uniquely identifies a unit, activity, or organization.
“Document type" means the type of payment reguest or receiving report available for creation in Wide Area WorkFlow (WAWF).
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“Local pracessing office (LPOY is the office responsible for payment certification when payment certification is done externat to the
entilement system.

(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests and receiving reports, as
authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(o) WAWF access. To access WAWF, the Contractor shall-

{1) Have a designated electranic business point of contact in the System for Award Management at hitos /www.acquisition.gov; and
{2) Be registered to use WAWF at hitps://wawf.eb.mil/ foltowing the step-by-step procedures for seif-registration available at this web

site.

(d) WAWF fraining. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice
Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the
WAWTF home page at https://wawf gb.mil/

{e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer
Protocol.

() WAWF payment instructions. The Gontractor must use the following information when submitting payment requests and receiving
reports in WAWF for this contract/order:

(1) Document type. The Coniractor shall use the following document type(s).

{Contracting Officer: Inserl applicable document fype(s).

Note: If a “Combo” document type is identified but not supporfable by the
Contractor's business systems, an “Invoice” (stand-alone} and "Receiving Report”
(stand-alone) document type may be used instead.)

(2} Inspection/acceptance location. The Gontractor shall select the following inspection/acceptance location{s) in WAWF, as specified
by the contracting officer.

(Contracting Officer: Inser! inspection and acceptance locations or “Not applicable.”)

(3) Document routing. The Contractor shall use the information in the Routing Data Table befow only to fill in applicable fields in
WAWF when creating payment requests and receiving reports in the system.

Routing Data Table*

Data to be entered in

Field Name in WAWF VAW

Pay Official DoDAAC

Issue By DoDAAC

Admin DoDAAC

Inspect By DoDAAC

Ship To Code

Ship From Code

Mark For Code

Service Approver
{DoDAAC)

Service Acceptor
{DoDAAC)

Accept at Other DoDAAC

LPC DoDAAC

DCAA Auditor DoDAAC

Other DoDAAC(s)

(*Contracting Officer. Insert applicable DoDAAC information or “See schedufe”
if multiple ship fo/acceptance locations apply, or “Not applicable.”)

(4) Paymeni request and supporting documentation. The Contractor shali ensure a payment request includes appropriate contract line
item and subline item descriptions of the work performed or supplies delivered, unit pricefcost per unit, fee (if applicable), and all relevant back-
up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in support of each payment request.

(5) WAWF email notifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email
Notifications” field of WAWF once a document is submitted in the system.
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(Contracting Offfcer: Insert applicable email addresses or "Not appficable.”)

(g) WAWF point of contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF point of
contact.

{Contracting Officer: Insert applicable information or "Not applicable.”)

(2) For techrical WAWTF help, contact the WAWF helpdesk at 866-618-5988.
{End of clause)

252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2008) DFARS
52.233-3 PROTEST AFTER AWARD (AUG 1998} FAR
52.24213 BANKRUPTCY (JUL 1995) FAR

252.243.7002 REQUESTS FOR EQUITABLE ADJUSTMENTS (DEC 2012) DFARS

kKK

(b) In accordance with 10 U.5.C. 2410(a), any request for equitable adjustment to contract terms that exceeds the simplified acquisition
threshold shall bear, at the time of submission, the following certificate executed by an individual authorized to cer tify the request on behalf of
the Contractor:

i certify that the request is made in good faith, and that the supporting data are accurate and complete to the best of my knowledge and belief.

(Official’'s Name)

(Titfe)

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS AND COMMERCIAL COMPONENTS (DOD CONTRACTS} {JUN 2013}
DFARS

52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR

SECTION J - LIST OF ATTACHMENTS
List of Attachmenis

File Name Description
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