for
Disposition of Unclassified
Computer Hard Drives


http://www.drms.dla.mil/

computer equipment and property prior to
turn-in to the DRMO for any “Secret”,
“Classified”, “Confidential”, “Tempest” or

“Hazardous” indicator!


http://www.drms.dla.mil/
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CONUS/OCONUS Disposal Sites-
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PHOMNE #:
SIGMATURE:

T, ADEITOHEL DATA
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DO FCORM 134814, JUL ¥ (EGH 1SSUE RELE ASE/RE CEIPT DOCUMENT

HARD DRIVE(S) HAVE BEEN REMOWVED  (as appropriate)
CPU({S) CONTAINS NO CLASSIFIED, PONFIDENTIAL OR HAZARDOUS MATERIALS (optional)

:Tlla equipment described by this docoment meets the disposition uirements in accomlance wih the DoD Menorandum
Disposition of Unclassified Computer Hard Drives”™, dated June 4. 2001, (vequired on or with the 1348-1A)

ParFORM (DLA)
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Block: 1. TOTAL PRICE - Total Price

2. SHIP FROM - Your unit name address

17. NOMENCLATURE - i.e., CPU, printer, monitor

24. DOCUMENT NUMBER & SUFFIX - Your DoDAAC, Julian Date
& Document Serial Number

25. NATIONAL STOCK NO. & ADD - NSN or FSC: 7021-00 CPU,
7025-00 Monitor, 7025-00 Printer

26. RIC — Your DoDAAC, Julian Date & Serial Number

27. ADDITIONAL DATA - POC information. You may add optional
statements/certifications
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v The DTID must be properly
filled-out.

v POC information should be
included, (i.e. print name,
signature, phone number and
address.
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CPUs
Without Hard Drives
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“The residue identified by this
document meets the disposition
requirements in accordance with
the DoD Memorandum,
‘Disposition of Unclassified

A Computer Hard Drives,’ dated
June 4. 2001.”

The DTID should also include:

Print name, rank/grade and
signature of individual certifying
the above information

Optional statements in block 27:

/.

= Hard Drives(s) has been removed.

= Statement or letter stating CPU contain
no classified, confidential or hazardous
material.

* Currently ETID does not allow insertion of this statement on the DTID


http://www.drms.dla.mil/

Remove memory sticks from other forms of computer equipment, i.e., handheld
computers (e.g. palm pilots, organizers, etc.)



http://www.drms.dla.mil/

Secure Data Cards CD-ROM Media

Smart Card Media
Micro-drives

Multi-media Cards

Memory Sticks
PCMCI Cards

Back-up Tapes _ Zip Media
Floppy Diskettes

11
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CERTIFICATION OF HARD DRIVE DISPOSITION

O Check if hard drive or similar data storage components have been removed.

This certifies this hard drive:

Serial No. Barcode No.

Make/Model.

was Overwritten | Degaussed | Destroyed in accordance with DoD Memo
dated June 4, 2001, "Disposition of Unclassified DOD Computer Hard Drives”

on (Date)

Software /Degausser

(Manufacturer, Product Version, Date)

Method of
Destruction

(e.g., approved metal destruction facility)

DTID No. / Hand Receipt No.

Generator Name

Phone Email
Printed Name Rank/Grade
Signature Date

DLA FORM 2500, APR 2013 (Replaces all similar forms)

NOTE: When hard
drive is removed, use
chassis serial number.

12
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CPUs
With Hard Drives

13
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Ensure hard drives from other forms of computer equipment, i.e., notebooks,
desktops, laptops, and docking stations are degaussed or over-written.

Internal Devices i.e., graphic, sound, networks or controller cards, may stay in the
CPU.
14
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Secure Data Cards CD-ROM Media

Smart Card Media Multi-media Cards

Memory Sticks _ _
Micro-drives PCMCI Cards

Back-up Tapes _ Zip Media
Floppy Diskettes

15
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“The residue identified by this
document meets the disposition
requirements in accordance with
the DoD Memorandum,
‘Disposition of Unclassified
Computer Hard Drives,’ dated
June 4, 2001.”

<15
25

* Currently ETID does not allow insertion of this statement on the ETID.

The DTID should also include:

Print name, rank/grade and
signature of individual certifying
the above information

16
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CERTIFICATION OF HARD DRIVE DISPOSITION

[0 cCheck if hard drive or similar data storage components have been removed.

This certifies this hard drive:

Serial No. Barcode No.

Make/Model.

was Overwritten | Degaussed | Destroyed in accordance with DoD Memo
dated June 4, 2001, "Disposition of Unclassified DOD Computer Hard Drives”

ALE = _ . on (Date)
—— actual hard drive. cortuore /Degauscor
(Manufacturer, Product Version, Date)
If the hard drive is still left in the CPU, it is not Destruction

(e.g., approved metal destruction facility)

necessary to list the serial number. This avoids
unnecessary work and does not lead to

DTID No. / Hand Receipt No.

Generator Name

destruction of otherwise useful computers that Phone Email
can be donated to schools or other qualified Printed Name Rank/Grade
worthy causes. Signature Date

DLA FORM 2500, APR 2013 (Replaces all similar forms)

Printable Hard Drive Certification Form: DL Form 2500.pdf.

W DLA developed an optional label, based on ASD

: Memo, Attachment 4, dated 04 June 2001, that
Label 5164 or 'PRES-a-ply' Label 30604.  also contains a block to check if turning in chassis’
There are 6 labels, at 3.5" x 4" per sheet. ~ w/hard drive(s) removed. It can be printed on

sticky labels, i.e., Avery 5164 or Pres-a-ply 30604.
17
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http://www.dla.mil/dss/forms/fillables/DL2500.pdf

» NSA Manual for Storage Device Declassification (Sanitizing,

declassification and release)

» Degaussers - National Security Agency (NSA) Evaluated Products
List

» DOD 5220.22-M (National Industrial Security Program Operating Manual)

- There are many commercial software programs and hardware that meet
DOD requirements. Ensure that the method used to sanitize your hard drives

Is in compliance with DOD 5220.22 and the above publications. 18


http://www.drms.dla.mil/
http://www.nsa.gov/ia/_files/government/MDG/EPL_Degausser25June2012.pdf
http://www.nsa.gov/ia/_files/government/MDG/EPL_Degausser25June2012.pdf
http://iase.disa.mil/policy-guidance/asd_hd_disposition_memo060401.pdf
http://iase.disa.mil/policy-guidance/asd_hd_disposition_memo060401.pdf
http://www.nsa.gov/ia/_files/government/MDG/EPL_Degausser25June2012.pdf
http://www.nsa.gov/ia/_files/Government/MDG/NSA_CSS_Storage_Device_Declassification_Manual.pdf
http://www.nsa.gov/ia/_files/government/MDG/EPL_Degausser25June2012.pdf
http://www.nsa.gov/ia/_files/government/MDG/EPL_Degausser25June2012.pdf
http://www.dtic.mil/whs/directives/corres/pdf/522022m.pdf

Hard Drive Turn-In

19
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A filled-out DL Form 2500
or equivalent is required on

all hard drives. | -_ ,,;_,;mm.;m;

¥ ? X 3 iy .'_'::.I.:_: d 0 .ﬁm -.I
(old DLIS 1867 shown in picture to right) = i - s mhmhmn aftee ;

X
o Theharddrive

O )
Q (W . serial number!

~ /- (D
~~

If the hard drive is still left
in the CPU, it is not
necessary to list the serial
number.
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CERTIFICATION OF HARD DRIVE DISPOSITION

O Check iIf hard drive or similar data storage components have been removed.

This certifies this hard drive:

Serial Mo. Barcode MNo.

Make/Model.

was Overwritten | Degaussed | Destroyed in accordance with DoD Memo
dated June 4, 2001, "Disposition of Unclassified DOD Computer Hard Drives”™

on (Date)

Software /Degausser.

(Manufacturer, Product Version, Date)

Method of
Destruction

(e.g., approved metal destruction facility)

DTID Mo. / Hand Receipt No.

Generator Name

Phone Email
‘ Printed Name Rank/Grade
Signature Date

DLA FORM 2500, APR 2013 (Replaces all similar forms)

PDF form: DL Form 2500 - Certification of Hard Drive Disposition.

DLA developed an optional label, based on ASD
: Memo, Attachment 4, dated 04 June 2001, that
Label 5164 or 'PRES-a-ply' Label 30604.  also contains a block to check if turning in chassis’

There are 6 labels, at 3.5" x 4" per sheet.  w/hard drive(s) removed. It can be printed on

sticky labels, i.e., Avery 5164 or Pres-a-ply 30604.
21
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http://www.dla.mil/dss/forms/fillables/DL2500.pdf

v Unused Hard Drives (not in original packaging). The
ETID/DTID must contain a signed certification such as
“Hard Drive(s) has/have not been used.”

22
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Devices

23
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“The residue, identified by this document,

is derived from the processing of computer
hard drives based on the requirements of the
Assistant Secretary of Defense letter dated
June 4, 2001, subject, ‘Disposition of

Unclassified DoD Computer Hard Drives.

Complete standard fields:
v Box 2 - SHIPPED FROM BLOCK
v Field 24 - DOCUMENT NUMBER
v" Field 26 - POC Information

Not required:
Qty, Price, NSN Annotation

DD FORM 134814, JUL 91 (EG) ISSUE RELE ASE/RECEIPT DOCUMENT
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v
v
v
v
v
v

Speakers

Modems

Mouse/Mice

Plotters (toner cartridges must be removed)

External Devices

All others that do not fall under the category of classified, secret,
tempest or hazardous waste.

25
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v No serial numbers required (unless required by your
SA/Supply)

g‘ A Each NSN, FSG/FSC, type property require
O = it’sown DTID (DD Form 1348-1A or
Q e

> o 1348-2)
LS~

26
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your property by using
H-2 Federal Supply Classifications

Find information on your property

27
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I[tems/Equipment
(TTIE)

28
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Definition - TEMPEST is a term used to denote measures for preventing compromising
emanations (electronic/ electromagnetic) from electrically operated devices. More simply
put, TTIE has been manufactured with additional devices built in to prevent monitoring.

Identifying TTIE:

If the TEMPEST application is to an item which is specifically designed for military
use, complete destruction to preclude restoration as an item for its original function
(this includes both entire end items and individual components, as applicable).

If the TEMPEST application is to a commercially available item, e.g., IBM-XMT or AT
personal computer, the generating activity will sanitize the equipment of all
classified/sensitive data and software prior to turn-in to the Disposition Service Site. The
turn-in document will be annotated that item has TEMPEST application and has been
sanitized prior to turn-in. These items will then be considered Strategic List Items and

incorporate all appropriate controls. 29
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Review of data plate on rear of property reveals the word “TEMPEST”.

Manufacturer model number puts the letter “T”” within the number, e.g.,
CPT Corp., Model 8000T.
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Web Links

31
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-Publications: This web page contains Disposition Services’ and other pertine
Usually in a pdf format. [Fa¥eethaobat

-Federal Supply Class
of an NSN)

-OSD Memo for Disposition Of Unclassified DOD Compute

-WebFlis locates NSN using Part Number. Also provides property information

- NSA Central Secur
information security regulations an

- Defense Information Systems Agency (DISA) Approve
Certifications

- U.S Department of Defense Home Page

32
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